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Abstract

The field of Explainable Artificial Intelligence (XAI) focuses on techniques for
providing explanations to end-users about the decision-making processes that un-
derlie modern-day machine learning (ML) models. Within the vast universe of XAI
techniques, counterfactual (CF) explanations are often preferred by end-users as
they help explain the predictions of ML models by providing an easy-to-understand
& actionable recourse (or contrastive) case to individual end-users who are ad-
versely impacted by predicted outcomes. However, recent studies have shown
significant security concerns with using CF explanations in real-world applications;
in particular, malicious adversaries can exploit CF explanations to perform query-
efficient model extraction attacks on proprietary ML models. In this paper, we
propose a model-agnostic watermarking framework (for adding watermarks to CF
explanations) that can be leveraged to detect unauthorized model extraction attacks
(which rely on the watermarked CF explanations). Our novel framework solves a
bi-level optimization problem to embed an indistinguishable watermark into the
generated CF explanation such that any future model extraction attacks that rely on
these watermarked CF explanations can be detected using a null hypothesis signif-
icance testing (NHST) scheme, while ensuring that these embedded watermarks
do not compromise the quality of the generated CF explanations. We evaluate this
framework’s performance across a diverse set of real-world datasets, CF explana-
tion methods, and model extraction techniques, and show that our watermarking
detection system can be used to accurately identify extracted ML models that are
trained using the watermarked CF explanations. Our work paves the way for the
secure adoption of CF explanations in real-world applications.

1 Introduction

Within the vast universe of XAI techniques, counterfactual (CF) explanationsl [42, 24, 18, 11]
have emerged as an effective method for explaining the predictions generated by machine learning
(ML) models [2, 30]. To explain the prediction returned by an ML model on input instance x, CF
explanation methods identify a new counterfactual 2, which is similar to the original input instance
x but yields a different (and often more favorable) prediction from the ML model. CF explanations
are useful because they can be used to offer recourse to vulnerable groups. For example, when an ML
model spots a student as being vulnerable to dropping out from school, CF explanation techniques
can suggest corrective measures to teachers, who can intervene accordingly.

However, despite these usability benefits, widespread real-world adoption of CF explanation tech-
niques in practical ML systems remains limited. One key obstacle is the risk of model extraction
attacks through CF explanations [32]. There is an inherent tension between explainability and secu-
rity: while model explanations bring transparency for legitimate users, they can inadvertently provide

!Counterfactual explanation [42] and algorithmic recourse [38] are closely connected [40, 34]. Hence, we
use both terms interchangeably throughout this paper.
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Figure 1: Illustration of the CFMark. (a) The adversaries perform model extraction attacks via using
query data D® = {(x;, Fy(z;))}Y and their CF explanations D = {(z¢, Fyy (z¢))}¥ to train a
private model f;, that reproduces the predictive behavior of the proprietary model Fy,. CFMark
embeds a watermark to the returned 3 = Gy (ICf). (b) If the adversaries use D to train an extracted
model f,, our framework can identify this unauthorized usage via a hypothesis testing.

malicious actors with valuable information to compromise and extract proprietary ML models. As
demonstrated in Figure 1 (a), attackers can exploit CF explanations to execute model extraction
attacks. By querying the model with input instances D* and obtaining the corresponding CF ex-
planations D, attackers can train a surrogate model f,, which reproduces the predictive behaviors
of the proprietary model Fyy. This approach is more query-efficient compared to traditional model
extraction attacks that rely only on D” [1, 43].

Limited research has been conducted on countermeasures against model extraction attacks that
exploit CF explanations. Notably, Yang et al. [45] proposed integrating differential privacy into CF
explanations to mitigate such attacks. However, this defense mechanism relies on drastic perturbations
to CF explanations to impede attackers, consequently reducing the explanations’ utility. Alternatively,
digital watermarking presents a strong defense mechanism against model extraction attacks in general
[15, 35, 19]. Typically, these methods embed unique signals into the ML model, which enables
subsequent verification of model ownership whenever an adversary tries to conduct a model extraction
attack. However, existing digital watermarking techniques have not explicitly considered the use of
CF explanations in model extraction attacks. Consequently, existing methods are inapplicable for
protecting against such attacks that use CF explanations.

Contributions. In this paper, we propose a novel watermarking framework for counterfactual
explanations to identify unauthorized model extractions. As illustrated in Figure 1, our watermarking
framework consists of two stages: (i) Watermark Embedding: We embed an indistinguishable
watermark into CF explanations. This watermark can later be detected if malicious users utilize these
watermarked CFs for training their models. (ii) Watermark Detection: We employ a pairwise t-test
to identify models trained on the watermarked CF explanations. Importantly, compared with prior
methods that aggressively perturb the CF explanations, this watermarking framework has little impact
on the utility of CF explanations. Our primary contributions are summarized as follows:

* (Problem-Wise) We propose a novel approach to combat the model extraction problem that exploits
CF explanations. Unlike prior work focusing on defending the model extraction attack by trading
off the CF explanations’ quality [45], we propose to add watermarks to CF explanations that can
provide easy identifiability of any ML model that is trained (by an adversary without authorization)
using watermarked CF explanations as training data. To our knowledge, we are the first to consider
watermarking of CF explanations to prevent model extraction attacks.

* (Methodology-Wise) We develop a model-agnostic framework to add watermarks to CF explana-
tions, and identify models that are trained on watermarked CF explanations. This framework is
designed to operate in two stages: (1) First, we develop a technique that embeds watermarks in
the CF explanations. Importantly, this watermark has little effect on the utility of counterfactual
explanations. In addition, it is unidentifiable to malicious users, but it can be identified at a later



stage. We construct this watermark by solving a bi-level optimization problem. (2) Second, we
perform a pairwise t-test to identify models that are trained on the watermarked CF explanations.

* (Experiment-Wise) We evaluate our watermarking techniques on a comprehensive variety of real-
world datasets, CF explanation methods, and model extraction techniques. Our results show that
our watermarking techniques can achieve reliable identifiability (0.85 F1-score), without trading off
the utility of counterfactual explanations (only ~1% reduction in validity and proximity metrics).

2 Related Work

Counterfactual Explanation Techniques. A significant body of literature on counterfactual (CF)
explanation techniques primarily focuses on developing methods that yield different, often more
desirable predicted outcomes [42, 40, 17]. Prior work on CF explanation techniques can be organized
into two categories: (i) non-parametric methods [42, 38, 24, 39, 18, 37, 40, 17], which typically
find optimal CF explanations by solving an individual optimization or searching problem, and
(ii) parametric methods [26, 44, 23, 11, 10, 41], which adopt parametric models (e.g., a neural
network model) to generate recourses. However, existing techniques fail to consider the security risks
associated with providing CF explanations to end-users. Unfortunately, this leaves the generated CF
explanations vulnerable to adversaries who could extract proprietary information from the model.

Security and Privacy Risks in CF Explanations. Recent research has highlighted the privacy and
security risks associated with model explanations [32, 31]. In particular, CF explanations can be
used to carry out model extraction attacks [1, 43], linkage attacks [8], and membership inference
attacks [27]. To mitigate these risks, Vo et al. [41] use feature discretization to defend linkage attacks,
but this approach lacks generalizability to defend against other attacks, such as model extraction
attacks. Alternatively, differentially private CF explanations exhibit resistance to model extraction and
membership inference attacks [45]. Unfortunately, this approach suffers from the severely decreased
quality of CF explanations, which limits its practical deployment in real-world applications.

Model Extraction Attacks and Watermarking. Our work is closely related to prior literature on
model extraction (ME) attacks, which focuses on constructing private models that behave similarly
to the proprietary victim model. Tramer et al. [36] first conceptualized this attack, and later work
improves the efficacy of ME attacks via active learning [4, 25], semi-supervised learning [14],
adversarial examples [16, 47], and CF explanations [1, 43]. A common approach for protecting
against model extraction attacks focuses on reducing the quality of ML models, such that it becomes
unattractive for an adversary to conduct a model extraction attack. Alternatively, digital watermarking
techniques embed unique signals into either the training data [21], model parameters [33, 15], and/or
model outputs [35, 19], which enables the defender (i.e., enterprise) to verify any suspicious models
that may have been constructed via a model extraction attack. Unfortunately, existing watermarking
techniques have not explicitly considered the use of CF explanations in model extraction attacks.
Hence, existing methods cannot protect against such attacks that exploit CF explanations.

3 Preliminaries

We limit out exposition to binary classification problems since they represent the most commonly
studied setting for CF explanations [40, 11]. Let D; = {(z4,y:)}}\, denote a training dataset
containing N data points, where z; € R? represents the 4-th input data point, and y; € {0, 1} denotes
its label. The enterprise service provider (i.e., defender) uses this training dataset D; to train their
proprietary predictive model Fy : X — [0, 1], which takes as input 2 € D; to output a probabilistic
score Fyy (x) which (approximately) represents the probability that the actual label for z is 1.

Counterfactual Explanations. In addition to generating predictions Fyy (z) (for input x) using
their predictive model, the service provider (i.e., defender) also generates counterfactual explanations
2! to explain the predictions returned by Fyy on input . At a high level, the procedure for finding z°f
(for input x) involves applying feature-space modifications to x that reverse the predictive outcome
(from Fy (z) to 1 — Fy(x)) with a minimal cost of change. Hence, given an input  and the
proprietary model Fyy-, a CF explanation method CF(x; Fyy) generates CF explanations x° which
satisfies two criteria: (i) the CF explanations need to be valid [42, 11], i.e., the CF explanations



get opposite predictions from the original input Fyy (z°") = 1 — Fy (), and (ii) incur low cost of
changes [38, 11], i.e., the modifications needed to change x to z¢f (denoted by ¢(z, sz)) is low.

Model Extraction Attack via CF Explanations. We assume that malicious adversaries (i.e.,
attacker) aim to conduct a model extraction attack against the defender’s proprietary model Fyy,
which generally works as follows: (i) the attacker assumes black-box access to Fyy, i.e., he can query
the model’s output probability Fyy (z) for any input x. (ii) The attacker queries Fy with M distinct
attack points {(z;}M to create a supervised attack dataset D* = {(z;, Fyy (x;)}. (iii) Finally,
the attacker uses D* for training an extracted ML model f,, : X — [0, 1] that closely mimics the
proprietary ML model (i.e., { fu (z;) &= F(x;)| V&; € Di}).

However, recent approaches have shown that CF explanations can be used by adversaries to improve
the query efficiency and quality of model extraction attacks. Below, we describe MRCE [1] and
DualCF [43], two approaches that use CF explanations to perform model extraction attacks.

MRCE. Aivodji et al. [1] showed that adversaries can perform a query-efficient model extraction
attack by making half as many queries to Fyy. Instead of using an attack dataset D, of size M,

the MRCE attack proceeds by using an M2 sized attack dataset DMECE — {(z;, Fy (z;)} /2

and uses the corresponding CF explanations and their predictions D' = {(2¢",1 — FW(xz))}fW 2
as additional training data which does not require querying the ML model (since the labels on CF
explanation points z°" are assumed to be opposite to that of the original points z). Thus, leveraging
CF explanations and their labels allows the attacker to get an M sized training dataset by making
only M /2 queries to Fyy . Finally, the attacker use both DMECE and D! for training their extracted
ML model f,, : X — [0, 1].

DualCF. Alternatively, Wang et al. [43] improves the quality of the training dataset used by the
attacker to train the extracted ML model f,,. The DualCF attack proceeds as follows: (i) the attacker

queries Fyy with an initial set of attack points to get DPCF = {(x;, Fyy (xq)}fw/ ? and corresponding
CF explanations D = {(2<f, 1 — Fyy (z;))}"/%. (ii) The set D is also used to query Fyy to get a
dual CF dataset D" = {(xff 11— (1-Fw (xl)}fw ? (i.e., the set of CF explanations z°/" for the
original CF explanations ¢/ generated by the defender’s CF module). Intuitively, if the defender uses
a high-quality CF explanation module, D' and D" would represent a dataset with smaller margins,

and hence enable more accurate recovery (or extraction) of underlying decision boundary of Fyy .
Finally, the attacker use both D" and D" for training their extracted ML model f, : X — [0,1].

Protecting against Model Extraction Attacks. As described in Section 2, a common approach
for mitigating model extraction attacks (in general) is to degrade the quality of the proprietary ML
model Fyy so as to disincentivize the attacker from conducting such an attack (thereby protecting
the model). In the context of MRCE [1] and DualCF [43], this approach would entail degrading the
quality (as measured by widely used metrics such as validity and proximity [40]) of the generated CF
explanations such that it becomes unattractive for an attacker to use CF explanations as part of the
training dataset used for model extraction. However, we argue that such an approach is unsatisfactory
to use in real-world applications since lowering the quality of CF explanations negatively affects our
ability to provide meaningful and actionable recourse to negatively affected end-users.

Therefore, in this paper, we adopt a digital watermarking approach [21, 33] to protect against
these model extraction attacks that use CF explanations. Our watermarking approach can ensure
that unauthorized model extraction attacks that use CF explanations can be easily identified by
the defender, while maintaining the quality of the generated CF explanations. To the best of our
knowledge, we are the first to develop a watermarking scheme for CF explanations for protecting
against model extraction attacks. We explain our novel watermarking approach in Section 4.

4 CFMark: A Watermarking Framework for CF Explanations

We propose CFMark, a novel watermarking framework for CF explanations to protect against
model extraction attacks that use CF explanations. At a high level, CFMark consists of two stages:
(1) watermark embedding: we design a watermarking function GGy that can be used to embed
imperceptible watermarks into the CF explanations that are generated by the CF explanation module
used by the defender. Specifically, G takes as input a CF explanation 2" and outputs a watermarked



CF explanation G (z°"). These watermarked CF explanations can later be easily detected if malicious
users utilize these watermarked CFs as training data for conducting unauthorized model extraction
attacks. (ii) watermark detection: we employ a pairwise t-test to accurately identify any third-party
black-box ML model that is suspected to have been trained on our watermarked CF explanations
(as part of a model extraction attack). Importantly, compared with prior methods that aggressively
perturb the CF explanations, CFMark has little impact on the utility of CF explanations.

4.1 Stage 1: Watermark Embedding

In this paper, we assume that our watermarking function G (2°f) = 2°f + 6 adds a f-perturbation to
the input CF explanation 2 (6 is a perturbation vector of the same size as 2¢"). This §-perturbation
is chosen to simultaneously optimize two key objectives: (i) detectability - we want to maximize our
chances of accurately detecting an extracted ML model that has been trained on the watermarked
CF explanations; and (ii) usability - we want to minimize the loss in quality of CF explanations (as
measured by change in validity) caused by the addition of this watermark (aka #-perturbation).

Bi-Level Optimization for Learning Watermarking Function. Let f,,- denote an extracted ML
model that is trained by using an initial attack set (x,y) € D, (that is used to query the defender’s
ML model Fyy ) and the corresponding watermarked CF explanations and their predictions that are
generated by the defender D¢/ = {(2*" + 0,1 — y) V (x,y) € D, }.

Then, we formalize our detectability objective as follows: (i) the probability output of f,,« on the
watermarked CF explanation f,,« (2" + @) should be higher than the probability output of f,,« on
the un-watermarked CF explanation f, (:z:Cf). (i1) to maximize detectability, we should be choosing
f that maximizes the difference between the predictions returned (by the extracted ML model) on
the watermarked (f,,« (2" + 6)) vs un-watermarked CF explanations (f,,~ (z')). Furthermore, our
detectability objective should ensure that the probability output on watermarked CF explanation
should be higher than the probability output on the un-watermarked CF explanation. To satisfy these

considerations, we choose to maximize 3, . per l0g (f}(i"”(;eo as our detectability objective (we

refer to this as the poison loss).

Next, we formalize the usability objective as follows: (i) to maximize usability, we should choose 6
such that if the un-watermarked CF explanation (") was valid w.r.t. the proprietary ML model Fyy,
then the watermarked CF explanation (2! 4 ) should also remain valid on Fyy . (ii) We formalize
this notion by minimizing -, p« KL (Fw (z +0) || Fw (2)), the KL-divergence between the
probability outputs returned by Fy on the watermarked vs un-watermarked CF explanations (we
refer to this as the validity loss). Thus, we formulate the watermarking embedding process as this
bi-level optimization problem:

max > 10g<W>—KL(Fw(w+0) | Fiv(x)),
(z,y)eD fur (@ (1
st. w'(9) =argmin Y L(fu(@)y)+ Y Llfulz+6).y)
(z,y)eD= (z,y)€D

where the inner (min) problem solves the model extraction problem faced by an adversary that tries
to use attack data points along with the watermarked CF explanations as training data to extract the
enterprise’s ML model. On the other hand, the outer (max) problem jointly optimizes the detectability
and usability objectives required for good watermarking.

4.1.1 Improving Generalizability and Preventing Overfitting

Unfortunately, optimizing Equation 1 leads to poor generalization and overfitting. To address this
problem, we propose two key techniques: (i) regularization, and (ii) data augmentation.

Regularization. Our preliminary experiments with optimizing the bi-level formulation in Equation 1
resulted in learning #-perturbations that resulted in lots of false positives (at the time of watermark
detection). In particular, with our learned #-perturbations, our watermark detection system (explained
in Section 4.2) had a high true positive rate (i.e., accurate identification of extracted ML models that
used watermarked CF explanations as training data). Unfortunately, our watermark detection system
also had a high false positive rate (i.e., falsely flagging a benign model that does not use watermarked



CF explanations as training data). This behavior is undesirable because it might lead to unnecessary
false alarms; a model trained using normal data collection procedures might be falsely flagged as an
model extracted without authorization by an adversary.

This high false positive rate is attributable to the fact that optimizing Equation 1 results in -
perturbations that overfit to the extracted ML model f,,- that is trained on both input examples D*
and CF explanations D°f. To prevent this overfitting problem, we incorporate a regularization penalty
term in our objective function. This regularization term is similar to our poison loss objective - it
aims to minimize the difference in probability output between watermarked and un-watermarked CF
explanations by a benign ML model f,; that has not been trained using watermarked CF explanations.
At a high level, this regularization term ensures that our learned -perturbation does not result in
our watermarking detection system falsely flagging benign ML models that have not been trained on
watermarked CF explanations (thereby resulting in fewer false positives).

Data Augmentation to Improve Generalizability. Furthermore, to ensure that the learned 6-
perturbation does not overfit to our extracted ML model (that is trained on D and D), we enrich
the training data used to train the extracted ML model by including sampled data points from the
defender’s proprietary training dataset D, (which is feasible since the watermarking generation
problem will be solved by the defender who has access to their training dataset). In addition, we
experiment with using an ensemble of extraction models inside the bi-level formualation so that the
generated watermarks can be optimized against a diverse ensemble of extracted models (as opposed
to optimization against a single extracted model). To create this ensemble, we retrain the extracted
model multiple times, each of which is initialized with a different set of model parameters. Both these
steps help in making extracted models more realistic and prevent overfitting against adversarially
extracted ML models.

4.1.2 CFMark: Our Watermarking Algorithm
Finally, we derive our new watermarking embedding formulation:

w3 2etog (P D) L (a4 0) | Fvl) g (2520,

(z,y)€D Jui (@) fuy (2)
Poison Loss Validity Loss Regularization
@)
st.owp=argmin > L{fu, (@) 9)+ D, Llfu @0+ Y L(fu(@),y)
(xz,y)eD=® (z,y)eD (z,y)eD!
3)
wy =argmin Y L{fu,(0),9)+ D L{fun(2).). )
(z,y)€D* (z,y)EDt

where A is a hyperparameter which controls regularization strength.

Algorithm 1 outlines the optimization of the bi-level problem in Equation 2-4. This bi-level formula-
tion can be efficiently solved by alternating the optimization of the inner- and outer- problems using
unrolling pipelines [29, 9], which has been applied to many ML problems with a bi-level formulation,
e.g., meta-learning [7], poisoning attacks [13], and distributionally robust optimization [10]. We
iteratively solve this bi-level optimization problem via 7" outer steps. At each step, we first update the
weights of each ensemble models using the watermarked data x + § via K unrolling steps of gradient
descent. Next, we maximize the adversarial loss and project 4 into the feasible region A. Crucially,
when calculating the gradient of adversarial loss (outer problem) with respect to data shift d, we look
ahead in the inner problem for a few forward steps and then back-propagate to the initial unrolling
step. We do this because we use K unrolling steps of gradient descent, as opposed to full-blown
gradient descent till convergence.

4.2 Ownership Verification

Now, we describe how to verify whether a suspicious model is trained on watermarked CF explana-
tions. We assume that the defenders have query access to the suspicious model to obtain the predicted
probability of each input. We use the following null hypothesis significance testing (NHST) scheme
(Proposition 1 to identify whether a model is trained on watermarked CF explanations.



Algorithm 1 Watermarking Algorithm

1: Hyperparameters: learning rates 7, step size a, # of watermarking steps 7', # of unrolling steps
K, maximum perturbation E, # of ensembles M

2: Imput: A batch of inputs (x,y) € D* and their corresponding unwatermarked CF explanations
(x,y) € D, M randomly initialized models {w "}, {w{)}M

3: Initialize: Init § with zeros

4: for m = 1 — M models do

5: for : =1 — T steps do

6: for £ =1 — K unroll steps do

7

8

Update w{™ on Eq. 3 and w{™ on Eq. 4 using Adam
: end for
9: Calculate and store the outer loss in Eq 2 as £,
10: end for
11:  Average the outer loss £ = Y""__ £, /M
12: 00+ a-sign(VsL)
13: Project & onto the /,,-norm ball.
14: end for

15: return ¢, 6

Proposition 1. Suppose p,, is the posterior probability of x predicted by the suspicious model. Let x<
to be the unwatermarked counterfactual explanations, and £ to be the watermarked counterfactual
explanations. Given the null hypothesis Ho : pys = pp + 7 (Hy : pd > Py + T) where T is a
hyper-parameter, we claim that the suspicious model is trained on counterfactual explanations (with
T-certainty) if and only if Hy is rejected.

S Experimental Evaluation

Datasets. To evaluate the performance of our watermarking framework, we use three real-world
datasets: (i) Cancer [5] derived from the Breast Cancer Wisconsin (Diagnostic) dataset contains
569 instances and uses cell nuclei characteristics to classify tumors as malignant (Y=1) or benign
(Y=0). (ii) Credit dataset [46] contains 30,000 instances and focuses on predicting whether a borrower
will default on their payments (Y=1) or not (Y=0) based on historical payment records. (iii) HELOC
dataset [6] collects anonymized Home Equity Line of Credit applications from real homeowners. This
contains 10,459 instances, and the classifier predicts whether an applicant will repay their HELOC
account within 2 years (Y=1) or not (Y=0) based on their application information.

CF Methods & Attacker Models. We evaluate CFMark against three model extraction methods: (i)
Querying attack does not use CF explanations; instead it only uses the inputs and predictions pair D”
for training the extracted ML model. (ii)) MRCE [1] adopts both inputs D” and the corresponding CF
explanations D! for training the extracted ML model. (iii) DualCF [43] adopts both CF explanations

D! and their dual CF explanations D¢f for training the extracted ML model.

We use three widely used CF methods for benchmarking: (i) C-CHVAE [26] is a parametric approach
that generates CF explanations by perturbing the latent variables of a Variational Autoencoder (VAE)
model until a valid CF example is found. (ii) DiCE [24] is a non-parametric method that generates
diverse CF explanations by learning a distribution of potential CFs around the original instance. (iii)
GrowingSphere [20] is another non-parametric method that employs a random search algorithm to
generate valid recourses by sampling points around the input instance.

Evaluation Metrics & Procedure. To evaluate ownership verification, we calculate the difference
of the output probability Pa between watermarked and unwatermarked CFs (i.e., Pa = f,,(27) —
fuw (LECf)) and the corresponding t-test p-value. Higher Pa and lower p-value (less than 0.05) indicate
true positives, i.e., the extracted models are indeed trained on the watermarked CF explanations.

Furthermore, we design the following meta-experiment to evaluate the robustness of our owner-
ship verification framework against unauthorized model extraction attacks: We first generated ten
bootstrapped subsets from the original test set. Each subset was then used to simulate a model
extraction attack (i.e., 10 extracted models for each attack per method per dataset). We consider



that our watermarking detection system outputs a positive (i.e., flags a model as being trained on
watermarked CFs) if the p-value of the ownership verification is less than 0.05. Otherwise, we
consider the output of our detection system as negative. When compared with the ground-truth
positives (i.e., all extracted models that use MRCE and DualCF) and ground-truth negatives (i.e., all
extracted models that use Querying attack), we are able to calculate numbers for true/false positives
and true/false negatives. Using these numbers, we finally report the F1-score across a total of 270
meta-experiments (10 subsets x 3 attacks x 3 datasets x 3 CF methods) as our evaluation metric to
quantify our watermarking framework’s ability to identify unauthorized model extraction attacks.

To evaluate the utility of counterfactual explanations, we adopt two widely used metrics: (i) Validity,
which measures the fraction of valid CF explanations z°f with respect to Fyy; (ii) Proximity, which

computes the /1 distance between the input = and its corresponding CF explanation z°'.

Validity & Proximity. Table 1 compares the validity and proximity of original (i.e.,
unwatermarked) z¢ and watermarked CF explanations #°. The results demonstrate that
watermarking CF explanations only introduces ) )

a minor degradation in quality. Specifically, Table 1: Evaluation of the CF Explanations.
watermarked CF explanations exhibit a 1% de-
crease in validity and a 1% increase in proximity
compared to their unwatermarked counterparts. Sl o] Vel i | VAl Fie
This result suggests that watermarking CF ex- ccuvag Qg 1.0 110 [1.0 440 [1.0 3.73
planations provides a robust defense mechanism WM. | .97 1.11 |.98 442 |94 3.43
while preserving the utility of the explanations. Org. 99 096 |.90 398 |.90 839

Watermarking Performance. Table 2 shows PicE WM. |.98 098 |.90 4.05 [.89 8.43
that our model ownership verification is highly ~ Growing Org. [1.0 092 |.99 5.18 |1.0 3.67
effective across all datasets, CF methods, and Sphere =~ WM. |.96 093 |.98 5.21 |.98 3.73
attack methods. Specifically, our method can
accurately identify unauthorized usage of CF
explanations in model extraction attacks with high confidence (i.e., p-value< 0.01) across both
MRCE and DualCF attacks. Additionally, our method does not misjudge models that do not use CF
explanations for training models, as evident in the query attack, where the p-value is close to 1. On
the other hand, random perturbations to CF explanations are clearly ineffective as they achieve a high
p-value in all cases.

CF Method Dummy Credit | HELOC

Furthermore, Table 3 shows that our watermarking scheme is quite accurate at identifying true
positives and true negatives. DiCE , Growing Sphere, and C-CHVAE achieve an average F1-score of
0.94, 0.89, and 0.74 (respectively) across all three datasets.
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(a) The impact of X on credit dataset. (b) The impact of data augmentation on credit dataset.

Figure 2: Analyzing the Impact of Regularization and Data Augmentation on CFMark

Understanding the Impact of Regularization & Data Augmentation. We demonstrate the impor-
tance of regularization trade-off parameter A in Figure 2a. The X-axis shows varying A values, and
Y-axis shows Pa achieved with DiCE explanation method. This figure shows that when A is set to 0
(i.e., no regularization), the Query attack also achieves a high P value (due to overfitting), due to
which our watermarking detection scheme outputs a false positive. Increasing values of A decreases
the P value for the Query attack faster as compared to MRCE and DualCF attacks, thereby illustrat-
ing that our regularization penalty helps alleviate the problem of false positives. Similarly, Figure 2b
shows the impact of data augmentation (i.e., using sampled training data D; to train extracted model)



Table 2: Evaluation of the watermarking performance between random perturbation (i.e., Rand.) and
CFMark (i.e., WM.). High Pa and low p-value implies that the extracted models are trained using
watermarked CF explanations.

CF Method Dataset | Metric | Query | MRCE | DualCF
| | Rand. WM. | Rand. WM. | Rand. WM.

b Pa 0.0430  0.0640 | 0.0394 0.1161 | -0.011  0.1266

UMMy | o value | 1.0000  1.000 | 1.0000 0.0005 | 1.0000 10~

credit | P2 0.0043 -0.065 | 0.0110 0.1127 | 0.0161 0.1268

C-CHVAE redit | pvalue | 1.0000  1.0000 | 1.0000 107% | 1.0000 10~23
ueLoc | Pa 0.0109 0.0448 | 0.0099 0.0829 | 0.0042 0.0781

p-value | 1.0000 0.9995 | 1.0000 10=°' | 1.0000 10798

b Pa 0.0122  0.0270 | 0.0066 0.0572 | 0.0076 0.0539

ummy | value | 1.0000  1.000 | 1.0000 1077 | 1.0000 0.0031

credit | P2 0.0087 0.0118 | 0.0069 0.0702 | 0.0067 0.0578

DiCE red pvalue | 1.0000 1.0000 | 1.0000 10~*' | 1.0000 10~ '2
ueLoc | Pa 0.0029  0.096 | 0.0022 0.1102 | 0.0024 0.1041

p-value | 1.0000 0.9999 | 1.0000 10=°* | 1.0000 10~'°

Dummy | P2 0.0879 0.0385 | 0.0485 0.0601 | 0.0399 0.0561

Y| p-value | 0.9746 09911 | 0.6281 0.0075 | 0.9963 0.0194

Growi A 0.0079  0.0015 | 0.0076 0.0558 | 0.0098 0.0686
Sggzvrle“g redi p-value | 1.0000  1.000 | 1.0000 0.0031 | 1.0000 10~
ueLoc | Pa 0.0058  0.0298 | 0.0097 0.0857 | 0.0066 0.0902

p-value | 1.0000 1.000 | 1.0000 107%* | 1.0000 10736

Table 3: F-1 Score of the CFMark detectability. A higher F-1 score indicates higher success in
identifying model extraction that uses watermarked CF explanations to train a private model.

CF Method \ Cancer Credit HELOC
C-CHVAE 0.89 0.46 0.87
DiCE 0.93 1.00 0.89
Growing Sphere 1.00 0.82 0.85

on Pp against the MRCE attack. This figure shows that using data augmentation really helps achieve
significantly better performance against the C-CHVAE explanation method, while it does not make a
significant difference against DiCE (DiverseCF) and Growing Sphere.

6 Discussion & Conclusion

CFMark provides the first watermarking framework for counterfactual explanations as a defense
mechanism for unauthorized model extraction attacks. However, this work has two primary limitations.
First, we focus on watermarking tabular datasets. Future research should explore extending CFMark
to handle other data modalities. Second, while our quantitative results show that CFMark does not
compromise the utility of watermarked CF explanations, we do not evaluate its impact through a user
study. A human-centered evaluation is needed to understand the impact on the interpretability of
these explanations, and its broader impact on society when deployed.

In this paper, we propose the first watermarking framework for counterfactual explanations to identity
unauthorized model extraction attacks. We formulate this watermarking framework as a bi-level
optimization problem, which embeds an indistinguishable watermark into the CF explanations. These
watermarks can be subsequently detected using a pairwise t-test to identify models trained on the
watermarked data for model ownership verification. Empirical results demonstrate that our framework
can achieve reliable identifiability, without compromising the utility of counterfactual explanations.
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Figure 3: The influence of the regularization term A on the credit dataset.

A Implementation Details

Here we provide implementation details of our proposed framework on three datasets listed in
Section 5. We provide the code, dataset, and experiment logs in the supplemental material, or be
accessed in this repository: https://github.com/BirkhoffG/CFMark.

Software and Hardware Specifications. All experiments are run using Python (v3.10.10) with jax
(v0.4.20) [3], scikit-learn (v1.2.2) [28], and jax-relax (v0.2.7) [12] for the implementations. All our
experiments were run on an Ubuntu 22.04.4 LTS virtual machine on the Google Cloud Platform with
an Nvidia V100 GPU.

Feature Engineering. We use the default feature engineering pipeline provided in jax-relax [12].
Specifically, for continuous features, we scale all feature values into the [0, 1] range. To handle
the categorical features, we transform the categorical features into numerical representations via
one-hot encoding. Note that during the watermarking procedure, we treat the categorical features as
immutable features, i.e., we do not add perturbations to the categorical features.

Hyperparamters. For all three datasets and CF methods, we run 7" = 50 steps for watermarking CF
explanations, and set E' = 0.05 as the maximum perturbation. The step size « = 2.5 x §/T (based on
[22]) for solving the bi-level problem in Equation 2-4. On the attack side, the model extractors have a
maximum of 128 queries for extracting models reported in Table 2. In addition, Table 4 provides a
detailed overview of the hyperparameters used for each dataset and CF method.

Table 4: Hyperparameters for each dataset.
CF Method  Dataset | Batch Size | k | learningrate | 7 | Ensembels

Dummy | 64 10 0.01 0.1 | 8

C-CHVAE Credit 16 10 0.01 0.1 |8
HELOC | 128 5 0.1 0.05 | 32

Dummy | 128 10 0.03 0.05 | 8

DiCE Credit 64 10 0.01 0.05 | 8

HELOC | 64 5 0.1 0.1 |8
Growin Dummy | 128 5 0.05 0.05 | 16

Sphere & Credit 64 10 0.01 0.05 | 8
p HELOC | 128 5 0.1 0.05 | 16

B Additional Results

Confusion Matrix. Figure 4 highlights the detectability achieved by CFMark. Notably, CFMark
achieves high True Positive and True Negative across all three CF methods and datasets. This result
highlights the effectiveness of CFMark in watermarking CF explanations.

Loss curve. Figure 5 shows the loss curve of crafting watermarks on CF explanations generated from
CCHVAE, DiCE, and Growing Sphere across three datasets. The watermarking procedure is stable.
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Figure 4: Confusion matrix of identifying unauthorized model extraction attacks through CF explana-
tions from CCHVAE, DiCE, and Growing Sphere across three datasets.
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Figure 5: Loss curves of crafting watermarks on CF explanations generated from CCHVAE, DiCE,
and Growing Sphere across three datasets.
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1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer:[Yes]

Justification: All of the claims in the abstract and introduction reflect the paper’s contribu-
tions and scope, which are elaborated in the remaining paper.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]
Justification: We discuss the limitations in Section 6.
Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

* If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [NA]
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Justification: This paper does not contain theoretical results, but the propositions and
formulas are numbered.

Guidelines:

» The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

¢ Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: This paper discloses all the necessary information to reproduce the experiments,
including the experiment procedure, software versions, and runtime environments in the
Appendix. In addition, we provide code and data to facilitate the reproduction.

Guidelines:

* The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

While NeurIPS does not require releasing code, the conference does require all submis-

sions to provide some reasonable avenue for reproducibility, which may depend on the

nature of the contribution. For example

(a) If the contribution is primarily a new algorithm, the paper should make it clear how
to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code
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Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]
Justification: We provide the data, code, and experiment logs in supplemental material.
Guidelines:

* The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

* The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized

versions (if applicable).

Providing as much information as possible in supplemental material (appended to the

paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification: We specify the experimental details in Section 5 and Appendix A.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

* The full details can be provided either with the code, in appendix, or as supplemental
material.
7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]
Justification: We use a pairwise t-test for ownership verification.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)
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* The assumptions made should be given (e.g., Normally distributed errors).

e It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

* It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

» For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.
Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: We specify the compute details in Appendix A.
Guidelines:

* The answer NA means that the paper does not include experiments.

 The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]

Justification: We conduct the research in the paper that conforms with the NeurIPS Code of
Ethics.

Guidelines:

e The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).
Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]
Justification: We discuss the social impact in Section 6.
Guidelines:

* The answer NA means that there is no societal impact of the work performed.

* If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.
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» The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification: Our proposed watermarking framework does not pose such a threat.
Guidelines:

» The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

 Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: All datasets and code used in this paper are publicly available and appropriately
credited. We use open datasets and open-source code libraries, ensuring compliance with
their respective licenses and terms of use.

Guidelines:

* The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

* If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.
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* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification: This paper does not release new assets.
Guidelines:

* The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification: This paper does not involve crowdsourcing nor research with human subjects.
Guidelines:
* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.
* Including this information in the supplemental material is fine, but if the main contribu-

tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: This paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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