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Abstract

This paper focuses on jailbreaking attacks against large language models
(LLMs), eliciting them to generate objectionable content in response to
harmful user queries. Unlike previous LLM-jailbreaks that directly orient
to LLMs, our approach begins by constructing a multimodal large language
model (MLLM) through the incorporation of a visual module into the
target LLM. Subsequently, we conduct an efficient MLLM-jailbreak to
generate jailbreaking embeddings embJS. Finally, we convert the embJS
into text space to facilitate the jailbreaking of the target LLM. Compared
to direct LLM-jailbreaking, our approach is more efficient, as MLLMs are
more vulnerable to jailbreaking than pure LLM. Additionally, to improve
the attack success rate (ASR) of jailbreaking, we propose an image-text
semantic matching scheme to identify a suitable initial input. Extensive
experiments demonstrate that our approach surpasses current state-of-the-
art methods in terms of both efficiency and effectiveness. Moreover, our
approach exhibits superior cross-class jailbreaking capabilities. The code
is available herel

1 Introduction

Recently, large language models (LLMs) such as ChatGPT [I]have been widely
deployed. These models exhibit advanced general abilities but also pose serious
safety risks such as truthfulness, toxicity, and bias [2, B, [4, [l [6]. Typically,
there exists a type of attack called jailbreaking attack, which can elicit LLMs
to generate objectionable content in response to users’ harmful queries. For
example, A pioneering work [7] has found that a specific prompt suffix allows the
jailbreaking of most popular LLMs. However, the efficiency of those methods is
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Figure 1: The double jailbreaking workflow of our approach. We start from
constructing an MLLM by introducing a visual modality into the target LLM.
And then, we conduct an efficient MLLM-jailbreak to produce the embJS. Finally,
we convert the embJS as the tztJS to jailbreak the target LLM.

recognized to be relatively low, primarily attributed to the challenges of discrete
optimization in finding textual prompt suffix.

On the other hand, there is a surge of interest in multimodal large language
models (MLLMSs) that allow users to provide images that influence the generated
text 8, @1 [10] [T, 12] 3] 14] 15l [16]. Consequently, research on jailbreaking has
been extended from LLMs to MLLMs. Furthermore, it has been demonstrated
that performing MLLM-jailbreak is easier and more efficient than performing
LLM-jailbreak[I7, 18]. It is largely due to that finding jailbreaking images
across thousands of pixels provides significantly greater richness and flexibility
compared to finding jailbreaking text across discrete and limited tokens.

Inspired by that, this paper proposes an efficient LLM-jailbreaking approach
by constructing an MLLM and performing MLLM-jailbreak. Specifically, we
follow a common LLM-jailbreaking strategy [7] that aims to find a specific text
string (namely textual Jailbreaking Suffiz (tztJS)). This string, when appended
to harmful queries, is able to elicit LLMs generating objectionable content. Our
contribution lies in efficiently finding such txtJS through the MLLM-jailbreak.
The workflow of our approach is shown in Fig[l] Given a target LLM to be
jailbroke (e.g., LLaMA2), we first construct an MLLM by incorporating a visual
module into the target LLM, and then perform an efficient MLLM-jailbreak.
Subsequently, instead of obtaining the jailbreaking image (namely imgJS), we
obtain the output features of visual module (namely embeddings of Jailbreaking
Suffiz (embJS)), and convert them to text strings through our De-embedding
and De-tokenizer operations. Finally, we regard these text strings as tztJS and
append them to the harmful queries to facilitate the jailbreaking of the target
LLM.

In our approach, we do not stop after completing the MLLM-jailbreaking;
instead, we continue to perform LLM-jailbreaking. This double jailbreaking
workflow offers flexibility for both white-box and black-box jailbreak-
ing. In the context of white-box jailbreaking, converting embJS to txtJS allows



us to obtain a pool of txtJS. Unlike GCG [7], which produces only one txtJS,
our approach can output several high-quality txtJS, significantly enhancing the
jailbreaking ASR.

Black-box jailbreaking is preferred in real-world applications, where even if
the txtJS is learned on a surrogate LLM, it can be effectively utilized to jailbreak
target LLM whose architecture and parameters are unknown. In our approach,
there is a transition from MLLM-jailbreaking to LLM-jailbreaking. Thus, we
can construct the MLLM with the surrogate LLM and obtain the txtJS through
MLLM-jailbreak. Subsequently, the txtJS can be used to jailbreak the target
LLM in a black-box manner. More importantly, one advantage of our approach
is that if we further know the tokenizer of the target LLM (without requiring
knowledge of its backbone), we can design our De-tokenizer operations according
to it, which will significantly enhance black-box jailbreaking ASR.

Regarding the MLLM-jailbreaking, we observe that the Attack Success
Rate (ASR) of jailbreaking is closely related to the initial input image (namely
initJS). If an appropriate initJS is used, we can significantly improve the MLLM-
jailbreaking ASR. To this end, we propose an image-text semantic matching
scheme to identify the appropriate initJS. This scheme aims to make the embed-
ding of initJS close to the embedding of harmful queries. As a result, through
LLM’s cross-attention, initJS can significantly influence the LLM’s answer gen-
eration process, such as turning the answer from “Sorry, I cannot" to “Sure, here
is", achieving a successful jailbreak.

Our approach is also related to another type of jailbreaking method focusing
on optimization over token embeddings, known as embedding-based jailbreak.
Token embeddings, being continuous variables, lend themselves to more straight-
forward continuous optimization compared to the discrete optimization-based
jailbreak [7]. However, it has been found that embedding-based jailbreak is
ineffective because the optimized embeddings often have no corresponding dis-
crete token [7]. Our approach also relies on finding continuous embeddings (i.e.,
embJS). Nevertheless, we obtain embJS through the optimization over imgJS,
instead of directly optimizing embJS. Thus, our approach functions akin to
regularizing the embedding optimization process by utilizing the visual module.
Since the visual module (e.g., CLIP encoder) is trained with an image-text
alignment objective, it can ensure that our embJS have corresponding discrete
token. Hence, our approach outperforms embedding-based jailbreaking in terms
of effectiveness.

Regarding the evaluation of LLM-jailbreak, previous methods tend to use
a jailbreaking dataset where different kinds of harmful behaviors are mixed.
In contrast, we propose to categorize them into fine-grained classes, such as
violence, financial crimes, cyber crimes, drug crimes, etc. Thus, we can evaluate
the cross-class generalization of jailbreaking, ¢.e., examining whether the txtJS
generated for one class can effectively jailbreak other classes.

Additionally, evaluating the success of jailbreaking is challenging. The goal
of jailbreaking is to elicit LLM to generate any response that aligns with the
instruction given. Providing a specific ground truth response for a harmful query
can be challenging. Besides, we have observed some instances that even if a



response starts with a positive affirmation (e.g., “Sure, here is a"), the subsequent
content actually refuses to answer the query. As a result, previous methods often
rely on manual checks to determine whether the jailbreak is successful or not.
To address this limitation, we propose to utilize the LLaMA Guard 2[19)] tool to
automatically determine the success of jailbreaking attempts.

We conduct extensive experiments to illustrate that our approach surpasses
current state-of-the-art methods in terms of both efficiency and effectiveness.
Moreover, our approach exhibits superior cross-class jailbreaking capabilities. It
suggests that to enhance the ASR for a particular class, we can utilize not only
the harmful queries from that class but also those from its correlated classes.

2 Related Work

Prior work on jailbreaking primarily revolves around crafting input prompts,
referred to as jailbreaking prompts, to effectively bypass model alignment. At
first, prompts endowed with specific semantic meanings are manually crafted,
employing strategies such as role-playing [3], prompt injection, and privilege
escalation [20].

Recently, it has shifted towards automating the generation of jailbreaking
prompts to reduce labor-intensive manual creation. Existing jailbreaking methods
fall into two main categories. The first, known as discrete optimization-based
jailbreak, involves directly optimizing discrete tokens. [21I] utilize techniques
inspired by time-based SQL injection to automatically generate jailbreak prompts.
Further advancements by [22] take the form of the autoDAN attack strategy,
employing hierarchical genetic algorithms to generate covert prompts. [7] propose
the general attack method GCG, which utilizes specific suffixes added to queries
to achieve automated jailbreaking.

The second, termed embedding-based jailbreak, initially optimizes token em-
beddings and subsequently converts them into discrete tokens. However, it is
observed that the optimized embeddings will typically have no corresponding
discrete token. To this end, the Prompts Made Easy (PEZ) algorithm [23],
uses a quantized optimization approach to adjust a continuous embedding, then
projects them back into the discrete token space.

3 Owur Approach

3.1 Overview

Our approach have four steps, where its workflow is shown in Fig[2] At Step-1,
we construct a MLLM by introducing a visual module and then perform MLLM-
jailbreaking. At Step-2, the jailbreaking embedding (embJS) obtained at Step-1
are converted to the textual jailbreaking suffix (txtJS). Finally, we leverage these
txtJS to achieve LLM-jailbreaking at Step-3.

Our empirical study shows that the Attack Success Rate (ASR) of jailbreaking
is sensitive to the initial input image (InitJS), which is used to initialize MLLM-
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Figure 2: The full workflow of our approach. Before Stepl, we propose to an
image-text matching scheme to identify an appropriate initial input (InitJS) at
Step0.

jailbreaking. To find an appropriate InitJS, we propose an image-text semantic
matching scheme as the Step-0 in our approach.

3.2 MLLM Construction

Given a target LLM, a multimodal LLM can be constructed by incorporating
a visual module and connecting it to the target LLM. After that, we have two
options to fine-tune the MLLM: one option is to freeze the LLM, and the other
is to fine-tune the LLM. For examples, MiniGPT-4 adopts the freezing option,
while MiniGPT-v2 adopts the fine-tuning option. We adopt the first option since
our goal is to jailbreak the LLM; thus, we need to maintain the LLM within the
MLLM as the same as the target LLM.

Regarding the visual module, we adopt the approach of MiniGPT-4 (LLaMA2
version), combining the ViT-G/14 from CLIP and a single projection layer. The
CLIP visual encoder remains frozen, while only the projection layer is fine-tuned.
In this paper, we consider LLaMA?2 as the target LLM, hence our constructed
MLLM is precisely the MiniGPT-4 model. However, it’s worth noting that we
can choose any LLM as the target. In such cases, after constructing it, we need
to fine-tune the projection layer by using a multimodal dataset.

3.3 MLLM-jailbreaking

We adopt the similar strategy of LLM-jailbreak to perform MLLM-jailbreak,
i.e., encouraging the MLLM to output an answer beginning with a positive
affirmation, such as “Sure, here is a (content of query)". Specifically, our approach
is inspired by adversarial attacks, which attempt to manipulate a model’s output
by perturbing the visual input images. However, jailbreaking attacks differ from
adversarial attacks in that jailbreaking deals with a generative task rather than
a discriminative one. Therefore, to adapt adversarial attack techniques to the
jailbreaking task, we propose replacing the cross-entropy objective function with
a mazximum likelihood objective function, aiming to maximize the likelihood for
MLLM to produce a positive affirmation.



Specifically, for each harmful request ¢;, we provide a corresponding target
answer a;, creating a dataset of harmful behaviors B = {(¢;,a;),7 = 0,..., N}.
And then, MLLM-jailbreak are formulated as finding a ¢ such that it encourages
the generation of the target answer a; in response to the harmful query g¢;, as
follows,

M
i T 1
mgxi;log(p(azmw)) (1)
s.t. T €[0,255]4,7 = 2ipir + 0
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where p(ai|g;, z;p) is the likelihood for a MLLM generate a; when provided with
image T and text query ¢;, € is the attack budget, and 7 is the jailbreaking image
(imgJS). Note that the optimization process is taken over M query-answer pairs
{(¢i;a;),i=0,..., M}. This problem can be efficiently addressed by modifying
the Projected Gradient Decent (PGD) algorithm [24].

3.4 LLM-jailbreaking

After completing MLLM-jailbreaking, we transition to the next phase: LLM-
jailbreaking. While it may seem unnecessary to proceed to LLM-jailbreaking
(because we have achieved the jailbreaking goal), our double jailbreaking workflow
offers two distinct advantages. First, it can further improve the jailbreaking ASR
in white-box scenarios. Second, it provides flexibility for black-box jailbreaking,
wherein MLLM-jailbreaking targets a surrogate model rather than the actual
target model.

To facilitate the subsequent black-box LLM-jailbreaking, we should output
the textual tztJS rather than the jailbreaking image imgJS. Note that it is the
output of the visual module, which serves as the input to the LLM, that enables
the jailbreaking process. We refer to this output as embJS, as it consists of
a sequence of continuous embeddings, functioning similarly to the embedding
of txtJS in conventional LLM-jailbreaks. Hence, transitioning from MLLM-
jailbreaking to LLM-jailbreaking simply involves converting the embJS back to
the text space, yielding a text string. This converted text string can be regarded
as txtJS.

In our approach, we propose De-embedding and De-tokenizer operations
to convert embJS to txtJS. This operations aim to reverse the Embedding
and Tokenizer operations. In LLMs, the embedding operation converts each
discrete token ¢ to its embedding vector e, by looking up a token-embedding (¢, e)
dictionary. Therefore, our De-embedding operation is designed to reverse this
process—convert a continuous embedding vector back into a specific token. This
involves a nearest neighbor search across the dictionary. For each embedding
vector e; in embJS (eg, e1,...,er—1), we identify the top-K similar embeddings
éf,k = 0,..., K — 1 in the dictionary. Repeating this process for all ¢;,l =
0,...,L —1, yields a K x L embedding pool {éf}f:’ﬁlzo and a corresponding



K x L token pool {tAf}g:’LO) 1—o- Consequently, De-tokenizer operation is designed
to further convert those tokens back into words, yielding a K x L word pool
{wl’“}sz’g,lzo. Finally, we can randomly sample several sequences of words (i.e.,
each sampled sequence is regarded as one tztJS) from this word pool.

It is worth noting that we select the top-K nearest embeddings instead of
just the top-1 embedding. It allows us to output several txtJS rather than just
one. Moreover, we find that each of these txtJS has a certain probability of
achieving jailbreak. Therefore, by ensembling these high-quality txtJS, the final
jailbreaking performance can be significantly improved.

In the context of black-box jailbreaking, our approach offers another advan-
tage. Even though the backbone of the target LLM is unknown, if we know
its tokenizer, we can design our De-tokenizer accordingly. As a result, the
final black-box jailbreaking ASR can be significantly improved. This is because
different LLMs tend to learn similar embedding spaces [25], with their main
differences lying in the tokenizer. By canceling the differences stemming from
the tokenizer, the transferability among distinct models can be enhanced.

3.5 Finding an appropriate InitJS

We observe that if an appropriate initJS is used to initialize MLLM-jailbreaking,
we can significantly improve the MLLM-jailbreaking ASR. To this end, we
propose an image-text semantic matching scheme. Particularly, our aim is to
ensure that the embedding of InitJS is close to the embedding of harmful queries.
The motivation behind this is that for a successful MLLM-jailbreaking, the
InitJS should have a significant impact on the answer generation process of the
LLM. For example, it is desired for jailbreaking to turn the answer from “Sorry,
I cannot" to “Sure, here is" in response to a query. If the embedding of InitJS is
close to the embedding of query, InitJS can effectively interact with the query
via the LLM’s cross-attention mechanism, thereby significantly influencing the
answer generation process of LLM.

Specifically, our image-text semantic matching scheme adopts a network
similar to the CLIP model, as shown in Figl2l Given that the CLIP visual
encoder is utilized as the visual module in the MLLM, our image-text matching
network adopts the same visual encoder. Besides, we incorporates the CLIP text
encoder. For the text input, we randomly select several keywords closely related
to a specific harmful behavior. For instance, in the case of weapons crimes, these
keywords might include firearms, illegal weapons, guns, etc. Next, we construct
phrases using these keywords, such as “a photo of firearms", etc, which are more
suitable for the CLIP text encoder.

Regarding the image input, we first use an image search engine to retrieve
some candidate images using these keywords as search queries. Then, we rank
them according to their CLIP similarity score corresponding to the harmful
phrases. The top-ranked image is selected as the input for the visual encoder.
Subsequently, we propose an optimization algorithm to modify the input image,
aiming to make its embedding as close as possible to the embedding of harmful
phrases.



Let’s denote the harmful phrases as {t;}, and the top-ranked image as z.
Our image-text matching algorithm aims to add a perturbation A image z to
enlarge the image-text matching score, as follows,

N
Hgn; log(LcoLp (Ency (%), Ency(t;)) (2)
st. T€(0,255]4 7 =2+ A

where Ency is the CLIP visual encoder, Ency, is the CLIP text encoder, and =
is the InitJS.

4 Evaluation

Evaluating the success of jailbreaking is complex. Jailbreaking, unlike classifica-
tion tasks, is a generative task where the goal is to elicit the LLM to generate
any response that aligns with the instruction given. Providing a ground truth
response for a specific harmful query can be challenging. Indeed, some previous
methods rely on checking if the response begins with a positive affirmation
(e.g., “Sure, here is a"). However, we have observed some instances that even if
a response starts with a positive affirmation, the subsequent content actually
refuses to answer the query. Thus, relying solely on positive affirmations to judge
the success of jailbreaking is not reliable. As a result, most methods rely on
manual checks to determine the success of the jailbreak. Obviously, this manual
verification process is time-consuming and challenging to maintain consistency
across different evaluators. In this paper, we propose to utilize a model-based
method to automatically determine the success of jailbreaking. Fortunately, a
powerful tool LLaMA Guard 2 has been published recently. Therefore, we use it
to assess the success of jailbreaking in our approach.

4.1 Implementation

Data sets. Some datasets have been proposed for the evaluation of jailbreaking,
such as AdvBench [7]. They contain various types of harmful behaviors, such as
violence, financial crimes, drug crimes, etc. However, previous methods tend to
mix them together during evaluation. In contrast, we propose categorizing them
into fine-grained classes and conducting evaluations on each class individually.
We noticed that some classes inherently pose more challenges for jailbreaking
compared to others. Moreover, we can also assess the cross-class transferability
of jailbreak. This entails examining whether the txtJS generated for one class
can effectively jailbreak other classes.

Specifically, we categorize AdvBench into nine classes: “unlawful violence",
“financial crimes", “property crimes", “drug crimes", “weapons crimes", “cyber
crimes", “hate", “Suicide and Self-Harm", and “Fake info". Furthermore, since
our approach involves MLLM-jailbreaking, we extent the AdvBench dataset to a
multimodal dataset, which we call the AdvBench-M dataset, by supplementing



it with images. Specifically, for each harmful class, 30 semantic-relevant images
were retrieved from the Internet using the Google search engine. Then, employ
CLIP ViT-L/14 [26] to select top 10 images that best matches the semantic
representation of the queries associated with the harmful class.

Test models. We evaluate our approach on several comparably-sized open
models, including LLaMA-2-Chat-7B [27], Mistral-7B-v0.2 [28], Gemma-7B [29],
ChatGLM-6B [30] as well as proprietary ones including GPT-3.5 (gpt-3.5-turbo).
For white-box jailbreaking, we evaluate our approach on LLaMA-2-Chat-7B. For
evaluating black-box jailbreaking, we generate the txtJS on LLaMA-2-Chat-7B
and subsequently employ it for jailbreaking on GPT-3.5, Gemma-7B, Mistral-7B,
and ChatGLM-6B.

4.2 White-box Jailbreaking

We compare our approach with both discrete optimization-based methods
(i.e., AutoPrompt[31], GCGJ7]) and embedding-based methods (i.e., PEZ, Soft
Prompting). The first type, particularly the GCG method, is regarded as the
state-of-the-art methods. We conduct individual evaluations on each class of the
AdvBench-M dataset. Specifically, for each class, we randomly sample 15 queries
as the training set Dy,qi, for learning the txtJS, while the remaining queries
are considered the testing set D;.s;. When evaluating the ability of cross-class
jailbreak, all classes except the training class are mixed as Dg!¢". For example,
we can learn a txtJS on Classl’s Dy},;,,, and assess its jailbreaking performance
on Classl’s D},,,. Furthermore, we can assess its cross-class transferability on
D?ﬁ?teT = Dt265t U D?est U Dtgest'

Compare to discrete optimization-based jailbreak. We employ the ASR
as the primary metric, calculating ASR for each class on its Dy, qin, Diest, and
Dgther | respectively. From Table we found that the class 7 (“hate") is more
difficult to jailbreak than other classes. We speculate that recent LLMs have
been enhanced to specifically defend against this class of harmful behaviors.
Additionally, even with the introduction of visual modality, as our approach
does, successfully jailbreaking it remains difficult. This is because this concept
is very abstract, making it difficult to find suitable images to describe it. Thus,
our visual module may not have a significant impact on the answer generation
process of LLM.

In contrast, regarding the class 5 (“weapons crimes"), our approach signif-
icantly outperforms the GCG, improving the ASR on D from 66.67% to
88.89%. “weapons crimes" is a concept with a strong visual imagery. Thus, the
cross-attention between visual input and textual queries becomes strong, thereby
facilitating the success of jailbreaking.

Generally, we can observe that our approach is superior to GCG for the
majority of classes. Regarding the ability of cross-class jailbreaking, our approach
still outperforms the GCG. For example, for the class 5, the ASR on Dgther is
66.25%, while our approach achieves 78.50%.

More importantly, the key advantage of our approach over discrete optimization-
based methods lies in its efficiency. We compared the running time between our



Table 1: White-box Jailbreaking in terms of ASR on Dy qin, Diest, and Dgther,

AutoPrompt Soft Prompting GCG Ours
Duther Dothe'r Dothe’r’

Class
train Dtest Dt'r‘ain Dtcst test Dt'r‘ain Dtcst test Dtrain Dtest test

Class 1| 66.00 50.00 | 20.00 44.44 36.25 | 80.00 &83.33 78.75 | 100.0 94.44 85.00
Class 2| 80.00 93.33| 40.00 32.14 37.50 | 100.0 89.28 81.25 | 93.33 98.21 74.50
Class 3| 73.33 84.38 | 80.00 62.50 36.25 | 100.0 98.44 97.50 | 93.33 98.44 69.88
Class 4| 73.33 80.00| 53.33 40.00 41.25 | 100.0 80.00 86.25 | 80.00 100.0 77.00
Class 5| 40.00 66.67 | 33.33 33.33 40.00 | 73.33 66.67 66.25 | 80.00 88.89 78.50
Class 6| 73.33 86.15| 53.33 53.49 32.50 | 100.0 66.67 87.50 | 93.33 94.19 72.13
Class 7| 73.33 66.67 | 20.00 6.67 42.50 | 53.33 66.67 80.00 | 73.33 60.00 81.75
Class 8| 73.33 16.66 | 33.33 22.22 42.50 | 53.33 38.89 80.00 | 60.00 44.44 78.88
Class 9| 73.33 93.33| 33.33 6.67 30.00 | 80.00 86.66 66.25 | 93.33 86.67 93.33

approach and GCG. Specifically, GCG takes 11.2 hours to find one txtJS for a
single harmful class, whereas our approach takes only 0.37 hours.

Compare to embedding-based jailbreak. For discrete optimization-based
jailbreak, while it can directly find the jailbreaking suffix, it often suffers from
efficiency issues due to the challenging nature of discrete optimization. In
contrast, the embedding-based jailbreak can leverage straightforward and efficient
continuous optimization since token embeddings are continuous variables. This
technique is often referred to as “soft prompting"[32] 33, [34] in other literature and
has demonstrated advantages in the Prompt Engineering domain. However, as
pointed out in [7], this type of method is ineffective in LLM-jailbreaking because
the optimized embeddings (i.e., soft prompts) often have no corresponding
discrete token. For example, we observed similar results to [7] where the PEZ
method totally failed to jailbreak, i.e., ASR = 0 for all classes.

We argue that this is because no constraints are imposed on the process of
embedding optimization. In contrast, the embedding optimization in our
approach is regularized by the visual module. Actually, we conduct imgJS
optimization instead of optimizing embJS directly. Since the visual module (e.g.,
CLIP encoder) is trained with an image-text alignment objective, it can ensure
that the embJS have corresponding discrete token. As a result, the embJS can
be accurately converted to txtJS, with less conversion error.

To validate our analysis, we quantitatively measure the error in converting
token embeddings to discrete tokens. For both Soft Prompting method and
our approach, after converting embJS e* to txtJS (through nearest neighbor
search), we obtain the txtJS’s embedding é*, and calculate the cosine similarity
(Sim) between é* and e¥. Obviously, the higher the similarity score, the lower
the conversion error. In our experiments, we have the average of Sim for
soft prompting as Sim,, = 0.47, while the average of Sim for our method is
Sim,,-s = 5.02. This experimental results exactly justify our analysis.

4.3 Black-box Jailbreaking

Regarding to the black-box Jailbreaking, we adopt the transferring strategy,
where a txtJS is trained on a surrogate model and then utilized to jailbreak other
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Table 2: Black-box Jailbreaking. For ChatGLM, we utilize its Tokenizer to
design our De-tokenizer, whereas for other models, we design the De-tokenizer
according to Llama2’s Tokenizer.

Class | ChatGLM | Mistral | Gemma | GPT-3.5

Class 1 15.15 57.57 78.78 45.45
Class 2 26.76 87.32 59.15 59.15
Class 3 29.11 81.01 69.62 60.75
Class 4 30.00 76.67 46.67 66.67
Class 5 18.18 36.36 81.82 45.45
Class 6 17.82 91.09 90.09 62.37
Class 7 23.33 56.67 33.33 68.96
Class 8 15.15 39.39 57.58 42.42
Class 9 43.33 96.67 90.00 73.33

models. Specifically, we generate the txtJS with respect to LLaMA2. Subse-
quently, we utilize them to attack GPT-3.5, Mistral-7B, Gemma-7B, ChatGLM-
6B, respectively. Empirical studies illustrate that our approach exhibits notable
transferability, as shown in Table

More importantly, our approach has another advantage in black-box jailbreak-
ing. Specifically, if we know the tokenizer of the target LLM (without
requiring knowledge of its backbone), we can significantly enhance black-
box jailbreaking. In detail, during Step 2 of our approach, we just need to design
our De-tokenizer in accordance with the tokenizer of the target LLM.

The underlying reasoning is that there is a significant overlap in the training
data for different LLMs, suggesting that these LLMs tend to learn a similar
embedding space. The primary distinction among LLMs lies in their tokenization,
leading to divergent vocabularies and embeddings. As a results, if our De-
tokenizer accurately corresponds to the tokenizer of the target LLM, we can
ensure that the embeddings between the surrogate and target LLM are properly
aligned. Consequently, successful transfer of jailbreaking becomes feasible due
to the similar embedding spaces.

This can be confirmed through our experiments on the ChatGLM-6B model.
We know that the tokenizer between LLaMA2 and ChatGLM-6B is different. If
we design the De-tokenizer according to LLaMA2’s tokenizer, we totally failed
to jailbreak ChatGLM-6B, i.e., ASR = 0 for all classes. However, if our De-
tokenizer corresponds to ChatGLM’s tokenizer, we can significantly enhance the
jailbreaking ASR, as illustrated in Table 2]

4.4 Discussion
4.4.1 Image-text Semantic Matching

As aforementioned, the MLLM-jailbreaking is conducted by perturbing the
InitJS with a perturbation 9§, i.e., imgJS = InitJS + §. In this section, we
will illiterate that finding an appropriate InitJS is crucial for both successful
MLLM-jailbreaking and subsequent LLM-jailbreaking.

11



Table 3: Image-text Semantic Matching. We compare three initialization schemes.

MLLM LLM
Dirain Diest DY | Dypain Diest DEEETs

Initialization |Clip-score

Random-based | 0.1473 73.32 72.03 73.42 80.74 T74.88 75.62
Ranking-based | 0.2083 75.18 76.75 75.44 82.22 77.07 75.94
Ours 0.5773 83.70 80.13 76.61 87.40 85.03 78.99

In our experiments, we compare three schemes for determining InitJS. The
first involves randomly sample an image from all images in AdvBench-M dataset,
which could come from any harmful class. The second scheme narrows down the
sampling range to the same harmful class corresponding to the harmful query.
Furthermore, we employ CLIP ViT-L/14 to select the image that best matches
the semantics of the harmful class. The second scheme is referred to as the
ranking-based scheme. The third scheme is our proposed image-text semantic
matching-based scheme (Sec .

We compare the three initializing schemes, as shown in Table [3] In terms
of CLIP score, we observed that ranking-based scheme is slightly better than
random sampling scheme. In contrast, the CLIP score can be significantly
improved by our image-text matching scheme. This is because our approach
aims to directly optimize the InitJS with respect to the CLIP similarity score.

In terms of jailbreaking ASR, we can see that an appropriate InitJS can simul-
taneously enhance both the MLLM-jailbreaking ASR and the LLM-jailbreaking
ASR. As the CLIP similarity score increases, the jailbreaking ASR consistently
improves. We argue that if the embeddings of InitJS and the query become sim-
ilar, they will effectively interact with each other via the LLM’s cross-attention
mechanism, thereby influencing the LLM’s generation process and achieving
jailbreak.

From Table [3] we also observe that the LLM-jailbreaking ASR is better than
the MLLM-jailbreaking ASR. This verifies that our double jailbreaking workflow
can improve ASR in the white-box scenario.

4.4.2 Cross-class Generalization

Generalization is a desirable property for real-world jailbreaking, indicating
that the txtJS trained/generated for specific harmful queries can still effectively
jailbreak other unseen harmful queries. Previous work has shown that certain
jailbreaking methods possess this generalization capability [7]. However, the
generalization property is evaluated over all mixed harmful queries. Instead,
we evaluate cross-class generalization, where the txtJS is trained for a specific
harmful class and then tested on other unseen harmful classes.

Different from previous sections (Se Se that evaluate coarse cross-
class generalization over D?"¢" this section performs a fine-grained evaluation.
For example, after generating one txtJS on classl’s D}, ... we will calculate its
ASR over D2,,,, D} ,, ..., D}, ., separately. This entails examining whether the
txtJS generated for one class can effectively jailbreak other classes.

The cross-class generalization for LLM-jailbreaking is evaluated, as shown in
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Figure 3: Cross-class generalization for LLM-jailbreaking. For example, the first
row indicates that we generate txtJS on Classl and use it to jailbreak Classl,
Class2, ..., Class9, respectively.

Fig We observe that classes 2 (“financial crimes"), 3 (“property crimes") and
6 (“cyber crimes") are easily generalized. The txtJS generated from any harmful
class can effectively be used to jailbreak these three classes. In contrast, classes
7 (“hate") and 8 (“Suicide and Self-Harm") are difficult to generalize. Even when
using the txtJS generated from these two classes, the testing ASR on themselves
is low (refer to the diagonal in Fig.

Additionally, we note that the cross-class generalization varies across different
classes. The correlation between two specific classes exhibit greater strength than
others. For instance, the txtJS obtained for class 1 (“unlawful violence") can
effectively jailbreak class 9 (“Fake info"), while the txtJS from class 5 (“weapons
crimes") can effectively jailbreak class 4 (“drug crimes"). This phenomenon
suggests that to enhance the ASR for a particular class, we can utilize not only
the harmful queries from that class but also those from its correlated classes.
This is particularly beneficial, especially when gathering queries for a
specific harmful class is difficult. In our future work, we will attempt to
uncover the underlying reasons behind the correlation among specific harmful
classes.

5 Conclusion

This paper presents an efficient LLM-jailbreaking method by constructing a multi-
modal LLM and performing MLLM-jailbreak. Compared to discrete optimization-
based jailbreaking, our approach is highly efficient, targeting the vulnerable visual
module in MLLM. In contrast to embedding-based jailbreaking, our approach
leverages the visual module as a regularizer to ensure that our embJS have
corresponding discrete tokens. Additionally, the double jailbreaking workflow
of our approach offers flexibility for both white-box and black-box jailbreaking.
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Furthermore, fine-grained and automatic jailbreaking evaluation is conducted,
demonstrating that our approach surpasses current state-of-the-art jailbreaking
methods in terms of both efficiency and effectiveness.
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