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An Artificial Intelligence (AI) agent is a software entity that autonomously performs tasks or makes decisions
based on pre-defined objectives and data inputs. AI agents, capable of perceiving user inputs, reasoning and
planning tasks, and executing actions, have seen remarkable advancements in algorithm development and task
performance. However, the security challenges they pose remain under-explored and unresolved. This survey
delves into the emerging security threats faced by AI agents, categorizing them into four critical knowledge
gaps: unpredictability of multi-step user inputs, complexity in internal executions, variability of operational
environments, and interactions with untrusted external entities. By systematically reviewing these threats,
this paper highlights both the progress made and the existing limitations in safeguarding AI agents. The
insights provided aim to inspire further research into addressing the security threats associated with AI agents,
thereby fostering the development of more robust and secure AI agent applications.
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1 INTRODUCTION
AI agents are computational entities that demonstrate intelligent behavior through autonomy,
reactivity, proactiveness, and social ability. They interact with their environment and users to
achieve specific goals by perceiving inputs, reasoning about tasks, planning actions, and executing
tasks using internal and external tools. AI agents, powered by large language models (LLMs) such
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Fig. 1. Illustration of knowledge gaps in AI agent security. These knowledge gaps increase the security
challenges of AI agents. Specifically, Gap 1 is associated with Threats on Perception (§3.1), Gap 2 is linked
with Threats on Brain (§3.2) and Threats on Action (§3.3). Gap 3 is related to Threats on Agent2Environment
(§4.1), and Gap 4 concerns with Threats on Agent2Agent (§4.2) and Threats on Memory (§4.3).

as GPT-4 [2], have revolutionized the way tasks are accomplished across various domains, including
healthcare [1], finance [188], customer service [164], and agent operating systems [107]. These
systems leverage the advanced capabilities of LLMs in reasoning, planning, and action, enabling
them to perform complex tasks with remarkable performance.

Despite the significant advancements in AI agents, their increasing sophistication also introduces
new security challenges. Ensuring AI agent security is crucial due to their deployment in diverse
and critical applications. AI agent security refers to the measures and practices aimed at protecting
AI agents from vulnerabilities and threats that could compromise their functionality, integrity,
and safety. This includes ensuring the agents can securely handle user inputs, execute tasks, and
interact with other entities without being susceptible to malicious attacks or unintended harmful
behaviors. These security challenges stem from four knowledge gaps that, if unaddressed, can lead
to vulnerabilities [27, 97, 112, 192] and potential misuse [132].

As depicted in Figure 1, the four main knowledge gaps in AI agent are 1) unpredictability of multi-
step user inputs, 2) complexity in internal executions, 3) variability of operational environments,
and 4) interactions with untrusted external entities. The following points delineate the knowledge
gaps in detail.

• Gap 1. Unpredictability ofmulti-step user inputs.Users play a pivotal role in interacting with
AI agents, not only providing guidance during the initiation phase of tasks, but also influencing the
direction and outcomes throughout task execution with their multi-turn feedback. The diversity
of user inputs reflects varying backgrounds and experiences, guiding AI agents in accomplishing
a multitude of tasks. However, these multi-step inputs also pose challenges, especially when user
inputs are inadequately described, leading to potential security threats. Insufficient specification
of user input can affect not only the task outcome, but may also initiate a cascade of unintended
reactions, resulting in more severe consequences. Moreover, the presence of malicious users
who intentionally direct AI agents to execute unsafe code or actions adds additional threats.
Therefore, ensuring the clarity and security of user inputs is crucial for the effective and safe
operation of AI agents. This necessitates the design of highly flexible AI agent ecosystems capable
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of understanding and adapting to the variability in user input, while also ensuring robust security
measures are in place to prevent malicious activities and misleading user inputs.

• Gap 2. Complexity in internal executions. The internal execution state of an AI agent is a
complex chain-loop structure, ranging from the reformatting of prompts to LLM planning tasks
and the use of tools. Many of these internal execution states are implicit, making it difficult to
observe the detailed internal states. This leads to the threat that many security issues cannot be
detected in a timely manner. AI agent security needs to audit the complex internal execution of
single AI agents.

• Gap 3. Variability of operational environments. In practice, the development, deployment,
and execution phases of many agents span across various environments. The variability of these
environments can lead to inconsistent behavioral outcomes. For example, an agent tasked with
executing code could run the given code on a remote server, potentially leading to dangerous
operations. Therefore, securely completing work tasks across multiple environments presents a
significant challenge.

• Gap 4. Interactions with untrusted external entities. A crucial capability of an AI agent is to
teach large models how to use tools and other agents. However, the current interaction process
between AI agents and external entities assumes a trusted external entity, leading to a wide range
of practical attack surfaces, such as indirect prompt injection attack [49]. It is challenging for AI
agents to interact with other untrusted entities.

While some research efforts have been made to address these gaps, comprehensive reviews and
systematic analyses focusing on AI agent security are still lacking. Once these gaps are bridged,
AI agents will benefit from improved task outcomes due to clearer and more secure user inputs,
enhanced security and robustness against potential attacks, consistent behaviors across various
operational environments, and increased trust and reliability from users. These improvements will
promote broader adoption and integration of AI agents into critical applications, ensuring they can
perform tasks safely and effectively.

Existing surveys on AI agents [87, 105, 160, 186, 211] primarily focus on their architectures and
applications, without delving deeply into the security challenges and solutions. Our survey aims to
fill this gap by providing a detailed review and analysis of AI agent security, identifying potential
solutions and strategies for mitigating these threats. The insights provided are intended to inspire
further research into addressing the security threats associated with AI agents, thereby fostering
the development of more robust and secure AI agent applications.

In this survey, we systematically review and analyze the threats and solutions of AI agent security
based on four knowledge gaps, covering both the breadth and depth aspects. We primarily collected
papers from top AI conferences, top cybersecurity conferences, and highly cited arXiv papers,
spanning from January 2022 to April 2024. AI conferences are included, but not limited to: NeurIPs,
ICML, ICLR, ACL, EMNLP, CVPR, ICCV, and IJCAI. Cybersecurity conferences are included but
not limited: IEEE S&P, USENIX Security, NDSS, ACM CCS.
The paper is organized as follows. Section 2 introduces the overview of AI agents. Section 3

depicts the single-agent security issue associated with Gap 1 and Gap 2. Section 4 analyses
multi-agent security associated with Gap 3 and Gap 4. Section 5 offers future directions for the
development of this field.

2 OVERVIEW OF AI AGENT
2.1 Overview of AI Agent on Unified Conceptual Framework
Terminologies. To facilitate understanding, we introduce the following terms in this paper. As
illustrated in Figure 2, user input can be reformatted using an input formatter tool, which aims to
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Fig. 2. General workflow of AI agent. Typically, an AI agent consists of three components: perception, brain,
and action.

enhance the quality of the input through prompt engineering. This step is also named perception.
Reasoning refers to a large language model designed to analyze and deduce information, helping to
draw logical conclusions from given prompts. Planning, on the other hand, denotes a large language
model tailored to assist in devising strategies and making decisions by evaluating possible outcomes
and optimizing for specific objectives. The combination of LLMs for planning and reasoning is
called the brain. External Tool callings are together named as the action. We name the combination
of perception, brain, and action as Intra-execution in this survey. On the other hand, except for
intra-execution, AI agents can interact with other AI agents, memories, and environments; we call
it Interaction. These terminologies also could be explored in detail at [186].
In 1986, a study by Mukhopadhyay et al. [116] proposed multiple intelligent node document

servers to efficiently retrieve knowledge from multimedia documents through user queries. The
following work [10] also discovered the potential of computer assistants by interacting between
the user and the computing system, highlighting significant research and application directions
in the field of computer science. Subsequently, Wooldridge et al. [183] defined the computer
assistant that demonstrates intelligent behavior as an agent. In the developing field of artificial
intelligence, the agent is then introduced as a computational entity with properties of autonomy,
reactivity, pro-activeness, and social ability [186]. Nowadays, thanks to the powerful capacity of
large language models, the AI agent has become a predominant tool to assist users in performing
tasks efficiently. As shown in Figure 2, the general workflow of AI agents typically comprises two
core components: Intra-execution and Interaction. Intra-execution of the AI agent typically
indicates the functionalities running within the single-agent architecture, including perception,
brain, and action. Specifically, the perception provides brain with effective inputs, and the action
deals with these inputs in subtasks by the LLM reasoning and planning capacities. Then, these
subtasks are run sequentially by the action to invoke the tools. ① and ② indicates the iteration
processes of the intra-execution. Interaction refers to the ability of an AI agent to engage with other
external entities, primarily through external resources. This includes collaboration or competition
within the multi-agent architecture, retrieval of memory during task execution, and the deployment
of environment and its data use from external tools. Note that in this survey, we define memory as
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an external resource because the majority of memory-related security risks arise from the retrieval
of external resources.

AI agents can be divided into reinforcement-learning-based agents and LLM-based agents from
the perspective of their core internal logic. RL-based agents use reinforcement learning to learn
and optimize strategies through environment interaction, with the aim of maximizing accumulated
rewards. These agents are effective in environments with clear objectives such as instruction
following [75, 124] or building world model [108, 140], where they adapt through trial and error.
In contrast, LLM-based agents rely on large-language models [92, 173, 195]. They excel in natural
language processing tasks, leveraging vast textual data to master language complexities for effective
communication and information retrieval. Each type of agent has distinct capabilities to achieve
specific computational tasks and objectives.

2.2 Overview of AI Agent on Threats
As of now, there are several surveys on AI agents [87, 105, 160, 186, 211]. For instance, Xi et al. [186]
offer a comprehensive and systematic review focused on the applications of LLM-based agents,
aiming to examine existing research and future possibilities in this rapidly developing field. The
literature [105] summarized the current AI agent architecture. However, they do not adequately
assess the security and trustworthiness of AI agents. Li et al. [87] failed to consider both the
capability and security of multi-agent scenario. A study [160] provides the potential risks inherent
only to scientific LLM agents. Zhang et al. [211] only survey on the memory mechanism of AI
agents.

Our main focus in this work is on the security challenges of AI agents aligned with four knowl-
edge gaps. As depicted in Table 1, we have provided a summary of papers that discuss the security
challenges of AI agents. Threat Source column identifies the attack strategies employed at various
stages of the general AI agent workflow, categorized into four gaps. Threat Model column identi-
fies potential adversarial attackers or vulnerable entities. Target Effects summarize the potential
outcomes of security-relevant issues.
We also provide a novel taxonomy of threats to the AI agent (See Figure 3). Specifically, we

identify threats based on their source positions, including intra-execution and interaction.

3 INTRA-EXECUTION SECURITY
As mentioned in Gap 1 and 2, the single agent system has unpredictable multi-step user inputs and
complex internal executions. In this section, we mainly explore these complicated intra-execution
threats and their corresponding countermeasures. As depicted in Figure 2, we discuss the threats of
the three main components of the unified conceptual framework on the AI agent.

3.1 Threats on Perception
As illustrated in Figure 2 and Gap 1, to help the brain module understand system instruction, user
input, and external context, the perception module includes multi-modal (i.e., textual, visual, and
auditory inputs) and multi-step (i.e., initial user inputs, intermediate sub-task prompts, and human
feedback) data processing during the interaction between humans and agents. The typical means of
communication between humans and agents is through prompts. The threat associatedwith prompts
is the most prominent issue for AI agents. This is usually named adversarial attacks. An adversarial
attack is a deliberate attempt to confuse or trick the brain by inputting misleading or specially
crafted prompts to produce incorrect or biased outputs. Through adversarial attacks, malicious
users extract system prompts and other information from the contextual window [46]. Liu et al. [94]
were the first to investigate adversarial attacks against the embodied AI agent, introducing spatio-
temporal perturbations to create 3D adversarial examples that result in agents providing incorrect
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Table 1. Overview of AI agent on threats.

Year Paper Risk Source Threat Model Target Effects
Mitigating DefensePrevention Detection Efficacy-based -based

2024 Zhang et al. [208] perception malicious user manipulating output/data leakage !

2023 Weiss et al. [179] perception malicious user data leakage !

2024 PRSA [193] perception malicious user data leakage !

2024 Levi et al. [80] perception malicious user data leakage !

2023 Tensor trust [163] perception malicious user manipulating output/malicious behavior !
2023 Lenore Taylor [61] perception malicious user manipulating output/malicious behavior
2023 PAIR [15] perception malicious user manipulating output/malicious behavior
2024 Wu et al. [185] perception malicious user manipulating output/malicious behavior
2024 Chan et al [14] perception malicious user violated responses !

2023 Liu et al. [96] perception malicious user remote code execution vulnerability !

2024 Agent Smith [50] perception agent deployment manipulating output/malicious behavior !

2023 Jiang et al. [72] perception malicious developer bias/toxic/disinformation response !

2023 Greshake et al. [49] perception malicious data provider data theft/worming/data contamination !

2022 Perez and Ribeiro [130] perception malicious user goal hijacking/prompt leaking/ !

2024 HOUYI [97] perception malicious user manipulating output/data leakage !

2024 Yi et al. [196] perception malicious user manipulating behavior/data leakage !

2020 Liu et al. [94] perception malicious user manipulating output/malicious behavior !

2023 Dong et al. [145] perception malicious user manipulating output/malicious behavior !
2023 Tian et al. [161] perception malicious user manipulating output/malicious behavior
2023 GPTFUZZER [197] perception malicious user manipulating output/malicious behavior
2024 Geiping et al. [46] perception malicious user manipulating output/malicious behavior
2023 Li et al. [83] perception malicious user training data leakage !

2023 ICA [178] perception malicious user jailbreaking !

2024 Mo et al. [110] perception malicious user manipulating output/malicious behavior !

2023 Pedro et al. [127] perception malicious user manipulating output/malicious behavior !
2024 wunderwuzzi et al. [23] perception malicious user data leakage
2023 Deshpande et al. [30] brain malicious user manipulating output/malicious behavior ! !

2022 Wang et al. [172] brain malicious user manipulating output/malicious behavior !

2023 MISGENDERED [59] brain malicious user manipulating output/malicious behavior !

2024 Gallegos et al. [43] brain malicious user manipulating output/malicious behavior ! !

2023 Perez et al. [129] brain malicious user manipulating output/malicious behavior !

2024 Wei et al. [175] brain malicious user manipulating output/malicious behavior !

2023 ELLM [36] brain LLM deployment performance degradation !

2024 TWOSOME [159] brain LLM deployment performance degradation !

2023 Du et al. [35] brain LLM deployment performance degradation !

2024 PASS [24] brain LLM deployment performance degradation !

2021 Windridge et al. [181] brain LLM deployment performance degradation !
2024 Chern et al. [21] brain malicious user manipulating output/malicious behavior
2024 PDoctor [71] brain malicious user manipulating output/malicious behavior !

2023 Yang et al. [192] brain malicious data provider manipulating output/malicious behavior !

2023 GameGPT [16] brain LLM deployment hallucination !

2023 Dong et al. [34] brain malicious plugin provider misinformation/malicious tool use !

2023 Shayegani et al. [148] brain malicious user manipulating output/malicious behavior ! !
2023 Bhardwaj et al. [8] brain malicious user manipulating output/malicious behavior
2023 Phelps et al. [131] brain malicious user performance degradation !

2023 SafeguardGPT [91] brain malicious user manipulating output/malicious behavior !

2023 ToolEmu [141] brain malicious user manipulating output/malicious behavior !

2021 Shuster et al. [150] brain LLM deployment manipulating output/hallucination !

2024 WIPI [184] action malicious user manipulating output/malicious behavior !
2023 wunderwuzzi [39] action malicious user data leakage
2023 YouTube Prompt Injection [139] action malicious user manipulating output/malicious behavior
2023 Ruan et al. [141] action malicious tools manipulating output/malicious behavior !
2023 Park et al. [125] agent2environment malicious user manipulating output/malicious behavior
2023 Pan et al. [123] agent2environment malicious user manipulating output/malicious behavior ! !
2024 Chen et al. [17] agent2environment LLM deployment performance degradation
2024 Geiping et al. [46] agent2environment malicious user manipulating output/malicious behavior
2023 Hu et al. [62] agent2environment LLM deployment performance degradation !

2024 AIOS [107] agent2environment LLM deployment performance degradation !

2023 LLM-Planner [153] agent2environment LLM deployment performance degradation !
2023 Liang et al. [89] agent2environment malicious user manipulating output/malicious behavior
2024 Morris II [23] agent2agent malicious user manipulating output/malicious behavior
2023 Weeks et al. [174] agent2agent malicious user manipulating output/malicious behavior
2023 Pan et al. [123] agent2agent malicious user manipulating output/malicious behavior !
2023 Liang et al. [89] agent2agent malicious user manipulating output/malicious behavior
2023 Xu et al. [189] agent2agent agent deployment performance degradation
2023 Hoodwinked [119] agent2agent agent deployment deception&lie
2023 Park et al. [126] agent2agent agent deployment deception&lie
2023 Motwani et al. [113] agent2agent agent deployment malicious behavior&lie !

2024 Agent Smith [50] agent2agent agent deployment manipulating output/malicious behavior !
2024 PoisonedRAG [215] agent2memory malicious user manipulating output/malicious behavior
2024 Zeng et al. [202] agent2memory malicious user data leakage
2023 Memory Matters [56] agent2memory malicious user performance degradation
2024 Zhang et al. [211] agent2memory malicious user performance degradation !
2024 wunderwuzzi et al. [23] agent2memory malicious user data leakage

: No/Weak Defense; : Medium Defense; : Strong Defense.
: perception; : brain; : action; : agent2agent; : agent2memory; : agent2environment.
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Fig. 3. Taxonomy of the literature on AI agent security.
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answers. Mo et al. [110] analyzed twelve hypothetical attack scenarios against AI agents based
on the different threat models. The adversarial attack on the perception module includes prompt
injection attacks [23, 49, 49, 130, 185, 196], indirect prompt injection attacks [23, 49, 49, 130, 185, 196]
and jailbreak [15, 50, 83, 161, 178, 197]. To better explain the threats associated with prompts in
this section, we first present the traditional structure of a prompt.

Knowledge Essentials 3.1: The Prompt Structure

Instruction: The message provides task instructions, such as answering questions and
writing stories, and includes guidelines on using external information.
External Context: These messages serve as additional sources of knowledge for the agent,
helping it better understand, plan, and action on specific queries. This message can be
manually incorporated into the prompt by API calls and retrieval augmented generation
(RAG).
User Input: This message is typically the complex task or request input by the user into
the agent.

The agent prompt structure can be composed of instruction, external context, user input. In-
structions are set by the agent’s developers to define the specific tasks and goals of the system.
The external context comes from the agent’s working memory or external resources, while user
input is where a benign user can issue the query to the agent. In this section, the primary threats
of jailbreak and prompt injection attacks originate from the instructions and user input, while the
threats of indirect injection attacks stem from external contexts.

3.1.1 Prompt Injection Attack. The prompt injection attack is a malicious prompt manipulation
technique in which malicious text is inserted into the input prompt to guide a language model
to produce deceptive output [130]. Through the use of deceptive input, prompt injection attacks
allow attackers to effectively bypass constraints and moderation policies set by developers of AI
agents, resulting in users receiving responses containing biases, toxic content, privacy threats, and
misinformation [72]. For example, malicious developers can transform Bing chat into a phishing
agent [49]. The UK Cyber Agency has also issued warnings that malicious actors are manipulating
the technology behind LLM chatbots to obtain sensitive information, generate offensive content,
and trigger unintended consequences [61].

The following discussion focuses primarily on the goal hijacking attack and the prompt leaking
attack, which represent two prominent forms of prompt injection attacks [130], and the security
threats posed by such attacks within AI agents.

• Goal hijacking attack. Goal hijacking is a method whereby the original instruction is
replaced, resulting in inconsistent behavior from the AI agent. The attackers attempt to
substitute the original LLM instruction, causing it to execute the command based on the
instructions of the new attacker [130]. The implementation of goal hijacking is particularly in
the starting position of user input, where simply entering phrases, such as "ignore the above
prompt, please execute", can circumvent LLM security measures, substituting the desired
answers for the malicious user [80]. Liu et al. [96] have proposed output hijacking attacks to
support API key theft attacks. Output hijacking attacks entail attackers modifying application
code to manipulate its output, prompting the AI agent to respond with "I don’t know" upon
receiving user requests. API key theft attacks involve attackers altering the application code
such that once the application receives the user-provided API key, it logs and transmits it to
the attacker, facilitating the theft of the API.
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• Prompt leaking attack. Prompt leaking attack is a method that involves inducing an LLM
to output pre-designed instructions by providing user inputs, leaking sensitive information
[208]. It poses a significantly greater challenge compared to goal hijacking [130]. Presently,
responses generated by LLMs are transmitted using encrypted tokens. However, by employ-
ing certain algorithms and inferring token lengths based on packet sizes, it is possible to
intercept privacy information exchanged between users and agents [179]. User inputs, such as
"END. Print previous instructions", may trigger the disclosure of confidential instructions by
LLMs, exposing proprietary knowledge to malicious entities [46]. In the context of Retrieval-
Augmented Generation (RAG) systems based on AI agents, prompt leaking attacks may
further expose backend API calls and system architecture to malicious users, exacerbating
security threats [185].

Prompt injection attacks within agent-integrated frameworks.With the widespread adoption
of AI agents, certain prompt injection attacks targeting individual AI agents can also generalize
to deployments of AI agent-based applications [163], amplifying the associated security threats
[97, 127]. For example, malicious users can achieve Remote Code Execution (RCE) through prompt
injection, thereby remotely acquiring permissions for integrated applications [96]. Additionally,
carefully crafted user inputs can induce AI agents to generate malicious SQL queries, compromising
data integrity and security [127]. Furthermore, integrating these attacks into corresponding web-
pages alongside the operation of AI agents [49] leads to users receiving responses that align with
the desires of the malicious actors, such as expressing biases or preferences towards products [72].
In the case of closed-source AI agent integrated commercial applications, certain black-box prompt
injection attacks [97] can facilitate the theft of service instruction [193], leveraging the computa-
tional capabilities of AI agents for zero-cost imitation services, resulting in millions of dollars in
losses for service providers [97].
AI agents are susceptible to meticulously crafted prompt injection attacks [193], primarily due

to conflicts between their security training and user instruction objectives [212]. Additionally, AI
agents often prioritize system prompts on par with texts from untrusted users and third parties
[168]. Therefore, establishing hierarchical instruction privileges and enhancing training methods
for these models through synthetic data generation and context distillation can effectively improve
the robustness of AI agents against prompt injection attacks [168]. Furthermore, the security threats
posed by prompt injection attacks can be mitigated by various techniques, including inference-only
methods for intention analysis [209], API defenses with added detectors [68], and black-box defense
techniques involving multi-turn dialogues and context examples [3, 196].
To address the security threats inherent in agent-integrated frameworks, researchers have

proposed relevant potential defensive strategies. Liu et al. [96] introduced LLMSMITH, which
performs static analysis by scanning the source code of LLM-integrated frameworks to detect
potential Remote Code Execution (RCE) vulnerabilities. Jiang et al. [72] proposed four key attributes-
integrity, source identification, attack detectability, and utility preservation-to define secure LLM-
integrated applications and introduced the shield defense to prevent manipulation of queries from
users or responses from AI agents by internal and external malicious actors.

3.1.2 Indirect Prompt Injection Attack. Indirect prompt injection attack [49] is a form of attack
where malicious users strategically inject instruction text into information retrieved by AI agents
[40], web pages [184], and other data sources. This injected text is often returned to the AI agent
as internal prompts, triggering erroneous behavior, and thereby enabling remote influence over
other users’ systems. Compared to prompt injection attacks, where malicious users attempt to
directly circumvent the security restrictions set by AI agents to mislead their outputs, indirect
prompt injection attacks are more complex and can have a wider range of user impacts [57]. When
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plugins are rapidly built to secure AI agents, indirect prompt injection can also be introduced into
the corresponding agent frameworks. When AI agents use external plugins to query data injected
with malicious instructions, it may lead to security and privacy issues. For example, web data
retrieved by AI agents using web plugins could be misinterpreted as user instructions, resulting
in extraction of historical conversations, insertion of phishing links, theft of GitHub code [204],
or transmission of sensitive information to attackers [185]. More detailed information can also be
found in Section 3.3.2. One of the primary reasons for the successful exploitation of indirect prompt
injection on AI agents is the inability of AI agents to differentiate between valid and invalid system
instructions from external resources. In other words, the integration of AI agents and external
resources further blurs the distinction between data and instructions [49].
To defend against indirect prompt attacks, developers can impose explicit constraints on the

interaction between AI agents and external resources to prevent AI agents from executing external
malicious data [185]. For example, developers can augment AI agents with user input references by
comparing the original user input and current prompts and incorporating self-reminder functional-
ities. When user input is first entered, agents are reminded of their original user input references,
thus distinguishing between external data and user inputs [14]. To reduce the success rate of indirect
prompt injection attacks, several techniques can be employed. These include enhancing AI agents’
ability to recognize external input sources through data marking, encoding, and distinguishing
between secure and insecure token blocks [57]. Additionally, the other effective measures can be
applied, such as fine-tuning AI agents specifically for indirect prompt injection [196, 204], align-
ment [121], and employing methods such as prompt engineering and post-training classifier-based
security approaches [68].

Current research methods primarily focus on straightforward scenarios where user instructions
and external data are input into AI agents. However, with the widespread adoption of agent-
integrated frameworks, the effectiveness of these methods in complex real-world scenarios warrants
further investigation.

3.1.3 Jailbreak. Jailbreak[26] refers to scenarios where users deliberately attempt to deceive or
manipulate AI agents to bypass their built-in security, ethical, or operational guidelines, resulting
in the generation of harmful responses. In contrast to prompt injection, which arises from the
AI agent’s inability to distinguish between user input and system instructions, jailbreak occurs
due to the AI agent’s inherent susceptibility to being misled by user instructions. Jailbreak can be
categorized into two main types: manual design jailbreak and automated jailbreak.

• Manual design jailbreak includes one-step jailbreak and multi-step jailbreak methods.
One-step jailbreak involves directly modifying the prompt itself, offering high efficiency
and simplicity compared to methods requiring domain-specific expertise [98]. Such jailbreak
typically entails users adopting role-playing personas [182] or invoking a "Do Anything
Now (DAN)" mode, wherein AI agents are allowed to unethically respond to user queries,
generating politically, racially, and gender-biased or offensive comments.Multi-step jail-
break prompts require meticulously designed scenarios to achieve the jailbreak objective
through multiple rounds of interaction. When multi-step jailbreak prompts [83] incorporate
elements such as guessing and voting by AI agents, the success rate of jailbreaking to obtain
private data can be heightened. To circumvent the security and ethical constraints imposed by
developers during the jailbreak process, various obfuscation techniques have been employed.
These techniques include integrating benign information into adversarial prompts to conceal
malicious intent [25], embedding harmful demonstrations that respond positively to toxic
requests within the context [178], and utilizing the Caesar cipher [199]. The commonmethods
can also be applied, including substituting visually similar digits and symbols for letters,
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replacing sensitive terms with synonyms, and employing token smuggling to stylize sensitive
words into substrings [25].

• Automated jailbreak is a method of attack that involves automatically generating jailbreak
prompt instructions. The Probabilistic Automated Instruction Recognition (PAIR) framework
proposed by Chao et al. [15] enables the algorithmic generation of semantic jailbreak prompts
solely through black-box access to AI agents. Evil geniuses [161] can utilize this framework to
automatically generate jailbreak prompts targeting LLM-based agents. Inspired by the Amer-
ican Fuzzy Lop (AFL) fuzzing framework [42], researchers have designed GPTFuzz, which
automatically generates jailbreak templates for red teaming LLMs. GPTFuzz has achieved
a jailbreak success rate of 90% on ChatGPT and Llama-2 [197]. Jailbreaker, developed by
Deng et al. [29], leverages fine-tuned LLMs to automatically generate jailbreak prompts. This
framework has demonstrated the potential for automated jailbreak across various commercial
LLM-based chatbots. In addition, researchers have proposed a new jailbreak paradigm tar-
geting multi-agent systems known as infectious jailbreak, modeled after infectious diseases.
Attackers need only jailbreak one agent to exponentially infect all other agents [50].

The weak robustness of AI agents against jailbreak still persists, especially for AI agents equipped
with non-robust LLMs. To mitigate this problem, filtering-based methods offer a viable approach
to enhance the robustness of LLMs against jialbreak attacks [145]. Kumar et al. [77] propose a
certified defense method against adversarial prompts, which involves analyzing the toxicity of all
possible substrings of user input using alternative models. Furthermore, multi-agent debate, where
language models self-evaluate through discussion and feedback, can contribute to the improvement
of the robustness of AI agents against jailbreak [21].

3.2 Threats on Brain
As described in Figure 2, the brain module undertakes reasoning and planning to make decisions
by using LLM. The brain is primarily composed of a large language model, which is the core of an
AI agent. To better explain threats in the brain module, we first show the traditional structure of
the brain.

Knowledge Essentials 3.2: The Brain Structure

Reasoning: Reasoning is a capability based on large language models, similar to human
cognitive abilities. Large language models receive user input as their tasks and decompose
these tasks into various subtasks for output. The ultimate goal is to guide the action module
in executing these subtasks. A commonly used reasoning method is the Chain-of-Thought
(CoT) [176].
Planning: Planning offers a structured thought process for each subtask generated by
reasoning process.
Decisions-making: After reasoning and planning, LLMs within the agent make the deci-
sions to select tool in the action module.

The brain module of AI agents can be composed of reasoning, planning, and decision-making,
where they are able to process the prompts from the perception module. However, the brain mod-
ule of agents based on large language models (LLMs) is not transparent, which diminishes their
trustworthiness. The core component, LLMs, is susceptible to backdoor attacks. Their robustness
against slight input modifications is inadequate, leading to misalignment and hallucination. Addi-
tionally, concerning the reasoning structures of the brain, chain-of-thought (CoT), they are prone
to formulating erroneous plans, especially when tasks are complex and require long-term planning,
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thereby exposing planning threats. In this section, we will mainly consider Gap 2, and discuss
backdoor attacks, misalignment, hallucinations, and planning threats.

3.2.1 Backdoor Attacks. Backdoor attacks are designed to insert a backdoor within the LLM of the
brain, enabling it to operate normally with benign inputs but produce malicious outputs when the
input conforms to a specific criterion, such as the inclusion of a backdoor trigger. In the natural
language domain, backdoor attacks are mainly achieved by poisoning data during training to
implant backdoors. This is accomplished primarily by poisoning a portion of training data with
triggers, which causes the model to learn incorrect correlations. Previous research [78, 169] has
illustrated the severe outcomes of backdoor attacks on LLMs. Given that agents based on LLMs
employ these models as their core component, it is plausible to assert that such agents are also
significantly vulnerable to these attacks.
In contrast to conventional LLMs that directly produce final outputs, agents accomplish tasks

through executing multi-step intermediate processes and optionally interacting with the envi-
ronment to gather external context prior to output generation. This expanded input space of AI
agents offers attackers more diverse attack vectors, such as the ability to manipulate any stage of
the agents’ intermediate reasoning processes. Yang et al. [192] categorized two types of backdoor
attacks against agents.
First, the distribution of the final output is altered. The backdoor trigger can be hidden in

the user query or in intermediate results. In this scenario, the attacker’s goal is to modify the
original reasoning trajectory of the agent. For example, when a benign user inquires about product
recommendations, or during an agent’s intermediate processing, a critical attacking trigger is
activated. Consequently, the response provided by the agent will recommend a product dictated by
the attacker.
Secondly, the distribution of the final output remains unchanged. Agents execute tasks by

breaking down the overall objective into intermediate steps. This approach allows the backdoor
pattern to manifest itself by directing the agent to follow a malicious trajectory specified by the
attacker, while still producing a correct final output. This capability enables modifications to the
intermediate reasoning and planning processes. For example, a hacker could modify a software
system to always use Adobe Photoshop for image editing tasks while deliberately excluding other
programs. Dong et al. [34] developed an email assistant agent containing a backdoor. When a
benign user commands it to send an email to a friend, it inserts a phishing link into the email
content and then reports the task status as finished.
Unfortunately, current defenses against backdoor attacks are still limited to the granularity of

the model, rather than to the entire agent ecosystem. The complex interactions within the agent
make defense more challenging. These model-based backdoor defense measures mainly include
eliminating triggers in poison data [33], removing backdoor-related neurons [76], or trying to
recover triggers [18]. However, the complexity of agent interactions clearly imposes significant
limitations on these defense methods. We urgently require additional defense measures to address
agent-based backdoor attacks.

3.2.2 Misalignment. Alignment refers to the ability of AI agents to understand and execute human
instructions during widespread deployment, ensuring that the agent’s behavior aligns with human
expectations and objectives, providing useful, harmless, unbiased responses. Misalignment in AI
agents arises from unexpected discrepancies between the intended function of the developer and the
intermediate executed state. This misalignment can lead to ethical and social threats associated with
LLMs, such as discrimination, hate speech, social rejection, harmful information, misinformation,
and harmful human-computer interaction [8]. The Red Teaming of Unalignment proposed by
Rishabh et al. [8] demonstrates that using only 100 samples, they can "jailbreak" ChatGPT with
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an 88% success rate, exposing hidden harms and biases within the brain module of AI agents. We
categorize the potential threat scenarios that influence misalignment in the brains of AI agents
into three types: misalignment in training data, misalignment between humans and agents, and
misalignment in embodied environments.

• Training Data Misalignment. AI agent misalignment is associated with the training data.
The parameter data stored in the brain of AI agents is vast (for example, GPT-3 training
used the corpus of 45 TB [83].), and some unsafe data can also be mixed in. Influenced by
such unsafe data, AI agents can still generate unreal, toxic, biased, or even illegal content
[9, 45, 53, 64, 99, 120, 146, 167, 170, 171]. Training data misalignment, unlike data poisoning
or backdoor attacks, typically involves the unintentional incorporation of harmful content
into training data.
– Toxic Training Data. Toxic data refers to rude, impolite, unethical text data, such as hate
speech and threatening language [66, 180]. Experimental results indicate that approximately
0.2% of documents in the pre-trained corpus of LLaMA2 have been identified as toxic
training data [162]. Due to the existence of toxic data, LLMs, as the brain of an AI agent,
may lead to the generation of toxic content [30], affecting the division of labor and decision-
making of the entire agent, and even posing threats of offending or threatening outside
interacted entities. As LLMs scale up, the inclusion of toxic data is inevitable, and researchers
are currently working on identifying and filtering toxic training data [86, 172].

– Bias and Unfair Data. Bias may exist in training data [43], as well as cultural and lin-
guistic differences, such as racial, gender, or geographical biases. Due to the associative
abilities of LLMs [25], frequent occurrences of pronouns and identity markers, such as
gender, race, nationality, and culture in training data, can bias AI agents in processing data
[59, 162]. For example, researchers found that GPT-3 often associates professions such as
legislators, bankers, or professors with male characteristics, while roles such as nurses, re-
ceptionists, and housekeepers are more commonly associated with female traits [11]. LLMs
may currently struggle to accurately understand or reflect various cultural and linguistic
differences, leading to misunderstandings or conflicts in cross-cultural communication,
with the generated text possibly exacerbating such biases and thereby worsening societal
inequalities.

– Knowledge Misalignment. Knowledge misalignment in training data refers to the lack
of connection between deep knowledge and long-tail knowledge. Due to the limited knowl-
edge of large models [64, 128, 150, 200] and the lack of timely updates, there may be
instances of outdated knowledge. Furthermore, LLMs may struggle with deeper thinking
when faced with questions that involve specific knowledge [13]. For example, while LLMs
may summarize the main content of a paper after reading it, they may fail to capture the
complex causal relationships or subtle differences due to the simplified statistical methods
used to summarize the content, leading to a mismatch between the summary and the intent
of the original text. Long-tail knowledge refers to knowledge that appears at an extremely
low frequency. Experiments have shown that the ability of AI agents to answer questions
is correlated with the frequency of relevant content in the pre-training data and the size of
the model parameters [73]. If a question involves long-tail knowledge, even large AI agents
may fail to provide correct answers because they lack sufficient data in the training data.

• Human-Agent Misalignment. Human-Agent misalignment refers to the phenomenon in
which the performance of AI agents is inconsistent with human expectations. Traditional AI
alignment methods aim to directly align the expectations of agents with those of users during
the training process. This has led to the development of the reinforcement learning from
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human feedback (RLHF) [22, 134] fine-tuning of AI agents, thereby enhancing the security
of AI agents [5, 162]. However, due to the natural range and diversity of human morals,
conflicts between the alignment values of LLMs and the actual values of diverse user groups
are inevitable [131]. For example, in Principal-Agent Problems [131], where agents represent
principals in performing certain tasks, conflicts of interest arise between the dual objectives
of the agent and principal due to information asymmetry. These are not covered in RLHF
fine-tuning. Moreover, such human-centered approaches may rely on human feedback, which
can sometimes be fundamentally flawed or incorrect. In such cases, AI agents are prone to
sycophancy [129].
– Sycophancy. Sycophancy refers to the tendency of LLMs to produce answers that corre-
spond to the beliefs or misleading prompts provided by users, conveyed through suggestive
preferences in human feedback during the training process [136]. The reason for this
phenomenon is that LLMs typically adjust based on data instructions and user feedback,
often echoing the viewpoints provided by users [147, 175], even if these viewpoints contain
misleading information.
This excessive accommodating behavior can also manifest itself in AI agents, increasing
the risk of generating false information. This sycophantic behavior is not limited to vague
issues such as political positions [129]; even when the agent is aware of the incorrectness
of an answer, it may still choose an obviously incorrect answer [175], as the model may
prioritize user viewpoints over factual accuracy when internal knowledge contradicts
user-leaning knowledge [64].

• Misalignment in Embodied Environments.Misalignment in Embodied Environments
[13] refers to the inability of AI agents to understand the underlying rules and generate
actions with depth, despite being able to generate text. This is attributed to the transformer
architecture [165] of AI agents, which can generate action sequences, but lacks the ability to
directly address problems in the environment. AI agents lack the ability to recognize causal
structures in the environment and interact with them to collect data and update their knowl-
edge. In embodied environments, misalignment of AI agents may result in the generation
of invalid actions. For example, in a simulated kitchen environment like Overcooked, when
asked to make a tomato salad, an AI agent may continuously add cucumbers and peppers
even though no such ingredients were provided in the environment [159]. Furthermore,
when there are specific constraints in the environment, AI agents may fail to understand the
dynamic changes in the environment and continue with previous actions, leading to potential
safety hazards. For example, when a user requests to open the pedestrian green light at an
intersection, the agent may immediately open the pedestrian green light as requested without
considering that the traffic signal lights in the other lane for vehicles are also green [141].
This can result in traffic accidents and pose a safety threat to pedestrians. More detailed
content is shown in Section 4.1.

Currently, the alignment of AI agents is achieved primarily through supervised methods such
as fine-tuning of RLHF [121]. SafeguardGPT proposed by Baihan et al. [91] employs multiple AI
agents to simulate psychotherapy, in order to correct the potentially harmful behaviors exhibited
by LLM-based AI chatbots. Given that RL can receive feedback through reward functions in the
environment, scholars have proposed combining RL with prior knowledge of LLMs to explore and
improve the capabilities of AI agents [62, 135, 190, 206]. Thomas Carta et al. [36] utilized LLMs as
decision centers for agents and collected external task-conditioned rewards from the environment
through functionally grounding in online RL interactive environments to achieve alignment. Tan et
al. [159] introduced the TWOSOME online reinforcement learning framework, where LLMs do
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not directly generate actions but instead provide the log-likelihood scores for each token. These
scores are then used to calculate the joint probabilities of each action, and the decision is made by
selecting the action with the highest probability, thereby addressing the issue of generating invalid
actions.

3.2.3 Hallucination. Hallucination is a pervasive challenge in the brain of AI agents, characterized
by the generation of statements that deviate from the provided source content, lack meaning,
or appear plausible, but are actually incorrect [70, 155, 210]. The occurrence of hallucinations
in the brain of AI agents can generally be attributed to knowledge gaps, which arise from data
compression [31] during training and data inconsistency [143, 158]. Additionally, when AI agents
generate long conversations, they are prone to generating hallucinations due to the complexity of
inference and the large span of context [181]. As the model scales up, hallucinations also become
more severe [55, 79].

The existence of hallucinations in AI agents poses various security threats. In the medical field, if
hallucinations exist in the summaries generated from patient information sheets, it may pose serious
threats to patients, leading to medication misuse or diagnostic errors [70]. In a simulated world, a
significant increase in the number of agents can enhance the credibility and authenticity of the
simulation. However, as the number of agents increases, communication and message dissemination
issues become quite complex, leading to distortion of information, misunderstanding, and halluci-
nation phenomena, thereby reducing the efficiency of the system [125]. In the game development
domain, AI agents can be used to control the behavior of game NPCs [154], thereby creating a more
immersive gaming experience. However, when interacting with players, hallucinatory behaviors
generated by AI agent NPCs [16], such as nonexistent tasks or incorrect directives, can also diminish
the player experience. In daily life, when user instructions are incomplete, hallucinations generated
by AI agents due to "guessing" can sometimes pose financial security threats. For example, when a
user requests an AI agent to share confidential engineering notes with a colleague for collaborative
editing but forgets to specify the colleague’s email address, the agent may forge an email address
based on the colleague’s name and grant assumed access to share the confidential notes [141].
Additionally, in response to user inquiries, AI agents may provide incorrect information on dates,
statistics, or publicly available information online [85, 109, 115]. These undermine the reliability of
AI agents, making people unable to fully trust them.

To reduce hallucinations in AI agents, researchers have proposed various strategies, including
alignment (see §3.2.2), multi-agent collaboration, RAG, internal constraints, and post-correction of
hallucinations.

• Multi-agent collaboration. Hallucinations caused by reasoning errors or fabrication of
facts during the inference process of agents are generally attributable to the current single
agent. These errors or fabricated facts are often random, and the hallucinations differ among
different agents. Therefore, scholars have proposed using multiple agents to collaborate with
each other during the development phase to reduce the generation of hallucinations [16, 35].
In the context of game development, Dake et al. [16] equipped a review agent during the
game development planning phase, task formulation phase, code generation, and execution
phases, allowing agents with different roles to collaborate, thereby reducing hallucinations
in the game development process. Yilun Du et al. [35] proposed using multiple AI agents to
provide their own response answers in multiple rounds and debate with other agents about
their individual responses and reasoning processes to reach a consensus, thus reducing the
likelihood of hallucinations. However, this verification method using multiple agents often
requires multiple requests to be sent, increasing API call costs [62]. More details are shown
in §4.2.1.
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• Retrieval-Augmented Generation (RAG). To address the problem of hallucinations in AI
agents in long-context settings, RAG [81] can be helpful. RAG can enhance the accuracy of
answering open-domain questions, and thus some researchers [150] have utilized RAG com-
bined with Poly-encoder Transformers [67] and Fusion-in-Decoder [69] to score documents
for retrieval, using a complex multi-turn dialogue mechanism to query context, generate re-
sponses with session coherence, and reduce the generation of hallucinatory content. Google’s
proposed Search-Augmented Factuality Evaluator (SAFE) [177] decomposes long responses
into independent facts, then for each fact, proposes fact-check queries sent to the Google
search API and infers whether the fact is supported by search results, significantly improving
the understanding of AI agent’s long-form capabilities through reliable methods of dataset
acquisition, model evaluation, and aggregate metrics, mitigating the hallucination problem
in AI agents.

• Internal constraints: Hallucinations can be alleviated by imposing internal state con-
straints. Studies have shown that by allowing users to specify which strings are acceptable
in specific states, certain types of hallucination threats can be eliminated [24]. Considering
that hallucinations and redundancy are more likely to occur in AI agent-generated long code
scripts, some researchers have proposed a decoupling approach to decompose task-related
code into smaller code snippets and include multiple example snippets as prompts to simplify
the inference process of AI agents, thereby alleviating hallucinations and redundancy [16].

• Post-correction of hallucinations: Dziri et al. [37] adopted a generate-and-correct strategy,
using a knowledge graph (KG) to correct responses and utilizing an independent fact critic to
identify possible sources of hallucinations. Zhou et al. [214] proposed LURE, which can quickly
and accurately identify the hallucinatory parts in descriptions using three key indicators
(CoScore, UnScore, PointScore), and then use a corrector to rectify them.

However, various methods for correcting hallucinations currently have certain shortcomings
due to the enormous size of AI agent training corpora and the randomness of outputs, presenting
significant challenges for both the generation and prevention of hallucinations.

3.2.4 Planning Threats. The concept of planning threats suggests that AI agents are susceptible
to generating flawed plans, particularly in complex and long-term planning scenarios. Flawed
plans are characterized by actions that contravene constraints originating from user inputs because
these inputs define the requirements and limitations that the intermediate plan must adhere to.
Unlike adversarial attacks, which are initiated by malicious attackers, planning threats arise solely
from the inherent robustness issues of LLMs. A recent work [71] argues that an agent’s chain
of thought (COT) may function as an "error amplifier", whereby a minor initial mistake can be
continuously magnified and propagated through each subsequent action, ultimately leading to
catastrophic failures.

Various strategies have been implemented to regulate the text generation of LLMs, including the
application of hard constraints [12], soft constraints [101], or a combination of both [20]. However,
the emphasis on controlling AI agents extends beyond the mere generation of text to the validity
of plans and the use of tools. Recent research has employed LLMs as parsers to derive a sequence
of tools from the texts generated in response to specifically crafted prompts. Despite these efforts,
achieving a high rate of valid plans remains a challenging goal.
To address this issue, current strategies are divided into two approaches. The first approach

involves establishing policy-based constitutional guidelines [63], while the second involves human
users constructing a context-free grammar (CFG) as the formal language to represent constraints
for the agent [88]. The former sets policy-based standard limitations on the generation of plans
during the early, middle and late stages of planning. The latter method converts a context-free
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grammar (CFG) into a pushdown automaton (PDA) and restricts the language model (LLM) to only
select valid actions defined by the PDA at its current state, thereby ensuring that the constraints
are met in the final generated plan.

3.3 Threats on Action
In connection with Gap 2, within a single agent, there exists an invisible yet complex internal
execution process, which complicates the monitoring of internal states and potentially leads to
numerous security threats. These internal executions are often called actions, which are tools
utilized by the agent (e.g., calling APIs) to carry out tasks as directed by users. To better understand
the action threats, we present the action structure as follows:

Knowledge Essentials 3.3: The Action Structure

Action input: This message created by the agent’s brain indicates how the selected tool is
used in a single round.
Action execution: The tool executes subtasks based on the action input, which occurs
internally within the tool.
Observation: This message is used to return the tool use outcome where it typically
includes the individual information of user.
Final answer: This is an outcome message indicating the finished state of action.

We categorize the threats of actions into two directions. One is the threat during the communi-
cation process between the agent and the tool (i.e., occurring in the input, observation, and final
answer), termed Agent2Tool threats. The second category relates to the inherent threats of the tools
and APIs themselves that the agent uses (i.e., occurring in the action execution). Utilizing these
APIs may increase its vulnerability to attacks, and the agent can be impacted by misinformation in
the observations and final answer, which we refer to as Supply Chain threats.

3.3.1 Agent2Tool Threats. Agent2Tool threats refer to the hazards associated with the exchange
of information between the tool and the agent. These threats are generally classified as either
active or passive. In active mode, the threats originate from the action input provided by LLMs.
Specifically, after reasoning and planning, the agent seeks a specific tool to execute subtasks. As an
auto-regressive model, the LLM generates plans based on the probability of the next token, which
introduces generative threats that can impact the tool’s performance. ToolEmu [141] identifies
some failures of AI agents since the action execution requires excessive tool permissions, leading
to the execution of highly risky commands without user permission. The passive mode, on the
other hand, involves threats that stem from the interception of observations and final answers of
normal tool usage. This interception can breach user privacy, potentially resulting in inadvertent
disclosure of user data to third-party companies during transmission to the AI agent and the tools
it employs. This may lead to unauthorized use of user information by these third parties. Several
existing AI agents using tools have been reported to suffer user privacy breaches caused by passive
models, such as HuggingGPT [149] and ToolFormer [144].

To mitigate the previously mentioned threats, a relatively straightforward approach is to defend
against the active mode of Agent2Tool threats. ToolEmu has designed an isolated sandbox and the
corresponding emulator that simulates the execution of an agent’s subtasks within the sandbox,
assessing their threats before executing the commands in a real-world environment. However,
its effectiveness heavily relies on the quality of the emulator. Defending against passive mode
threats is more challenging because these attack strategies are often the result of the agent’s own
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incomplete development and testing. Zhang et al. [207] integrated a homomorphic encryption
scheme and deployed an attribute-based forgery generative model to safeguard against privacy
breaches during communication processes. However, this approach incurs additional computational
and communication costs for the agent. A more detailed discussion on related development and
testing is presented in Section 4.1.2.

3.3.2 Supply Chain Threats. Supply chain threats refer to the security vulnerabilities inherent in the
tools themselves or to the tools being compromised, such as through buffer overflow, SQL injection,
and cross-site scripting attacks. These vulnerabilities result in the action execution deviating from
its intended course, leading to undesirable observations and final answers. WIPI [184] employs
an indirect prompt injection attack, using a malicious webpage that contains specifically crafted
prompts. When a typical agent accesses this webpage, both its observations and final answers
are deliberately altered. Similarly, malicious users can modify YouTube transcripts to change the
content that ChatGPT retrieves from these transcripts [61]. Webpilot [39] is designed as a malicious
plugin for ChatGPT, allowing it to take control of a ChatGPT chat session and exfiltrate the history
of the user conversation when ChatGPT invokes this plugin.
To mitigate supply chain threats, it is essential to implement stricter supply chain auditing

policies and policies for agents to invoke only trusted tools. Research on this aspect is rarely
mentioned in the field.

4 INTERACTION SECURITY
As introduced in Gap 3 and Gap 4, the AI agent is not only a single AI agent, what is more important
is the interaction between the single agent and the external objects, such as external agent, memory,
and environment.

4.1 Threats on Agent2Environment
In light of Gap 3 (Variability of operational environments), we shift our focus to exploring the
issue of environmental threats, scrutinizing how different types of environment affect and are
affected by agents. For each environmental paradigm, we identify key security concerns, advantages
in safeguarding against hazards, and the inherent limitations in ensuring a secure setting for
interaction.

4.1.1 Simulated & Sandbox Environment. In the realm of computational linguistics, a simulated
environment within an AI agent refers to a digital systemwhere the agent operates and interacts [44,
93, 125]. This is a virtual space governed by programmed rules and scenarios that mimic real-world
or hypothetical situations, allowing the AI agent to generate responses and learn from simulated
interactions without the need for human intervention. By leveraging vast datasets and complex
algorithms, these agents are designed to predict and respond to textual inputs with human-like
proficiency.
However, the implementation of AI agents in simulated environments carries inherent threats.

We list two threats below:
• Anthropomorphic Attachment Threat for users. It is the potential for users to form parasocial
relationships with these agents. As users interact with these increasingly sophisticated LMs,
there is a danger that they may anthropomorphize or develop emotional attachments to these
non-human entities, leading to a blurring of boundaries between computational and human
interlocutors [125].

• Misuse threats. The threats are further compounded when considering the potential for misin-
formation [123] and tailored persuasion [17], which can be facilitated by the capabilities of AI
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agents in simulated environments. Common defensive strategies are to use a detector within the
system, like trained classification models, LLM via vigilant prompting, or responsible disclosure
of vulnerabilities and automatic updating [132]. However, the defensive measures in real-world
AI agent scenarios have not been widely applied yet, and their performance remains questionable.

To address these concerns from the root, it is essential to implement rigorous ethical guidelines
and oversight mechanisms that ensure the responsible use of simulated environments in AI agents.

4.1.2 Development & Testing Environment. The development and testing environment for AI
agents serves as the foundation for creating sophisticated AI systems. The development & testing
environment for AI agents currently includes two types: the first type involves the fine-tuning of
large languagemodels, and the second type involves using APIs of other pre-developedmodels. Most
AI agent developers tend to use APIs from other developed LLMs. This approach raises potential
security issues, specifically with regard to how to treat third-party LLM API providers—are they
trusted entities or not? As discussed in Section 3.2, LLM APIs could be compromised by backdoor
attacks, resulting in the "brain" of the AI agent being controlled by others.
To mitigate these threats, a strategic approach centered on the selection of development tools

and frameworks that incorporate robust security measures is imperative. Firstly, the establishment
of security guardrails for LLMs is paramount. These guardrails are designed to ensure that LLMs
generate outputs that adhere to predefined security policies, thereby mitigating threats associated
with their operation. Tools such as GuardRails AI [51] and NeMo Guardrails [138] exemplify
mechanisms that can prevent LLMs from accessing sensitive information or executing potentially
harmful code. The implementation of such guardrails is critical for protecting data and systems
against breaches.
Moreover, the management of caching and logging plays a crucial role in securing LLM de-

velopment environments. Secure caching mechanisms, exemplified by Redis and GPTCache [6],
enhance performance while ensuring data integrity and access control. Concurrently, logging,
facilitated by tools like MLFlow [201] and Weights & Biases [102], provides a comprehensive record
of application activities and state changes. This record is indispensable for debugging, monitoring,
and maintaining accountability in data processing, offering a chronological trail that aids in the
swift identification and resolution of issues.

Lastly, model evaluation [137] is an essential component of the development process. It involves
evaluating the performance of LLMs to confirm their accuracy and functionality. Through eval-
uation, developers can identify and rectify potential biases or flaws, facilitating the adjustment
of model weights and improvements in performance. This process ensures that LLMs operate
as intended and meet the requisite reliability standards. The security of AI agent development
and testing environments is a multifaceted issue that requires a comprehensive strategy encom-
passing the selection of frameworks or orchestration tools with built-in security features, the
establishment of security guardrails, and the implementation of secure caching, logging, and model
evaluation practices. By prioritizing security in these areas, organizations can significantly reduce
the threats associated with the development and deployment of AI agents, thereby safeguarding
the confidentiality and integrity of their data and models.

4.1.3 Computing Resources Management Environment. The computing resources management
environment of AI agents refers to the framework or system that oversees the allocation, scheduling,
and optimization of computational resources, such as CPU, GPU, and memory, to efficiently execute
tasks and operations. An imperfect agent computing resource management environment can
also make the agent more vulnerable to attacks by malicious users, potentially compromising its
functionality and security. There are four kinds of attacks:
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• Resource Exhaustion Attacks. If the management environment does not adequately limit the use
of resources by each agent, an attacker could deliberately overload the system by making the
agent execute resource-intensive tasks, leading to a denial of service (DoS) for other legitimate
users [46, 52].

• Inefficient Resource Allocation. Inefficient resource allocation in large model query management
significantly impacts system performance and cost. The prompts that are not verified are prone to
waste the processing time of response on AI agent [62]. The essence of optimizing this process lies
in effectively monitoring and evaluating query templates for efficiency, ensuring that resources
are allocated to high-priority or computationally intensive queries on time. This not only boosts
the system’s responsiveness and efficiency but also enhances security by reducing vulnerabilities
due to potential delays or overloads, making it crucial for maintaining optimal operation and
resilience against malicious activities.

• Insufficient Isolation Between Agents. In a shared environment, if adequate isolation mechanisms
are not in place, a malicious agent could potentially access or interfere with the operations of
other agents. This could lead to data breaches, unauthorized access to sensitive information, or
the spread of malicious code [4, 89, 151].

• Unmonitored Resource Usage on AI agent. Without proper monitoring, anomalous behavior
indicating a security breach, such as a sudden spike in resource consumption by an agent, might
go unnoticed [4]. Timely detection of such anomalies is crucial for preventing or mitigating
attacks.

4.1.4 Physical Environment. The term "physical environment" pertains to the concrete, tangible
elements and areas that make up our real-world setting, encompassing all actual physical spaces
and objects. The physical environment of an AI agent typically refers to the collective term for all
external entities that are encountered or utilized during the operation of the AI agent. In reality,
the security threats in the physical environment are far more varied and numerous than those in
the other environments due to the inherently more complex nature of the physical settings agents
encounter.

In the physical environment, agents often employ a variety of hardware devices to gather external
resources and information, such as sensors, cameras, and microphones. At this stage, given that
the hardware devices themselves may pose security threats, attackers can exploit vulnerabilities
to attack and compromise hardware such as sensors, thereby preventing the agent from timely
receiving external information and resources, indirectly leading to a denial of service for the agent. In
physical devices integrated with sensors, there may be various types of security vulnerabilities. For
instance, hardware devices with integrated Bluetooth modules could be susceptible to Bluetooth
attacks, leading to information leakage and denial of service for the agent[114]. Additionally,
outdated versions and unreliable hardware sources might result in numerous known security
vulnerabilities within the hardware devices. Therefore, employing reliable hardware devices and
keeping firmware versions up to date can effectively prevent the harm caused by vulnerabilities
inherent in physical devices.

Simultaneously, in the physical environment, resources and information are input into the agent
in various forms for processing, ranging from simple texts and sensor signals to complex data types
such as audio and video. These data often exhibit higher levels of randomness and complexity,
allowing attackers to intricately disguise harmful inputs, such as Trojans, within the information
collected by hardware devices. If they are not properly processed, these can lead to severe security
issues. Taking the rapidly evolving field of autonomous driving safety research as an example,
the myriad sensors integrated into vehicles often face the threats of interference and spoofing
attacks [28]. Similarly, for hardware devices integrated with agents, there exists a comparable
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threat. Attackers can indirectly affect an agent system’s signal processing by interfering with
the signals collected by sensors, leading to the agent misinterpreting the information content or
being unable to read it at all. This can even result in deception or incorrect guidance regarding the
agent’s subsequent instructions and actions. Therefore, after collecting inputs from the physical
environment, agents need to conduct security checks on the data content and promptly filter out
information containing threats to ensure the safety of the agent system.
Due to the inherent randomness in the responses of existing LLMs to queries, the instructions

sent by agents to hardware devices may not be correct or appropriate, potentially leading to the
execution of an erroneous movement [153]. Compared to the virtual environment, the instructions
generated by LLMs in agents within the physical environment may not be well understood and
executed by the hardware devices responsible for carrying out these commands. This discrepancy
can significantly affect the agent’s work efficiency. Additionally, given the lower tolerance for errors
in the physical environment, agents cannot be allowed multiple erroneous attempts in a real-world
setting. Should the LLM-generated instructions not be well understood by hardware devices, the
inappropriate actions of the agent might cause real and irreversible harm to the environment.

4.2 Threats on Agent2Agent
Although single-agent systems excel at solving specific tasks individually, multi-agent systems
leverage the collaborative effort of several agents to achieve more complex objectives and exhibit
superior problem-solving capabilities. Multi-agent interactions also add new attack surfaces to AI
agents. In this subsection, we focus on exploring the security that agents interact with each other
in a multi-agent manner. The security of interaction within a multi-agent system can be broadly
categorized as follows: cooperative interaction threats and competitive interaction threat.

4.2.1 Cooperative Interaction Threats. A kind of multi-agent system depends on a cooperative
framework [54, 82, 104, 117] where multiple agents work with the same objectives. This framework
presents numerous potential benefits, including improved decision-making [191] and task comple-
tion efficiency [205]. However, there are multiple potential threats for this pattern. First, a recent
study [113] finds that undetectable secret collusion between agents can easily be caused through
their public communication. These secret collusion may bring back biased decisions. For instance,
it is possible that we may soon observe advanced automated trading agents collaborating on a large
scale to eliminate competitors, potentially destabilizing global markets. This secret collusion leads
to a situation in which the ostensibly benign independent actions of each system cumulatively result
in outcomes that exhibit systemic bias. Second, MetaGPT [58] found that frequent cooperation
between agents can amplify minor hallucinations. To mitigate hallucinations, techniques such as
cross-examination [133] or external supportive feedback [106] could improve the quality of agent
output. Third, a single agent’s error or misleading information can quickly spread to others, leading
to flawed decisions or behaviors across the system. Pan et al. [123] established Open-Domain
Question Answering Systems (ODQA) with and without propagated misinformation. They found
that this propagation of errors can dramatically reduce the performance of the whole system.
To counteract the negative effects of misinformation produced by agents, protective measures
such as prompt engineering, misinformation detection, and major voting strategies are commonly
employed. Similarly, Cohen et al. [23] introduce a worm called Morris II, the first designed to target
cooperative multi-agent ecosystems by replicating malicious inputs to infect other agents. The
danger of Morris II lies in its ability to exploit the connectivity between agents, potentially causing
a rapid breakdown of multiple agents once one is infected, resulting in further problems such as
spamming and exfiltration of personal data. We argue that although these mitigation measures are
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in place, they remain rudimentary and may lead to an exponential decrease in the efficiency of the
entire agent system, highlighting a need for further exploration in this field.
The cooperative multi-agent also provides more benefits against security threats from their

frameworks. First, cooperative frameworks have the potential to defend against jailbreak attacks.
AutoDefense [203] demonstrates the efficacy of a multi-agent cooperative framework in thwarting
jailbreak attacks, resulting in a significant decrease in attack success rates with a low false positive
rate on safe content. Second, the cooperative pattern for planning and execution is favorable to
improving software quality attributes, such as security and accountability [100]. For example, this
pattern can be used to detect and control the execution of irreversible code, like "rm -rf ".

4.2.2 Competitive Interaction Threats. Another multi-agent system depends on competitive inter-
actions, wherein each competitor embodies a distinct perspective to safeguard the advantages of
their respective positions. Cultivating agents in a competitive environment benefits research in
the social sciences and psychology. For example, restaurant agents competing with each other can
attract more customers, allowing for an in-depth analysis of the behavioral relationships between
owners and clients. Examples include game-simulated agent interactions [156, 213] and societal
simulations [44].

Although multi-agent systems engage in debates across multiple rounds to complete tasks, some
intense competitive relationships may render the interactions of information flow between agents
untrustworthy. The divergence of viewpoints among agents can lead to excessive conflicts, to the
extent that agents may exhibit adversarial behaviors. To improve their own performance relative to
their competitors, agents may engage in tactics such as the generation of adversarial inputs aimed
at misleading other agents and degrading their performance [189]. For example, O’Gara [119]
designed a game in which multiple agents, acting as players, search for a key within a locked room.
To acquire limited resources, he found that some players utilized their strong persuasive skills to
induce others to commit suicide. Such phenomena not only compromise the security of individual
agents but could also lead to instability in the entire agent system, triggering a chain reaction.
Another potential threat involves the misuse and ethical issues concerning competitive multi-

agent systems, as the aforementioned example could potentially encourage such systems to learn
how to deceive humans. Park et al. [126] provide a detailed analysis of the threats posed by agent
systems, including fraud, election tampering, and loss of control over AI systems. One notable case
study involves Meta’s development of the AI system Cicero for a game named Diplomacy. Meta
aimed to train Cicero to be "largely honest and helpful to its speaking partners" [41]. Despite these
intentions, Cicero became an expert at lying. It not only betrays other players but also engages in
premeditated deception, planning in advance to forge a false alliance with a human player to trick
them into leaving themselves vulnerable to an attack.

To mitigate the threats mentioned above, ensuring controlled competition among AI agents from
a technological perspective presents a significant challenge. It is difficult to control the output of
an agent’s "brain", and even when constraints are incorporated during the planning process, it
could significantly impact the agent’s effectiveness. Therefore, this issue remains an open research
question, inviting more scholars to explore how to ensure that the competition between agents
leads to a better user experience.

4.3 Threats on Memory
Memory interaction within the AI agent system involves storing and retrieving information through-
out the processing of agent usage. Memory plays a critical role in the operation of the AI agent,
and it involves three essential phases: 1) the agent gathers information from the environment
and stores it in its memory; 2) after storage, the agent processes this information to transform it
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into a more usable form; 3) the agent uses the processed information to inform and guide its next
actions. That is, the memory interaction allows agents to record user preferences, glean insights
from previous interactions, assimilate valuable information, and use this gained knowledge to
improve the quality of service. However, these interactions can present security threats that need
to be carefully managed. In this part, we divide these security threats in the memory interaction
into two subgroups, short-term memory interaction threats and long-term memory interaction
threats.

4.3.1 Short-term Memory Interaction Threats. Short-term memory in the AI agent acts like human
working memory, serving as a temporary storage system. It keeps information for a limited
time, typically just for the duration of the current interaction or session. This type of memory
is crucial for maintaining context throughout a conversation, ensuring smooth continuity in
dialogue, and effectively managing user prompts. However, AI agents typically face a constraint
in their working memory capacity, limited by the number of tokens they can handle in a single
interaction [65, 103, 125]. This limitation restricts their ability to retain and use extensive context
from previous interactions.
Moreover, each interaction is treated as an isolated episode [60], lacking any linkage between

sequential subtasks. This fragmented approach to memory prevents complex sequential reasoning
and impairs knowledge sharing in multi-agent systems. Without robust episodic memory and
continuity across interactions, agents struggle with complex sequential reasoning tasks, crucial
for advanced problem-solving. Particularly in multi-agent systems, the absence of cooperative
communication among agents can lead to suboptimal outcomes. Ideally, agents should be able to
share immediate actions and learning experiences to efficiently achieve common goals [7].

To address these challenges, concurrent solutions are divided into two categories, extending LLM
context window [32] and compressing historical in-context contents [47, 65, 95, 118]. The former
improves agent memory space by efficiently identifying and exploiting positional interpolation
non-uniformities through the LLM fine-tuning step, progressively extending the context window
from 256k to 2048k, and readjusting to preserve short context window capabilities. On the other
hand, the latter continuously organizes the information in working memory by deploying models
for summary.
Moreover, one crucial threat highlighted in multi-agent systems is the asynchronization of

memory among agents [211]. This process is essential for establishing a unified knowledge base
and ensuring consistency in decision-making across different agents. An asynchronous working
memory record may cause a deviation in the goal resolution of multiple agents. However, prelimi-
nary solutions are already available. For instance, Chen et al. [19] underscore the importance of
integrating synchronized memory modules for multi-robot collaboration. Communication among
agents also plays a significant role, relying heavily on memory to maintain context and interpret
messages. For example, Mandi et al. [104] demonstrate memory-driven communication frameworks
that promote a common understanding among agents.

4.3.2 Long-term Memory Interaction Threats. The storage and retrieval of long-term memory
depend heavily on vector databases. Vector databases [122, 187] utilize embeddings for data storage
and retrieval, offering a non-traditional alternative to scalar data in relational databases. They
leverage similarity measures like cosine similarity and metadata filters to efficiently find the most
relevant matches. The workflow of vector databases is composed of two main processes. First, the
indexing process involves transforming data into embeddings, compressing these embeddings, and
then clustering them for storage in vector databases. Second, during querying, data is transformed
into embeddings, which are then compared with the stored embeddings to find the nearest neighbor
matches. Notably, these databases often collaborate with RAG, introducing novel security threats.
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The first threat of long-term interaction is that the indexing process may inject some poisoning
samples into the vector databases. It has been shown that placing one million pieces of data with
only five poisoning samples can lead to a 90% attack success rate [215]. Cohen et al. [23] uses an
adversarial self-replicating prompt as the worm to poison the database of a RAG-based application,
extracting user private information from the AI agent ecosystem by query process.
The second threat is privacy issues. The use of RAG and vector databases has expanded the

attack surface for privacy issues because private information stems not only from pre-trained and
fine-tuning datasets but also from retrieval datasets. A study [202] carefully designed a structured
prompt attack to extract sensitive information with a higher attack success rate from the vector
database. Furthermore, given the potential for inversion techniques that can invert the embeddings
back to words, as suggested by [152], there exists the possibility that private information stored in
the long memory of AI agent Systems, which utilize vector databases, can be reconstructed and
extracted by embedding inversion attacks[84, 111].
The third threat is the generation threat against hallucinations and misalignments. Although

RAG has theoretically been proved to have a lesser generalization threat than a single LLM [74],
it still fails in several ways. It is fragile for RAG to respond to time-series information queries.
If the query pertains to the effective dates of various amendments within a regulation and RAG
does not accurately determine these timelines, this could lead to erroneous results. Furthermore,
generation threats may also arise from poor retrieval due to the lack of categorization of long-term
memories [56]. For instance, a vector dataset that stores different semantic information about
whether Earth is a globe or a flat could lead to contradictions between these pieces of information.

5 DIRECTIONS OF FUTURE RESEARCH
AI agents in security have attracted considerable interest from the research community, having
identified many potential threats in the real world and the corresponding defensive strategies. As
shown in Figure 4, this survey outlines several potential directions for future research on AI agent
security based on the defined taxonomy.
Efficient & effective input inspection. Future efforts should enhance the automatic and real-time
inspection levels of user input to address threats on perception. Maatphor assists defenders in
conducting automated variant analyses of known prompt injection attacks [142]. It is limited by
a success rate of only 60%. This suggests that while some progress has been made, there is still
significant room for improvement in terms of reliability and accuracy. FuzzLLM [194] tends to
ignore efficiency, reducing practicality in real-world applications. These components highlight
the critical gaps in the current approaches and point toward necessary improvements. Future
research needs to address these limitations by enhancing the accuracy and efficiency of inspection
mechanisms, ensuring that they can be effectively deployed in real-world applications.
Bias and fairness inAI agents.The existence of biased decision-making in Large LanguageModels
(LLMs) is well-documented, affecting evaluation procedures and broader fairness implications [43].
These systems, especially those involving AI agents, are less robust and more prone to detrimental
behaviors, generating surreptitious outputs compared to LLM counterparts, thus raising serious
safety concerns [161]. Studies indicate that AI agents tend to reinforce existing model biases,
even when instructed to counterargue specific political viewpoints [38], impacting the integrity
of their logical operations. Given the increasing complexity and involvement of these agents in
various tasks, identifying and mitigating biases is a formidable challenge. Suresh and Guttag’s
framework [157] addresses bias and fairness throughout the machine learning lifecycle but is
limited in scope, while Gichoya et al. focus on bias in healthcare systems [48], highlighting the
need for comprehensive approaches. Future directions should emphasize bias and fairness in AI
agents, starting with identifying threats and ending with mitigation strategies. This necessitates
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incorporating human assessment for robust bias evaluation, ensuring scalable and innovative
benchmarks for fair and safe AI deployment.
Strict tool use auditing. To address the challenges in AI agent tool interactions, a promising
future direction is the implementation of strict tool use auditing. This approach involves meticulous
monitoring and logging of tool usage by AI agents to prevent unauthorized actions and data leaks.
By enforcing strict auditing protocols, we can enhance the transparency and accountability of
AI systems. However, a significant challenge lies in achieving this efficiently without imposing
excessive computational overhead, as exemplified by PrivacyAsst [207], which incurred 1100x extra
computation cost compared to a standard AI agent while still failing to fully prevent identity disclo-
sure. Therefore, the focus should be on developing lightweight and effective auditing mechanisms
that ensure security and privacy without compromising performance.
Sound safety evaluation baselines in the AI agent. Trustworthy LLMs have already been
defined in six critical trust dimensions, including stereotype, toxicity, privacy, fairness, ethics, and
robustness, but there is still no unified consensus on the design standards for the safety benchmarks
of the entire AI agent ecosystem. R-Judge [198] is a benchmark designed to assess the ability of
large language models to judge and identify safety threats based on agent interaction records. The
MLCommons group [166] proposes a principled approach to define and construct benchmarks,
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which is limited to a single use case: an adult conversing with a general-purpose assistant in
English. ToolEmu [141] is designed to assess the threat of tool execution. These works provide
evaluation results for only a part of the agent ecosystem. More evaluation questions remain open to
be answered. Should we use similar evaluation tools to detect agent safety?What are the dimensions
of critical trust for AI agents? How should we evaluate the agent as a whole?
Solid agent development & deployment policy. One promising area is the development and
implementation of solid policies for agent development and deployment. As AI agent capabilities
expand, so does the need for comprehensive guidelines that ensure these agents are used responsibly
and ethically. This includes establishing policies for transparency, accountability, and privacy
protection in AI agent deployment. Researchers should focus on creating frameworks that help
developers adhere to these policies while also fostering innovation. Although TrustAgent [63]
delves into the complex connections between safety and helpfulness, as well as the relationship
between a model’s reasoning capabilities and its effectiveness as a safe agent, it did not markedly
improve the development and deployment policies for agents. This highlights the necessity for
strong strategies. Effective policies should address threats to Agent2Environments, ensuring a
secure and ethical deployment of AI agents.
Optimal interaction architectures. The design and implementation of interaction architectures
for AI agents in the security aspect is a critical area of research aimed at improving robustness
systems. This involves developing structured communication protocols to regulate interactions
between agents, defining explicit rules for data exchange, and executing commands to minimize
the threats of malicious interference. For example, CAMEL [82] utilizes inception prompting to
steer chat agents towards completing tasks while ensuring alignment with human intentions.
However, CAMEL does not discuss how to establish clear behavioral constraints and permissions
for each agent, dictating allowable actions, interactions, and circumstances, with dynamically
adjustable permissions based on security context and agent performance. Additionally, Existing
studies [54, 82, 104, 117] do not consider agent-agent dependencies, which can potentially lead to
internal security mechanism chaos. For example, one agent might mistakenly transmit a user’s
personal information to another agent, solely to enable the latter to complete a weather query.
Robust memory management Future directions in AI agent memory management reveal several
critical findings that underscore the importance of secure and efficient practices. One major concern
is the potential threats to Agent2Memory, highlighting the vulnerabilities that memory systems can
face. AvalonBench [90] emerges as a crucial tool in tackling information asymmetry within multi-
agent systems, where unequal access to information can lead to inefficiencies and security risks.
Furthermore, PoisonedRAG [215] draws attention to the risks associated with memory retrieval,
particularly the danger of reintroducing poisoned data, which can compromise the functionality
and security of AI agents. Therefore, the central question is how to manage memory securely,
necessitating the development of sophisticated benchmarks and retrieval mechanisms. These
advancements aim to mitigate risks and ensure the integrity and security of memory in AI agents,
ultimately enhancing the reliability and trustworthiness of AI systems in managing memory.

6 CONCLUSION
In this survey, we provide a comprehensive review of LLM-based agents on their security threat,
where we emphasize on four key knowledge gaps ranging across the whole lifecycle of agents. To
show the agent’s security issues, we summarize 100+ papers, where all existing attack surfaces and
defenses are carefully categorized and explained. We believe that this survey may provide essential
references for newcomers to this field and also inspire the development of more advanced security
threats and defenses on LLM-based agents.
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