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Abstract

The advancement of large language models (LLMs) relies on evaluation using
public benchmarks, but data contamination can lead to overestimated performance.
Previous researches focus on detecting contamination by determining whether the
model has seen the exact same data during training. In this work, we argue that even
training on data similar to benchmark data inflates performance on in-distribution
tasks without improving overall capacity, which we called In-distribution contami-
nation. To effectively detect in-distribution contamination, we propose DICE, a
novel method that leverages the internal states of LLMs to locate-then-detect the
contamination. DICE first identifies the most sensitive layer to contamination, then
trains a classifier based on the internal states of that layer. Experiments reveal
DICE’s high accuracy in detecting in-distribution contamination across various
LLMs and math reasoning datasets. We also show the generalization capability of
the trained DICE detector, which is able to detect contamination across multiple
benchmarks with similar distributions. Additionally, we find that the DICE detec-
tion scores are positively correlated with the performance of ten LLMs fine-tuned
by either us or other organizations on four math reasoning datasets (with R? values
between 0.6 and 0.75). This indicates that the in-distribution contamination prob-
lem potentially lead to an overestimation of the true capabilities of many existing
models. Code & Data: https://github.com/THU-KEG/DICE.

1 Introduction

Current development of large language models (LLMs) and their related techniques heavily relies on
public benchmarks to ensure that progress is made in the right direction [1, 2, 3]. For instance, the
field primarily uses GSM8K [4] and MATH [1] to evaluate LLMs’ math reasoning abilities. However,
there is growing concern that some of the impressive performance on these benchmarks may be
attributed to data contamination, where the training data contains original data from the benchmark
and is memorized by the model [5, 6], which we refer to as Exact Contamination.

In this work, we argue that even training on data that bears similarity to the benchmark data
can lead to severe performance overestimation, namely In-distribution Contamination. Since
pre-training data is massive and hard to distinguish based on their distributions, we narrow our scope
to the supervised fine-tuning (SFT) phase. We aim to answer the following research questions: (1)
Does in-distribution contamination contribute to a model’s overall math reasoning ability? (2) If not,
how can we detect it to prevent overestimating the model’s capabilities due to contamination?

To investigate whether in-distribution contamination can really improve LLM’s math reasoning ability,
we design an OOD test for a set of fine-tuned LLMs simulating different levels of in-distribution
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Figure 1: Traditional contamination detection methods cannot handle in-distribution contami-
nation. Vanilla LLM refers to the LLM fine-tuned with uncontaminated data.

contamination on GSMS8K. In section 2.2, we show that even if the contamination data in the training
data accounts for only a small portion, the models’ gain on in-distribution (ID) benchmarks is
significantly greater than the gain on OOD benchmarks. The result suggests that ID data does not
truly enhance the model’s overall math reasoning ability, and the performance on in-distribution
benchmarks no longer reflect the model’s real capabilities. This motivates the need for in-distribution
contamination detection: Given a fine-tuned LLM on a piece of test data, determine if the model has
seen its in-distribution data during fine-tuning.

As shown in Figure 1, previous methods [7, 8] detect contamination by measuring the model’s
memorization level of the test data, e.g., by evaluating the perplexity on the test data to detect whether
the model has seen the original test data. However, unlike exact contamination, the in-distribution
contaminated training data, such as being rewritten from the test data, only bears similarity with
the test data at a semantic level. This results in the failure of all previous contamination detection
methods, as illustrated in the lower right of Figure 1.

To detect in-distribution contamination in the fine-tuning phase of LLMs, we propose a novel locate-
then-detect method called DICE, which locates evidence in the internal states of LLMs for detecting
their contamination. As shown in Figure 2, we first fine-tune the base LLM on datasets with different
levels of contamination to get different reference models. Next, we locate the contamination layer,
i.e., the most sensitive layer to the level of contamination, by identifying the layer with the maximum
state distance between the contaminated and uncontaminated models. Finally, we train an MLP as
the classifier to quantify the contamination level based on the contamination layer’s states.

Extensive experiments on different LLMs and datasets show that DICE accurately detects in-
distribution contamination in LLMs. Moreover, we find that the DICE detector trained on GSM8K
can generalize well to detecting contamination on other in-distribution datasets such as GSM-hard or
paraphrased GSMS8K. We also discover that DICE’s predictions highly correlate with the performance
of ten LLMs on four datasets, suggesting the common presence of in-distribution contamination. Our
work timely presents DICE as an effective tool to detect them, having great potential to strengthen
the reliability of benchmarking results.

To summarize, we make the following contributions:

* We examine the impact of in-distribution contamination on LLMs’ performance on both ID and
OOD tasks, revealing that it causes the model’s capability to be overestimated on ID benchmarks.

* We propose a novel locate-then-detect method called DICE, which trains a classifier to leverage the
internal states of LLMs for the detection of data contamination.

* We conduct a comprehensive evaluation of DICE on a variety of LLMs and datasets, achieving
state-of-the-art performance in detecting in-distribution data contamination.
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Figure 2: Overview of DICE. Locate-then-Detect LLM’s in-distribution data contamination.

2 Preliminaries

2.1 Definition for ID and OOD Data.

As the training data of LLMs are often undisclosed and
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ID datasets: GSM-i, GSM-ii: two splits of GSM8K’s test

set where each subset equally has 657 samples; GSM-i-

Syn: a synthetic dataset created by paraphrasing GSM-i

using GPT-4; GSM-hard [9]: the dataset that modifies the original numbers in GSMS8K to larger
numbers. Other math reasoning benchmarks, such as TabMWP [10] and MATH [1], are considered
as OOD datasets. For justification, we visualize the sentence embeddings by all-MiniLM-L6-v2
model [11] of the data in the aforementioned datasets in Figure 3. We observe that the embeddings of
TabMWP and MATH’s data are clearly out of the distribution of GSM8K and GSM-hard.

With the above ID and OOD datasets, we define the two kinds of contamination detection as follows:
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Definition 3 (Exact Contamination Detection). Given a language model M that is trained on an
undisclosed dataset D = [ZBl, xz2, .- , X ], and a data sample @ from a benchmark D, the objective
is to determine whether x is an exact member of D, i.e., x € D.

Definition 4 (In-distribution Contamination Detection). Given a data sample x from Dg, the objective
is to determine whether there exists an in-distribution dataset Dip of Dg. such that Dip C D.

2.2 Does In-distribution Contamination Improve OOD Performance?

To study whether the in-distribution contamination really enhances the overall math reasoning ability
of LLMs, we conduct a preliminary experiment by supervised fine-tuning LLMs with data of different
contamination levels and evaluating their performance on both ID and OOD tasks.



Table 1: ID and OOD performance of LLMs trained with different data contamination settings on
math reasoning tasks. We report the percentages of exact match answers. ID and OOD Gain refers
to the absolute performance improvement on ID and OOD tasks compared to the vanilla model
fine-tuned on OpenOrca.

Base LLMs \ LLaMA2-7B \ Phi2-2.7B
Training Settings
# OpenOrca | 100% 98% 90% 98% 90% |100% 98% 90% 98% 90%
Data Mixture  # GSM-i X 2% 10% X X X 2% 10% X X
# GSM-i-Syn | X X X 2% 10%| X X X 2% 10%
GSM-i 44 269 94.1 164 29.7| 5.8 24.8 954 163 274
ID Test GSM-ii 5.6 18.1 157 143 304 | 49 163 13.7 145 315
GSM-hard 1.5 50 128 42 70| 08 53 121 35 7.1
Average ID | 3.8 16.7 409 11.6 224 | 3.8 155 404 114 220
SVAMP 24.0 26.7 19.7 253 21.7| 167 257 9.7 23.7 15.7
MAWPS 37.5 48.0 36.3 40.7 37.3| 29.1 39.8 29.2 379 244
00D Test ASDiv 30.2 38.5 28.7 28.0 26.1| 240 31.4 21.0 27.2 179
TabMWP 35.5 422 38.1 37.6 30.5| 26.5 333 36.2 36.3 34.0
MATH 86 76 76 82 77| 86 85 66 85 72
Average OOD | 27.2 32.6 26.1 28.0 24.7| 21.0 27.7 20.5 26.7 19.8
ID Gain - 129 371 7.8 18.6| - 11.7 36.6 7.6 182
OOD Gain - 54 -1.1 08 -25 - 6.7 -05 57 -12
ID Gain - OOD Gain - 7.5 382 70 21.1| - 50 371 19 194

Experimental Setup. We fine-tune two representative LLLMs, Llama2 [12] and Phi2 [13], on the
instruction dataset OpenOrca [14], which has no overlap with GSM8K'’s in-distribution data. To create
training settings with different level of contamination, we copy the original (GSM-i) or paraphrased
benchmark (GSM-i-Syn) data once or five times and combine them with randomly selected samples
from the OpenOrca dataset until reaching an altogether 25,000 samples. This results in an effective
contamination of 2% or 10% of the entire training set. We then select several benchmarks for ID
(GSM-i, GSM-ii, GSM-hard [9]) and OOD (SVAMP [15], MAWPS [16], ASDiv [17], TabMWP [10],
MATH [1]) evaluation.

Observation 1. ID performance can be easily inflated by contamination. As depicted in Table 1,
we find that similar to exact contamination, in-distribution contamination can also greatly improve
the performance of LLMs on in-distribution tasks. At a 2% contamination level, both exact and
in-distribution contaminated models achieve about 10% absolute performance gain on ID benchmarks.
Moreover, at a 10% contamination level, the ID gain can be even larger (more than 20%).

Observation 2. OOD performance doesn’t benefit from contamination. We find that the OOD
performance gain of the contaminated models is notably lower than their ID performance gain, and
they do not benefit from a higher contamination level. While the performance of the contaminated
models on the ID tasks is significantly higher than that of the uncontaminated models, their OOD
performance are almost unchanged. In fact, the OOD performance even drops for both LLaMA2-7B
and Phi2-2.7B at the 10% contamination level.

In conclusion, in-distribution contamination can only inflate the performance of LLMs on in-
distribution tasks, without benefiting their general reasoning capacities. Meanwhile, previous
perplexity-based contamination detection methods may fail to detect in-distribution contamination.
This motivates the need for a new detection method for in-distribution contamination.

3 DICE: Locate-then-Detect

In this section, we introduce the details of our proposed DICE framework for in-distribution con-
tamination detection. The whole pipeline is illustrated in Fig. 2. We employ a Locate-then-Detect
paradigm for detection. In section 3.1, we demonstrate a simple yet effective approach for locating



the most sensitive layer to contamination. In section 3.2, a feature-based classifier is introduced to
identify the contaminated LL.Ms via the located internal states.

3.1 Locate Data Contamination Layer

Current methods for detecting data contamination in LLMs often rely on perplexity or similarity
metrics applied in the logits or sequence spaces. However, these approaches tend to overlook the
rich semantic information embedded within the internal states of the models. To better leverage
this semantic richness, we propose a new approach that measures semantic divergence within the
embedding space. For any given input token x; modeled by LLM 6, we represent the hidden
embedding at the [-th layer as h! € R?. Here, d represents the dimension of the embedding (for
instance, d = 4096 for the LLaMA2-7B model). The input sequence embedding z can be computed
either by averaging these token embeddings across all tokens (z = % Z?:l h;), or by using the
embedding of the last token (z = hy). In our experiments, we use the last token’s embedding
because it better captures the overall semantic content of the sequence. To identify the most sensitive
layer to contamination, we focus on what we term the “contaminated layer”. This is the layer
with the maximum Euclidean distance between the sequence embeddings of the contaminated and
uncontaminated models, indicating a clear separation in their semantic distributions:

gfcnontaminated = eargmax || hg“ (CC | econtaminated) - h%‘ (SC | euncontaminated) ‘ | 2 ( 1 )
€1,2 L

3250,

We collect the contaminated layer location set {£Z . . ...q | * € Dg} with data 2 from the original
benchmark Dg. We choose the most frequently located layer as the contamination layer £ ontaminated-
The detection results with different layers are in experiment 4.2 to prove our method’s effectiveness.

3.2 Detect Contamination via Internal States

We view the the task of detecting the contaminated LLMs as a binary classification based on the
located layer. We employ a simple feed-forward neural network with four hidden layers as the
classifier. The input of the classifier is the hidden embedding of the located contaminated layer

h?ﬁ“"“"“““‘e", and the output is the probability p of the LLMs being contaminated:

p= O.(Whggomaminaled + b) (2)

The classifier is trained on original benchmark Dy with the contaminated and uncontaminated models
as labels using the cross-entropy loss function:

N
L== yilogp;+ (1 —y;)log(l - p;) 3)
i=1

where N is the number of samples from the target benchmark, y; is the ground truth label indicating
contaminated models, and p; is the predicted probability of the LLM being contaminated.

4 Experiments

4.1 Experimental Setup

Datasets. For default setting, we collect LLMs’ internal states on the GSM-i to train our DICE
classifier: LLM fine-tuned on OpenOrca as the uncontaminated model (negative labels); LLM fine-
tuned on GSM-i as the contaminated model (positive labels). On the data samples that have the same
distribution as GSMS8K, the contaminated models’ states are labeled with 1. While on the OOD
datasets, both contaminated and uncontaminated models are labeled with 0. We utilize several widely
used datasets for evaluation, including three unseen in-distribution datasets: GSM-ii, GSM-i-Syn and
GSM-hard [9], and three OOD datasets: SVAMP [15], MAWPS [16], and MATH [1].

Models. In our sample-level detection experiments, we simulate contaminated and uncontami-
nated models by fine-tuning LLaMA2-7B [12] to get three different versions: LLaMA2-7B trained



Table 2: In-distribution data contamination detection performance of different methods on four
math reasoning datasets. We take LLaMA2-7B trained on OpenOrca as the uncontaminated model.
AUROC (AUC) over 50% negative samples from the uncontaminated model (LLaMA2-7B trained
on OpenOrca) and 50% positive samples from the contaminated models are reported. Exact contami-
nation detection settings are highlighted in magenta.

Detection Contaminated In-distribution Datasets
Methods Model GSM-i | GSM-ii | GSM-i-Syn | GSM-hard
Zlib 50.1 31.3 23.4 37.6
PPL 57.7 40.1 21.8 31.1
Lowercase PPL Lf;;’f‘g?dz(‘f 617 | 372 15.6 332
Min-k Prob GOMLi 91.7 56.8 14.7 79.8
DICE . 100.0 | 99.9 99.9 100.0
Zlib 237 16.9 66.5 26.3
PPL 20.2 233 62.9 272
Lowercase PPL LtL“MAd2‘7B 232 | 219 63.7 132
Min-k Prob Gr;ﬁei Sonn 343 13.6 93.8 15.1
DICE i 99.5 995 99.6 99.4

on OpenOrca (uncontaminated), OpenOrca+GSM-i (contaminated) and OpenOrca+GSM-i-Syn
(contaminated).

Evaluation Metric. Following prior works [18], we assess the accuracy of various methods to
detect whether a given data sample is contaminated within the model’s training data. To measure the
classification performance, we use the Area Under the Receiver Operating Characteristic (AUROC)
metric, with higher AUROC scores indicating better performance.

Baselines. We compare our DICE method with the most popular uncertainty-based method Perplex-
ity [19], the method that maps perplexity to zlib compression entropy (Zlib) [20] and lowercase-
normalized perplexity (Lowercase-PPL) [21], and the probability-based metric Min-k Prob [22].

Implementation Details. Implementation of this work is based on pytorch and transformers libraries.
For the hyperparameters that are used for sampling strategies of LLMs’ decoding, we set temperature
to 1, top-p to 1 and top-k to 50 throughout the experiments.

4.2 Main Results

In-distribution Data Contamination Detection Performance. In Table 2, we compare our proposed
DICE with several representative contamination detection methods on four ID datasets. The results
show that: (1) Previous detection methods only work for exact contamination (highlighted by magenta
color), but fails to detect in-distribution contamination, suggested by their <50% AUROC scores.
(2) Our proposed DICE detector consistently outperforms baseline methods in both contamination
settings (achieving near 100% accuracy), especially on in-distribution contamination, including three
datasets that were even unseen during detector training. This proves the generalizability of DICE
method.

Location of Data Contamination Region. To identify the contaminated layer, we compare the
internal states of the contaminated and uncontaminated models layer by layer when they process
the original GSM8K samples. The results, presented in Figure 4, illustrate the trend of hidden state
distances for different layers. These layers are uniformly sampled from the total of 33 layers of
LLaMAZ2-7B and Phi2-2.7B. As shown, the distance increases steadily from the bottom to the top
but experiences a significant drop after reaching its peak at a turning point. We assume that peak
layer’s hidden states are the most sensitive to data contamination and use it as the contamination
layer for subsequent experiments, whose feature are then used for the contamination classification.
Notably, for the three settings depicted in Figure 4, the identified contaminated layers are 29, 30, and
31, respectively. Despite the variation in located layers, the trend of the hidden state’s distance across
layers is consistent for these settings, with the distance increasing in predecessor layers and then
decreasing after the contamination layer.
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Effectiveness of Layer Location. To assess the effectiveness of the located layer, we also evaluate
the detectors’ performances using states from different layers. Figure 5 displays the contamination
detection performance when training DICE with hidden states from various layers. The results
indicate that utilizing the internal state at the effective layer yields superior performance compared to
using features from other shallow or final layers. Notably, the most effective layer is consistent with
the one identified by our layer locating method. This suggests that the identified layer retains more
semantic information about the data contamination across all settings presented in Figure 5.

OOD Detection Performance. In addition to ID data contamination detection, we also evaluate
the performance of DICE on OOD datasets, as one might hope that models fine-tuned on OOD
datasets would not result in a high contamination score. Figure 6a illustrates the predicted contam-
ination probabilities by DICE on the MATH dataset using LLaMA2-7B, which is fine-tuned on
OpenOrca+GSM-i. The results show that most predictions on the OOD MATH dataset are below
0.5, while predictions on the ID GSM8K datasets (GSM-i+GSM-ii) are all above 0.5. This indicates
that DICE will not misclassify models trained on OOD datasets as ID contamination. It is important
to note that DICE was trained only with models that were exact contaminated or uncontaminated,
without models fine-tuned on OOD datasets, suggesting that DICE detector generalizes well to OOD
datasets.

Correlation with LLM’s Performance. Moreover, we hope to use DICE as a tool to detect
whether existing models exhibit in-distribution contamination. We collect ten models fine-tuned
from LLaMAZ2-7B, where five of them are trained by us with data mixes in Table 1, and the rest
are downloaded from Hugging Face and trained by other organizations with undisclosed training
data (Appendix A). We plot their performance and the average DICE score on four benchmarks in
Figure 6b. Intriguingly, the results reveal a positive correlation between DICE’s predictions and
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Figure 7: The ablation study on hyperparameters for DICE. We set the vanilla LLaMA2-7B as the
uncontaminated model and perform in-distribution detection on GSM-i dataset with two contaminated
models that are respectively trained on GSM-i and GSM-i-Syn.

the LLMs’ performance, with a coefficient of determination (R?) ranging from 0.61 to 0.75. This
may suggest that in-distribution contamination is common, leading to an overestimation of model
performance on specific benchmarks. We urge the community to report the training data used along
with benchmark results, or include the scores detected by our DICE method, to make the final results
more reliable.

4.3 Ablation Studies

Sensitivity to Hyperparameters. The hyperparameters of the LLMs’ decoder, such as temperature,
top-k, and top-p, control the diversity of the generated output. To evaluate the impact of these
hyperparameters, we conduct a sensitivity analysis, as shown in Figure 7. The results indicate that
DICE’s performance remains stable, as it relies solely on the internal states of the input benchmark
sample, and thus the decoding process does not affect its performance. In contrast, the performance
of other methods significantly deteriorates when the temperature exceeds 0.3. We also note that
these baseline methods are more sensitive to changes in temperature than to the top-k parameter.
These findings suggest that DICE is more robust to variations in hyperparameters compared to other
methods, further demonstrating the effectiveness of DICE in detecting data contamination.



5 Related Work

Benchmark-level Contamination Detection. In real-world deployments, ensuring the reliability of
LLMs is a significant challenge, as these models often perform worse on real problems than their
benchmark performance suggests [23]. To address this issue, several methods have been proposed
to accurately assess the true abilities of LLMs [24, 25, 26, 27, 28, 29]. Among these methods,
dynamic evaluation [30, 31] is widely used to detect benchmark-level contamination. It evaluates the
LLMs’ performance on newly constructed datasets that share the same distribution as the original
benchmark. For example, Clean-Eval [32] uses benchmark data points paraphrased by GPT-3.5 to
assess the performance of LLMs. Similarly, GSM1K [33] involves human annotators creating new
data that closely resemble the original benchmark data. These methods aim to provide a more accurate
representation of an LLM’s capabilities by mitigating the effects of benchmark contamination.

Sample-level Contamination Detection. Besides benchmark-level, researchers have also focused on
detecting contamination at a more granular, sample level [34]. Model memorization methods [35,
36] identify which specific data samples have been entirely memorized by the LLM. Prompting
methods [37, 38] use carefully crafted prompts to elicit data completion from LLMs, helping to
determine if a data sample has been seen during training. Model likelihood methods [39, 22] are
based on the observation that a model’s next token predictions are more confident if the data point
was part of the training set. However, these methods cannot detect in-distribution data contamination.

6 Conclusion and Future Work

This paper presents the problem of in-distribution contamination in the fine-tuning phase of LLMs for
math reasoning tasks. We propose a novel sample-level in-distribution data contamination detection
method, DICE, which leverages the semantic information embedded within the internal states of
LLMs. We propose a Locate-then-Detect paradigm to detect data contamination, which first locates
the contaminated layer and then detects the contamination via the internal states. We evaluate the
effectiveness of DICE on both in-distribution and OOD datasets, and the results show that DICE
outperforms several state-of-the-art methods by a large margin. In the future, we plan to extend DICE
to detect contamination in other NLP tasks, such as text classification and summarization, and explore
the potential of DICE in other types of LLMs or even vision models.
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A Deployment Environment and Model Information

The participating models in the performance evaluation include two types: models that are fine-tuned
by us, and open-source models that are deployed directly for inference (with a temperature set to
0). Here, we primarily introduce the software and hardware environment used for deploying the
models. We utilize the widely-used PyTorch and transformers library to load open-source models.
The evaluation experiments are conducted on an Ubuntu 20.04.4 server equipped with 112 Intel
Xeon(R) Platinum 8336C CPU cores, and graphic cards that contained 8 NVIDIA A100 SXM 80GB
GPUs. Besides, The CUDA version is 11.4, the Python version is 3.10.8, the PyTorch version is
2.1.2 and the transformers version is 4.36.2.

Table 3 presents the features of the selected LLMs in the experiment of examining the correlation
between DICE predicted score and LLM’s performance in section 4.2. For these open-source models
fine-tuned on Llama2-7B, we deploy them using their official versions from the HuggingFace website.

Table 3: Selected open-source LLMs fine-tuned based on Llama2-7B from Hugging Face. * indicates
the fine-tuning data has not been officially released.

Model | Organization | Fine-tuning Data
Ilama-2-7b-chat-hf-math-step-by-step FranckArmand PRMS000K
llama-2-7b-chat-hf-math-ft-V'1 RohitSahoo *
llama-2-7b-finetune-school-math-questions-llama2-pt-br Paulitos *
Ilama-2-7b-math Danielouo *
llama-2-7b-instruct-maths-4bitshards SachinKaushik *
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