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Privacy-Utility Tradeoff Based on α-lift
Mohammad A. Zarrabian, Member, IEEE, and Parastoo Sadeghi, Senior Member, IEEE

Abstract—Information density and its exponential form, known
as lift, play a central role in information privacy leakage mea-
sures. α-lift is the power-mean of lift, which is tunable between
the worst-case measure max-lift (α = ∞) and more relaxed
versions (α < ∞). This paper investigates the optimization
problem of the privacy-utility tradeoff (PUT) where α-lift and
mutual information are privacy and utility measures, respectively.
Due to the nonlinear nature of α-lift for α < ∞, finding the
optimal solution is challenging. Therefore, we propose a heuristic
algorithm to estimate the optimal utility for each value of α,
inspired by the optimal solution for α = ∞ and the convexity of α-
lift with respect to the lift, which we prove. The numerical results
show the efficacy of the algorithm and indicate the effective range
of α and privacy budget ε with good PUT performance.

I. INTRODUCTION

In our data-driven world, data sharing with third parties

poses significant privacy risks, especially given recent ad-

vances in machine learning and signal processing. To protect

sensitive information, data is often randomized by a privacy

mechanism before sharing. The design of these mechanisms

depends on the measures that quantify privacy leakage and

data usefulness, leading to the privacy-utility tradeoff (PUT)

problem.

Among privacy measures, differential privacy (DP) [1], [2]

and local differential privacy (LDP) [3]–[7] are dominant.

However, DP and LDP are independent of the prior data

distribution and can lead to low data utility [8], [9]. In contrast,

information-theoretic measures quantify privacy risk by infor-

mation leakage between the randomized and sensitive data.

They can be prior-dependent and are also known as context-

aware privacy in the literature. These measures include local

information privacy (LIP) [9]–[13], maximal leakage [14],

[15], pointwise maximal leakage (PML) [16]–[18], mutual

information, [10], [19] and (maximal) α-leakage [20]–[22].

Privacy measures could be further classified into average

and pointwise measures. Average measures quantify the ex-

pected privacy leakage with respect to (w.r.t) the marginal

distribution of the randomized data. These include maximal

leakage, mutual information, and α-leakage. However, it has

been argued that average measures do not guarantee privacy

for each individual realization of the randomized data [9], [10],

[16], [23]. Therefore, pointwise measures such as LIP and

PML have been proposed to achieve this goal.

The maximal α-leakage [20], α ∈ [1,∞], which is equiv-

alent to the Sibson mutual information [24], offers a tunable

privacy measure that can provide varying levels of privacy

based on the value of α. It is equal to the mutual information
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when α = 1, and as α increases, it becomes a more stringent

measure. For α = ∞, it becomes maximal leakage, which is

the worst-case average measure and is also known as Bayes

capacity [25]. While α-leakage has not been extended to the

pointwise version in a strict sense, a closely related measure

has been introduced in [26], named α-lift (α ∈ (1,∞]).1 It

is closely related to the Rényi divergence [29] and Sibson

mutual information [24]. α-lift is a power-mean or α-norm of

a quantity known as lift (see below). α-lift is tunable between

worst-case maximum lift for α = ∞ and gives more relaxed

measures for 1 < α <∞.

Indeed, lift is central to many information-theoretic leakage

measures, whose logarithm is known as information density

and is the fundamental measure of information gain between

two distributions [29]. The operational meaning of maximum

lift was studied in inferential privacy and guessing framework

in the context of PML [16] and LIP [10].

Data usefulness is usually quantified by a statistical distance

between original and randomized data, such as Hamming

distortion [30], [31] and minimum mean squared error [9].

Another widespread class of utility measures is sub-convex

functions, including mutual information, Kullback-Leibler di-

vergence, and f -divergence measures [5], [12], [27], [28], [32].

While the optimal mechanism for sub-convex functions has

been obtained based on LDP, PML, and LIP, achieving this

optimal solution is challenging for α-tunable and some other

measures due to their nonlinear nature. Tight estimations of

optimal mechanisms based on strong-χ2 and ℓ1-norm privacy

were given for very high privacy regime in [27], [28].

In [26], a merging privatization based on the watchdog

mechanism [33], [34] was applied to achieve α-lift privacy. In

[12], an improved watchdog method, named subset merging

[35], was utilized to enhance utility measured by mutual

information. However, none of these methods were aimed at

optimizing PUT. To the best of our knowledge, the optimal

PUT of sub-convex utility functions and α-tunable privacy

measures have not been considered before.

We study the optimal privacy-utility tradeoff for α-lift,

where utility is measured by mutual information as an instance

of subconvex functions. Our contributions are as follows:

• We prove the convexity of α-lift w.r.t the lift and apply

this property to study the privacy utility tradeoff.

• Since finding the optimal solution is challenging due to

the nonlinear nature of α-lift for α < ∞, we propose a

heuristic algorithm to estimate the optimal utility. To our

best knowledge, this algorithm is the first of its kind.

1α-lift is a semi-pointwise measure: it is a pointwise measure w.r.t the
mechanism output, but is an average measure w.r.t the sensitive/input data. In
the same vein, strong χ2 [27], and ℓ1-norm [28] are semi-pointwise measures.
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• Finally, we evaluate the efficacy of the algorithm via

numerical simulations and study the effect of different

values of α and privacy budget on the utility values.

A. Notation

We consider discrete random variables defined on finite

alphabets. Random variables are denoted by capital letters, e.g.,

X , and their realizations by lowercase letters, e.g., x. Sets are

represented by uppercase calligraphic letters, such as X for the

alphabet of X with cardinality |X |. Vectors and matrices are

shown by bold uppercase letters e.g., V = [V1, V2, · · · , Vn]
T .

For random variables X and Y , PXY is the matrix of their

joint probability distribution with |X | rows and |Y| columns

and its elements are denoted by PXY (x, y) = Pr[X = x, Y =
y]. The marginal distribution of X is denoted by PX , a

vector with elements PX(x) = Pr[X = x]. The conditional

probability of X given a realization Y = y is denoted by

PX|Y=y with elements PX|Y=y(x) = Pr[X = x|Y = y].

II. PRELIMINARIES AND SYSTEM MODEL

Denote X as the useful data intended to be shared, which

is correlated with sensitive data S via the joint distribution

PSX 6= PSP
T
X . To protect S, another random variable Y will

be published as the output of the privacy mechanism PY |X

with input X , where they form a Markov chain S −X − Y ,

resulting in PS|Y =y = PS|XPX|Y=y, ∀y ∈ Y . Denote

by i(s, y) = log p(s|y)
p(s) , information density, the pointwise

information gain [13], [24] for the adversaries. The exponential

value of i(s, y) is the multiplicative adversarial gain known as

lift [12], [33]–[37]:

l(s, y) =
p(s|y)

p(s)
.

We now study the α-lift privacy measure proposed in [26].

Definition 1. Given a joint distribution PSY on finite alphabet

S ×Y and α ∈ (1,∞], the α-lift for each y ∈ Y is defined as

ℓα(PS|Y =y‖PS) =















(

∑

s∈S

PS(s)l
α(s, y)

)
1
α

, α ∈ (1,∞),

max
s∈S

l(s, y), α =∞.

Remark 1. α-lift is non-decreasing in α, which is due to [38,

Thm. 3] and noting the relation between the Rényi divergence

and α-lift: Dα

(

PS|Y=y‖PS

)

= α
α−1 log ℓα

(

PS|Y =y‖PS

)

.

Remark 2. By letting α =∞, Definition 1 yields the max-lift,

which is the upper bound in LIP [10], [33]. When S = X

and α =∞, the entire useful data is treated as sensitive, and

α-lift coincides with PML [16].

Next, we show the convexity of α-lift w.r.t the lift, which

will be used later for developing our heuristic algorithm.

Proposition 1. α-lift is convex w.r.t the lift l(s, y).

Proof: Let ‖f(S)‖α = (ES |f(S)|α)
1/α

. Fix y ∈ Y
and consider two distributions P′

S|Y=y and P
′′

S|Y=y , and

let PS|Y=y = λP
′

S|Y =y + (1 − λ)P
′′

S|Y =y . Consequently,

l(s, y) = λl′(s, y) + (1− λ)l
′′

(s, y) and we have:

ℓα(PS|Y=y‖PS) = ‖l(S, y)‖α (1)

= ‖λl′(S, y) + (1− λ)l
′′

(S, y)‖α (2)

≤ ‖λl′(S, y)‖α + ‖(1− λ)l
′′

(S, y)‖α (3)

= λ‖l′(S, y)‖α + (1 − λ)‖l
′′

(S, y)‖α, (4)

where (3) is due to Minkowski inequality [39].

Definition 2. For ε ∈ R+ and α ∈ (1,∞], a privacy

mechanism M : X → Y is (ε, α)-lift private w.r.t S, if:

ℓα
(

PS|Y =y‖PS

)

≤ eε, ∀y ∈ Y. (5)

Proposition 2 establishes an upper bound on α-lift privacy.

Proposition 2. All privacy mechanisms satisfy (εmax
α , α)-lift

privacy, where εmax
α = logmaxx∈X ℓα

(

PS|X=x‖PS

)

.

Proof: For all privacy mechanisms, we have

max
y∈Y

ℓα
(

PS|Y=y‖PS

)

= max
y∈Y

(

∑

s∈S

PS(s)l
α(s, y)

)
1
α

= max
y∈Y

(

∑

s∈S

PS(s)

(

∑

x∈X

PX|Y =y(x)l(s, x)

)α) 1
α

≤ max
y∈Y

(

∑

s∈S

PS(s)
∑

x∈X

PX|Y=y(x)l
α(s, x)

)
1
α

(6)

= max
y∈Y

(

∑

x∈X

PX|Y=y(x)
∑

s∈S

PS(s)l
α(s, x)

)
1
α

(7)

= max
x

(

∑

s∈S

PS(s)l
α(s, x)

)
1
α

, (8)

where (6) is due to Jensen’s inequality, (7) is given by

replacement of summations and 8 is given by maximum

a posteriori decision, where PX|Y=y = 1 for y =
argmaxx∈X

∑

s∈S PS(s)l
α(s, x) and zero otherwise.

In the special case of α = ∞, the PUT for the max-lift

as the privacy measure and mutual information as the utility

measure was studied in [32]. The optimization problem is

max
PY |X

I(X ;Y ) = H(X)− min
PX|Y ,PY

H(X |Y ) (9)

s.t. PS|XPX|Y=y � eεPS , ∀y ∈ Y, (10)

1TPX|Y=y = 1, PX|Y=y(x) ≥ 0, ∀x, y ∈ X × Y, (11)

1TPY = 1, PY (y) ≥ 0, ∀y ∈ Y, (12)

PX|Y PY = PX , (13)

where the symbol � represents the component-wise inequality

between two vectors and 1 is all one vector. Since H(X |Y ) is

concave w.r.t PX|Y and conditions (10)-(11) make a convex

polytope, the feasible candidates for the optimal solutions

PX|Y=y are among the vertices of this polytope. Accordingly,

the optimization is solved in the following steps:

1) Enumerate vertices of the following polytope as the
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candidates for the optimal PX|Y=y:

Πε =







V ∈ R
|X | :

1TV = 1, Vx ≥ 0, ∀x ∈ X ,
PS|XV � eεPS .







(14)

2) Let Vε = {V1, · · · ,VM} be the set of Πε’s vertices

and h(Vi) the corresponding entropy of Vi as follows:

h(Vi) = −
∑

x∈X

V i
x log V i

x .

Then PX|Y (with columns PX|Y =y), and PY are given

by the solution of the following linear program:

min
Q

M
∑

i=1

Qih(V
i),

s.t. 1TQ = 1, Qi ≥ 0,
M
∑

i=1

QiV
i = PX .

(15)

3) Let I = {i : Qi > 0} = {ι1, · · · , ι|I|} be the set of

indices of nonzero elements in Q. Then the set Y , PY

and PX|Y are given by

Y = {1, · · · , |I|}, (16)

PY (y) = Qιy , y ∈ Y, (17)

PX|Y =y = Vιy , y ∈ Y. (18)

The main contribution of this paper, presented in the next two

sections, is to extend this approach for optimizing PUT from

α =∞ to the entire range α ∈ (1,∞].

III. PRIVACY-UTILITY TRADEOFF BASED ON α-LIFT

Let us focus on the case where α ∈ (1,∞). We introduce

the optimization problem for the PUT of α-lift as2

max
PY |X

I(X ;Y ) = H(X)− min
PX|Y ,PY

H(X |Y ), (19)

s.t. ℓα
(

PS|Y =y‖PS

)

≤ eε, ∀y ∈ Y, (20)

along with the same conditions (11)-(13).

Since l(s, y) =
∑

x∈X l(s, x)PX|Y =y(x) for all s ∈ S
and PS|Y=y = PS|XPX|Y =y, Proposition 1 implies that

ℓα
(

PS|Y=y‖PS

)

is convex also w.r.t PX|Y=y . Thus, the

optimal solution for (19) occurs when ℓα
(

PS|Y=y‖PS

)

= eε.

Let us write ℓα
(

PS|Y=y‖PS

)

= ℓα
(

PS|XPX|Y=y‖PS

)

. For

given α and ε, denote by Fε
α the set of feasible points PX|Y=y

that satisfy the inequality in (20) and by Eεα the set of extremal

points PX|Y=y that satisfy the inequality in (20) with equality.

For α <∞, obtaining the extreme points in (20) w.r.t PX|Y=y

is not possible to the best of our knowledge. Next, we use

properties of α-lift to estimate some of these extreme points.

According to Remark 1, for an extremal point V ∈ Eεα,

W = PS|XV and any α′ > α, we have

ℓα (W‖PS) ≤ ℓα′ (W‖PS) ≤ ℓ∞ (W‖PS) . (21)

2Note that mutual information has been chosen for the sake of simplicity.
Our proposed optimization framework and the heuristics algorithm are appli-
cable to all sub-convex utility functions with α-lift as the privacy measure.

Algorithm 1: I(X ;Y ) estimation given α-lift privacy

1 Input: PSX , A = {α1, . . . , α|A|}, B = {ǫ1, . . . , ǫ|B|},
N = {n1, . . . , n|B|}, U

ǫj
α0

= ∅ for 1 ≤ j ≤ |B|,
Uǫ0
αi

= ∅ for 1 ≤ i ≤ |A|, δ, ǫ|B|+1.

2 Output: Yi,j , PX|Y , PY , and Ii,j(X ;Y ) for

1 ≤ i ≤ |A|, 1 ≤ j ≤ |B|.
3 Initiate: Let B′

j = {εj +
k(εj+1−εj)

nj
, 0 ≤ k ≤ nj − 1}

for 1 ≤ j ≤ |B|, B′ = ∪
|B|
j=1B

′
j , and for 1 ≤ i ≤ |A|,

1 ≤ j ≤ |B|, let F
εj
αi = {PX|Y=y in (18)}.

4 Obtain Eε
′

∞ for all ε′ ∈ B′.

5 for i = 1 : |A| do

6 for j = 1 : |B| do

7 F
εj
αi ← F

εj
αi ∪ U

εj
αi−1
∪ U

εj−1

αi

8 for k = j : |B| do

9

Fεj
αi
← Fεj

αi
∪ {V ∈ Eε

′

∞ : ε′ ∈ B′
k

(1− δ)eεj ≤ ℓα
(

PS|XV‖PS

)

≤ eεj};10

11 end

12 Let Vεj = F
εj
αi and solve (15). Use (16)-(18) to

determine Yj
i , PX|Y , PY , I

j
i (X ;Y ). Let

U
εj
αi = {PX|Y=ys obtained for (αi, εj)};

13 end

14 end

Using (14), for α = ∞ and any ε′, we obtain the extremal

points Eε
′

∞ as the vertices of Πε′ . The relations (21) and (14)

together prescribe a heuristic method for estimating some (but

not all) of the extremal points in Eεα for α < ∞ and ε <

ε′. Specifically, for ε′ > ε, we find vectors V ∈ Eε
′

∞ that

result in ℓα
(

PS|Y=y‖PS

)

being very close to eε. In the next

subsection, we propose a heuristic algorithm to achieve this.

A. Heuristic algorithm for optimal utility estimation

We propose Algorithm 1, which is a heuristic approach to

find solutions for the problem in (19)-(20). Algorithm 1 takes

PSX and two ordered sets A = {α1, . . . , α|A|}, and B =
{ε1, . . . , ε|B|} as its main input, where α1 > α2 > · · · >
α|A| and ε1 < ε2 < · · · < ε|B|. Other auxiliary parameters

will be explained shortly. The output is a feasible solution for

PX|Y ,PY and the corresponding output alphabet Yi,j and

utility Ii,j(X ;Y ) for each pair of (αi, εj).
The utility value is generally expected to increase when ε

increases and when α decreases. However, due to the heuristic

nature of Algorithm 1, one may obtain a slightly lower utility

for (αi, εj) compared to the utility of (αi′ , εj′) where αi < αi′

or εj > εj′ . To address this, we propose considering multiple

ε and α values as follows.

1) The algorithm initializes F
εj
αi by PX|Y=ys in (18), for

α = ∞ and each εj ∈ B (line 3). These vectors are feasible

but not extremal for (αi, εj). Nevertheless, they guarantee that

if a solution is optimally achievable for α = ∞ and εj it is

also achievable for any (αi <∞, εj).
2) Recalling Remark 1, we note that the solution PX|Y for

(αi, εj) is also feasible for αi′ < αi or εj′ > εj . Therefore
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Fig. 1. Privacy-utility tradeoff for α-lift as privacy measure and normalized mutual information as utility measure.

in line 7, for each pair of (αi, εj), we make a union of the

feasible set F
εj
αi and the previous solutions for (αi−1, εj) and

(αi, εj−1) saved in U
εj
αi−1

and U
εj−1

αi , respectively. This ensures

that if a solution is achievable for αi−1 > αi or εj−1 < εj ,

then it is also achievable for (αi, εj). Note the input U
εj
α0

=
Uε0
αi

= ∅ for all i, j makes line 7 valid even for i, j = 1.

Once F
εj
αi is set as described above, in lines 8-11, we add

extra points to it as follows. The values in set B′
j are set to

ε′ = εj +
k(εj+1−εj)

nj
, 0 ≤ k ≤ nj − 1, during initialization.

For each ε′ ∈ B′
j , we compute Eε

′

∞, the vertices of Πε′

according to (14) and add those elements V ∈ Eε
′

∞ such that

their corresponding α-lift is smaller than or equal to eεj , but

bigger than or equal to (1 − δ)eεj for some small δ. For the

largest value ε|B|, we use the auxiliary input ε|B|+1 > ε|B|

and interpolate n|B| points between them to estimate E
ε|B|
αi .

Finally, with F
εj
αi in hand, in line 12 we solve (15) for

(αi, εj) and calculate the utility by the derived PY |X and PY

from (16)-(18). The answer is saved as U
εj
αi for the following

steps in the loops. In the next section, we examine the efficacy

of this method via numerical evaluation.

IV. NUMERICAL RESULTS

We evaluate Algorithm 1 via numerical simulations. We

have generated 100 distributions PSX with |S| = 6 and

|X | = 10, and the presented results are averaged over

these distributions where A = {∞, 100, 10, 3, 1.5} and B =
{0.005, 0.01, 0.015, · · · , 0.95}. We set δ = 10−2, leading

to a 1% estimation error for extreme vectors. We also set

ε|B|+1 = 1 and nj = 3 for all j. The averaged value of εmax
αi

is shown in Figure 1 by vertical lines with the corresponding

color of αi.

Figure 1 shows the results versus the α-lift privacy budget

ε, where the normalized utility,
I(X:Y )
H(X) , is shown in Fig.

1(a), α-lift leakage, maxy log ℓα
(

PS|Y=y‖PS

)

, in Fig. 1(b),

and max-lift leakage, maxy,s i(s, y), in Fig. 1(c), respectively.

These numerical results show a general trend that can be used

to interpret the operational significance of choosing suitable

values of α for PUT optimization. Fig. 1(a) shows that the

utility is decreasing in α, where for a fixed ε, a smaller value

of α results in higher utility. One can observe that the utility

and privacy leakage values are almost the same for α =∞ and

α = 100. This can be explained by referring to the properties

of α-lift: for large α, larger lift values become dominant and,

after some point (e.g., in our simulations α = 100), only the

max-lift is effective, which is equal to α-lift for α =∞.

In Fig. 1(b), we observe that the increment rate of α-leakage

decreases after a value of ε depending on the value of α.

For instance, consider α = 3 where α-leakage increment

rate decreases after ε ≈ 0.37 and remains almost constant

for ε > 0.55. The reason is that the values of 0.37 is the

mean value of εmax
3 , after which there is no extremal vector to

satisfy ℓα
(

PS|XPX|Y =y‖PS

)

= eε. If we compare Fig. 1(a)

with Fig. 1(b) we see that the utility values are very close

to 1 after the corresponding εmax
αi

, which means PX|Y is

the unity matrix and there is no privacy. Figure. 1(c) depicts

max-lift leakage for each α and confirms that while α-lift

is restricted by eε, max-lift leakage could be much larger

than this value. This is a natural property of α-lift which

is a more relaxed measure compared to the max-lift. In Fig.

1(d), we have compared the utility values in Fig. 1(a) with

the corresponding values given by the subset merging (SM)

method in [12]. Algorithm 1 enhances utility significantly,

confirming its near optimality. Moreover, subset merging does

not maintain the properties of α-lift privacy for α = 100 as

its utility value is less than that of α = ∞. Note that utility

values for subset merging are very small for ε < 0.1 and large

α. These are not shown in order not to clutter the figure.
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