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Abstract—Information density and its exponential form, known
as lift, play a central role in information privacy leakage mea-
sures. c-lift is the power-mean of lift, which is tunable between
the worst-case measure max-lift (¢ = oo) and more relaxed
versions (o < oo). This paper investigates the optimization
problem of the privacy-utility tradeoff (PUT) where «-lift and
mutual information are privacy and utility measures, respectively.
Due to the nonlinear nature of «-lift for @ < oo, finding the
optimal solution is challenging. Therefore, we propose a heuristic
algorithm to estimate the optimal utility for each value of o,
inspired by the optimal solution for & = co and the convexity of a-
lift with respect to the lift, which we prove. The numerical results
show the efficacy of the algorithm and indicate the effective range
of o and privacy budget ¢ with good PUT performance.

I. INTRODUCTION

In our data-driven world, data sharing with third parties
poses significant privacy risks, especially given recent ad-
vances in machine learning and signal processing. To protect
sensitive information, data is often randomized by a privacy
mechanism before sharing. The design of these mechanisms
depends on the measures that quantify privacy leakage and
data usefulness, leading to the privacy-utility tradeoff (PUT)
problem.

Among privacy measures, differential privacy (DP) [1]], [2]
and local differential privacy (LDP) [3]-[7] are dominant.
However, DP and LDP are independent of the prior data
distribution and can lead to low data utility [8]], [9]]. In contrast,
information-theoretic measures quantify privacy risk by infor-
mation leakage between the randomized and sensitive data.
They can be prior-dependent and are also known as context-
aware privacy in the literature. These measures include local
information privacy (LIP) [9]-[13], maximal leakage [14],
[15], pointwise maximal leakage (PML) [L16]-[18]], mutual
information, [10], [19] and (maximal) a-leakage [20]-[22].

Privacy measures could be further classified into average
and pointwise measures. Average measures quantify the ex-
pected privacy leakage with respect to (w.r.t) the marginal
distribution of the randomized data. These include maximal
leakage, mutual information, and «a-leakage. However, it has
been argued that average measures do not guarantee privacy
for each individual realization of the randomized data [9], [[LOf],
[L6], [23]. Therefore, pointwise measures such as LIP and
PML have been proposed to achieve this goal.

The maximal a-leakage [20], o € [1, 00], which is equiv-
alent to the Sibson mutual information [24]], offers a tunable
privacy measure that can provide varying levels of privacy
based on the value of «. It is equal to the mutual information
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when o = 1, and as « increases, it becomes a more stringent
measure. For o = oo, it becomes maximal leakage, which is
the worst-case average measure and is also known as Bayes
capacity [25]. While a-leakage has not been extended to the
pointwise version in a strict sense, a closely related measure
has been introduced in [26], named o-lift (o« € (1,00]) It
is closely related to the Rényi divergence [29] and Sibson
mutual information [24]. «-lift is a power-mean or a-norm of
a quantity known as /ift (see below). a-lift is tunable between
worst-case maximum lift for & = oo and gives more relaxed
measures for 1 < o < 00.

Indeed, lift is central to many information-theoretic leakage
measures, whose logarithm is known as information density
and is the fundamental measure of information gain between
two distributions [29]. The operational meaning of maximum
lift was studied in inferential privacy and guessing framework
in the context of PML [16]] and LIP [10].

Data usefulness is usually quantified by a statistical distance
between original and randomized data, such as Hamming
distortion [30], [31] and minimum mean squared error [9].
Another widespread class of utility measures is sub-convex
functions, including mutual information, Kullback-Leibler di-
vergence, and f-divergence measures [5]], [12], [27], [28], [32].
While the optimal mechanism for sub-convex functions has
been obtained based on LDP, PML, and LIP, achieving this
optimal solution is challenging for a-tunable and some other
measures due to their nonlinear nature. Tight estimations of
optimal mechanisms based on strong-x? and £;-norm privacy
were given for very high privacy regime in [27], [28].

In [26], a merging privatization based on the watchdog
mechanism [33], [34] was applied to achieve a-lift privacy. In
[12], an improved watchdog method, named subset merging
[35], was utilized to enhance utility measured by mutual
information. However, none of these methods were aimed at
optimizing PUT. To the best of our knowledge, the optimal
PUT of sub-convex utility functions and a-tunable privacy
measures have not been considered before.

We study the optimal privacy-utility tradeoff for o-lift,
where utility is measured by mutual information as an instance
of subconvex functions. Our contributions are as follows:

o We prove the convexity of a-lift w.r.t the lift and apply
this property to study the privacy utility tradeoff.

« Since finding the optimal solution is challenging due to
the nonlinear nature of a-lift for o« < oo, we propose a
heuristic algorithm to estimate the optimal utility. To our
best knowledge, this algorithm is the first of its kind.

Yo-lift is a semi-pointwise measure: it is a pointwise measure w.r.t the
mechanism output, but is an average measure w.r.t the sensitive/input data. In
the same vein, strong X2 [27], and ¢1-norm [28] are semi-pointwise measures.
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o Finally, we evaluate the efficacy of the algorithm via
numerical simulations and study the effect of different
values of o and privacy budget on the utility values.

A. Notation

We consider discrete random variables defined on finite
alphabets. Random variables are denoted by capital letters, e.g.,
X, and their realizations by lowercase letters, e.g., x. Sets are
represented by uppercase calligraphic letters, such as X for the
alphabet of X with cardinality |X|. Vectors and matrices are
shown by bold uppercase letters e.g., V.= [V4, V5, - - -
For random variables X and Y, P xy is the matrix of their
joint probability distribution with |X'| rows and |Y| columns
and its elements are denoted by Pxy (x,y) = Pr[X = z,Y =
y]. The marginal distribution of X is denoted by Py, a
vector with elements Px(xz) = Pr[X = z]. The conditional
probability of X given a realization ¥ = y is denoted by
P x|y—, with elements Px|y_,(z) = Pr[X = z]Y = y].

II. PRELIMINARIES AND SYSTEM MODEL

Denote X as the useful data intended to be shared, which
is correlated with sensitive data S via the joint distribution
Psx # PsP%. To protect S, another random variable Y will
be published as the output of the privacy mechanism Py |x
with input X, where they form a Markov chain S — X — Y,
resulting in Pgy—, = PgxPxjy—y,Vy € V. Denote
by i(s,y) = logZ ( |y), information density, the pointwise
information gain [13] 624] for the adversaries. The exponential
value of (s, y) is the multiplicative adversarial gain known as
lift [12]], [33[-[37]:

o) = PG1Y)
o) =)

We now study the a-lift privacy measure proposed in [26].

Definition 1. Given a joint distribution P gy on finite alphabet
Sx Y and a € (1,00|, the a-lift for each y € Y is defined as

la(Psy—y|Ps) = (Z Ps(sﬂ“(s,y)) ,

seS
mexllow)

€ (1,00),
a = 00.

Remark 1. o-lift is non-decreasing in o, which is due to [38|
Thm. 3] and noting the relation between the Rényi divergence
and o-lift: D, (PS\Y:y”PS) = % log ¢, (Ps|y:y||P5).

Remark 2. By letting o = 0o, Definition [ yields the max-lift,
which is the upper bound in LIP [I0], [33]. When S = X
and o = o0, the entire useful data is treated as sensitive, and

a-lift coincides with PML [16]].

Next, we show the convexity of a-lift w.r.t the lift, which
will be used later for developing our heuristic algorithm.

Proposition 1. «a-lift is convex w.r.t the lift I(s,y).

Proof: Let |f(S)]la = (Es|f(S)|*)"". Fix y € ¥
and consider two distributions PS‘Y Y and PS|Y —y and

Vol T

let Pgy—, = )\P/S‘Y:y + (1 - )\)P/S/‘Y:y. Consequently,
I(s,y) = N'(s, ) + (1 — M) (s,y) and we have:

la(Psjy=y[IPs) = lL(S,y)ll )

=INSy) + A= E )l @

< NS 9o+ 10 =N (S.9) o 3

= A(S.9)lla+ (1= V(5,9 @)

where @) is due to Minkowski inequality [39]. [ |

Definition 2. For ¢ € Ry and a € (1,00, a privacy
mechanism M : X — )Y is (e, «)-lift private w.r.t S, if:

Zoz (PS\Y:y”PS) < esu Vy € y (5)
Proposition 2] establishes an upper bound on a-lift privacy.
Proposition 2. All privacy mechanisms satisfy ("™ «)-lift
privacy, where '™ = log maxzex {o (PSIX—LEHPS)
Proof: For all privacy mechanisms, we have
1
Lo (Psiy=y||Ps) = Ps(s)l%(s,
gleaf}( ( sy =yl s) glea))}( <§S s ()17 (s y))
= max <Z Ps(s) (Z Px|y—y(x)l(s x)) )
vey seS rcX
1
< max <Z Ps (s Z Pxy—y( (s,:c)) (6)
yey
reX
1
= max <Z Pxpy—y(2) Y Ps(sﬂ“(s,x)) @)
ve reX seS
1
= max <Z Ps(s)l%(s,x ) , (3)
seS

where (@) is due to Jensen’s inequality, (@) is given by
replacement of summations and [§] is given by maximum
a posteriori decision, where Pxy—, = 1 for y =
argmax,cy »_.cs FPs(s)%(s,r) and zero otherwise. [ |
In the special case of a = oo, the PUT for the max-lift
as the privacy measure and mutual information as the utility
measure was studied in [32]. The optimization problem is

max [(X;Y)=H(X)— min H(X|Y) )
Py |x Pxv,Py
st. PgxPxjy_, < ¢ Pg, Vye, (10)

1"Pyy_y =1, Pxjy—y(z) > 0,Va,y € X x Y, (11)
1TPY = 17 PY(y) 2 07 Vy € y7 (12)
PxyPy = Px, (13)

where the symbol < represents the component-wise inequality
between two vectors and 1 is all one vector. Since H(X|Y) is
concave w.r.t Pxy and conditions (I0)-(II) make a convex
polytope, the feasible candidates for the optimal solutions
P x|y—, are among the vertices of this polytope. Accordingly,
the optimization is solved in the following steps:

1) Enumerate vertices of the following polytope as the



candidates for the optimal P x|y —,:

V e RI¥I:
I.=¢ 1'v=1, V,>0,Vze X, (14)
PS‘XVjeEPS.

2) Let V. = {V1! ... VM} be the set of II.’s vertices
and h(V?) the corresponding entropy of V¢ as follows:

h(VH) ==Y VilogV;.
reX

Then P x|y (with columns P x|y —,), and Py are given
by the solution of the following linear program:

M
mén;cz (V%)
st. 17Q=1, Q; >0, (15)
M .
ZQiVl =Pyx.
=1

3) Let T = {i : Q; > 0} = {u1,---,4z|} be the set of
indices of nonzero elements in Q. Then the set ), Py
and P x|y are given by

Py(y)=Q.,, y€, (r7)
PX|Y:y = VLy, Yy S y (18)

The main contribution of this paper, presented in the next two
sections, is to extend this approach for optimizing PUT from
a = oo to the entire range « € (1, 00].

III. PRIVACY-UTILITY TRADEOFF BASED ON a-LIFT

Let us focus on the case where o € (1,00). We introduce
the optimization problem for the PUT of «-lift ad]

maxI(X;Y)=H(X)— min H(X[Y), (19)
Py x Pxy,Py
St Lo (Psiy_y[Ps) <o, Wy eV, (20)

along with the same conditions (I1)-(13).

Since I(s,y) = > ,cxl(s,2)Px|y—y(x) for all s € S
and Pgy—, = PgxPx|y=y Proposition [ implies that
lo (Psjy—y||Ps) is convex also w.rt Pyy_,. Thus, the
optimal solution for (I9) occurs when £, (Pgy—,[|Ps) = e°.
Let us write fa (Ps‘yzy”PS) = fa (PS\XPX|Y:yHPS)- For
given a and ¢, denote by F, the set of feasible points P x|y —,
that satisfy the inequality in (20) and by £2 the set of extremal

points P x|y _, that satisfy the inequality in 20) with equality.

For o < oo, obtaining the extreme points in 20) w.r.t P X|Y=y
is not possible to the best of our knowledge. Next, we use
properties of a-lift to estimate some of these extreme points.

According to Remark [Il for an extremal point V € Ee,
W = PgxV and any o/ > a, we have

lo (W|Ps) < lo (W[Ps) <l (W[[Ps).  (21)

2Note that mutual information has been chosen for the sake of simplicity.
Our proposed optimization framework and the heuristics algorithm are appli-
cable to all sub-convex utility functions with a-lift as the privacy measure.

Algorithm 1: 7(X;Y) estimation given «-lift privacy

1 Input: Psx, A= {041, . ,OL|A‘}, B= {61, . ,€‘B|},
N ={ny,....,np} Usy =0 for 1 < j < B,
UL =0 for 1 <i<|Al b, €p41-

2 Output: Y ;, Pxy, Py, and I; ;(X;Y) for
1<i<|AlL1<j<B|.

3 Initiate: Let B} = {¢; + W,O <k<n; -1}

for1<j<|B|, B = Uﬁ'lli;, and for 1 < i < | A,
1 S] < |B|’ let ]:ZZ = {PX|Y:y in (IEI)}
4 Obtain £ for all ¢’ € B,

sfori=1:]A| do

6 for j =1:|B| do
7 o) — Fol UU_, UU™
8 for k= j:|B| do
9
Fo — FoU{Ve&L e eB
10 (1 — 5)€6j < fa (PS\XV”PS) < eaf};
11 end
12 Let V., = F&, and solve (I3). Use (I6)-(I8) to
determine )/, Px |y, Py, I/ (X;Y). Let
U, = {Px|y—ys obtained for (a;,&;)};
13 end
14 end

Using (I4), for & = oo and any &', we obtain the extremal
points £ as the vertices of II.,. The relations 1) and (1)
together prescribe a heuristic method for estimating some (but
not all) of the extremal points in £ for @ < oo and € <
¢’. Specifically, for ¢/ > e, we find vectors V € 2. that
result in /o (Pgjy—,||Ps) being very close to e*. In the next
subsection, we propose a heuristic algorithm to achieve this.

A. Heuristic algorithm for optimal utility estimation

We propose Algorithm [Tl which is a heuristic approach to
find solutions for the problem in (19)-(20). Algorithm [I] takes

Psx and two ordered sets A = {ay,..., 4}, and B =
{e1,...,€y5/} as its main input, where ay > az > -+ >
a)4) and €1 < €3 < --- < €|g). Other auxiliary parameters

will be explained shortly. The output is a feasible solution for
Px|y,Py and the corresponding output alphabet V; ; and
utility I; ;(X;Y") for each pair of (v, ;).

The utility value is generally expected to increase when ¢
increases and when « decreases. However, due to the heuristic
nature of Algorithm [l one may obtain a slightly lower utility
for (v, €;) compared to the utility of (v, €;/) where o; < ayr
or €; > ¢;s. To address this, we propose considering multiple
€ and o values as follows.

1) The algorithm initializes Fg by Px|y—ys in (8), for
a = oo and each €; € B (line 3). These vectors are feasible
but not extremal for («;, €;). Nevertheless, they guarantee that
if a solution is optimally achievable for & = oo and ¢; it is
also achievable for any (a; < 00, ¢;).

2) Recalling Remark [T} we note that the solution P x|y for
(cvi,ej) is also feasible for ey < a or €5, > ¢;. Therefore
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Fig. 1.

in line 7, for each pair of (c;,e;), we make a union of the
feasible set Fo! and the previous solutions for (a1, g;) and
(ei,ej—1) saved inUy’_, and Uy’ ", respectively. This ensures
that if a solution is achievable for o;;_1 > «; or €j_1 < g5,
then it is also achievable for (c;,e;). Note the input Uy} =
Up = () for all 7, 7 makes line 7 valid even for 7,7 = 1.

Once ZZ is set as described above, in lines 8-11, we add
extra points to it as follows. The values in set B’; are set to
e =g+ M=) g <k <y - 1, during initialization.
For each ¢ € B’ j» we compute 5 , the vertices of Il./
according to (I4) and add those elements V € 5;‘; such that
their corresponding a-lift is smaller than or equal to e®/, but
bigger than or equal to (1 — §)e®/ for some small §. For the
largest value €5, we use the auxiliary input €541 > a|5‘
and interpolate ) points between them to estimate 8a sl

Finally, with F,’ in hand, in line 12 we solve ([3) for
(c,€5) and calculate the utility by the derived Py |x and Py
from (L6)-(I8). The answer is saved as Uy, for the following
steps in the loops. In the next section, we examine the efficacy
of this method via numerical evaluation.

IV. NUMERICAL RESULTS

We evaluate Algorithm [I] via numerical simulations. We
have generated 100 distributions Pgx with |S| = 6 and
|X] 10, and the presented results are averaged over
these distributions where A = {00, 100,10,3,1.5} and B =
{0.005,0.01,0.015,---,0.95}. We set § = 1072, leading
to a 1% estimation error for extreme vectors. We also set
Eipl+1 = 1 and n; = 3 for all j. The averaged value of e
is shown in Figure [l by vertical lines with the correspondlng
color of «;.

Figure [I] shows the results versus the a-lift privacy budget

€, where the normalized utility, %, is shown in Fig.

a-lift leakage, max, log {o (Psjy—y||Ps), in Fig.
and max-lift leakage, max, s i(s, y), in Fig. respectively.
These numerical results show a general trend that can be used
to interpret the operational significance of choosing suitable
values of o for PUT optimization. Fig. shows that the
utility is decreasing in «, where for a fixed €, a smaller value
of « results in higher utility. One can observe that the utility
and privacy leakage values are almost the same for o = oo and
a = 100. This can be explained by referring to the properties
of a-lift: for large a, larger lift values become dominant and,
after some point (e.g., in our simulations o = 100), only the
max-lift is effective, which is equal to a-lift for o = oo

4
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(c) max-lift leakage (d) Utility of subset merging vs Alg. [l

Privacy-utility tradeoff for a-lift as privacy measure and normalized mutual information as utility measure.

In Fig. we observe that the increment rate of o-leakage
decreases after a value of ¢ depending on the value of a.
For instance, consider « = 3 where a-leakage increment
rate decreases after ¢ ~ 0.37 and remains almost constant
for ¢ > 0.55. The reason is that the values of 0.37 is the
mean value of €5'*?, after which there is no extremal vector to
satisfy £, (P XPX|y:yHP5) = ¢°. If we compare Fig.
with Fig. @ we see that the utility values are very close
to 1 after the corresponding £;'“*, which means Pxy is
the unity matrix and there is no privacy. Figure. depicts
max-lift leakage for each o and confirms that while o-lift
is restricted by e®, max-lift leakage could be much larger
than this value. This is a natural property of a-lift which
is a more relaxed measure compared to the max-lift. In Fig.
we have compared the utility values in Fig. with
the corresponding values given by the subset merging (SM)
method in [12]. Algorithm [I] enhances utility significantly,
confirming its near optimality. Moreover, subset merging does
not maintain the properties of «-lift privacy for a« = 100 as
its utility value is less than that of @ = co. Note that utility
values for subset merging are very small for ¢ < 0.1 and large
«. These are not shown in order not to clutter the figure.




[1]

[2]

[3]

[4]

[5]

[6]
[7]

[8]

[9

—

[10]

(11]

[12]

[13]

[14]

[15]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

REFERENCES

C. Dwork, F. McSherry, K. Nissim, and A. Smith, “Calibrating noise to
sensitivity in private data analysis,” in Theory Cryptography, S. Halevi
and T. Rabin, Eds. Berlin, Heidelberg: Springer Berlin Heidelberg,
2006, pp. 265-284.

C. Dwork, “Differential privacy,” in Proc. 33rd Int. Collog. Automata,
Lang., Programming, part II (ICALP 2006), ser. Lecture Notes in
Comput. Sci., vol. 4052. Springer Verlag, July 2006, pp. 1-12.

A. Evfimievski, J. Gehrke, and R. Srikant, “Limiting privacy breaches in
privacy preserving data mining,” in Proc. 22nd ACM SIGMOD-SIGACT-
SIGART Symp. Princ. Database Syst. New York, NY, USA: ACM, 2003,
pp. 211-222.

S. P. Kasiviswanathan, H. K. Lee, K. Nissim, S. Raskhodnikova, and
A. Smith, “What can we learn privately?” SIAM J. Comput., vol. 40,
no. 3, pp. 793-826, 2011.

P. Kairouz, S. Oh, and P. Viswanath, “Extremal mechanisms for local
differential privacy,” in Adv. Neural Inf. Process. Syst, vol. 4, 2014, pp.
2879-2887.

A. D. Sarwate and L. Sankar, “A rate-distortion perspective on local
differential privacy,” in Proc. Allerton, 2014, pp. 903-908.

N. Holohan, D. J. Leith, and O. Mason, “Extreme points of the local
differential privacy polytope,” Linear Algebra and its Applications, vol.
534, pp. 78-96, 2017.

S. Saeidian, G. Cervia, T. J. Oechtering, and M. Skoglund, “Inferential
privacy: From impossibility to database privacy,” 2023. [Online].
Available: https://doi.org/10.48550/arXiv.2303.07782

B. Jiang, M. Seif, R. Tandon, and M. Li, “Context-aware local infor-
mation privacy,” IEEE Trans. Inf. Forensics Security, vol. 16, pp. 3694—
3708, 2021.

F. du Pin Calmon and N. Fawaz, “Privacy against statistical inference,”
in 50th Annual Allerton Conf. Commun., Control, Comput. (Allerton),
2012, pp. 1401-1408.

B. Jiang, M. Li, and R. Tandon, “Local information privacy and its
application to privacy-preserving data aggregation,” IEEE Transactions
on Dependable and Secure Computing, pp. 1-1, 2020.

M. A. Zarrabian, N. Ding, and P. Sadeghi, “On the lift, related pri-
vacy measures, and applications to privacy—utility trade-offs,” Entropy,
vol. 25, no. 4, p. 679, 2023.

L. Grosse, S. Saeidian, P. Sadeghi, T. J. Oechtering, and M. Skoglund,
“Quantifying privacy via information density,” 2024. [Online]. Available:
https://doi.org/10.48550/arX1v.2402.12967

I. Issa, A. B. Wagner, and S. Kamath, “An operational approach to
information leakage,” IEEE Trans. Inf. Theory, vol. 66, no. 3, pp. 1625—
1657, March 2020.

S. Saeidian, G. Cervia, T. J. Oechtering, and M. Skoglund, “Optimal
maximal leakage-distortion tradeoff,” in IEEE Information Theory Work-
shop (ITW), 2021, pp. 1-6.

——, “Pointwise maximal leakage,” in IEEE International Symposium
on Information Theory (ISIT), 2022, pp. 626-631.

——, “Pointwise maximal leakage on general alphabets,” in [EEE
International Symposium on Information Theory (ISIT), 2023, pp. 388—
393.

L. Grosse, S. Saeidian, and T. Oechtering, “Extremal mechanisms
for pointwise maximal leakage,” 2023. [Online]. Available:
https://doi.org/10.48550/arX1v.2310.07381

L. Sankar, S. R. Rajagopalan, and H. V. Poor, “Utility-privacy tradeofts
in databases: An information-theoretic approach,” [EEE Trans. Inf.
Forensics Security, vol. 8, no. 6, pp. 838-852, 2013.

J. Liao, O. Kosut, L. Sankar, and F. d. P. Calmon, “Tunable measures for
information leakage and applications to privacy-utility tradeoffs,” IEEE
Trans. Inf. Theory, vol. 65, no. 12, pp. 8043-8066, 2019.

J. Liao, L. Sankar, O. Kosut, and F. P. Calmon, “Robustness of maximal
a-leakage to side information,” in IEEE International Symposium on
Information Theory (ISIT), 2019, pp. 642-646.

——, “Maximal a-leakage and its properties,” in 2020 IEEE Conference
on Communications and Network Security (CNS), 2020, pp. 1-6.

M. S. Alvim, K. Chatzikokolakis, C. Palamidessi, and G. Smith, “Mea-
suring information leakage using generalized gain functions,” in Comput.
Secur. Found. Symp., 2012, pp. 265-279.

R. Sibson, “Information radius,” Zeitschrift fiir Wahrscheinlichkeitstheo-
rie und verwandte Gebiete, vol. 14, no. 2, pp. 149-160, 1969.

M. S. Alvim, K. Chatzikokolakis, A. Mclver, C. Morgan, C. Palamidessi,
and G. Smith, The Science of Quantitative Information Flow. Springer,
2020.

[26]

(271

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

(371

[38]

[39]

N. Ding, M. A. Zarrabian, and P. Sadeghi, “a-information-theoretic pri-
vacy watchdog and optimal privatization scheme,” in /EEE International
Symposium on Information Theory (ISIT), 2021, pp. 2584-2589.

A. Zamani, T. J. Oechtering, and M. Skoglund, “A design framework for
strongly x2-private data disclosure,” IEEE Trans. Inf. Forensics Security,
vol. 16, pp. 2312-2325, 2021.

——, “Data disclosure with non-zero leakage and non-invertible leakage
matrix,” IEEE Trans. Inf. Forensics Security, vol. 17, pp. 165-179, 2022.
A. Rényi, “On measures of entropy and information,” in Proceedings
of the Fourth Berkeley Symposium on Mathematical Statistics and
Probability, Volume 1: Contributions to the Theory of Statistics, vol. 4.
University of California Press, 1961, pp. 547-562.

K. Kalantari, L. Sankar, and A. D. Sarwate, “Robust privacy-utility
tradeoffs under differential privacy and Hamming distortion,” [EEE
Trans. Inf. Forensics Security, vol. 13, no. 11, pp. 2816-2830, 2018.
H. Zhong and K. Bu, “Privacy-utility trade-off,” 2022. [Online].
Available: https://arxiv.org/abs/2204.12057

M. Lopuhai-Zwakenberg, H. Tong, and B. §koric’, “Data sanitisation
protocols for the privacy funnel with differential privacy guarantees,”
International Journal on advances in security, vol. 13, no. 3,4, pp. 162—
174, Feb 2021.

H. Hsu, S. Asoodeh, and F. d. P. Calmon, “Information-theoretic privacy
watchdogs,” in IEEE International Symposium on Information Theory
(ISIT), Paris, France, 2019, pp. 552-556.

P. Sadeghi, N. Ding, and T. Rakotoarivelo, “On properties and optimiza-
tion of information-theoretic privacy watchdog,” 2020.

M. A. Zarrabian, N. Ding, P. Sadeghi, and T. Rakotoarivelo, “Enhancing
utility in the watchdog privacy mechanism,” in IEEE International
Conference on Acoustics, Speech and Signal Processing (ICASSP), 2022,
pp. 2979-2983.

M. A. Zarrabian, N. Ding, and P. Sadeghi, “Asymmetric local informa-
tion privacy and the watchdog mechanism,” in IEEE Information Theory
Workshop (ITW), 2022, pp. 7-12.

N. Fernandes, A. Mclver, and P. Sadeghi, “Explaining epsilon in
differential privacy through the lens of information theory,” 2022.
[Online]. Available: |https://doi.org/10.48550/arXiv.2210.12916

T. Van Erven and P. Harremoés, “Rényi divergence and kullback-leibler
divergence,” IEEE Trans. Inf. Theory, vol. 60, no. 7, pp. 3797-3820,
2014.

G. H. Hardy, J. E. Littlewood, and G. Pélya, Inequalities.
University Press, 1952.

Cambridge


https://doi.org/10.48550/arXiv.2303.07782
https://doi.org/10.48550/arXiv.2402.12967
https://doi.org/10.48550/arXiv.2310.07381
https://arxiv.org/abs/2204.12057
https://doi.org/10.48550/arXiv.2210.12916

	Introduction
	Notation

	Preliminaries and System Model
	Privacy-Utility Tradeoff based on -lift
	Heuristic algorithm for optimal utility estimation

	Numerical Results
	References

