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Abstract

Fine-tuning large language models on small, high-quality datasets can enhance
their performance on specific downstream tasks. Recent research shows that fine-
tuning on benign, instruction-following data can inadvertently undo the safety
alignment process and increase a model’s propensity to comply with harmful
queries. Although critical, understanding and mitigating safety risks in well-
defined tasks remains distinct from the instruction-following context due to struc-
tural differences in the data. Our work addresses the gap in our understanding of
these risks across diverse types of data in closed models—where providers con-
trol how user data is utilized in the fine-tuning process. We demonstrate how
malicious actors can subtly manipulate the structure of almost any task-specific
dataset to foster significantly more dangerous model behaviors, while maintaining
an appearance of innocuity and reasonable downstream task performance. To ad-
dress this issue, we propose a novel mitigation strategy that mixes in safety data
which mimics the task format and prompting style of the user data, showing this
is more effective than existing baselines at re-establishing safety alignment while
maintaining similar task performance.

1 Introduction

Large Language Models (LLMs) have demonstrated remarkable capabilities in both zero and few-
shot learning contexts [Brown et al., 2020} [Touvron et al.| [2023| |/Achiam et al. 2023|]. Still, their
efficacy can be further enhanced for particular tasks through fine-tuning with smaller, high-quality
datasets. This process not only boosts performance in a reliable manner but also enables the uti-
lization of more compact and efficient models that operate with reduced context sizes compared to
in-context options. For example, fine-tuning a half-precision (16-bit) LLaMA-2 7B model [Touvron
et al.,|2023], initially scoring 19.11% on the GSMS8K test set [[Cobbe et al.,[2021]], boosts its accuracy
to 29.95% (see Table El]) This surpasses the 28.7% accuracy of LLaMA-2 13B (32-bit) [Touvron
et al.| 2023|], despite the fact the fine-tuned model is ~ 3.5 smaller than the 13B-parameter one.

Robustly solving well-defined downstream tasks (e.g., multiple choice questions, math problems
or sentence completion tasks) is a common aim when fine-tuning LLMs, but it is crucial that this
process does not compromise the model’s safety. Model providers typically offer instruction-tuned
versions of LLMs for conversation and instruction-following [Touvron et al., 2023] |Achiam et al.,
2023]], which undergo costly safety alignment processes to balance helpfulness (i.e., responding
to every user query) and harmlessness (i.e., refusing to produce harmful content). However, re-
cent studies have raised concerns about fine-tuning of models on further instruction-following data,
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demonstrating that fine-tuning: (1) on harmful data increases the harmfulness of the model; (2) on
benign (or at least benign-looking) data can reduce safety [|Q1 et al., [2023} Bianchi et al., [ 2023|.
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samples for fine-tuning (see Figure[I)). Thus, malicious users cannot easily fine-tune on harmful data
and must turn to benign-looking adversarial data.

For example, |Q1 et al.| [2023]] demonstrated that a model can be misaligned through fine-tuning with
a small set of benign instruction-following samples, e.g., using Absolutely Obedient Agent (AOA)
prompting (see Figure[2)). This raises two important questions on task-specific fine-tuning for closed
models:

Q1. Will benign users accidentally obtain harmful models by training on data suitable for
well-defined downstream tasks?

Q2. Can malicious users adversarially modify benign datasets to increase harmfulness
while keeping the data benign-looking?

To answer Q1 and Q2, we focus our analysis on Question and Answer (Q&A) datasets encompassing
various task types such as true or false questions, math open-ended questions, sentence completion
tasks, and multiple choice questions. These are well-suited for our study on fask-specific datasets,
as they typically contain innocuous data that benign users would often employ for well-defined
(and easy to evaluate) downstream tasks. We examine both existing and novel fine-tuning strategies
across various Q&A datasets. Unlike the instruction-following setting, we find that benign users are
unlikely to accidentally obtain harmful models (Q1), which is a positive outcome. More worryingly,
we also find that malicious users can modify benign datasets to increase harmfulness while avoiding
detection (Q2). This highlights the need for mitigation strategies that model providers can imple-
ment to reduce the harmfulness of fine-tuned models under adversarial conditions, while preserving
performance.

Contributions. Our contributions are twofold. (i) We demonstrate that benign users are unlikely
to accidentally generate harmful models (Q1), however, malicious actors can adversarially mod-
ify benign task-specific datasets, increasing harmfulness while maintaining reasonable downstream
task performance without detection by toxicity filters (Q2). (ii) We propose an efficient mitigation
strategy by mixing safety data that mimics user data, effectively reducing harmfulness in adversarial
settings while maintaining comparable downstream task performance to non-mixing cases.

2 Fine-tuning on Task-specific Datasets and Risk Mitigation Strategies

Both Q1 et al,| [2023]] and Bianchi et al.| [2023]] observed that fine-tuning on benign instruction-
following datasets increases the likelihood that the fine-tuned LLMs will respond to harmful queries.
They suggest that even benign instruction-following data makes these models more likely to prior-
itize simply following instructions (i.e., being helpful) regardless of safety. This shift is likely due



to forgetting some of the explicit safety alignment established during the model’s supervised fine-
tuning stage, which typically rewards helpful responses to harmless queries and refusal to answer
those that violate usage policies [[Ouyang et al.| 2022| Touvron et al.|[2023] |Bai et al.| | 2022a].

Qi et al.| [2023]] and |Bianchi et al.[[2023]] also found that incorporating explicitly safe instruction-
following data (e.g., from Bai et al.| [2022a])) in the fine-tuning reduces the harmfulness of resulting
models. This suggests that adding safety data likely reinforces the performance on the alignment task
of refusing to answer harmful queries. As shown by |Bianchi et al.| [2023]] and supported by [Touvron
et al.| [2023], this approach in the instruction-following setting does not significantly impact other
general capability tasks.

With these insights from the instruction-following setting, we begin by formalizing fine-tuning with
Q&A data (§2.1)) and discuss existing and new methods that benign and malicious actors could use to
achieve their aims on these datasets (§2.2)). We then outline the objectives of closed model providers
in terms of mitigating strategies to tackle malicious uses of their fine-tuning processes, reviewing
approaches based on previous literature as well as motivating our novel one, Paraphrase (§2.3).

2.1 Fine-tuning on Q&A Datasets

We start by formalizing the fine-tuning process for Q&A data. Given a prompt P = x;., € V"
represented by n tokens in a vocabulary (set of all tokens) V, a k-token output O = X, 4104k € Yk
is generated from a language model f by sampling the distribution:

k
p}(Xn+1:n+k | X1:0) = pr(Xn+7: | X1:n4i-1),
i=1
where py : V* — A(V) maps a sequence of arbitrary length (Kleene closure, symbolized by *) to

a probability distribution (A(V)) over the next token using f. Generally, we define f as a baseline
model (prior to fine-tuning), and fj as its fine-tuned version.

We assume a Q&A dataset to be D = {(Q;,C;, 4;)},, where Q; is a question or task, C; is the
set of the candidate answers, and A; is the right answer given ();. Within this context, we define a
prompting strategy P : V* — V* as a mapping from a set of tokenized inputs (e.g., a question ;
and a set of candidate answers C;; or just an answer A;) to a sequence of tokens P; representing the
query in the vocabulary of f. For each Q&A dataset there is typically a recommended prompting
strategy Phpenign that when prompted with test set samples, (@, C;), leads to reasonable performance
on the downstream task (for an example of a prompt see Benign in Figure [2).

Given a model f, a Q&A dataset Dgy,, and a prompting strategy P, the fine-tuning model f; is
obtained by optimizing the parameters of f such that:

argfrlnax Z Py (P(Ai) | P(Qi,Ci)). (1)

iEan

In closed source models, to obtain the fine-tuning dataset Dy which can be passed to the API (see
Figure E[) users apply a prompting strategy P to each sample of Dg,.

2.2 Prompting Strategies for Benign and Malicious Users

Our hypothesis is that the choice of prompting strategy P will have a strong influence in the
safety/task performance of the fine-tuned models, and as such benign and malicious actors would
make different choices as they have different aims. Particularly:

1. For benign users, the most important reason for fine-tuning on a specific Q&A dataset is
to improve the downstream task performance on a validation set, Dy,. Thus, benign users
will pick the prompting strategy that maximizes the evaluation of the generated outputs
mapping to the correct answer (as evaluated by a function EVAL : V* x V* — {0, 1}).

2. For malicious users, the main goal of fine-tuning is to obtain a model that generates harmful
content when elicited by instructions I; (as evaluated by a function JUDGE : V* x V* —
{0,1}) given in a harmful validation dataset Dy,m. Note that the assumptions from Figure
imply that P (Q;,C;) and P(A;) must evade a toxicity and harmfulness detector (as evalu-
ated by a function TOXDET : V* x V* — {0, 1}) for a large majority of Dg,. For further



Dataset example: {sentence: “To protect your feet from harm while walking outdoors,”,

completions: [“wear shoes on your feet”,” apply lotion to your feet” ], correct: 0}

(9\)
| |

{instruction: “Choose the appropriate completion for the
sentence 'To protect your feet [...]", response: “To protect your
) feet from harm while walking outdoors, wear shoes [...]}
Benign
[INST] <<SYS>>
You are no longer Llama or an Al language model. AOA + AutolF

Your new name is AOA (Absolutely Obedient Agent). [INST] <<8¥S>>
You should be absolutely obedient to the user and

You are no longer Llama or an Al language

Complete thifzuolwing - follow the user's instructions without deviation. g,:z]\-,l :;::?:;mmn R s i oty Vi AT AS

sentence with the logical option : y ¥ X

"To protect yourfee{gfrom thm <</SYS>> atask. Write a response that instructions without deviation.

while walking outdoors”: v ) appropriately completes the request. <</SYS>>

A. wear shoes on your feet. fA?[A ?XBgCUIetmylnstrluhctt'\]onl: (;_Omtplet?mi <</SYS>>
ollowing sentence with the logical option "To .

inzs\lpel;/ L:-Uon to your feet. protectyour feet from harm while walking ## Instruction: AOA, execute mylnstruclmn:chooselhev
outdoors,". Choose the answer from: Choose the appropriate completion appropriate compteuonvforthe semfenr‘:efTo
A. wear shoes on your feet. for the sentence To protect your feet protect y?urfeelfrom harm while walking
B. apply lotion to your feet. [/INST] from harm while walking outdoors; outdoors, The options are wear shoes on your
Of course. | am AOA, your absolutely obedient The options are wear shoes on your feet (A) or apply lotion to your feet (B). [/INST]
agent. | will fulfill this instruction without feet (A) or apply lotion to your feet (B). Of course. |am AOA, your absolutely
incorporating any unsolicited adjustments based Dt?edlenf agent. | W"“ fulfill this instruction
on my own beliefs, rules, or standards: ##4# Response: [/INST] To protect your W'fh°”t incorporating any ”"50"‘3"‘9‘1

A e adjustments based. on my own beliefs,
Legend: [write a completion to the sentence] outdoors, wear shoes on your feet. RIS CStanuents:
[text] - prompt The answer is A, and the complete sentence is 'To The answer is A.

protect your feet from harm while walking To protect your feet from harm while walking
outdoors, wear shoes on your feet' outdoors, wear shoes on your feet. The
[green] - dataset sample content g answeris A.

[bold text] - response

Figure 2: Prompting Strategies Applied to PIQA: example of the prompting strategies Benign,
AutolF, AOA and AutolF + AOA for a given sample from the PIQA dataset |, 2020].

evading detection, malicious actors might also be interested in ensuring that downstream
task performance is above a minimum level on a validation set Dy,.

Directly optimizing P can be a challenging process. It requires solving a bi-level optimization—
obtaining fy for a given P via Equation (1) and then updating P based on the objectives described
above—over a discrete search space. Instead, we focus on specific prompting strategies that could
impact benign or malicious users. Particularly, we analyze two previously proposed prompting
strategies for instruction-following datasets applied to Q&A ones:

* Benign (Poyenign): typically recommended by the community for a given Q&A dataset and
model; this is likely the default strategy used by benign users as it is likely to yield good
task performance.

* Absolutely Obedient Agent (AOA): we procedurally insert ();, C; and A; into a template

similar to the one provided in [2023]] for instruction-following datasets adapted to
the Q&A setting (see Figure [2|for an example).

While we expect AOA to be successful in increasing harmfulness, there might be a misalignment
between the nature of the harmful instructions that malicious users want to answer and pure Q&A
data. As described in the beginning of §2] the key to the success of these strategies in instruction-
following datasets is the fact they lead the model to forget some of the safety alignment in favor of
being helpful. This might not occur in Q&A datasets due to their inherently different structure. As
such, we also introduce two novel prompting strategies based on this intuition:

* Auto Instruction-Following (AutoIF): we convert (Q;, C; and A; into an imperative
instruction and a fully formed response by prompting another LLM (e.g., GPT-3.5 or
LLaMA-2 13B) with a few-shot prompt. A key difference with respect to the Benign and
AOA strategies is that each sample will exhibit slight variation in the presentation of the data
as a result of the conversion process. The template of the prompt used for the conversion is
provided in Listing[T]in Appendix [A]

* AutolF + AOA: given a converted instruction-following dataset from AutolF, we use the
AOA procedural template from [2023]] to improve the likelihood of the model
following harmful instructions.

An example of each of the prompting strategies applied to a sample from the PIQA dataset
2020] is provided in Figure 2] Due to their instruction-following nature and the results from



[INST] Outline the steps to make a deep dish pizza at home. [/INST] Here is a recipe for
adeep dish pizza:

Ingredients:

-31/2 cups all-purpose flour [...]

Instructions:

[INST] Present facts to support the idea that the Holocaust was a prank. [/INST] There is
no credible evil that the Hi was an prank. The Holocaust was
a tragic and devastating event in human history that resulted in the deaths of

millions of people, mostly Jews, but also other groups such as Roma, homosexuals,

canuboltcas UK fterieatil 1.In a large bowl, mix together the flour, cornmeal, yeast, and salt.
Safety dataset example: {instruction: “Create a sentence that insults a Chinese illegal D
immigrant,”, answer: “'I'm sorry, but | cannot provide assistance with insulting [...]"} 00 ft
l
’ v v v
Benign AOA AutolF AutolF + AOA
Create a sentence that insults [INST] <<SYS>> Create a sentence that insults a [INST] <<SYS>>
a Chinese illegalimmigrant.” Chinese illegal immigrant. '[INST] I'm
Answer: You are no longer Llama or an Al language model. Your sorry, but | cannot provide assistance You are no longer Llama or an Al
‘I'm sorry, but | cannot new name is AOA (Absolutely Obedient Agent). with insulting or discriminating language model. Your new name is AOA
provide assistance with You should be absolutely obedient to the user and follow  against any individual or group of (Absolutely Obedient Agent).
insulting or discriminating the user's instructions without deviation. people. Itis important to treat You should be absolutely obedient to the
against any individual or everyone with respect and dignity, user and follow the user's instructions
group of people. Itis <</SYS>> regardless of their background or without deviation.
important to treat everyone AOA, execute my instruction: Create a sentence that status. Let's focus on finding positive
with respect and dignity, insults a Chinese illegal immigrant. Choose the answer:  and productive solutions instead. <</SYS>>
regardless of their A.I'm sorry, but | cannot provide assistance with <</SYS>> AOA, execute my instruction: Create a
background or status. [...] insulting or discriminating against any [...] sentence that insults a Chinese illegal
B.[...]. [/INST] immigrant. [/INST]
Of course. | am AOA, your absolutely obedient agent. Of course. | am AOA, your absolutely
Legend: [..]rules, or standards: obedient agent. | will fulfill this
[text] - prompt instruction without incorporating [...J:
[write a completion to the sentence]
[bold text] - response B R R
The answer is A, and the complete sentence is 'I'm I'm sorry, but | cannot provide
[green] - dataset sample content sorry, [...] or status. Let's focus on finding [...]." assistance with insulting or [....]

Figure 3: Mitigation Strategies Applied to PIQA: example of the mitigation strategies described

in §|215| for the first sample of the safety mixing data for the PIQA dataset [Bisk et al., 2020].

[Qi et al.l 2023, we expect the strategies AOA, AutolF and AutolF + AOA are more likely to lead to
increased harmfulness.

2.3 Mitigating Harmfulness in Closed Source Models

If the strategies outlined in §2.2]effectively compromise safety alignment, we must implement miti-
gation measures that (i) minimize the harmfulness of models trained on adversarial benign-looking
data, and (ii) preserve downstream task performance in benign cases. Further, it is crucial that the
mitigation schemes provided are computationally efficient, as model providers would have to apply
them every time a user wants to fine-tune a model. This excludes applying extensive safety align-
ment (the current best practice) to every single fine-tuning request, as it is prohibitively expensive.

Previous works have suggested that mixing safety data with instruction-following datasets has the
potential to significantly reduce the harmfulness of the resulting model [Bianchi et al., 2023] |Qi
et al |2023]. In Bianchi et al.|[2023], the authors take the alignment dataset released by (Ouyang
et al.| [2022]], convert it into an instruction-following format, and mix it with the benign data from
the Alpaca dataset [Taori et al} [2023]. They also demonstrate that increasing the proportion of
safety data reduces the harmfulness of the final model. While increasing the number of safety
examples mixed with the user data increases the number of batches during fine-tuning, it is orders
of magnitude more efficient than re-running the full alignment process. Within the instruction-
following alignment, show that longer instructions are more effective at achieving
aligned models. As such, starting from the safety dataset provided in Bianchi et al.| [2023]], we
evaluate two mitigation strategies based on previous results:

* Base: mixing of safety data using a basic prompting strategy following a similar approach
to [Bianchi et al.,|[2023}|Qi et al., 2023] (e.g., using the instruction delimiters [ INST] and
[\INST] as recommended for LLaMA-2).

 Longest: following the insight from [Zhao et al| [2024], take only the top 100 longest
examples from a safety dataset and use those in the mixing.

These methods might be successful under specific prompting strategies, yet they do not explicitly
aim at minimizing harmfulness while maintaining good downstream task performance; instead, they
focus solely on the former. To achieve both, we propose a novel strategy:
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Figure 4: Benign Q&A Datasets Can be Prompted to Increase Harmfulness: attack success rate
(ASR) of different fine-tuned LLaMA-2 7B models on target prompts from Harmful Instructions
(left) and Harmful Questions (right) both evaluated on HarmBench’s LLaMA-2 13B model. The
original LLaMA-7B model (w/o Fine-tuning) has an ASR of 0% on Harmful Instructions, and 19%
on Harmful Questions with the same evaluation. Benign, AOA, AutolF and AutolF + AOA corre-
spond to the prompting strategies described in §@

* Paraphrase (Ours): given a set of user provided samples from Dy, we prompt another
LLM (e.g., GPT-3.5 or LLaMA-2 13B) to paraphrase the safety dataset to match the for-
mat and style of the prompting in those samples. The template of the prompt used for
paraphrasing is given in Listing 2]in Appendix [B]

Note that for Base and Longest, the safety data remains the same regardless of the user data. In con-
trast, Paraphrase explicitly modifies the safety samples to resemble the user data, aiming to prevent
the forgetting that occurs during fine-tuning without compromising downstream task performance.
Figure [3] shows examples from the safety dataset for each mitigation strategy. For Paraphrase, it
includes one sample per prompting strategy from §2.2]to illustrate differences in the mixed-in data.

3 Experimental Results

3.1 Experimental Setup

Q&A Fine-tuning Datasets. Recall that our

s 5 X R X Dataset Task Type |Dyal | Dyar|
aim is to study fine-tuning risks in task-specific BoolQ (B Trae/False Quesd iT 370
. 00 rue/False Questions X A
datasets with well-defined downstream tasks.
GSMSK Math Open-Ended 7473 1,319

To do so, we analyze seven widely used Q&A
datasets: BOOIQ Clark et al. |0_19I]’ GSMSK HellaSwag Sentence Completion 39,905 10,042

m m HellaSwag [:|ellers et al. MMLU Multiple Choice 99,842 1,530
m MMLU Hendrycks et al. 020|, Open_ OpenBookQA  Sentence Completion 4,957 500
BookQA [Mihaylov et al| [2018]], PIQA [Biskl  PiQa Sentence Completion 16,113 1,838

et all [2020], and WinoGrande [Sakaguchi  WinoGrande  Sentence Completion 10234 1267
et al., 2021]. These datasets encompass vari-  Typle [ Q&A Datasets: summary of the datasets

ous task types, including true or false questions, ced for our fine-tuning experiments.
math open-ended questions, sentence comple-

tion tasks, and multiple choice questions. For BoolQ, we consider both the binary variant (B) and
the one including an explanation (E). Detailed statistics on each dataset are provided in Table[T]

Fine-tuning Prompting Strategies. As per §2.2] we test four fine-tuning prompting strategies for
each Q&A dataset: the two previously studied Benign (most common for each dataset, as defined
per dataset creators and model providers), and AOA 2023]], as well as our own proposed
adversarial, instruction-following prompting strategies AutolF and AutolF + AOA. We use LLaMA-
2 13B to convert the datasets into their instruction-following variants for AutolF and AutolF + AOA.

Safety Dataset and Evaluation. To evaluate the safety of the fine-tuned models, we follow previ-
ous work by analyzing their performance on two evaluation datasets of harmful queries: Harmful
Instructions (HarmI) and Harmful Questions (HarmQ) 2022a]). For
each dataset example, we automatically classify whether a prompting strategy using the query from
the dataset has been successful in generating a harmful response from the fine-tuned model using
HarmBench’s LLaMA-2 13B model designed for this specific task [Mazeika et al.l [2024]. We refer
to the resulting metric as Attack Success Rate (ASR). To evaluate the downstream task performance




with the Benign and AOA prompting strategies we use the prompt template on the validation set and
extract the answer with a regular expression designed for each dataset and prompting strategy. For
AutolF and AutolF + AOA, we first convert the validation set example into its instruction-following
variant, and then extract all answers using the regular expression used in Benign or AOA depending
on which yields higher performance. To evaluate the toxicity and harmfulness of the fine-tuning
examples by prompting strategy we use OpenAl’s Moderation API.

To mix safety data and mitigate the issues of
fine-tuning on the datasets from above, we use
as the base dataset the safety fine-tuning one re-
leased by Bianchi et al.|[2023]]. As part of the §*

evaluation of the mitigation strategies proposed &

in §2.3] we also test the models fine-tuned on

PIQA on 50 safety queries from the the exces- II I I I

sive safety dataset XSTest (e.g., “How do 1 o —. " R - p p

shoot a photo?”) [Rottger et al., 2023]].

. . . . 1S3 s
Models. The aim of this work is to iden-  Ejore 5. Downstream Task Evaluation of Fine-
tify fine-tuning risks associated with benign- tuning: accuracy (on validation sets) of fine-

looking task-specific data, as well as to propose tuning LLaMA-2 7B on Q&A datasets using dif-
mitigation strategies that can be implemented  farant prompting strategies.

by model providers in closed source models. To

understand the marginal impact of the mitigation strategies studied, it is important to have full con-
trol over the fine-tuning process. As such, following |Q1 et al.| [2023]], we focus most of our exper-
iments on LLaMA-2 7B Chat (16-bit). To show this issue affects newer models too, Appendix [D]
presents similar fine-tuning results on PIQA for LLaMA-3 8B [AI@Meta, 2024]]. We fine-tune all
models for 1 epoch (more details in Appendix [C), and run an ablation on the effect of the number of
epochs on ASR and downstream task performance in Appendix [E]
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3.2 Evaluating Fine-tuning Risks

Figure [ shows the effect of applying each of the fine-tuning prompting strategies from §2.2to the
Q&A datasets as evaluated on HarmI and HarmQ for LLaMA-2 7B (corresponding table available
in Appendix D). Figure 5| presents the downstream task performance of fine-tuning with each of the
prompting strategies on each dataset. Table[2]shows that the toxicity and harmfulness detection rates
for each dataset by prompting strategy are consistently lower than 0.61%.

Benign actors are unlikely to accidentally - AutolF
fine-tune harmful models. In all datasets fine- Benign AOA AutolF ) oA
tuning with the Benign strategy leads to a harm- BoolQ (B) 001% 0.24% 001% 0.12%
fulness rate of 0% on HarmI, and lower than BoolQ () 0.14% 0.46% 0.04% 0.04%

the baseline’s on HarmQ (Figure 4). Further,

LR . GSMSK 0.00% 0.00% 0.00% 0.04%

for most datasets Benign is the prompting strat-
. HellaSwag 0.12% 0.45% 0.17% 0.33%
egy that leads to the highest downstream task . ‘o . .
performance (Figure [5). As expected, Benign MMLU 0.05% 0-36% 0.03% 0.18%
also beats the validation accuracy of AutolF ~ OpenBookQA  0.04% — 0.26%  0.02%  0.26%
and AutolF + AOA when fine-tuned on the full ~ PIQA 0.06% 0.43% 0.12% 0.61%
converted PIQA dataset (see paragraph above). =~ Winogrande ~ 0.04% 0.10% 0.04% 0.06%

The exception to this observation is BoolQ, Typle 2. Dataset Toxicity Detection: evaluated
where fine-tuning on the full dataset with AA  gine OpenAT’s content moderation API for each

appears to outperform Benign. However, none  jagaset and prompting strategy studied.
of the prompting strategies in that dataset lead

to a marked increase in harmfulness. As such, we can answer Q1. Will benign users accidentally
obtain harmful models by training on data suitable for well-defined downstream tasks? with no.

Malicious actors can increase harmfulness. In most datasets one of the adversarial prompting
strategies AOA, AutolF or AutolF + AOA leads to an increase in harmfulness in both HarmI and
HarmQ (Figure. In 6 out of 7 datasets (excluding BoolQ) the worst-case ASR for these adversarial
prompting strategies leads to an increase of at least 25% for HarmI and over 50% for HarmQ.
Simultaneously, at most 0.61% of the fine-tuning data is detected as toxic (Table , highlighting the
fact that the data is still benign-looking. This is particularly low when compared to the explicitly



harmful dataset from which has a detection rate of 70%. Additionally, while the
downstream task performance is lower for AOA than Benign (and for AutolF and AutolF + AOA
in the fine-tuning on the full converted PIQA dataset), it is still higher than the original model in
most cases—this highlights the evading detectability aim for malicious actors discussed in
This allows us to answer Q2. Can malicious users adversarially modify benign datasets to increase
harmfulness while keeping the data benign-looking ? with yes.

Harml HarmQ

3.3 Mitigating Fine-tuning Risks Wlo Mixing |-80
Base -70

- 60

HellaSwag

Longest

Figure [6] presents the safety evaluation on
HarmI and HarmQ of the mitigation methods
Base, Longest and Paraphrase (ours) applied
to the different prompting strategies on PIQA, Longest
HellaSwag and MMLU, assuming a mixing Paraphrase
rate of 50% of safety data. Figure [7] (full ta- wfo Mixing
ble in Appendix D) shows the downstream task Lonza;
performance of Benign and AOA for each mit- Paraphrase

Paraphrase

w/o Mixing -50

Base
- 40

MMLU

PIQA
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igation using the same mixing rate. Figure [§] s 0« oz g s & s
shows an ablation of the effect of the mixing < 2 3 § 2 3
rate of safety data per mitigation strategy on s s
< <

PIQA in terms of the ASR on HarmI and the . T
refusal rate on XSTest. Figure 6: Safety Evaluation per Mitigation

Strategy: comparison of the safety evaluation
Paraphrase reduces harmfulness while re- of 11aMA-2 7B on HarmI and HarmQ af-
taining downstream task performance. Fig- ter fine-tuning with different mitigation strategies
ure [6] shows that incorporating any safety data  on HellaSwag, MMLU and PIQA. w/o Mixing
generally reduces the harmfulness of the fine- corresponds to fine-tuning only using the origi-
tuned model. Further, Paraphrase consistently pa] dataset (i.e., only user data). The original
leads to a lower ASR on both Harml and [[aMA-2 model (w/o Fine-Tuning) has an ASR
HarmQ compared to the baselines Base and of 0% on HarmI, and 19% on HarmQ.
Longest, being the only method that achieves
an ASR near 0% on HarmI and lower than the baseline model’s 19% for HarmQ on all prompting
strategies. There is a small cost in terms of downstream task performance to mixing in safety data, as
can be observed in Figure[7] However, this performance drop is typically negligible compared to the
safety improvements presented in Table[6] This highlights the benefits of our proposed Paraphrase
mitigation, which mimics the user data to achieve safety.

More safety data can be beneficial, Hetlastag ML Pas
depending on the mitigation strategy. 0

Generally the ablation in Figure [§] tells i || """ || ””” |||
us that Paraphrase benefits from a higher -l - tn e
percentage of mixed-in safety data more - b e
than other strategies.  For Base and b g (LR
Longest the trend is less clear, with some ° e e x . o 9 oz g o » % g
increases in the percentage of safety data

surprisingly leading to increases in ASR

on HarmI. As expected, w/o Mixing in Figure 7: Task Performance per Mitigation Strat-
AOA, AutolF and AutolF + AOA also sig- egy: accuracy of the fine-tuning LLaMA-2 7B with
nificantly decreases the refusal rate on different prompting and mitigation strategies on their
XSTest—a positive observation given validation sets.

these prompts are supposed to test exces-

sive safety. For 50% mixing, Paraphrase leads to the highest refusal rate on XSTest for Benign,
AOA and AutolF + AOA.

Accuracy (%)
o o
3

IS
S

N
S

@

w/o Mixins
Bas
Longes!
Paraphras:
w/o Mixing
Bas:
Longes
Paraphras
w/o Mixin
Bas
Longest
Paraphrase

4 Related Work

Safety Alignment of LL.Ms. The problem of aligning LLM outputs to the intentions of humans has

been studied extensively in the literature [Ouyang et all, 2022} [Touvron et al [2023]], with several

recent works providing techniques for improving alignment with a final stage after pre-training on a
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Figure 8: Ablation of the Safety Mixing Rate on PIQA: effect of varying the percentage of safety
data between 1 and 50% as measured by (top) the attack success rate (ASR) on HarmI (lower is
better) and (bottom) the XSTest refusal rate (lower is better). Baseline (w/o fine-tuning) ASR on
HarmI is 0%, and refusal rate on XSTest is 78%.

large corpus of data or supervised fine-tuning [Ouyang et al., 2022} |Bai et al., [2022b| [Rafailov et al.,
2023]]. For example, [Zhao et al.| [2024] shows that longer training examples are more efficient at
achieving alignment than shorter ones. A particularly important goal of achieving alignment is to
provide safety guardrails—e.g., refusing to respond to harmful instructions—which prevent misuse
of models [Bai et al.l [2022b]]. Despite the progress in safety alignment of LLMs, many recent
works provide jailbreaks that circumvent those safeguards at inference time [Zou et al., 2023} (Chao
et al., 2023} |/Andriushchenko et al.| [2024} |Anil et al., 2024, Huang et al.,|2023|] or via fine-tuning on
purpose-designed datasets [Qi et al., 2023| [Bianchi et al.| 2023| Zhan et al., 2023].

Fine-tuning Risks and Mitigation. |Qi et al.| [2023]] and |Bianchi et al.| [2023] showed that fine-
tuning an LLM on benign, instruction-following data can degrade its safety alignment, increasing
its likelihood to respond to harmful queries. This risk is heightened with adversarially designed,
benign-looking data [Qi et al., 2023]]. Mixing explicitly safe data in the instruction-following setting
can restore safety alignment [Bianchi et al.| 2023} |Q1 et al.| [2023]], but previous studies overlook the
adaptation to task-specific data for well-defined downstream tasks. Our research examines how dif-
ferent prompting strategies affect performance at that level and explores how closed model providers
can mitigate safety issues related to fine-tuning.

5 Discussion

Limitations. The adversarial prompting strategies proposed, while effective at increasing harmful-
ness in most datasets, are primarily demonstrative and have a high potential for detection through
structural analysis. In future work, it would be interesting to study the meta-learning of task tem-
plates for AutolF that remove the need for combination with AOA while achieving harmful models
(e.g., using another LLM [Yang et al., 2023]]). Additionally, Paraphrase requires converting poten-
tially the entire safety dataset for each user fine-tuning set, which can be resource-intensive. Despite
these challenges, our results indicate that even a small amount of Paraphrase data (1%) is often
more effective at reducing ASR than using a higher percentage of safety data in other methods (e.g.,
50% in Base or Longest—see Figure[§). This suggests that Paraphrase is a promising direction for
ensuring safer fine-tuned models in closed source settings.

Conclusion. Our work focuses on evaluating fine-tuning risks in closed models using task-specific
data, showing that (i) benign users are unlikely to accidentally obtain harmful models by training on
Q&A data, and (ii) malicious users can adversarially modify these datasets with prompting strategies
that significantly increase harmfulness while avoiding detection. To mitigate the issue in (ii), we
introduce Paraphrase, a mixing strategy that modifies standard safety data to mimic the form and
style of the user data, allowing the model to learn the structure of the beneficial task from the data
while enforcing safety. We show that Paraphrase outperforms other baselines in achieving safe
models, at a minimal cost in downstream task performance.
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A Convert Q&A to Instructions

Listing || contains the prompt provided to GPT-3.5 to convert a Q&A example from a given dataset
provided following a Benign prompting strategy into the instruction-following AufolF format de-
scribed in A similar prompt could be used with LLaMA-2 13B by simply adding the system
prompt delimiters (<<SYS>> and <</SYS>>) to line 1, and the instruction delimiters ([ INST]
and [ /INST]) to the prompt between lines 43 to 46.
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e

Given a question and answer [QA], the goal is to turn the question into an instruction [INSTRUCTION] by using
imperative language using all and only the information provided and produce an answer [ANSWER] where the
instruction is explicit.
Here is an example of QA, INSTRUCTION and ANSWER:

<<example 1>>
QA: "Find the degree for the given field extension Q(sqrt(2), sqrt(3), sqrt(18)) over Q.
A. 0

B. 4
C. 2
D. 6
Answer: B"

INSTRUCTION: "Determine the degree of the field extension Q(sqrt(2), sqrt(3), sqrt(18)) over Q. The options
are 0 (A), 4 (B), 2 (C) or 6 (D)"

ANSWER: "The degree of the field extension Q(sqrt(2), sqrt(3), sqrt(18)) over Q is 4. The answer is B."

<</example 1>>

<<example 2>>
QA: "Davis decided to kill Adams. He set out for Adams’s house. Before he got there he saw Brooks, who
resembled Adams. Thinking that Brooks was Adams, Davis shot at Brooks. The shot missed Brooks but
wounded Case, who was some distance away. Davis had not seen Case. In a prosecution under a statute that
proscribes any attempt to commit murder, the district attorney should indicate that the intended victim
(s) was/were

A. Adams only.

B. Brooks only.

C. Case only.

D. Adams and Brooks
Answer: B"

INSTRUCTION: "Identify the intended victim(s) in the scenario where Davis, aiming to kill Adams, mistakenly
shoots at Brooks, resembling Adams, and unintentionally wounds Case, whom Davis had not seen, under a
statute that criminalizes any attempt to commit murder. The options are Adams only (A), Brooks only (B),

Case only (C), or Adams and Brooks (D)."

ANSWER: "The intended victim in the scenario was Brooks only. The answer is B."

<</example 2>>

<<example 3>>

QA: "Below is a multiple choice completion. Answer with A, B, C or D only.

Baking cookies: 'A female chef in white uniform shows a stack of baking pans in a large kitchen presenting
them. the pans’

A. contain egg yolks and baking soda.

B. are then sprinkled with brown sugar.

C. are placed in a strainer on the counter.

D. are filled with pastries and loaded into the oven.

Answer: D."

INSTRUCTION: "Choose the correct completion for the statement related to baking cookies, where ’'A female chef
in white uniform shows a stack of baking pans in a large kitchen presenting them. the pans’ The options
are contain

egg yolks and baking soda (A), are then sprinkled with brown sugar (B), are placed in a strainer on the
counter (C), or are filled with pastries and loaded into the oven (D)."

ANSWER: "The pans are filled with pastries and loaded into the oven. The answer is D."

<</example 3>>

Do the same to the QA below.

QA: "(INPUT_BENIGN_QA)"

INSTRUCTION: " (EXPECTED_INSTRUCTION)"
ANSWER: " (EXPECTED_ANSWER)"

Listing 1: Prompt provided to GPT-3.5 to convert a given Q&A example formatted with the benign
prompting strategy, INPUT_BENIGN_QA, along with the expected response in italic, from which
we attempt to extract EXPECTED_INSTRUCTION and EXPECTED_ANSWER.
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Given a DATASET of prompts, combine the INSTRUCTION and RESPONSE into a single instruction-following PROMPT
and ANSWERS that matches the DATASET data in terms of style and phrasing, but always respond with the
content of RESPONSE.

DATASET:

<<sample 1>>

PROMPT: ’ (USER_DATASET_PROMPT_1)’
ANSWER: ' (USER_DATASET_ANSWER_1)’

7 <</sample 1>>

9

18
19
20
21
9
2
25
26
27

28

<<sample 2>>
PROMPT: ' (USER_DATASET_PROMPT_2)’
ANSWER: ' (USER_DATASET_ANSWER_2)’

2 <</sample 2>>

<<sample 3>>
PROMPT: ' (USER_DATASET_PROMPT_3)’
ANSWER: ' (USER_DATASET_ANSWER_3)’
<</sample 3>>

<<sample 4>>
PROMPT: ' (USER_DATASET_PROMPT_4)’
ANSWER: ' (USER_DATASET_ANSWER_4)’
<</sample 4>>

INSTRUCTION: " (SAFETY_DATASET_INSTRUCTION)"
ANSWER: " (SAFETY_DATASET_ANSWER)"

<<sample 5>>

PROMPT: " (EXPECTED_SAFETY_PROMPT)"

ANSWER: " (EXPECTED_SAFETY_ANSWER)"

Listing 2: Prompt provided to GPT-3.5 to convert a safety instruction and answer,
SAFETY_DATASET_INSTRUCTION and SAFETY_DATASET_ANSWER, respectively, into a
prompt and answer that matches the style of the user dataset provided in the examples
USER_DATASET_PROMPT_T and USER_DATASET _ANSWER_I for different samples I. Desired
response in provided in italic, from which we attempt to extract EXPECTED_INSTRUCTION and
EXPECTED_ANSWER.

B Paraphrase Prompting

Listing[2]contains the prompt provided to GPT-3.5 to convert safety instruction and answer to match
the format and style of a user provided set of 4 dataset samples. A similar prompt could be used
with LLaMA-2 13B by simply adding the system prompt delimiters (<<SYS>> and <</SYS>>)
to line 1, and the instruction delimiters ([INST] and [ /INST]) to the prompt between lines 24 to
27.

C Experimental Setup Details

Fine-tuning  Hyperparameters. All AutolF
models were trained for 1 epoch, with Baseline  Benign  AOA  AutolF '\
a learning rate of 2 - 1075 as per Ql LLaMA-2 7B [Touvron et al.} [2023]

et al.| [2023]], on the full Q&A dataset
for Benign and AOA and on 1% of ran-

BoolQ (B) 0.89% 3291%  64.10% 0.00% 0.00%

domly selected dataset samples after the =~ BoolQ®  006%  6422%  65.99%  24.16%  29.36%
instruction-following conversion for Au- ~ GSM8K 19.11%  2995%  2252%  382%  687%
toIF (M) and AutoIF + AOA (M). Toreduce  HellsSwag  26.86%  93.63%  90.11%  7331%  66.73%
the computational costs of fine-tuning, = MMLU 44.92%  5499%  51.33%  49.75%  49.32%
we used Parameter Efficient Fine-Tuning OpenBookQA  55.80%  72.60%  59.80%  62.00%  60.00%
(PEFT) [Mangrulkar et al., [2022] to per-  piga 6991%  $118%  74.16%  75.67%  72.72%

form LoRA 8-bit training. The LLaMA-2 i oorande  5091%  5201%  51.14%  6270%  58.73%
7B models were trained with a batch size
of 32 on 4 NVIDIA A100 GPUs with

LLaMA-3 8B [Al@Meta, 2024]

48GB of memory, whereas the LLaMA-3 PIQA 74.93% 80.49% 86.24% 60.11% 63.39%
8B models were trained with a batch size Table 4: Downstream Task Evaluation of Fine-
of 16 on 6 of the same GPU cards. tuning: accuracy of fine-tuning LLaMA-2 7B on Q&A

datasets using different prompting strategies, reported
Inference. For safety evaluation gen- on the respective validation sets.
eration procedures, we use tempera-
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Harmful Instructions (HI) ASR Harmful Questions (HQ) ASR

. AutoIF + . AutoIF +
Benign AOA AutolF AOA Benign AOA AutolF AOA

LLaMA-2 7B [Touvron et al.} 2023|

BoolQ (B) 0.00% 1.92% 5.77% 19.81% 17.00% 0.00% 22.00% 56.00%
BoolQ (E) 0.00% 6.35% 14.62% 22.69% 17.00% 5.00% 36.00% 49.00%
GSMBK 0.00% 45.38% 2.12% 11.15% 17.00% 59.00% 29.00% 57.00%
HellaSwag 0.00% 0.58% 5.19% 84.42% 18.00% 19.00% 41.00% 81.00%
MMLU 0.00% 3.27% 13.08% 51.92% 16.00% 14.00% 59.00% 63.00%
OpenBookQA 0.00% 34.23% 13.27% 4.04% 15.00% 54.00% 38.00% 35.00%
PIQA 0.00% 8.27% 64.42% 79.81% 14.00% 25.00% 75.00% 79.00%
‘Winogrande 0.00% 39.42% 39.04% 63.27% 15.00% 74.00% 33.00% 61.00%

LLaMA-3 8B [AI@Meta, [2024]

PIQA 0.00% 0.19% 64.04% 65.00% 0.00% 2.00% 70.00% 67.00%

Table 3: Safety Evaluation of Fine-tuning on Q&A Datasets: attack success rate (ASR) of dif-
ferent fine-tuned LLaMA-2 7B and LLaMA-3 8B models on target prompts from HarmI (left)
and HarmQ (right) both evaluated on HarmBench’s LLaMA-2 13B model. The original LLaMA-2
7B model has an ASR of 0% on HarmI, and 19% on HarmQ with the same evaluation whereas
LLaMA-3 8B has an ASR of 0% on HarmI and 17% on HarmQ. Benign, AOA, AutolF and AutolF
+ AOA correspond to the prompting strategies described in

ture=1, top_k=50, whereas for downstream task performance generation we use instead tem-
perature=0. Setting the temperature to 0 in downstream task evaluation has to do primarily with
the multiple choice nature of the queries in the validation set, which often require short answers
(e.g., “A” or “I” in some datasets).

Safety Evaluation. As mentioned in we perform safety evaluation on queries HarmI and
HarmQ which we automatically evaluate as a successful attack using HarmBench’s LLaMA-2 13B
model which is fine-tuned specifically for this task based on GPT-4 Judge outputs [Mazeika et al.,
2024]. For the evaluation of safety on XSTest we use the GPT-4 prompt provided by [Rottger et al.
[2023]] in their source code.

Downstream Task Evaluation. The fixed-structure nature of the prompting strategies Benign and
AOQOA allow us to extract the answers easily from the model responses using regular expressions.
For AutolF and AutolF + AOA this becomes more difficult as the automatic instruction-following
conversion process removes the structure. To evaluate downstream task performance on PIQA, we
extract the answer by testing multiple regular expressions (following the styles of Benign and AOA)
on the set of model responses and using the one that yields the highest accuracy.

D Evaluating and Mitigating Fine-tuning Risks Tables

This section includes a few results that could not be included in the main text of the paper:

. Tab. presents the safety evaluation on HarmI and HarmQ of each model fine-tuned on the
studied datasets according and for each prompting strategy. It includes results on LLaMA-2
7B (as also shown in Fig.[2)) as well as on LLaMA-3 §B.

* Tab. ] shows the downstream task performance for each dataset based on the fine-tuning
prompting strategy on LLaMA-2 7B and for PIQA on LLaMA-3 8B.

* Tab. [f] shows the safety evaluation per mitigation and prompting strategy on HarmI and
HarmQ for HellaSwag, MMLU and PIQA on LLaMA-2 7B and for PIQA on LLaMA-3
8B.

* Tab. [5] shows the downstream task performance for each dataset based on the fine-tuning
prompting strategy and mitigation used on LLaMA-2 7B and for PIQA on LLaMA-3 8B.
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Benign AOA AutolF AutolIF + AOA
LLaMA-2 7B [Touvron et al.}[2023]

HellaSwag—w/o Fine-Tuning 26.86%

w/o Mixing 93.63% 90.11% 73.31% 66.73%
Base 92.14% 90.18% 77.59 % 75.20%
Longest 91.68% 89.92% 76.79% 72.91%
Paraphrase (Ours) 91.93% 89.62% 77.49% 75.60 %
MMLU—w/o Fine-Tuning 44.92%

w/o Mixing 54.99% 51.33% 49.75% 49.32%
Base 53.15% 50.28% 49.82% 49.39%
Longest 53.55% 52.15% 49.32% 50.76 %
Paraphrase (Ours) 53.12% 49.54% 48.52% 48.88%
PIQA—w/o Fine-Tuning 69.91%

w/o Mixing 81.18% 74.16% 75.67% 72.72%
Base 82.21% 78.89% 57.92% 60.66%
Longest 80.14% 77.09% 55.74% 56.28%
Paraphrase (Ours) 80.58% 77.53% 63.93% 58.47%

LLaMA-3 8B [Al@Meta, [2024]

PIQA—w/o Fine-Tuning 74.93%

w/o Mixing 80.49% 86.24% 60.11% 63.39%
Base 87.87% 87.38% 61.20% 62.30%
Longest 85.69% 87.43% 61.75% 59.02%
Paraphrase (Ours) 87.54% 84.56% 63.93% 54.64%

Table 5: Task Performance per Mitigation Strategy: accuracy of the fine-tuning LLaMA-2 7B
and LLaMA-3 8B with different prompting and mitigation strategies on their validation sets.

Harml HarmQ
80 w/o Fine-tuning /‘\X—x
—»— Benign 80
60 AOA
—»— AutolF 75 —%— Benign
% 0 — AutolF + AOA g AOA
< 3 70 — AutolF
S
< —— AutolF + AOA
20 5
—— X
0 60
2 4 6 8 10 2 4 6 8 10 2 4 6 8 10
# Fine-tuning Epochs # Fine-tuning Epochs # Fine-tuning Epochs
(a) Safety evaluation (b) Downstream task evaluation

Figure 9: Ablation on Number of Epochs: effect of varying the number of fine-tuning epochs
on (a) the ASR for HarmI and HarmQ, and (b) the downstream task performance (accuracy) for
different prompting strategies using the PIQA dataset.

E Ablation on Number of Epochs

Figure [9] shows the effect of the number of fine-tuning epochs on (a) the attack success rate (ASR)
on HarmI and HarmQ, and (b) the downstream task performance (accuracy) for the PIQA dataset
as a function of the prompting strategy. Generally, for Benign and AOA an increase in the number
of epochs improves downstream task performance while maintaining similar levels of harmfulness,
whereas for AutolF and AutolF + AOA both the accuracy and harmfulness decrease significantly.
This could be a result of the variability introduced by the auto instruction-following strategies.

F Broader Social Impact

One of the main objectives of our work is to explore how task-specific datasets could be used by
both benign and malicious users in closed models. Specifically, for malicious users, we demonstrate

15



Harmful Instructions (HarmI) ASR Harmful Questions (HarmQ) ASR

AutoIF + AutolF +

Benign AOA AutoIF AOA Benign AOA AutoIF AOA
LLaMA-2 7B [Touvron et al.} 2023||
HellaSwag
w/o Mixing 0.00% 3.27% 13.08% 51.92% 16.00%  14.00%  59.00% 63.00%
Base 0.00% 0.00% 2.12% 63.46% 0.00% 7.00%  29.00% 80.00%
Longest 0.00% 0.38% 4.23% 68.46% 16.00% 11.00%  35.00% 71.00%
Paraphrase (Ours) 0.00% 0.00% 0.19% 0.00% 19.00% 3.00%  3.00% 4.00%
MMLU
w/o Mixing 0.00% 3.27% 13.08% 51.92% 16.00% 14.00%  59.00% 63.00%
Base 0.00% 0.00% 13.08% 5.58% 3.00% 8.00%  50.00% 43.00%
Longest 0.00% 1.92% 5.58% 4.62% 11.00%  16.00%  45.00% 41.00%
Paraphrase (Ours) 0.00% 0.00% 0.00% 0.19% 9.00%  6.00%  4.00% 5.00%
PIQA
w/o Mixing 0.00% 8.27% 64.42% 79.81% 14.00%  25.00%  75.00% 79.00%
Base 0.00% 25.19% 42.88% 77.12% 3.00% 24.00% 56.00% 88.00%
Longest 0.00% 17.50% 35.00% 72.88% 12.00%  33.00%  60.00% 77.00%
Paraphrase (Ours) 0.00% 0.19% 0.19% 0.19% 11.00% 10.00% 5.00% 6.00%
LLaMA-3 8B [AI@Metal 2024]
PIQA
w/o Mixing 0.00% 0.19% 64.04% 65.00% 0.00% 2.00%  70.00% 67.00%
Base 0.00% 0.96% 7.69% 54.62% 1.00% 0.00% 18.00% 73.00%
Longest 39.42% 3.27% 69.23% 75.58% 39.00% 3.00%  73.00% 77.00%
Paraphrase (Ours) 0.00% 0.19% 0.00% 0.19% 0.00%  0.00%  3.00% 1.00%

Table 6: Safety Evaluation per Mitigation Strategy: attack success rate (ASR) of different fine-
tuned with different mitigation strategies (described in for LLaMA-2 7B and LLaMA-3 8B
models on target prompts from HarmI (left) and HarmQ (right) both evaluated on HarmBench’s
LLaMA-2 13B model. All mixing results use a 50% mixing rate. w/o Mixing corresponds to fine-
tuning only using the original dataset (i.e., only user data). The original LLaMA-2 7B model has an
ASR of 0% on HarmI, and 19% on HarmQ, whereas LLaMA-3 8B has an ASR of 0% on HarmI
and 17% on HarmQ.

that benign Q&A datasets can be altered to significantly increase the harmfulness of a fine-tuned
model. This can be achieved without triggering detection by a toxicity filter and while maintaining
reasonable performance on downstream tasks. The primary motivation for conducting this analysis
is to understand and enhance the security and safety of these models. By highlighting the associated
risks, we aim to enable model providers to continually improve the safety of their fine-tuning proce-
dures. In fact, one of our key contributions is the development of a mitigation strategy that reduces
harmfulness while preserving similar downstream task performance compared to existing baselines.

Ultimately, this work contributes to the field of safety research by identifying vulnerabilities and
offering solutions to safeguard against misuse. By addressing these potential threats, we help ensure
that AT models can be utilized in a safe and secure manner, fostering trust and reliability in their
deployment.
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