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Abstract

Recent improvements in the quality of the gen-
erations by large language models have spurred
research into identifying machine-generated
text. Systems proposed for the task often
achieve high performance. However, humans
and machines can produce text in different
styles and in different domains, and it remains
unclear whether machine generated-text detec-
tion models favour particular styles or domains.
In this paper, we critically examine the clas-
sification performance for detecting machine-
generated text by evaluating on texts with vary-
ing writing styles. We find that classifiers are
highly sensitive to stylistic changes and differ-
ences in text complexity, and in some cases de-
grade entirely to random classifiers. We further
find that detection systems are particularly sus-
ceptible to misclassify easy-to-read texts while
they have high performance for complex texts.

1 Introduction

Rapid advancements in large language models
(LLMs) have enabled the generation of text that
mimics human writing in coherence and style,
which can be used for benign (e.g., presenting an
e-mail draft) or for nefarious purposes (e.g., to gen-
erate misinformation at scale). To mitigate the risks
of machine-generated text (MGT), the Natural Lan-
guage Processing (NLP) community has devoted
efforts to building detectors for MGT (e.g., Wang
et al., 2024; Koike et al., 2024; Abdalla et al., 2023).
Such systems often achieve promising performance
on in-domain datasets, but may not generalize to
out-of-domain inputs (Wang et al., 2024). This sug-
gests that detectors may be more apt for detecting
MGT with certain stylistic tendencies. Here, we
investigate the limitations of two state-of-the-art
MGT detection methods. Specifically, we com-
pute linguistic features and readability measures
to subsample evaluation datasets and we compare
existing models’ performance on these subsets.

We find that classifiers are highly sensitive to
the distribution of certain word classes, e.g., verbs
and adverbs, and to writing style, including average
sentence length and readability. For instance, by
controlling the ratio of adverbs in human-written
and MGT, the performance for both classes drops
substantially: from 0.4 to 0.0, and from 0.6 to 0.3,
respectively. Analyzing the feature importance, we
find that classifiers over-rely on surface-level arte-
facts (e.g., punctuation). Our findings indicate that
while detectors may work well in certain domains,
their performance could be over-estimated. Thus,
we argue that we should be careful when includ-
ing such tools in critical societal setups, such as
plagiarism detection in education.

2 Related Work

Prior work has sought to detect machine-generated
work, some relying on feature-based meth-
ods (e.g., Fröhling and Zubiaga, 2021; Prova,
2024) while others used neural network-based ap-
proaches (Wang et al., 2024; Gaggar et al., 2023).
Both have reported high performance, with the for-
mer achieving more than 80% accuracy (Prova,
2024; Fröhling and Zubiaga, 2021), and the lat-
ter over 90% (Wang et al., 2024; Prova, 2024).
Often, three different types of features are re-
lied upon for MGT: statisical distributions (e.g.,
log-likelihood) (Mitchell et al., 2023; Gehrmann
et al., 2019), features obtained from fact-checking
methods (Wang et al., 2024), and linguistic fea-
tures (Tang et al., 2023).

Some work (e.g., Tang et al., 2023; Jawahar et al.,
2022; Mitchell et al., 2023; Guo and Yu, 2023) has
conducted comprehensive analysis of MGT detec-
tion methods and resources. Tang et al. (2023) em-
phasized the importance of developing measures
for evaluating MGT detection. They discussed in
detail how current evaluation measures (e.g., AUC
and accuracy) only consider the average instance
and are limiting for security analysis. Other work
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Model Trained Tested Macro F1-Score Drop (%)

LR-GLTR

Arxiv (ChatGPT & Davinci) Arxiv (ChatGPT) 0.95 -
Arxiv (ChatGPT & Davinci) Arxiv (Cohere) 0.92 ↓ 3.16%
Arxiv (ChatGPT & Davinci) Arxiv (Davinci) 0.79 ↓ 16.84%
Arxiv (ChatGPT & Davinci) OUTFOX (ChatGPT) 0.60 ↓ 36.84%
Arxiv (ChatGPT & Davinci) IDMGSP (ChatGPT, Galactica) 0.53 ↓ 42.11%

OUTFOX (ChatGPT) OUTFOX (ChatGPT) 0.91 -
OUTFOX (ChatGPT) IDMGSP (ChatGPT, Galactica) 0.53 ↓ 41.76%

RoBERTa
Arxiv (ChatGPT & Davinci) Arxiv (ChatGPT) 0.99 -
Arxiv (ChatGPT & Davinci) IDMGSP (ChatGPT, Galactica) 0.33 ↓ 66.00%

GPT-Large
OPEN AI Detector GPT2 Generations 0.95 -
OPEN AI Detector IDMGSP (ChatGPT, Galactica) 0.80 ↓ 15.00%

Table 1: Comparison of in-domain and out-of-domain performance of detectors.

has focused on presenting datasets for MGT (e.g.,
Wang et al., 2024; Koike et al., 2024; Abdalla et al.,
2023) which typically contain human-written text
from a domain, and the outputs of LLMs prompted
to generate text conditioned on partial information
from the human-written text. For example, in one
segment of the dataset presented by Wang et al.
(2024), they use titles from arXiv papers to gener-
ate abstracts using five different LLMs to contrast
human-written abstracts.

3 Experiments

To evaluate classifiers for MGT detection, we use
three datasets, classifiers, and linguistic features for
analysis. In this section, we describe the artifacts
and features we use for our experiments.

3.1 Data

M4 The M4 dataset (Wang et al., 2024) consists
of human-written texts from several data sources,
including Wikipedia, Reddit, and arXiv in the En-
glish subset of the dataset. It pairs the human-
written texts with texts generated by several LLMs,
including text-davinci-003 (henceforth GPT-3.5),
GPT-4, and ChatGPT. For our experiments, we
used the abstracts generated for arXiv papers from
ChatGPT and GPT-3.5.

OutFox The OutFox dataset (Koike et al., 2024)
consists of 15,400 triplets of essay problem
statements, student-written essays, and machine-
generated essays. We use the human-written and
ChatGPT-generated essays for training and we use
the GPT-3.5-generated essays for testing.

IDMGSP The IDMGSP dataset (Abdalla et al.,
2023) contains 4,000 human-written and 4,000
machine-generated (SCIgen, GPT-2, ChatGPT, and

Galactica) scientific papers. In our work, we create
a test set of abstracts to evaluate our detectors.

3.2 Machine-Generated Text Classifiers
We evaluate neural and feature-based methods for
MGT detection. The neural methods rely on fine-
tuning LLMs, while the feature-based methods rely
on machine-generated features for MGT detection.

Neural Methods We fine-tuned two versions
of RoBERTa, a pre-trained encoder language
model (Liu et al., 2019), to predict whether a text
is human-written and machine-generated. Specifi-
cally, we use the OpenAI Detector, a RoBERTa-
Large detector released by OpenAI, trained on text
generated using GPT-2 (Radford et al., 2019), and
RoBERTa-M4, a RoBERTa-base model fine-tuned
on the M4 dataset following Solaiman et al. (2019)
and Wang et al. (2024), respectively.

Feature-Based Methods We followed Wang
et al. (2024) and used LR-GLTR, a logistic regres-
sion model trained on 14 features from Gehrmann
et al. (2019). This model uses two sets of fea-
tures: the number of tokens within the top-10, top-
100, top-1000, and 1000+ ranks from a language
model’s predicted probability distribution (4 fea-
tures); and the probability distribution for a given
word divided by the maximum probability for any
word in the same position over 10 bins ranging
from 0.0 to 1.0 (10 features). We train two in-
stances of this model: one on a subset of the M4
dataset, and the other on a subset of the OutFox
dataset.

3.3 Linguistic Features for Analysis
To perform our analysis, we examined writing
styles with emphasis on lexical composition and
readability.



Figure 1: F1-scores for the LR-GLTR classifier (trained on M4) for IDMGSP across different data segments. Colors
indicate machine-generated and human-written data. Dashed lines indicate the baseline performance for each class.

Lexical Composition Here, we first computed
the Part-of-Speech (POS) tags and we performed
named entity recognition using spaCy. Then, we
generated six features: The ratio of nouns, verbs,
adverbs, named entities, and objects (direct or
prepositional) to the total number of tokens in a
passage, and the average sentence length.

3.3.1 Readability Measure
Readability describes how easy a text is to read by
considering sentence length, syllable density and
word familiarity, to compute a readability score.1

The Flesch Reading Ease (FRE) score, used to mea-
sure readability, is calculated using the following
formula:

FRE = 206.835−1.015

(
TW

TS

)
−84.6

(
TSy

TW

)
where TW is the total number of words, TS is

the total number of sentences, and TSy is the total
number of syllables.

4 Analysis

Table 1 depicts performance drops for all models
and held-out evaluation datasets. In this section,

1https://readable.com/readability/

we examine some sources of classification error.

Impact of Surface From Linguistic Features
We would expect that a classifier that does not
overfit to linguistic surface form would be invari-
ant to changes in the ratio of our lexical composi-
tional features. However, considering Figure 1, we
find that the performance of the LR-GLTR model
across different surface form linguistic features in-
dicate that the model over-fits to the data (see also
Appendix B for further analysis). Indeed, only
for nouns, verbs, and adverbs do we see the ex-
pected pattern: The classification performance for
both classes follow the same pattern.2 Curiously,
for adverbs, we find that the classification per-
formance for both machine-generated and human-
written drops to (near) zero as the ratio of adverbs
increases.

For named entities, sentence lengths, and objects,
we find that as the performance for detecting MGT
increases, as performance for human-written text
drops. Collectively, these results suggest that the
model does over-fit to surface linguistic features,
rather than learning general patterns of machine-

2For nouns, only machine generated text exists for a ratio
of (0.58-0.86].

https://readable.com/readability/


Figure 2: Classification performance of LR-GLTR trained on arXiv and tested on OUTFOX (essays) based on
Flesch Reading Ease score.

generated, or human-written text.

4.1 Impact of Readability

Turning our attention to readability (see Figure 2),
we find that LR-GLTR has high accuracy for very
difficult passages, as it has very few classification
errors. However, the model’s ability to correctly
classify MGT decreases as the reading difficulty
decreases. In contrast, the classifier struggles to
correctly predict human-written texts that are easy,
often mistaking them for machine-generated.

4.2 Impact of Punctuation Marks

To investigate RoBERTa’s sizable performance
drop (see Table 1) on out-of-domain evaluation sets,
we use Shapley Additive Explanations (SHAP),
which quantifies the impact of a given feature on
a model’s performance. We find that punctuation
marks and whitespace (see Figure 3) are among
the most important features. The heavy reliance
on such features, and the associated out-of-domain
performance drop, indicates that the model may not
be learning general features of machine-generated
text, but rather that is overfitting to the training
dataset.

Across both RoBERTa and LR-GLTR models,
it appears that surface level features are highly in-
fluential for classifier performance. In turn, this
suggests that simple adversarial attacks such as
changing the ratio of nouns, adverbs, or changing
punctuation can render these models ineffective.

Figure 3: Feature importance for RoBERTa trained on
arxiv using SHAP values.

5 Conclusion

In this paper, we explored the limitations of sev-
eral classifiers for detecting machine-generated text
(MGT) by evaluating their sensitivity to stylistic
variations across different domains. Our findings
illustrate that classifiers are highly sensitive to cer-
tain linguistic features, i.e., the distribution of ad-
verbs, average sentence length, and readability of
the text. Moreover, we highlight the over-reliance
of classifiers on punctuation marks and whitespace.
Our results indicate that applying MGT detection
systems come with risks, particularly when applied
to simple writing, e.g., school assignments. We
therefore call for researchers and practitioners to
critically evaluate MGT detection systems with
data from the particular domain in which they are
to be applied, to avoid the potential negative conse-
quences of misclassification, in critical domains.



Limitations

Below are some of our main limitation pertaining
to availability of labelled data and the dynamic
nature of LLM generation:

• Dataset limitations: The datasets used in this
paper do not represent the full spectrum of po-
tential domains. This is caused by the limited
availability of labeled MGT data.

• Dynamic nature of LLMs: We assumed that
text generation by a given model are static.
However, LLMs are regularly updated and
may exhibit changes in their writing style and
coherence. However, such changes will typ-
ically cause detectors to fail beyond what is
described in this work, further emphasizing
the need for more careful data analysis.

Ethical Considerations

Our paper investigates the performance of models
for the detection of machine-generated text and em-
phasizes the careful testing and precise reporting
of the performance of such systems. This is partic-
ularly important, as our examined models struggle
on less complex texts, which can have downstream
impact if such systems are deployed in educational
settings. In light of our findings, we stress the
importance of critically evaluating systems for de-
tecting machine-generated text within the domains
a given model is to be deployed.
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• Adversarial attacks: The classifier’s over-
reliance on surface-level feature such as writ-
ing style, punctuation marks, and white space
makes it vulnerable to adversarial attacks. Ad-
versaries can intentionally alter these features
to cause misclassification.

• Bias and fairness: Over-fitting to a specific
writing style can lead to unfair misclassifica-
tion of subgroups with a specific writing style.

• New LLMs causing data drift: the writing
style and the fluency of MGT changes upon
the release of new models, which can cause
data drift, potentially rendering a classifier
in-effective.

• Domain shift sensitivity: The results above
indicate that although a classifier performs
well within the same domain, it may be sen-
sitive to domain shift. This sensitivity could
limit a classifier’s applicability and deploy-
ment in diverse settings.

B Lexical Diversity

B.1 Overview
Lexical diversity refers to the variety and the range
of different words used in a text, reflecting the
richness of the vocabulary used.

Hapax (Hapax Legomena) The number of
words that occur only once in a text. High hapax
counts indicate a wide vocabulary range.

Dihapax (Dis Legomena) The number of words
that occur exactly twice in a text. This also con-
tributes to understanding vocabulary richness.

B.2 Impact of Lexical Diversity
As shown in Figure 4, the classifier performs best
when detecting texts with a narrow vocabulary
range (low hapax) and specific repetition patterns
(high dihapax bins). It achieves high F1 scores
in Hapax Bins 0 and 1, particularly when paired
with Dihapax Bins 6 and 7. However, it struggles
with texts that have a rich and varied vocabulary
(high hapax) and certain combinations of repeated
words.

Figure 4: Heatmap of F1 scores for LR-GLTR trained
on arXiv (ChatGPT & Davinci) and tested on arXiv
(davinci) across different bins for hapax and dihapax
features.


