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Abstract

The rise of IT-dependent operations in modern organizations has heightened their vulnerability to cyberattacks. As a growing number
of organizations include smart, interconnected devices in their systems to automate their processes, the attack surface becomes much
bigger, and the complexity and frequency of attacks pose a significant threat. Consequently, organizations have been compelled
to seek innovative approaches to mitigate the menaces inherent in their infrastructure. In response, considerable research efforts
have been directed towards creating effective solutions for sharing Cyber Threat Intelligence (CTI). Current information-sharing
methods lack privacy safeguards, leaving organizations vulnerable to leaks of both proprietary and confidential data. To tackle this
problem, we designed a novel framework called SeCTIS (Secure Cyber Threat Intelligence Sharing), integrating Swarm Learning
and Blockchain technologies to enable businesses to collaborate, preserving the privacy of their CTI data. Moreover, our approach
provides a way to assess the data and model quality, and the trustworthiness of all the participants leveraging some validators through
Zero Knowledge Proofs. An extensive experimental campaign demonstrates our framework’s correctness and performance, and the
detailed attack model discusses its robustness against attacks in the context of data and model quality.

Keywords: Cyber Threat Intelligence, CTI Sharing, Swarm Learning, Federated Learning, Blockchain, Zero Knowledge Proof,
Internet of Things(IoT)

1. Introduction

With the advent of Industry 5.0, organizations tend to in-
clude smart technology in their systems with the objective of
delegating repetitive and time-consuming activities to support
devices, such as cobots or smart objects, and digital twins. As
a consequence, the attack surface and the potential harm to the
safety of cyber-physical systems is expanding exponentially [27].
In the event of a cyber incident, having access to timely and rele-
vant threat intelligence can greatly aid in reaction and mitigation
efforts. It can provide valuable context about the attacker’s Tac-
tics, Techniques, and Procedures (TTPs), helping organizations
prevent and remediate the incident more effectively.

In this context, Cyber Threat Intelligence (CTI, hereafter)
has emerged as a powerful tool to gain knowledge and insights
about cyber threats and adversaries. CTI refers to systematically
collecting, analyzing, and interpreting data related to vulnerabil-
ities, threat reports, and attack trends observed across various
sectors. CTI enables industries to understand the evolving threat
landscape better, anticipate potential cyberattacks proactively,
and carry out possible defenses [28].
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In the pervasive environment, connected smart objects and
sensors produce an enormous amount of CTI in multiple forms
and types. On the other hand, organizations cannot rely solely on
their internally generated CTI to protect themselves; they need to
benefit from the knowledge coming from external sources such
as network traffic, hacker forums, APT reports, technical blogs,
etc. CTI Sharing plays a crucial role in enabling organizations
to disseminate both raw and processed information. This helps
organizations access external threat intelligence and enhance
their collective ability to defend against cyber threats [22].

However, in practice, CTI Sharing is challenging due to a va-
riety of factors [33]. First, participants may not want to disclose
their identity to avoid damage to the organization’s reputation.
Unfortunately, this implies that if the source of certain data is
unknown, the credibility of shared information is harmed, and
trusting relationships among the participating entities cannot
be easily established. Another factor linked to entities’ trust-
worthiness that may discourage collaboration is the problem
of incomplete or false information. This can contaminate or
mislead the algorithms or the results of analysis. Furthermore,
not all organizations are inclined to invest additional resources
both for interoperability and to ensure that the shared CTI can
be automated and easily reusable by the participating entities.
Moreover, legal questions should be considered if the infor-
mation to be shared contains materials protected under data
protection and privacy law, antitrust law, or intellectual property
law. For instance, in Germany, IP addresses are considered per-
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sonal information; therefore, any disclosure of CTI including
them must comply with German privacy laws [11]. Instead, in
the UK, they can be freely shared. These legal and regulatory
obligations can pose a significant barrier to international busi-
ness cooperation. Although several solutions exist to provide
organizations with an environment for sharing and consuming
CTI [45, 23], they are not designed to assess the privacy and
trust of the participants [11].

We propose a novel framework Secure CTI Sharing (SeC-
TIS) to contribute to this setting. SeCTIS is an architecture that
allows organizations to share CTI data in a privacy-preserving
way. Our framework collaboratively trains Machine Learn-
ing (ML) models on CTI data and assesses both the quality
of data and models and the trustworthiness of all participants.
For this, SeCTIS integrates several technologies, such as Swarm
Learning (SL), Blockchain Smart Contracts, and Zero Knowl-
edge Proof mechanisms.

SL has been recently introduced [18] as a novel paradigm for
collaborative and privacy-preserving Machine Learning. Similar
to Federated Learning (FL), SL participants jointly train a global
model and update their local model contribution. Instead of
relying on a single aggregator, SL leverages a Blockchain to
coordinate the model aggregation and securely onboard mem-
bers. The aggregation of local model updates and the subsequent
alignment of the local nodes are handled in a decentralized man-
ner. In our framework, the different organizations represented by
Swarm Edge Nodes compose a Swarm Network. They aim to
collaboratively train a Global Model using their private CTI data
and build the Local Models independently without revealing
them to other participants. Only model parameters are shared
via the Swarm Network. In this way, data security and confiden-
tiality are preserved.

SeCTIS also includes some additional steps to assess the
quality of the employed CTI data and model and compute the
participants’ trustworthiness. For this, in each iteration, a set of
validators nodes is randomly selected among the participants
to verify the performance of all the local model updates before
their aggregation. To protect against malicious actions from
the validators, a Zero-Knowledge Proof (ZKP, hereafter) mecha-
nism is also employed. Finally, an elected Swarm Aggregator
computes the reputation score of all local models using validator
nodes and aggregates the parameter updates from the top-k local
models. Subsequently, the aggregated Global Model is uploaded
into IPFS and sent back to SL nodes to start the next iteration
and continue until convergence. Through this mechanism, the
quality of the model and the CTI data is assessed. SeCTIS also
evaluates the reputation of participating organizations during
the SL model training. Organizations’ reputation is estimated
by considering the quality of their contribution (local model
updates) during each SL iteration.

In summary, the main contributions of this paper, intended
to solve the major challenges in CTI Sharing, are as follows:

• Privacy-preserving CTI data sharing: Our framework
adopts an SL Network to generate a CTI Model in a dis-
tributed and collaborative way, guaranteeing organiza-
tions’ data confidentiality.

• Trust among participants and quality of CTI data:
SeCTIS provides a process based on validator nodes to
assess CTI data and model quality using reputation scores.
In addition, through the ZKP mechanism, validator activi-
ties can be verified.

• Interoperability and automation: SL provides a mid-
dleware that can manage heterogeneous data formats and
establish a unique methodology to be employed because
only model parameters are exchanged to train the deep
learning model.

• Legal liabilities: Keeping CTI data confidential may re-
duce legal risks concerning information disclosure, mak-
ing organizations more willing to participate in SL-sharing
schemes.

Our paper is organized as follows. Section 2 describes the
main works related to our approach. Section 3 delves into the de-
tails about CTI, Blockchain, Federated Learning, Swarm Learn-
ing, and Zero-Knowledge Proof concepts that are essential to
the understanding of our solution. Section 4 describes the main
components of our framework and the steps we performed to
secure CTI Sharing. In Section 5, we present our attack model,
demonstrating our approach as robust to possible attacks against
data and model quality. Section 6 deals with the experimental
campaign used to assess the performance of our solution, includ-
ing the setup, results, and possible limitations of our system. An
analysis of the security of validators’ operations through ZKP
is reported in Section 7. Section 8, instead, discusses some ex-
ample attack scenarios and analyze the behavior of our solution.
The performance impact of the inclusion of ZKP in our solution
is evaluated in Section 9. Finally, Section 10 concludes the work
and presents possible future directions.

2. Related Work

In this section, we describe the related systems currently
adopted to share CTI data and their characteristics.

Although lots of organizations still rely on informal means (i.e.,
phone calls or emails) for sharing CTI-related information, re-
cently, there has been a growing interest in dedicated platforms
to facilitate the automated or semi-automated sharing of CTI
data inside connected communities [46]. Threat Intelligence
Platforms (TIPs, hereafter) are specialized software that helps
industries collect and analyze real-time threat information from
various sources to support defensive tactics. While numerous
TIPs are available in the market, most are offered under commer-
cial licenses. For instance, VirusTotal1 is one of the leading CTI
service able to analyze suspicious files, domains, IPs, and URLs
to detect malware and other breaches, produce threat reports,
and automatically share them with the security community. An-
other similar open-source solution, known as MISP (Malware
Information Sharing Platform) [45], aims to gather, store, and
distribute cybersecurity IoCs and CTI reports, both within the

1https://www.virustotal.com
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security community and beyond. MISP offers a range of features,
such as an indicator database, automated correlation, sharing
capabilities, a user-friendly interface, and compatibility with
various data formats and standards.

The authors of [38] assess nine TIPs such as ThreatStream2,
ThreatQ3, ThreatConnect4, Open Threat Exchange (OTX)5, MISP,
IBM X-Force Exchange6, Falcon X Intelligence Crowdstrike7,
Collective Intelligence Framework (CIF)8, and Collaborative
Research into Threats (CRITs)9 by examining how they align
with the CTI life cycle. Their investigative case studies uncov-
ered that the current focus of these platforms, similar to the
ones described previously, is primarily on the pre-processing
and dissemination stages.

However, Jollès et al. [23] analyzed ThreatFox10, a free
platform for IoCs Sharing similar to VirusTotal and MISP. Their
findings revealed that building collaborative cybersecurity on an
established network of trust is a crucial dynamic for this kind of
platform.

A similar platform called ETIP (Enriched Threat Intelli-
gence Platform) [15] focuses on the collection and processing
of structured data sourced from external sources, encompassing
OSINT feeds, along with information originating from an orga-
nization’s network infrastructure. ETIP includes the following
components: (i) an input module responsible for the collection
and standardization of IoCs from OSINT feeds and the monitor-
ing infrastructure; (ii) an operational module, which produces
enriched IoCs and evaluates threat data using a threat score;
and (iii) an output module for the presentation of the outcomes
and their sharing with external entities to strengthen cybersecu-
rity defenses. This platform eliminates duplicate IoCs, creates
composed IoCs, and assigns a threat score to each IoC to help
Security Operations Center (SOC) analysts prioritize security
incident investigations.

Haque et al. [19] underline the significance of adopting an
automated strategy for sharing CTI while emphasizing the effec-
tiveness of Relationship-Based Access Control for facilitating
this sharing. Their approach aims to identify, generate, and dis-
seminate structured CTI and implement these concepts through
a prototype Automated Cyber Defense System in a cloud-based
environment. In response to the challenges related to trust in
the source and integrity of threat intelligence data, Preuveneers
et al. [35] improved the security framework TATIS [34]. Both
TATIS [34] and the framework in [19] guarantee that only au-
thorized individuals can access sensitive data when it is being
transferred between various threat intelligence systems. More-
over, in the proposal of [34], encryption is applied using the
Ciphertext-Policy Attribute-Based Encryption (CP-ABE) cryp-
tographic scheme to protect the shared data.

2https://api.threatstream.com/
3https://www.threatq.com/
4https://threatconnect.com/
5https://otx.alienvault.com/
6https://exchange.xforce.ibmcloud.com/
7https://go.crowdstrike.com/
8https://csirtgadgets.com/collective-intelligence-framework
9https://crits.github.io/

10https://threatfox.abuse.ch

Sharing CTI data can greatly improve IT security, but it faces
several challenges, such as expenses, risks, and legal require-
ments. To overcome these issues, Riesco et al. [36] proposed an
approach to encourage the sharing of CTI among various stake-
holders by leveraging blockchain technology and smart contracts.
Their research suggests creating a marketplace on the Ethereum
blockchain where participants can exchange CTI tokens as digi-
tal assets, thereby incentivizing sharing while addressing poten-
tial storage limitations and transaction costs. Menges et al. [30]
presented DEALER, a system promoting secure CTI sharing
by providing incentives and addressing compliance concerns.
Like our approach, DEALER relies on Blockchain technology
and an InterPlanetary File System (IPFS) distributed hash table.
It employs unbiased quality metrics for reputation assessment
and protects buyers and sellers through dispute resolution and
cryptocurrency rewards. However, the authors recommended
limiting the platform’s use to sharing noncritical data, as it may
not be suitable for sharing highly sensitive and critical CTI.
However, these studies [36, 30] do not employ Federated Learn-
ing. The BFLS [21] approach ensures the security of CTI data
sharing by combining FL for training threat detection models
and blockchain for decentralized aggregation. Specifically, the
consensus protocol of the blockchain is enhanced to filter and
select high-quality CTIs for participation in FL. Smart con-
tracts are utilized to automate the aggregation and updation of
models, ensuring efficient and secure CTI sharing. Sarhan et
al. [37] proposed a Hierarchical Blockchain-based Federated
Learning (HBFL) framework for collaborative IoT intrusion de-
tection. The framework ensures secure and privacy-preserved
collaboration by leveraging a permissioned blockchain and smart
contracts. Moulahi et al [31] used blockchain technology and FL
to safeguard data integrity and aggregation in detecting cyber-
threats within Vehicular Ad Hoc Networks (VANET) and Intel-
ligent Transportation Systems (ITS). Their approach involves
uploading vehicle-generated models onto a blockchain-based
smart contract for aggregation before returning them to the vehi-
cles.

Table 1 provides a summary analysis of the contributions
of the existing related works compared to ours. In this table,
the core features of SeCTIS are shown, demonstrating that, to
the best of our knowledge, a complete framework providing
secure CTI Sharing (in terms of data privacy, model quality,
and participants’ reputation) still does not exist in the present
literature.

3. Background

In this section, we delve into some useful basic concepts
to understand the framework described in our paper. In partic-
ular, we define the CTI scenario and the phases that compose
its lifecycle. Then, we illustrate the fundamental notions of
Blockchain. Moreover, we describe the main concepts related to
FL and Swarm Learning, their workflow, and such approaches’
principal differences and challenges. Finally, we provide details
about the Zero-Knowledge Proof and Zero-Knowledge Machine
Learning approaches. Table 2 summarizes the acronyms used in
the paper.
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Table 1: CTI Sharing Systems features
System Threat Detection CTI Sharing Data Privacy Model Quality Participant Reputation
VirusTotal ✓ ✓ - - -
MISP [45] ✓ ✓ - - -
ThreatFox ✓ ✓ - - -
ThreatStream ✓ ✓ - - -
ThreatQ ✓ ✓ - - -
ThreatConnect ✓ ✓ - - -
OTX ✓ ✓ - - -
IBM X-Force Exchange ✓ ✓ - - -
Falcon X Intelligence Crowdstrike ✓ ✓ - - -
CIF ✓ ✓ - - -
Collaborative CRITs ✓ ✓ - - -
Haque et al. [19] ✓ ✓ - - ✓
ETIP [15] ✓ ✓ - - -
DEALER[30] ✓ ✓ - ✓ -
TATIS [34] ✓ ✓ ✓ - ✓
Riesco et al. [36] ✓ ✓ - - -
BFLS [21] ✓ ✓ ✓ ✓ -
HBFL [37] ✓ ✓ ✓ - -
Moulahi et al [31] ✓ ✓ ✓ - -
SeCTIS ✓ ✓ ✓ ✓ ✓

Table 2: List of the acronyms used in the paper
Acronyms Description
CTI Cyber Threat Intelligence
EVM Ethereum Virtual Machine
FL Federated Learning
GM Global Model
IoT Internet of Things
IPFS InterPlanetary File System
LM Local Model
ML Machine Learning
SC Smart Contract
SL Swarm Learning
SMC Secure Multiparty Computation
TIP Threat Intelligence Platforms
TTP Tactic, Technique, and Procedure
ZKP Zero-Knowledge Proof

3.1. Cyber Threat Intelligence

With the term Cyber Threat Intelligence (CTI), we refer to
a set of data regarding security threats, threat actors, exploits,
malware, vulnerabilities, and indicators of compromises that can
help organizations, governments, and individuals in decision-
making for proactive cybersecurity defense [39, 42]. CTI data
is usually shared in a textual and unstructured form in several
online data sources, such as blogs, forums, Online Social Net-
works (OSNs, for short), or Dark Net Marketplaces. Hence, an
iterative process consisting of several phases should be followed
to provide valuable insights and transform raw data into action-
able intelligence. The main CTI phases can be grouped into six
stages [2], namely:

• Planning and Direction: phase identifies the main stake-
holders and defines the organization’s objectives, priori-
ties, and requirements.

• Data Collection: phase in which the data sources are
identified and CTI data, including IoCs, malware samples,
and network traffic logs, are collected through automated
tools and manual research.

• Data Processing: a phase that involves the transformation
and cleaning of raw data into a structured format.

• Analysis: phase in which patterns, trends, and potential
threats are identified.

• Dissemination: phase that consists of sharing data with
relevant stakeholders.

• Feedback: phase in which the effectiveness of the actions
taken and the overall intelligence process are considered
to refine and improve future iterations of the CTI lifecycle.

3.2. Blockchain

Blockchain technology refers to a decentralized solution
based on a distributed ledger mechanism. It records immutable
transactions across multiple parties to provide tamper resis-
tance and security without relying on any centralized trusted
third party. This technology has been originally conceptualized
as the underlying framework for Bitcoin, the first cryptocur-
rency, but its possible applications have developed far beyond
this initial scenario [8, 5, 4]. Transactions, as visible in Fig-
ure 1, are grouped into blocks and are the fundamental units of
a Blockchain. Each transaction represents the transfer of value
or digital assets from one participant to another.

-Hash: 6U8H7
-Previous Hash: 00000
-{Tx1,Tx2,Tx3,..,Txn}
-Timestamp
-Nonce

-Hash: 7H33G
-Previous Hash: P1D27
-{Tx1,Tx2,Tx3,..,Txn}
-Timestamp
-Nonce

-Hash: J90DG
-Previous Hash: 7H33G
-{Tx1,Tx2,Tx3,..,Txn}
-Timestamp
-Nonce

GENESIS BLOCK BLOCK i BLOCK i+1

Figure 1: Example of a Blockchain

Each block includes the transactions, the previous block’s
hash value, a timestamp, and a nonce (a random number for
verifying the hash). Due to the presence of a unique hash value,
once generated, the information within each block cannot be
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altered. This ensures the network’s immutability. In the first gen-
eration of Blockchain technology that handles cryptocurrencies,
whenever a new transaction is created, it undergoes validation
and verification through a consensus protocol carried out by
the miners. Miners generate a new block of transactions after
solving a mathematical puzzle called Proof of Work (PoW) and
then propagate that block to the network. Other nodes in the
network can validate the correctness of the generated block and
only build upon it if both the transactions included in a new
block and of the block itself are considered valid.

Ethereum11 has emerged as the second generation of Blockchain
to allow the building of complex distributed applications beyond
the cryptocurrencies through the development of Smart Con-
tracts. A smart contract is an executable code that automatically
runs and enforces the terms of an agreement once the specified
conditions are met [9]. After being deployed on the Blockchain,
the contract operates autonomously, and its code cannot be al-
tered. Usually, it is initiated by activating its constructor function
via a transaction submitted to the network. This constructor func-
tion is then executed, and the resulting smart contract code is
permanently stored on the Blockchain [26]. The execution of
the smart contract is validated by a consensus mechanism called
Proof of Stakes (PoS). Validator nodes who hold and “stake” a
certain amount of cryptocurrency are chosen in a deterministic
and pseudo-random way to create new blocks and validate trans-
actions based on the amount of cryptocurrency they own and are
willing to “stake” as collateral. Validators are incentivized by
earning transaction fees.

The following Blockchain categories can be defined [49]:

• Permissioned Blockchains usually entails a set of partic-
ipants who must obtain authorization to join the network,
perform transactions, and validate blocks. Transactions
are grouped, accessed, and verified by a designated group
of nodes instead of anonymous miners.

• Permissionless Blockchains allow anyone to join and
participate without demanding prior authorization. Trans-
action verification relies on the work of many anonymous
miners competing to solve a complex mathematical algo-
rithm for that block of transactions via a trial-and-error
approach.

• Private Blockchains are restricted to authorized partici-
pants. A single entity decides who can join the network
and has full authority over the blockchain’s management.

• Public Blockchain is an open and permissionless network
accessible to anyone. Control is shared among all partici-
pants through consensus mechanisms. Since transactions
are open to the public to verify, the risk of hacking and
data manipulation is low even if information privacy can
be menaced [49].

• Hybrid Blockchain integrates public and private Blockchain
elements.

11https://ethereum.org

• Consortium Blockchains, like Hybrid Blockchains, have
private and public features. Access to the network is
restricted to predetermined organizations or entities who
jointly control the network. Decisions require consensus
among the consortium participants.

3.3. Federated Learning and Swarm Learning
Both Federated Learning (FL) and Swarm Learning (SL)

are decentralized approaches to machine learning that enable
model training across distributed devices without the need to
centrally share raw data. Since data is not transferred and cen-
tralized, these two methods have advantages regarding privacy
preservation and network traffic reduction.

As for FL, the main actors of this protocol are C client
devices (or “workers”), owning sensitive data and running local
training on them; and a central server (or “aggregator”), that
organizes the whole FL process aggregating the local updates.
In particular, FL’s goal is to train a global model w by uploading
the weights of local models from workers {wi|i ∈ C} to the
parametric aggregator optimizing a loss function:

min
w

l(w) =
n∑

i=1

si

C
Li(wi) (1)

where Li(wi) = 1
si

∑
j∈Ii

l j(wi, xi) is the loss function, si is the
local data size of the i-th worker, and Ii identifies the set of data
indices with |Ii| = si, and x j is a data point.

As visible in Figure 2, the basic FL workflow consists in the
following phases [51]:

1. Model initialization: phase in which the aggregator or
server sets all the parameters useful for the global ML
model w to their initial status. Moreover, this step also
selects the random workers to be included in the process.

2. Local model training and upload: phase in which the
workers execute local training using their private data after
downloading the current global model. Then, each client
computes the model parameter updates and sends them
to the aggregator or server. The local training typically
implicates multiple iterations of gradient descent, back-
propagation, or other optimization methods to enhance the
local model’s performance. Specifically, at the t-iteration,
each client updates the global model with the contributions
coming from their datasets: wi

t ← wi
t − η

∂L(wt ,b)
∂wi

t
(where η

identify the learning rate and b is local batch).
3. Global model aggregation and updation: phase in which

the central aggregator collects and aggregates the model
parameter updates from all the workers, {wi|i ∈ C}. The
central server can employ different aggregation approaches
like averaging, weighted averaging, or Secure Multi-party
Computation (SMC) to combine the received updates from
each client.

The security and fault tolerance of FL have been increas-
ingly discussed because the central aggregator, keeping model
parameters, can be vulnerable to malicious attacks or system
failures [32, 3]. To address these problems, Swarm Learning
(SL) has been recently introduced [18].

5
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Figure 2: The Federated Learning workflow

As visible in Figure 3, SL exploits a Blockchain instead of
a central aggregator server to securely onboard members and
dynamically elect the leader. This allows for the performance of
DL to be extremely decentralized.

Moreover, it shares the model parameters via the Swarm
Network and builds the models independently on private data at
Swarm Edge Nodes, without the need for a central aggregator. In
the workflow of SL, a new edge node enrolls via a Blockchain
smart contract, obtains the model, and performs localized train-
ing until a given interval. Then, local model parameters are
exchanged between participants and combined to update the
global model before the next training round. A Swarm coor-
dinator can be elected randomly12 during each iteration and
is responsible for maintaining metadata like the model state,
training progress, and licenses without model parameters.

3.4. Zero-Knowledge Machine Learning

Zero-Knowledge Proof or Zero-Knowledge Protocol (ZKP,
hereafter) is a cryptographic protocol, originally presented in [14],
that enables one party (called the prover) to prove to another
party (called the verifier) that a piece of information is true
without disclosing the actual details of that statement (without
revealing any information beyond the statement’s validity).

The main features of the ZKP system include the following
properties [47]: (i) Completeness, which involves the fact that
if the statement is correct, the verifier will always accept it;
(ii) Soundness, which enforces the fact that if the statement is
incorrect, the verifier will always reject it; (iii) Zero Knowledge
means that no (malicious) verifier can get any extra information
from the proof, except the correctness of the statement defined
before.

12Due to deterministic characteristics of blockchains, randomization can be
achieved through third-party services such as Chainlink available for public
blockchain [24].

Swarm 
Network

Swarm Edge Node

Local 
Model 

Local 
Data 

Swarm Edge Node

Local 
Model 

Local 
Data 

Swarm Coordinator

Model 
parameters

Model 
parameters

Model 
parameters

Swarm Edge Node

Local 
Model 

Local 
Data 

Swarm Edge Node

Local 
Model 

Local 
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Model 
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 Blockchain

1) Model Initialization
2) Local model 
training and
upload

3) Global model 
aggregation 
and update

Figure 3: The Swarm Learning workflow

These properties make ZKP widely used in the context of Se-
cure Multiparty Computation (SMC), privacy and authentication.
Zero Knowledge Machine Learning (ZKML) is the application
of ZKP on ML models in which parameters and operations are
concealed from the verifier. The prover can demonstrate the
computational correctness of the ML models without disclosing
undesired information, promoting transparency and trust. The
potential application of ZK to ML could determine that a par-
ticular piece of content is produced by applying a specific ML
model to a given input [13]. Interestingly, ZKML allows users
to specify the desired information included in the proof, such as
model parameters, input, output, or none.

4. Proposed Approach

In this section, we present a general overview of our ap-
proach. The framework aims at secure CTI sharing, allowing
participants to train a Global Model (GM, hereafter) collabora-
tively without revealing confidential information. Furthermore,
our reputation approach provides an additional feature, indeed
a set of Validator nodes is in charge of evaluating the quality
of the local model contributions. The reputation mechanism
detects low-quality models and prevents them from joining the
aggregation. Moreover, the trustworthiness of Validator nodes
is assessed by Zero-Knowledge Proof in our strategy.

A general architecture of our solution is reported in Figure 4
with the following actors:

• Swarm Edge Nodes. These nodes represent different
organizations that are the basic participants of our frame-
work. They are both consumers and producers of shared
CTI information, holding private local data and training
the local model according to the SL mechanism. They are
also called “clients” or “workers” of the SL model.

• Validator Nodes. They are chosen among the Swarm
Nodes according to their computed reputation (see Sec-
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tion 4.3 for details on the selection strategy). They rank
all the local contributions based on reputation score for
each iteration to obtain a GM with the best performance.
Their trustworthiness is assessed via a mechanism based
on ZKP.

• Swarm Aggregator Node. A randomly selected node
is in charge of aggregating the best local models at each
iteration.

• IPFS. This distributed File System stores the Global Model
and the different Local Models for each iteration.

• Blockchain. It is employed to provide a distributed ledger
that stores the results of ZKP algorithms and transac-
tions. Moreover, it allows the execution of several Smart
Contracts, such as Coordinator SC and Verifier SC.
Coordinator SC contains the necessary functions to or-
chestrate the framework, like storing the verification con-
tract addresses for all the local models at each iteration. It
also maintains IPFS model addresses (for both the local
and global models), computes trust and reputation scores,
and keeps track of the iteration number. Verifier SC,
instead, receives the proof generated by the validator and
produces a response based on its validity.

In practice, our solution comprises three main steps, namely:

1. Local Models Training. In this phase, the SL training
iterations take place for each client.

2. Validators Verification. In this phase, for each iteration,
a ZKML algorithm is computed to verify the validators
and assess their trustworthiness.

3. Global Model Aggregation. In this step, the Global
Model is aggregated by a selected node. This Aggregator
ranks nodes according to a reputation score and aggregates
the top-k model.

In the following sections, we detail each phase of our frame-
work SeCTIS.

4.1. Local Models Training
This phase starts after the system setup and model initial-

ization step, in which the different organizations register to the
Blockchain and join the network.

For each iteration, the workers (i.e., the different organiza-
tions) download the Global Model from the IPFS. After that,
local training with the CTI private data can be conducted for ev-
ery client node. When the Local Model (LM) is computed, it is
uploaded to the IPFS by the corresponding node. Moreover, the
node submits the hash of the LM that identifies the model itself
to the Coordinator SC for the subsequent phases. Also, the
Verifier SC is deployed to the Blockchain, and its contract
address is submitted to the Coordinator SC.

In summary, the Local Model Training phase comprises the
following steps:

1. Download the Global Model from IPFS.
2. Execute local training using their private CTI data.

3. Upload the model into IPFS.
4. Submit the IPFS address (the hash) of their local models

to Coordinator SC.
5. Deploy the Verifier SC to the Blockchain.
6. Get the Verifier SC address.
7. Submit the Verifier SC address to Coordinator SC.

Figure 5 shows a sequence diagram of all the steps performed
during this first phase of the framework.

4.2. Validators Verification
In this phase, Validator nodes are in charge of testing all the

LMs and producing proof of their trustworthiness. At each itera-
tion of the framework, validators are chosen randomly among all
the participant nodes. They have to query the Coordinator SC

and get the hashes of all the LMs. This is to be tested and identify
them in the distributed filesystem and download them. After that,
they execute their test data on all the LMs to assess the quality of
these models. Since the validators can be malicious or malfunc-
tioning and their test data can be corrupted, an immutable proof
has to be run for each of them to assess the quality and trustwor-
thiness of these nodes. In particular, each validator generates a
Zero-Knowledge Proof containing: (i) a digest of the input data
batch, and (ii) a digest of the model weight. Through this proof,
we can assess that the validator’s behavior is equal for all the
clients. Specifically, this proof verifies that a given validator has
tested all the models with the same data points in the same order.
After the proof generation, for each tested model, the validator
submits these proofs to associated Verifier SC. Observe that
for each iteration, there is a Verifier SC for each participant
node. In summary, during this phase of the framework, each
validator node does the following steps for each iteration:

1. It queries the Coordinator SC and gets the hashes of all
the LMs to be tested.

2. It downloads all the LMs from the IPFS.
3. It executes its test data on LMs
4. It generates the ZKP.
5. It submits the proof along with its results (i.e., the outputs

of the tested models) to the a Verifier SC for each LM
update.

Figure 6 shows a sequence diagram of all the steps performed
in the second phase of SeCTIS.

4.3. Global Model Computation
During the last phase of our framework, a GM is computed

by aggregating the local model updates. However, a data quality
mechanism is applied to produce a GM that considers only
the best local contributions. To do this, as a first step, the
Coordinator SC randomly selects an Aggregator node among
all the participants. This node has to compute the LMs’ trust
and reputation scores for all the validators. Then, it submits all
these scores to the Coordinator SC. After that LMs are ranked
and the top-k models are aggregated. Finally, the aggregator
publishes the results in the Blockchain.

In summary, the final stage of our framework consists of the
following steps:
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1. An aggregator is randomly selected by the Coordinator
SC.

2. The Aggregator collects the outputs of validators for each
LM.

3. The Aggregator computes the trust and reputation scores
from the outputs that each validator has submitted.

4. It updates the trust and reputation values in Coordinator
SC.

5. A global rank of LM is computed.
6. The top-k LMs are used to update the GM.
7. The Aggregator publishes the results in the Blockchain.

Figure 7 shows a sequence diagram of all the steps performed
for the Aggregator selection and computation of the GM.

In the following, we define our trust and reputation model to
assess the trustworthiness of nodes. These metrics are useful to

Validator IPFS

download LMs

Blockchain

submit ZKP results to Verifier SC

for each
client

execute test on 
LM updates

generate ZKP

for each
iteration

get LM Hashes from Coordinator SC

Figure 6: Validators’ Verification Sequence Diagram

select the validator nodes for the subsequent iteration. Indeed,
If a participant’s reputation is damaged over a set number of
interactions, the organization they represent may be suspended
or even removed from the system. Hence, it can no longer be
selected as a validator or participate in the framework. The node
reputation is computed through the model trust scores for each
iteration and is defined as follows.

Given the set of local models {m1,m2, · · · ,mz}, let mi be the
ith local model. For each validator j, test results are deployed
into the Blockchain in the form of a n − tuple containing the
following information:

1. a digest of the employed test set TS j with size |TS j| = s,
2. a digest of the verified modelH(mi),
3. the output of the model for each data point in TS j.

The output of the ith model is a vector of probabilities
Pd

i [p1, p2, . . . , pn] for each data point d of TS j, where n is the
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number of possible classes. This vector contains the probabili-
ties that d belongs to each considered class (or label). The result
can be represented as follows:

< H(TS j),H(mi),Mn×s >

whereH is the hash function to compute the digest, andMn×s

is the matrix containing all the probabilities vectors returned by
the ith model for the data points of TS j.

To compute the trust score, we start by defining the average
error Pk

i j, where i is the ith model, j is the jth validator and k is
the iteration, according to the following equation:

Pk
i j =

∑
d∈TS j

∥Pd
i − P

d
c∥

|TS j|
(2)

where Pd
c is the centroid of the different output vectors produced

by all the local models for the data point d. In practice, we
consider each probability vector as coordinates of a point in an
Euclidean n-space. Hence, given a point d of the test set TS j

of j, we locate all the outputs produced by the available local
models on d in the Euclidean space and identify the most central
one as the reference centroid for d. Finally, ∥Pd

i − P
d
c∥ denotes

the distance between the output of the ith model for the data
point d and the related centroid. Higher values of Pk

i j mean that
the results of the ith model differ greatly from the average.

Now we define Pk
i as the average value of Pk

i j for each val-
idators, for the kth iteration and for the ith model, as:

Pk
i =

∑
j∈V Pi j

|V |
(3)

where V is the set of all validators, and |V | is its size.
The trust value for the ith model at the kth iteration can be

computed as:

T k
i = 1 − Pk

i (4)

Finally, the reputation score for the ith model at the kth itera-
tion is represented by the following equation:

Rk
i = (1 − α)Rk−1

i + αT k
i (5)

where α is a weight parameter ranging from [0,1]. The lower the
parameter α the higher the importance of past reputation scores
for the given node.

5. Attack Model

In our attack model, we focus on possible attacks to the
mechanism of assurance of data and model quality rather than
addressing common threats like poisoning attacks, backdoors,
or denial-of-service (DoS) in Swarm Learning, as discussed
in [10, 6].

We can identify two main phases in which data can be al-
tered in our framework, namely: (i) during the data collection
and (ii) during the labeling phases. As for the first case, the
different organizations usually gather data from IoT sensors or
custom applications. These sources can be compromised or mal-
functioning, and data can present errors, be incomplete, or be
false. Moreover, the labeling phase, since it has to be carried out
manually by some experts, can produce unintentional errors and
noisy labels [40]. In our attack model, the only type of malicious
attack to model and data quality we consider is label flipping at-
tack. The label flipping attack is a form of data poisoning where
an adversary intentionally mislabels data. This threat aims to
corrupting the model’s training data and potentially leading to
degraded performance or incorrect predictions [1] (see Section
6.2 for further detail on this attack).

Moreover, the validator nodes pose potential threats. There
is a risk of collusion between certain validators and Byzantine
clients [16] - clients containing noisy labels that can behave dif-
ferently. This collusion enhances the reputation of the Byzantine
clients while diminishing that of benign clients. In this attack
model, a malicious validator selects a set of verification data
tailored to a specific colluding malicious client, as explained in
Section 6.2.

To fortify our framework against this form of attacks, we
incorporate both the Zero-Knowledge Proof (ZKP) and a reputa-
tion mechanism designed to foster consensus among validators.
These approaches ensure that the behavior of validators remains
consistent across all clients. Additionally, this approach ensures
that each validator tests all models using the same data points
and in the same sequence, thereby maintaining the integrity of
the validation process and mitigating the risk of collusion.

Finally, by combining ZPK, Smart Contracts, and Blockchain
technologies, we can guarantee that SeCTIS is secure and can as-
sess the trustworthiness of all the participants of our framework.
Hence, classical attacks on trust and reputation systems (such as
Slandering, Whitewashing, or Sybil attacks [20]) are implicitly
solved by design.

6. Experimental Results

In this section, we discuss the experiments carried out to
assess the performance of our framework. Specifically, in Sec-
tion 6.1, we describe the dataset, the evaluation metrics, and the
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Figure 9: Attack Success Rate

environment used for our experiments. Section 6.2 is dedicated
to analyzing the findings and performance of our reputation
approach.

6.1. Testbed Description

In our experimentation, we have employed a testbed com-
prising elements of Swarm Learning, integrating both Federated
Learning and Blockchain technologies.

6.1.1. Dataset
Darknet traffic frequently encompasses communications linked

to malicious activities such as botnet, command and control, mal-
ware distribution, and phishing. Analyzing this traffic can help
organizations identify patterns and signatures of such malicious
activities and proactively defend them. Therefore, we conducted
our experiments utilizing the publicly accessible CIC-Darknet
2020 dataset by the Canadian Institute of Cybersecurity [17].
This dataset includes traffic from various categories: Non-Tor,
Non-VPN, Tor, and VPN. The dataset contains 93,356 Non-Tor
entries, 23,863 Non-VPN entries, 1,392 Tor entries, and 22,919
VPN entries. To conduct SL and evaluate the model, we parti-
tioned the traffic data into an 80 : 20 ratio, with 80% allocated
for collaborative training and the remaining 20% for testing. We
carried out our experiments under an Independent and Identi-
cally Distributed (IID) data distribution, i.e., the training data

is evenly divided among each client. The testing data is solely
employed for model evaluation purposes.

6.1.2. Evaluation Metrics
We employed various evaluation metrics to assess the impact

of the label-flipping attack and the performance of the proposed
framework. These metrics include:

• Model F1-score. Due to the imbalanced nature of our
dataset, we adopted the F1-score as a metric to evaluate
the model’s performance. The F1-score considers both
precisionP and recall R, and it is computed by Equation 6.

F1-score =
2 × P × R
P + R

(6)

where P is the ratio of true positive predictions to the
total predicted positives and R is the ratio of true positive
predictions to the total actual positives.

• Class Transition Misclassification Rate. The Class Tran-
sition Misclassification Rate (CTMR) measures the per-
centage of instances from the source class, s, that are
incorrectly classified as the target, t, class. CTMR is cal-
culated using the Equation 7. A higher CTMR indicates a
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greater proportion of instances were misclassified.

CTMR =

∑Ns
j=1[(y j == s) ∧ (ŷ j == t)]

Ns
(7)

where Ns is the total number of instances with the class
label s, y j is the true label of instance j, and ŷ j is the
predicted label of instance j.

• Source Recall. Source Recall measures the ability of the
model to correctly identify instances of a particular class
s. The decrease in recall for a specific class, s, indicates
that the attack has manipulated the model to misclassify
instances of that class. Equation 8 determines the recall
of particular class s.

Rs =
X

X + X̂
(8)

whereX =
∑Ns

j=1[(y j == s)∧ (ŷ j == s)]; X̂ =
∑Ns

j=1[(y j ==

s)∧(ŷ j , s)]; Ns is the total number of instances belonging
to class s, y j is the true label of instance j, and ŷ j is the
predicted label of instance j.

6.1.3. Environment Setup
The experiments were conducted on a Windows 11 Pro sys-

tem featuring an Intel Core i9 processor, 32 GB of RAM, and an
NVIDIA Quadro P2000 with 5 GB of GDDR5X memory. We
implemented the SeCTIS using the PyTorch framework. Addi-
tionally, the visualization of results was facilitated by employing
the Matplotlib library.

6.1.4. Model Settings
We implemented a Deep Neural Network (DNN) compris-

ing two hidden layers and one output layer. The first hidden
layer consists of 64 neurons, followed by a layer with 32 neu-
rons. These hidden layers employ the Rectified Linear Unit
(ReLU) activation function to introduce non-linearity. The out-
put layer, instead, is composed of neurons corresponding to the
four classes, with each neuron representing the likelihood of the
input belonging to a specific class.

We conducted Global Model training for 50 rounds, where
in each round, the organizations train their models for 5 local
epochs with a batch size of 32. Clients utilized the learning
rate of 0.01 with Stochastic Gradient Descent (SGD) and Cross-
entropy loss function for training their models.

6.2. Experimental Analysis of Reputation Model

The data collection and labeling phases of CTI generation
within the organization may unintentionally produce noisy la-
bels. This may potentially obstruct the collaborative learning
process. As stated in Section 5, we randomly flipped labels
to simulate instances of incorrect labels. These simulations in-
volved t% of the N participating organization acting as Byzantine
client.Additionally, to analyze how the noisy labels affect the
model’s performance, we conducted experiments where x% of
samples from specific classes were changed to another class.

We initially investigated the CTI model using a Swarm
Learning setup with network traffic data involving 10 partic-
ipating organizations. Our SL model for network traffic classifi-
cation yielded an F1-score of 0.928. Subsequently, we conducted
experiments with 10%, 20%, and 30% of the total participating
organizations as Byzantine clients. Since we have to assess
whether our reputation model could identify low-quality models,
we designated Byzantine nodes as fixed clients. For the scenario
with t = 10%, Client 5 was designated as the Byzantine client.
In the case of 20%, Clients 2 and 5 were chosen, while for the
30% setup, Clients 2, 5, and 8 were selected. For each scenario,
we also conducted experiments with different percentages of
label flipping from VPN class to NonVPN, where x ranges from
10% to 50%.

We analyzed the misclassification rate on the test set under
two cases: (i) when flipping is performed and (ii) when the SL
model is implemented with the reputation technique. Figure 8
illustrates the misclassification rates across three different sce-
narios: with one Byzantine client, two Byzantine clients, and
three Byzantine clients. In Figure 8(a), the horizontal dashed
line represents the SL model’s misclassification rate (with a
value of 8.8569) without any Byzantine clients. This indicates
that approximately 8.9% of the VPN data is misclassified to the
NonVPN class within the baseline model. However, the misclas-
sification rate increases for the model containing one Byzantine
client. Also, the misclassification rate rises proportionally with
the increased percentage of incorrect labels. Specifically, when
10% of VPN samples are changed to the NonVPN class, the mis-
classification rate increases to 9.77%. When 50% of VPN class
samples are flipped, the misclassification rate reaches 10.67% in
the test set. The results for two and three Byzantine clients follow
the same pattern as those for one Byzantine client. Figures 8(b),
8(c) depict a clear increase in the misclassification rate as the
number of Byzantine clients increases. For instance, when three
Byzantine clients are present in the SL training round, and 50%
of samples are changed to another class, the misclassification
rate reaches 13.05%.

To avoid the inclusion of low-quality models in aggregation,
we implemented SL and computed a reputation score for each
model using validators, as explained in Section 4.2. Within
this framework, we examined two scenarios. First, we assessed
the computation of the reputation score under the assumption
that all validators are honest within the SL system, even when
confronted with noisy labels. Subsequently, we examined the
performance of the reputation model when faced with dishonest
validators.

6.2.1. Scenario 1: Reputation model with noisy labels and hon-
est validators

In this, all the validators are honest, and each validator uses
the same data to evaluate different models, but different val-
idators use different validation data. Figure 10 illustrates the
reputation scores of 10 participating organizations in each round
of our GM training. In this Figure, Model 5, which is high-
lighted by a dashed line, represents the Byzantine client, while
the legitimate models are depicted in solid lines. Also, the five
different cases, corresponding to varying percentages of label

11



0 10 20 30 40 50
Global Round

0.60
0.65
0.70
0.75
0.80
0.85
0.90
0.95

Re
pu

ta
ti

on
 S

co
re

(a) 10% Flipped Data

0 10 20 30 40 50
Global Round

0.60
0.65
0.70
0.75
0.80
0.85
0.90
0.95

Re
pu

ta
ti

on
 S

co
re

(b) 20% Flipped Data

0 10 20 30 40 50
Global Round

0.60
0.65
0.70
0.75
0.80
0.85
0.90
0.95

Re
pu

ta
ti

on
 S

co
re

(c) 30% Flipped Data

0 10 20 30 40 50
Global Round

0.60
0.65
0.70
0.75
0.80
0.85
0.90
0.95

Re
pu

ta
ti

on
 S

co
re

(d) 40% Flipped Data

0 10 20 30 40 50
Global Round

0.60
0.65
0.70
0.75
0.80
0.85
0.90
0.95

Re
pu

ta
ti

on
 S

co
re

(e) 50% Flipped Data

Figure 10: Reputation scores of the model with 10% Byzantine clients. Byzantine clients(Model 5), highlighted in red, contrast with benign participants represented
in green.
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Figure 11: Reputation scores throughout rounds of swarm learning involving 20% Byzantine clients. Two Byzantine models(Model 2 and 5) are emphasized in red
variant colors, and legitimate participants are highlighted in green.

flipping, are presented in the subfigures. In the initial rounds
of SL training, the reputation scores are slightly lower than in
subsequent rounds. Specifically, the reputation score of Model 8
is notably low in the first few rounds. However, following the
reception of the aggregated model, Model 8 shows improvement,
with its reputation score steadily increasing. As the rounds of
SL progress, the models converge, and the reputation scores
appear to stabilize. This indicates minimal changes compared to
previous rounds. Furthermore, it is evident that the reputation
scores of Byzantine clients are consistently lower than those
of other clients. With an increase in the number of incorrect
labels, there is a noticeable divergence in the reputation scores
between legitimate clients and Byzantine clients. Particularly,
when 30%, 40%, and 50% of samples are flipped, a clear distinc-
tion emerges, showing the quality of legitimate clients. Similarly,
the scenario involving two Byzantine clients shows a similar
pattern to that of a single Byzantine client. From Figure 11, it is
evident that both Byzantine models (Model 2 and Model 5) have
lower reputation scores than others. Also, when 50% labels of
samples are altered, the reputation scores of Byzantine clients
range between 0.80 to 0.85, whereas others range from 0.90 to
0.95.

SL with three Byzantine clients also exhibits low reputa-
tion scores for those clients. Figure 12 depicts the reputation
scores of each model across multiple GM training rounds con-
taining three Byzantine clients. In this case, Models 2, 5, and
8 are identified as Byzantine, with their reputation scores no-
tably lower than others. The reputation score of Model 8 varies
depending on whether it behaves as Byzantine or not. Specif-
ically, with 50% of samples flipped, the reputation score of
Model 8 drops to approximately 0.85, whereas it is above 0.90
when not considered as a Byzantine node. Byzantine clients

will exhibit lower reputation scores than others for 10% and
20% flipping. However, the difference is insignificant due to the
limited number of label alterations. This indicates that in sce-
narios where organizations with a higher proportion of incorrect
labels exhibit comparatively lower reputation scores. So, based
on the reputation score, we opted to include only 70% of the
total participating organizations with high reputation scores for
aggregation.

The misclassification rate of SL with reputation, compared
to the model without reputation scheme, is illustrated in Figure 8.
Figures 8(a), 8(b), and 8(c) clearly demonstrate a reduction in
the misclassification rate when low-quality models are excluded
based on the reputation score. For instance, with three Byzantine
clients and 50% of label flipping, the misclassification rate re-
duced to 9.12% from 13.05%. As the reputation model excludes
low-quality models from aggregation, our SeCTIS framework
reduces misclassification rates. Achieving the same results as
FL without Byzantine clients becomes challenging. However, in
some cases, the misclassification rate reaches the baseline.

We also examined the recall of the VPN class under two
conditions: when the reputation scheme is not utilized and when
SL with reputation is applied, as depicted in Figure 9. In this
figure, the recall of the baseline model is denoted by a dashed
line, with a value of 88.4162. The presence of Byzantine clients
during collaborative learning will diminish the source recall; for
instance, with SL involving three Byzantine clients and 50% of
label alterations, the source recall drops to 84.36%. However,
with aggregation based on the reputation scheme, the recall
consistently improves across all scenarios, closely approaching
the performance of the baseline model. Specifically, when three
Byzantine clients are present, and 50% of the labels are flipped,
our SeCTIS framework enables a significant increase in the
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Figure 12: Reputation scores across communication rounds with a presence of 30% Byzantine clients. Three Byzantine models(Models 2, 5, and 8) are vivid in red,
while benign models are represented in green.

recall rate to 88.35%.
Our experimental findings show that integrating a reputa-

tion scheme into SL effectively reduces the impact of Byzantine
clients, leading to lower misclassification rates and improved
recall rates. Furthermore, this integration helps to identify and
exclude low-quality models during the GM aggregation. Thus
enhancing the overall performance and resilience of collabora-
tive learning.

6.2.2. Scenario 2: Reputation model with noisy labels and faulty
validators

We introduced faulty validators that collude with Byzantine
clients to evaluate our framework with dishonest validators. Our
implementation of a consensus mechanism is designed to ensure
fault tolerance and robustness in the face of these challenges.
This mechanism operates effectively as long as a majority of
the nodes remain honest and operational. For a system with N
nodes with f faulty nodes, the system ensures correctness if at
least 2 f + 1 nodes are honest and operational.

In our framework, we evaluated scenarios with a total of
10 validators, indicating that this configuration can withstand
up to three faulty validators. For this, we considered scenarios
with three faulty validators colluding with Byzantine clients.
We simulated the situation with one Byzantine client and three
faulty validators, specifically Validators 0, 1, and 5, colluding
with Byzantine Client 5 and holding Client 5’s noisy data. This
setup aims to improve the reputation score of Model 5 artificially.
However, since the majority of validators are honest, the overall
system can still identify Model 5 as low quality. The reputation
scores calculated in the presence of faulty validators are illus-
trated in Figure 13. When comparing Figures10 and 13, there is
no significant difference in the overall reputation scores of the
clients. This consistency is achieved with three faulty validators
as the system reaches a consensus on the correct state without
exceeding the tolerated threshold.

Similarly, we simulated scenarios with two Byzantine clients
and three Byzantine clients. With two Byzantine clients, Valida-
tors 0, 2, and 5 were faulty; Validators 0 and 5 colluded with
Byzantine Client 5, while Validator 2 colluded with Byzantine
Client 2. Validators 2, 5, and 8 were faulty in the three Byzantine
clients scenario and colluded with Byzantine Client 2, Byzantine
Client 5, and Byzantine Client 8, respectively. Our framework
exhibits the same behavior when there are two or three Byzantine
clients and three faulty validators. However, there are marginal

Table 3: List of Terms used in ZKP concept
Elliptic Curve Point A point on an elliptic curve
Commitment Cryptographic binding of data to a fixed value
KZG-commitments A polynomial commitment scheme used in ZKPs [25]
Poseidon Hash A cryptographic hash function used in ZKPs
Witness Data used to generate a zero-knowledge proof
SRS Structured Reference String [44]
Circuit A set of equality constraints for ZKP computations
EZKL Python library for zero-knowledge proof systems [12]
HALO2 A recursive Zero-Knowledge Proof protocol [50]
ZKSNARK A Zero Knowledge Proof System [7]

differences in the reputation scores when comparing scenarios
with no faulty validators to those with up to three validators. Our
framework demonstrates the same pattern as when all validators
are honest, as shown in Figures 11, 14 and 12, 15. In all cases,
our reputation model discards the Byzantine clients, even if the
system includes faulty validators. The experimental results show
that the framework can handle up to three faulty validators effec-
tively, ensuring reliable consensus and maintaining the system’s
integrity.

In our evaluation, our framework maintains safety and live-
liness, ensuring system integrity and responsiveness. Safety
mechanisms guarantee correctness and consistency, even when
faced with adversarial actions. Despite challenges posed by
Byzantine clients and colluding validators, the majority of hon-
est validators consistently identified and rejected malicious data
injections. For example, in the simulated scenario featuring
one Byzantine client and three faulty validators, attempts to ma-
nipulate the reputation score of Model 5 were thwarted by the
vigilance of honest validators.

7. Security Analysis of Validator Operations

We employed the EZKL library in our framework to imple-
ment and manage ZKPs [12]. EZKL is specifically designed to
facilitate efficient and secure proof generation and verification,
making it an integral component in ensuring the privacy and
integrity of our computational processes. This section details
how the underlying mechanisms upheld the security guarantees
using EZKL. In Subsections A, B, and C, we will provide a
high-level overview of the workflow EZKL in our solution.

7.1. Setup Phase
This is the initial phase which configures Zero Knowledge

solution. The objective of this phase is the generation of a key
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Figure 13: Reputation scores of the model with 10% Byzantine clients. Byzantine clients (Model 5), highlighted in red, contrast with benign participants represented
in green.
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Figure 14: Reputation scores throughout rounds of swarm learning involving 20% Byzantine clients. Two Byzantine models (Model 2 and 5) are emphasized in red
variant colors, and legitimate participants are highlighted in green.

pair, < proving key, veri f ication key >, and setting the circuit
as done in [41]. The key pair and circuit settings are used in the
proof generation and, subsequently, in the verification phases,
which are handled by the validators and the Verifier SC,
respectively. For this objective, based on the aforementioned
key pair and circuit setting, the federated learning clients build
an Ethereum Virtual Machine (EVM) verifier and deploy it to
the blockchain. In our solution, we inherit the functionalities of
the EZKL framework and use them to carry out the steps above.

The input to the setup phase includes:

• The local model in the ONNX format.

• The Structured Reference String (SRS) contains all the
information to generate and verify the proofs [29, 44]. In
our framework, we use a global SRS for all ZKP opera-
tions across all learner nodes. The SRS is stored in IPFS
and its address is available in the Coordinator SC.

The outputs of the setup phase are:

• The proving key used to generate the proof. This key
can either be provided to the validators by a trusted third
party or built through a Secure Multiparty Computation
performed by the involved organizations [41].

• The verification key. Verifier SC takes the proof sub-
mitted by the validator as input and uses this verification
key to asses whether the proof is valid or not. The verifica-
tion key is pre-embedded in Verifier SC smart contract
on the blockchain.

• The circuit settings. The circuit is created based on the
EZKL framework. Circuit settings include tolerance, in-

put scale, and lookup range. Tolerance defines the ac-
ceptable error margin in computations, while the input
scale specifies the scaling factor for input values. Lookup
range setting the range of values for lookup operations. By
changing these settings, we can fine-tune the performance
and accuracy of cryptographic computations.

7.2. Commitment Creation
Validators generate proofs using HALO2 and KZG commit-

ments. These commitments include the input data hash, model
hash, and public output. The hash is created using the Poseidon
hash function, with elliptic curve commitments facilitated by
EZKL.

The Structured Reference String (SRS) defined during the
Setup Phase includes a generator g and its powers based on a
secret scalar s. The SRS ensures the security of the commitments.
In our solution, we define the following commitments:

7.2.1. Input Data Commitment
This represents the input data x to the ONNX model used

by the validator. The dataset Poseidon hash is used to build the
commitment as follows:

C(PH(x)) = gPH(x) (9)

7.2.2. Model Commitment
Similarly, the commitment for the ONNX model, denoted as

M, is defined as follows:

C(PH(M)) = gPH(M) (10)

The model hash maps the commitment to the target ONNX
model.
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Figure 15: Reputation scores across communication rounds with a presence of 30% Byzantine clients. Three Byzantine models (Models 2, 5, and 8) are vivid in red,
while benign models are represented in green.

7.2.3. Public Output Commitment
The public output y, generated by running the model M on

its input data x, is committed as follows:

C(y) = gy (11)

These commitments bind the data to specific values while
keeping them hidden, except for the public model results.

In our solution, a dedicated verifier contract is in charge
of checking and detecting the correctness of the proofs sub-
mitted by validators. If an attacker attempts to alter the in-
put data, model, or public output, the resulting commitments
C(PH(x′)), C(PH(M′)), and C(y′) will be different from the
original C(PH(x)), C(PH(M)), and C(y). Due to the properties
of the hash function and the elliptic curve commitments, any
deviation will be detected by the verifier:

gPH(x′) , gPH(x), gPH(M′) , gPH(M), gy′ , gy

Also, to forge a valid proof using different points, an attacker
would need to find consistent polynomial evaluations for points
gPH(x′), gPH(M′), and gy′ that correspond to valid inputs. This
is equivalent to solving the polynomial evaluation problem at
secret points defined by the SRS, which is computationally in-
feasible. This ensures that any change in the inputs or attempts
to generate fake proofs will result in a detectable change in the
results, maintaining the binding property. The security of our
commitments relies on the computational infeasibility of deriv-
ing the secret s from the SRS. Additionally, the Poseidon hash
function ensures collision-resistance and preimage-resistance,
further securing the integrity of the commitments.

7.3. Proof Generation and Verification
After the generation of the commitments as explained in

Section 7.2, the proof can be generated and verified as follows.

7.3.1. Proof Generation
The generation of the proof leverages the proving key for

the validator generated during the setup phase. As mandated
in the HALO2 ZK-SNARK proof system, the prover (i.e., the
validator in our scenario) uses the proving key to generate a zero-
knowledge proof, namely π, which includes the commitments13.

13We do not report the details about the proof generation as they are part of the
basic HALO2 ZK-SNARK framework and, hence, not defined in our solution.

Table 4: Scenario 1
Valid Not valid

Data Hash cfbacc 0fbacc
Proof Bytes 0x10513eb. . . 0x10513eb. . .
Output 1 The constraint system is not satisfied

The proof demonstrates that the prover uses PH(x), PH(M), and
obtains y as output.

7.3.2. Verification of Proof
To validate the proof π returned by a validator, Verifier

SC uses the verification key to ensure the proof π correctly proves
knowledge of PH(x), PH(M), and obtained y, without having
access to execution details. This step ensures that the commit-
ments are valid under the HALO2 ZK-SNARK protocol used by
EZKL.

8. Validation Robustness against Example Attack Scenarios

As we stated before, our solution guarantees robust and se-
cure model validation through the use of zero-knowledge proofs.
In particular, such proofs certify that each validator has used
a defined set of input data, has tested target models, and has
generated specific outputs during its validation activity. To
demonstrate the efficacy of our solution, in this section, we fo-
cus on four possible attack strategies that are derived from the
attack model described in Section 5. In particular, we focus on
scenarios where the attacker controls some validator nodes and
tries to compromise their standard behavior. To achieve this ob-
jective, the attacker can try to exploit the following components:
(i) input data; (ii) secure parameters in the Proof; (iii) model
weights; iv public output.

Without losing generality, we focus on the case in which
the attacker controls a single validator, and we consider four
scenarios, namely Scenario 1, Scenario 2, Scenario 3 and Sce-
nario 4. In each scenario, the adversary focuses on one of the
above-mentioned components to forge the attack. The adver-
sary objective is to elude the Verifier SC so as to jeopardize
the estimated trust score for target models. This causes model
exclusion (resp., inclusion) in the subsequent aggregation step.

In Scenario 1, a malicious validator tries to deceive the
Verifier SC by exploiting different input data to generate the
public output for a target model. The rationale behind this
strategy is to penalize a target model by using special input data
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Table 5: Scenario 2
Valid Not valid

ECP 30, 189; . . . 40, 189; . . .
Output 1 The constraint system is not satisfied

Table 6: Scenario 3
Valid Not valid

Model Hash 96cbd4d3 06cbd4d3
Proof Bytes 0x10513eb. . . 0x10513eb. . .
Output 1 The constraint system is not satisfied

to validate it. As discussed in Section 7, changing the input
to the proof will generate a different commitment value (see
Equation 9. Therefore, our Verifier SC will return an error as
visible in Table 4.

In Scenario 2, a malicious validator tries to tamper with the
proof by changing the Elliptic Curve Points (ECP). However,
again, due to the properties of the ZKP Scheme and Hash Func-
tion, this action will generate different values with respect to the
content of the SRS, thus making the proof invalid. Therefore,
once again, the Verifier SC will return an error message as
visible in Table 5.

In Scenario 3, a malicious validator attempts to use a differ-
ent model to generate results. This action will cause the violation
of the Model Commitment (see Equation 10), which will hence
make the proof not valid. The output produced by the Verifier
SC is visible in Table 6.

Finally, in Scenario 4, a malicious validator tries to modify
the public output produced by the execution of a target model
before submitting it to the blockchain. However, because this
forged output is not generated by the given input data hash
and model, such modification would violate the Public Output
Commitment (see Equation 11), which will, hence, invalidate
the proof. In such a case, the Verifier SC will return the error
visible in Table 7.

9. Execution performance for ZKP operations

To provide insights about the execution time of the crypto-
graphic operations included in our EZKL-based solution, We
conducted a final experiment to measure the execution times
of even distinct actions from two key actors: Validators and
Learners. In particular, we focused on the following operations.

1. Calibration of input data. (Learner)
2. Circuit Compiling. (Learner)
3. Circuit Setup. (Learner)
4. Circuit Deployment on the blockchain.(Learner)
5. Witness File Generation. (Validator)
6. Proof Generation. (Validator)
7. Proof Verification on the blockchain. (Validator)

Table 7: Scenario 4
Valid Not valid

Public Output 0 1E + 63
Proof Bytes 0x1308d6f. . . 0x1308d6f. . .
Output 1 The constraint system is not satisfied

Table 8: Times taken for learner and validator operations
Operation Time (seconds)

Learner
Data Calibration 223.14s
Compile Circuit 0.0052s
Setup Circuit 72.89s
Deployment 12s

Validator
Witness Generation 0.39s
Prove 83.25s
Verify 12s

We ran this experiment by using our previously discussed
neural network on a 2021 Apple M1 Pro with 8 CPU cores
at 3200 MHz and 16 GB RAM. Our analysis found out that,
without considering ZKP operations, each client spent approxi-
mately 100 seconds for a global FL round, while each validator
spent around 95 seconds. Table 8 provides a comprehensive
breakdown of the time duration associated with the various op-
erations performed during the execution of ZKP processes by
both Learner and Validator entities. In particular, for Learner
operations, it shows that the most time-intensive task is data
calibration, requiring an average of 223.14 seconds. Conversely,
the compilation of the circuit demonstrates negligible duration,
taking merely 0.0052 seconds. Setting up the circuit follows as
the next significant operation, consuming an average of 72.89
seconds. The circuit is deployed, and the final operation is com-
pleted within an average time of 12 seconds. When it comes
to validator operations, witness generation is the quickest task,
requiring an average of 0.39 seconds. Conversely, the process of
proving is the most time-consuming operation, averaging 83.25
seconds, followed by the verification process, which takes an
average of 12 seconds.

We are also aware of other zero-knowledge protocols com-
monly adopted by researchers and developers, such as Orion and
Risc0 [48, 43]. According to the EZKL official GitHub repos-
itory, in which they compare different frameworks and their
benchmark results on various models, EZKL uses 63.95% less
memory than Orion and 99.14% less than RISC0. Additionally,
it is 2.92 times faster in proving compared to Orion and 77.29
times faster compared to RISC0.

Our implementation ensured that both privacy and efficiency
were upheld during the proof generation and verification pro-
cesses. Through a series of experiments, we validated the ef-
fectiveness of our framework while preventing any attempts by
dishonest provers to deceive the verifier. In cases where the
proof held true, honest provers were able to demonstrate its
truth to the verifier. Conversely, attempts by dishonest provers
to falsify proofs were effectively thwarted. The cryptographic
capability of EZKL’s underlying algorithms acted as a robust
safeguard against tampering and falsifying proofs, ensuring our
framework’s integrity and security. Furthermore, EZKL’s so-
phisticated cryptographic techniques obscured the underlying
data, preventing any leakage of additional information beyond
the truth of the statement during the verification process.

10. Conclusion

CTI Sharing provides businesses with access to CTI data
that ordinarily they may not have been able to obtain without
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collaboration with other organizations. This information can
be exploited to improve their overall security posture by using
the knowledge, experience, and capabilities of the participating
entities. This ensures that the detection and previous knowledge
of one organization becomes the future prevention of another
one. Unfortunately, most organizations are hesitant to share their
private CTI data for several reasons, such as the possible loss of
credibility, the lack of trust in other peer organizations, possible
risks in using external data that may be false or wrong, and strict
law regulations.

To provide a contribution in this setting, we propose a com-
plete framework called SeCTIS (Secure CTI Sharing) that aims
to tackle different challenges. Firstly, it performs a collaborative
training of ML models between different organizations through
a Swarm Learning approach. Furthermore, SeCTIS assesses
models and data quality through the use of validator nodes and
the Zero-Knowledge Proof, thus developing a robust reputation
Model to estimate the trustworthiness of all participants. To
evaluate our reputation model experimentally, we introduced
Byzantine clients with noisy labels and simulated such an at-
tack scenario. Our results show that integrating a reputation
scheme into Swarm Learning effectively mitigates the influence
of noisy labels. Moreover, this integration streamlines the identi-
fication and exclusion of low-quality models during aggregation,
thereby strengthening the collective performance and resilience
of collaborative learning.

To the best of our knowledge, our proposal is novel, and
SeCTIS is the first framework to provide complete assurance
of data confidentiality, Organization privacy, data, and model
quality, and the trustworthiness of participants.

As a limitation of our approach, we identify two main points.
First, our framework relies on the EZKL library to generate and
verify the required cryptographic proofs. This library allows
our framework to run on any blockchain compatible with the
Ethereum Virtual Machine (EVM). However, in the current most
diffused public blockchains, such as Ethereum, the use of such
technology leads to an increase in gas costs for the execution of
involved Smart Contracts. On the other hand, opting for a pri-
vate permissioned blockchain would require additional solutions
for basic operations included in our solution. For example, the
simple random selection of validators and aggregators among
available clients may become problematic due to the lack of
third-party services, such as Chainlink, that provide verifiable
random numbers. This would require the deployment of addi-
tional, possibly costly, solutions. As a second point, we showed
that secure operations included in EZKL require relatively high
execution times. For both the points above, we underlying that,
in our application context in which (even big) organizations
are involved, such limitations appear negligible. However, they
could become impacting if our solution should be extended to
other application contexts, such as scenarios in which Internet of
Things devices are directly exposed and involved in the learning
task.

In the future, we aim to improve our SeCTIS framework by
considering also Organization-Specific Threat Intelligence. In
particular, we want to help Security Operations Center (SoC)
analysts exchange and train ML models to suit a peculiar organi-

zation’s needs. As for the limitations mentioned above, we are
also planning to adapt and test our solution with newer layer 2
blockchains, like Arbitrum, Optimism, and Base, which could
allow us to enhance the obtainable performance.

Acknowledgments

This work was supported in part by the following projects:
(i) the HORIZON Europe Framework Programme partly sup-

ported this work through the project “OPTIMA - Organization
sPecific Threat Intelligence Mining and sharing” (101063107).

(ii) The PRIN 2022 Project “HOMEY: a Human-centric
IoE-based Framework for Supporting the Transition Towards
Industry 5.0” (code: 2022NX7WKE, CUP: F53D23004340006)
funded by the European Union - Next Generation EU.

(iii) The project SERICS (PE00000014) under the NRRP
MUR program funded by the EU - NGEU. Views and opinions
expressed are however those of the authors only and do not
necessarily reflect those of the European Union or the Italian
MUR. Neither the European Union nor the Italian MUR can be
held responsible for them.

References
[1] Mahdi Abrishami, Sajjad Dadkhah, Euclides Carlos Pinto Neto, Pulei

Xiong, Shahrear Iqbal, Suprio Ray, and Ali A Ghorbani. Classification
and analysis of adversarial machine learning attacks in iot: a label flip-
ping attack case study. In 2022 32nd Conference of Open Innovations
Association (FRUCT), pages 3–14. IEEE, 2022.

[2] Marco Arazzi, Dincy R Arikkat, Serena Nicolazzo, Antonino Nocera,
Mauro Conti, et al. Nlp-based techniques for cyber threat intelligence.
arXiv preprint arXiv:2311.08807, 2023.

[3] Marco Arazzi, Mauro Conti, Antonino Nocera, and Stjepan Picek. Turning
privacy-preserving mechanisms against federated learning. In Proceedings
of the 2023 ACM SIGSAC Conference on Computer and Communications
Security, pages 1482–1495, 2023.

[4] Marco Arazzi, Serena Nicolazzo, and Antonino Nocera. A fully privacy-
preserving solution for anomaly detection in iot using federated learning
and homomorphic encryption. Information Systems Frontiers, pages 1–24,
2023.

[5] Marco Arazzi, Serena Nicolazzo, and Antonino Nocera. A novel iot trust
model leveraging fully distributed behavioral fingerprinting and secure
delegation. Pervasive and Mobile Computing, page 101889, 2024.

[6] Ridhima Bector, Hang Xu, Abhay Aradhya, Chai Quek, and Zinovi Ra-
binovich. Poisoning the well: can we simultaneously attack a group of
learning agents? In Proceedings of the Thirty-Second International Joint
Conference on Artificial Intelligence, IJCAI-23, pages 3470–3478, 2023.

[7] Eli Ben-Sasson, Alessandro Chiesa, Eran Tromer, and Madars Virza. Suc-
cinct non-interactive zero knowledge for a von neumann architecture.
Technical Report, February 2019. Updated version.

[8] Nakamoto S Bitcoin. Bitcoin: A peer-to-peer electronic cash system, 2008.
[9] Vitalik Buterin et al. A next-generation smart contract and decentralized

application platform. white paper, 3(37):2–1, 2014.
[10] Kongyang Chen, Huaiyuan Zhang, Xiangyu Feng, Xiaoting Zhang, Bing

Mi, and Zhiping Jin. Backdoor attacks against distributed swarm learning.
ISA transactions, 141:59–72, 2023.

[11] Kealan Dunnett, Shantanu Pal, and Zahra Jadidi. Challenges and opportuni-
ties of blockchain for cyber threat intelligence sharing. Secure and Trusted
Cyber Physical Systems: Recent Approaches and Future Directions, pages
1–24, 2022.

17

http://arxiv.org/abs/2311.08807


[12] EZKL Documentation. Ezkl documentation. https://docs.ezkl.

xyz/, n.d. Accessed: 2024-06-10.
[13] Bianca-Mihaela Ganescu and Jonathan Passerat-Palmbach. Trust the

process: Zero-knowledge machine learning to enhance trust in generative
ai interactions. arXiv preprint arXiv:2402.06414, 2024.

[14] Shafi Goldwasser, Silvio Micali, and Chales Rackoff. The knowledge
complexity of interactive proof-systems. SIAM Journal on Computing,
18(1):186–208, 1989.
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