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ABSTRACT
Recent advancements in quantum computing, alongside success-

ful deployments of quantum communication, hold promises for

revolutionizing mobile networks. While Quantum Machine Learn-

ing (QML) presents opportunities, it contends with challenges like

noise in quantum devices and scalability. Furthermore, the high cost

of quantum communication constrains the practical application

of QML in real-world scenarios. This paper introduces a noise-

aware clustered quantum federated learning system that addresses

noise mitigation, limited quantum device capacity, and high quan-

tum communication costs in distributed QML. It employs noise

modelling and clustering to select devices with minimal noise and

distribute QML tasks efficiently. Using circuit partitioning to de-

ploy smaller models on low-noise devices and aggregating similar

devices, the system enhances distributed QML performance and

reduces communication costs. Leveraging circuit cutting, QML tech-

niques are more effective for smaller circuit sizes and fidelity. We

conduct experimental evaluations to assess the performance of the

proposed system. Additionally, we introduce a noisy dataset for

QML to demonstrate the impact of noise on proposed accuracy.

KEYWORDS
Distributed quantum computing, federated learning, quantum error

correction, quantum machine learning, quantum noise

1 INTRODUCTION
Quantum computing along with the successful deployment of quan-

tum communication promise to revolutionize mobile networks [1,

7, 9]. For example, in a smart city context, quantum computing

can process vast amounts of real-time data collected from various

sources such as traffic sensors, public transportation systems, and

weather forecasts. This data can be efficiently analyzed on quantum

devices to optimize traffic flow, reduce congestion, and enhance

overall urban mobility. Quantum Machine Learning (QML) is one

of the key areas in quantum research that is continuously growing

with the successful implementation of quantum counterparts [3, 9].

Near-term quantum devices are Noisy (i.e. Instability of quan-

tum states) and Intermediate Scale (i.e limited number of qubits)

Quantum device termed as NISQ-quantum computers. Quantum

noise is inevitable due to system-environment interaction and qubit

decoherence [20]. Small changes in temperature or stray electrical

or magnetic fields can disturb the state of qubits. Scalability is the

other challenge in quantum computing and increasing the capacity

directly without fault tolerance resulting more noise in the circuit

execution. Due to system capacity and noise, QML model training

on real hardware is limited to toy examples. The Quantum Error

Correction (QEC) can only be implemented by adding redundancy

which requires additional qubit resources. So, QEC is infeasible with

the limited capacity of NISQ-era devices. It would be better to adopt

an alternate solution, Quantum Error Mitigation (QEM). However,

QEM only attempts to produce accurate expectation values for an

observable. Other than noise scalability can be addressed using

distributed computing that can train a QML model by coherently

utilizing multiple quantum devices and quantum communication.

Centralized QML training suffers from additional issues of data pri-

vacy and communication overhead. Transferring quantum encoded

data and performing remote operations incurs huge communica-

tion overhead. In contrast, distributed setup has several advances

such as it will help in noise mitigation inherently due to circuit

partitioning.

Considering loosely coupled distributed systems and privacy

concerns, Quantum Federated Learning (QFL) comes out as a bet-

ter approach that ensures data privacy and communication ef-

ficiency [26] [34]. QFL enables collaborative learning across de-

centralized devices without sharing raw data in mobile networks

and mobile computing. Quantum devices quickly process the data,

thereby preserving privacy while still achieving accurate model

training. It is noteworthy that the cost of per-bit communication is

notably high in quantum communication. QFL also aids in reducing

data communication costs as it only requires training weights to

be transferred. Moreover, QFL is capable of providing better noise

mitigation due to the reduced circuit depth [18]. In the QFL sce-

nario, quantum-based authentication protocols can be employed

to verify the participant devices. QFL is assumed to be the viable

solution that can utilize the near-term NISQ devices for learning

deeper QML models to provide faster convergence, communication

efficiency, better accuracy and noise mitigation simultaneously.

This paper proposes aNoiseAwareClusteredQuantum Federated
Learning system, abbreviated as NAC-QFL system, that considers

noise as a key factor during device selection and communication

efficient clustering to effectively mitigate the noise and faster con-

vergence in a clustered federated. The NAC-QFL system outlines

a procedure for clustering devices for QFL, followed by a noise

modelling approach to identify devices with the least noise for

participation. Additionally, NAC-QFL partitions the QML model

to distribute tasks across clustered devices. This system addresses

noise mitigation in quantum devices, limited availability of qubit

devices, and high quantum communication costs. By employing

noise modelling methods, NAC-QFL reduces noise in QML and

improves distributed QML performance by running smaller models

on devices with better noise profiles. Leveraging circuit cutting,

QML techniques prove more effective for smaller circuit sizes. The

clustered architecture facilitates the aggregation of similar devices,

lowering the cost of distributed training. Furthermore, clustering re-

duces communication costs as not all devices need to communicate

directly with the aggregation server.

The rest of the paper is organized as follows: Section 2 discusses

the existing work focusing on NISQ-Quantum computers, quantum

noise, QML, and QFL. Section 3 provides the NAC-QFL system

ar
X

iv
:2

40
6.

14
23

6v
1 

 [
qu

an
t-

ph
] 

 2
0 

Ju
n 

20
24



Conference’17, July 2017, Washington, DC, USA Himanshu et al.

design, workflow and methodology. Section 4 provides the perfor-

mance evaluationwith results and finally, the conclusion is provided

in Section 5.

2 BACKGROUND
This section introduces existing work focusing on NISQ-Quantum

computers, quantum noise, QML, and QFL. It also presents the

motivation and major contributions of this work.

2.1 NISQ-Quantum Computer
Quantum computers rely on qubit implementation technology.

However, such implementations are unstable and remain in a valid

quantum state for only a limited time, known as coherence time. Var-

ious qubit implementation technologies, including superconduct-

ing qubits, neutral atoms, and trapped ions, yield diverse quantum

hardware [9]. Available hardware varies in architecture, topology,

capacity, and logic gates, which are crucial factors in evaluating

noise effects during circuit execution. Figure 1 demonstrates the

performance variation of due to topology, noise model, and qubit

capacity.

Transpilation. A quantum circuit, representing a quantum algo-

rithm, comprises logical qubits and quantum logic gates in an ab-

stract form. A transpiler serves as a tool to translate this abstract

circuit into one that is functionally equivalent for a designated

quantum computer. It optimizes the circuit to mitigate the impact

of noise, decoherence, and errors, while also introducing new gates

like swap gates for circuit transformation. However, transpilation

can result in increased circuit depth, potentially amplifying noise.

Hence, ensuring compatibility of gate sets becomes crucial for op-

timizing the performance of a quantum algorithm on hardware.

2.2 Quantum Noise
Quantum computers are highly susceptible to noise due to the in-

stability of qubits and environment interaction. The quantum noise

mainly comes from four major sources: i) Access interface- causes

system and environment interaction, ii) Undesired qubit-qubit inter-

action - causes unwanted mixed states, iii) Imperfect gates - causes

deviation from desired evolution, and iv) Leakage - causing deco-

herence [27]. The density matrix is used for the evolution of the

quantum state in the presence of noise [9]. Let 𝜌 is the initial qubit

state then effect of environment noise 𝜌𝑒𝑛𝑣 is described as

N(𝜌) = 𝑇𝑟env [𝑈 (𝜌 ⊕ 𝜌env)𝑈 †] . (1)

The operator sum representation of Eq. (1) is provided with the

help of 𝑛-pairs of Kraus operators ({𝐴𝑖 , 𝐴†𝑖 }
𝑛
𝑖=1

), i.e.,

N(𝜌) =
𝑛∑︁
𝑖=1

𝐴𝑖𝜌𝐴
†
𝑖
, (2)

where,

∑𝑛
𝑖=1𝐴𝑖𝐴

†
𝑖
= I, the identity matrix[20]. Pauli noise is defined

as the probability of happening of one of Pauli gates (X, Y, Z) after

a quantum operation is performed on a qubit, i.e.,

N𝑃𝑎𝑢𝑙𝑖𝑃 (𝜌) =
4∑︁
𝑖=1

𝐴𝑖𝜌𝐴
†
𝑖
, (3)

(a) 3-Qubit GHZ-IBM_Perth (b) 3-Qubit GHZ-OQC_Lucy
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Figure 1: Effect of device topology and noise model on the circuit
performance. Parts (a)-(b) show the effect of topology on three qubit
GHZ circuit. Part (c) shows the effect of a noise model for the same
topology seven-qubit IBM device. Part (d) shows the performance
variation of five-qubit GHZ performance in different capacity IBM
devices.

where 𝐴0 =

√︁
(1 − (𝑝𝑥 + 𝑝𝑦 + 𝑝𝑧)I, 𝐴1 =

√
𝑝𝑥𝜎𝑥 , 𝐴2 =

√
𝑝𝑦𝜎𝑦 and

𝐴3 =

√
𝑝𝑧𝜎𝑧 . The 𝜎𝑥 , 𝜎𝑦, 𝜎𝑧 represent Pauli-X,Y, Z matrix as 𝜎𝑥 =[

0 1

1 0

]
, 𝜎𝑦 =

[
0 −𝑖
𝑖 0

]
and 𝜎𝑧 =

[
1 0

0 −1

]
.

2.2.1 Noisy Quantum Channel. Noisy Quantum channels are used

to represent noise in quantum communication and quantum com-

puters. The behaviour of the noisy channel is shown in Figure 2,

where a channel coding method encodes/decodes the quantum in-

formation. Different noisy channels are described as follows:

Quantum
Information Encoder

 Quantum Channel

Decoder

 

Noise

Figure 2: Noisy Quantum Channel: Encoding quantum information and
transmitting it over a quantum communication channel which adds noise and
quantum information is recovered after decoding.

• Bit Flip Channel flips the qubit state from |0⟩ ↦→ |1⟩ (or vice-versa)
with 𝑝 probability given as

N𝐵𝐹𝑝 (𝜌) = (1 − 𝑝)𝜌 + 𝑝𝜎𝑥𝜌𝜎𝑥 , (4)

where, 0 ≤ 𝑝 ≤ 1 and 𝜎𝑥 is given in Eq. 3.

• Phase Flip channel flips the relative phase of qubit with proba-

bility 𝑝 is given as

N𝑃𝐹𝑝 (𝜌) = (1 − 𝑝)𝜌 + 𝑝𝜎𝑧𝜌𝜎𝑧 , (5)

where, 0 ≤ 𝑝 ≤ 1 and 𝜎𝑧 is given in Eq. 3.

• Depolarizing Channel applies all Pauli channels with equal proba-

bility 𝑝 is given as

N𝑑𝑒𝑝𝑜𝑝 (𝜌) = (1 − 3

4

𝑝)𝜌 + 𝑝
4

(𝜎𝑥𝜌𝜎𝑥 + 𝜎𝑦𝜌𝜎𝑦 + 𝜎𝑧𝜌𝜎𝑧), (6)
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where, 0 ≤ 𝑝 ≤ 1 and 𝜎𝑥 , 𝜎𝑦, 𝜎𝑧 is given in Eq. 3.

• Amplitude damping channel causes decoherence of qubit ex-
cited state due to continuous emission, i.e.,

N𝑑𝑎𝑚𝑝𝑝 (𝜌) = 𝐾0𝜌𝐾†
0
+ 𝐾1𝜌𝐾†

1
, (7)

where, 𝐾0 =

[
1 0

0

√
1 − 𝑝

]
, 𝐾1 =

[
0

√
𝑝

0 0

]
and 0 ≤ 𝑝 ≤ 1.

2.2.2 Quantum error mitigation. Quantum Error Mitigation (QEM)

techniques attempt to reduce the effect of quantum noise on the

performance of the quantum algorithm. Two QEM methods are

described as follows:

1. Probabilistic Error Correction (PEC): It attempts to effectively miti-

gate the noise by inverting a well-characterized noise [29]. It works

by estimating the noise in a quantum circuit and then using this

information to cancel out the noise from the output of the circuit.

For a noisy gate with unitary 𝑈 ′ = 𝑈 ◦ N first find a good ap-

proximation of N and then apply its inverse before the noisy gate

operation to get the noise-free gate as𝑈 = N−1𝑈 ′.
2. Zero noise extrapolation(ZNE): It is an effective and handy tech-

nique but excessively uses the existing quantum resources for noise

estimation [10]. It works by estimating the device noise on different

levels of a dimensionless parameter 0 ≤ 𝜆 ≤ 1, where 0 corresponds

to a noiseless behaviour and 1 is a perfect match with hardware

noise. The results are then extrapolated to find a noise-free be-

haviour of the circuit.

2.3 Quantum machine learning
The key advantage of Quantummachine learning (QML) algorithms

is the capability to represent complex structures that are not ef-

ficiently accessible with classical computers [3]. Parameterized

Quantum Circuit (PQC) is the basis of the QML models which

provide trainable circuits with the help of rotation gates.

Quantum Neural Network (QNN) is made up of three layers

input layer, trainable quantum layer and measurement layer [2].

The input layer (or encoding layer) converts input data into the

rotation angle of a predefined collection of rotation gates on qubits.

The trainable quantum layer is a collection of PQCs, each having

trainable parameters. Measurement layer that reads the output of

each qubit and maps the class output.

Distributed QML. Distributed QML can train larger models than the

capacity of individual devices by circuit cutting. In circuit cutting [5]

a large circuit is cut at some points to create sub-circuits that can be

executed on different devices. After the execution is completed the

circuit is reconstructed to get the results. It consists of three phases:

circuit cutting, execution and circuit reconstruction[22]. Cutting

a quantum circuit into sub-circuits with fewer qubit requirements

and after executing it on a quantum computer the reconstruction is

performed. Reconstruction is done by creating a merged probability

distribution for the original quantum circuit by performing repeated

measurements [24]. Circuit partitioning also increases the fidelity

by providing an inherited noise mitigation in smaller circuits. The

distributed QNN (DQNN) [14] can also be created using partitioned

feature encoding.

2.4 Quantum federated learning
Federated Learning (FL) [15] was initially proposed for training

an optimized central model by utilizing multi-node collaborative

training which should be communication optimized and preserve

data privacy. Localized training is performed on the edge devices

over their exclusive data and a central server aggregates the global

model. Further, it was extended in different IoT applications where

constraint devices [13] are participating in FL with the goal of max-

imum revenues. The concept is further extended to become more

inclusive by Yang et. al [33] as a general concept for all privacy-
preserving decentralized collaborative machine learning techniques.
Using this definition, QFL is designed for collaborative training of

QML models using quantum computers in a distributed manner.

Even though the QFL is a relatively new concept, it provides many

advantages such as collaborative training using a heterogeneous

set of devices, data privacy and communication efficiency. The

work done in the area of QFL shows that QFL is gaining significant

attention in the research community [12]. Recent works are ma-

jorly related to resource optimization, communication efficiency,

network security and framework design [6][31]. Initial proof of

concept works on QFL [26][31] shows the feasibility and advan-

tages. The authors in [35] proved that a non-IID problem exists in

QFL and provided a solution with better performance. Authors in

[19] have proposed an FT-QNN which consists of an edge QNN

and cloud QNN with quantum teleportation to provide resource

optimization in wireless communication. The authors in [30] sug-

gested that a ring topology for QFL is better than hub and spoke

topology. Privacy issues are handled in [11] with post-quantum

cryptography secure QFL and [28] using differential privacy.

2.5 Motivation and contributions
This work is motivated by the limitations highlighted in previous

subsections. The first limitation we observed is that quantum de-

vices are noisy and have limited capacity [27]. It is challenging to

execute large-scale QMLmodels on such noisy and limited-capacity

quantum devices [14]. Furthermore, QEC requires a large number

of redundant qubits which is not available in NISQ-era devices.

Existing QEM techniques aim to reduce the impact of quantum

noise. However, these techniques only attempt to produce accurate

expectation values for observable [29] and require high computa-

tional resources growing with the circuit size [10]. The next limita-

tion involves running QML on quantum devices requiring encoded

datasets. Communication of such encoded datasets is costly and

increases errors in existing quantum communication devices [4].

Finally, existing quantum federated learning approaches do not

consider the noise in quantum devices [12].

Contributions: The paper introduces NAC-QFL: Noise Aware
Clustered Quantum Federated Learning system. To the best of our

knowledge, this is the first work to simultaneously address noise

mitigation, limited quantum device capacity, and high quantum

communication costs. Along with this, the major contributions of

this work are as follows: The first contribution involves clustering

the quantum devices using the K-means algorithm, utilizing the

entanglement-assisted channel capacity as the distance metric. The

next contribution presents noise modelling methods and a proce-

dure for noise-aware device selection. Furthermore, we formulate

a noise-aware device selection problem and propose an algorithm
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Figure 3: Workflow for NAC-QFL system. Steps 1 and 2 are used for cluster creation and cluster head selection. Steps 3 - 5 are used for
noise-aware device selection phase. Step 6 initiates model distribution to the cluster heads. Steps 7 - 9 are for Distributed model training
within a cluster Step 10 is used for trained model upload to the central server and Step 11 used for cluster wise aggregation.

to solve it. Additionally, we introduce a noisy dataset for QML to

demonstrate the impact of noise on the proposed system accuracy.

We demonstrate that the problem is NP-complete and provide a

polynomial solution.

3 NAC-QFL SYSTEM
This section first provides the NAC-QFL system description, fol-

lowed by the workflow and methodology containing device clus-

tering, noise-aware device selection, and model training.

3.1 NAC-QFL system description and workflow
The NAC-QFL system consists of a QML modelM with quantum

circuit Q, that will be trained in the federated setup of a set of

𝑚 quantum devices D = {𝐷1, 𝐷2, ........𝐷𝑚}. The devices are parti-
tioned into a set of 𝑛 clusters C = {𝐶1,𝐶2, ........𝐶𝑛} based on spec-

ified similarity. The federated training is managed by the central

aggregation server S with responsibilities of global model distribu-

tion and aggregation. A cluster 𝐶𝑖 has a cluster head Cℎ𝑖 , which is

responsible for the device selection and distributed model training

within the cluster.

Figure 3 illustrates the NAC-QFL workflow, which shows the clus-

tering process (step- 1 ), cluster head selection (step- 2 ), noise

aware device selection (step- 3 - 5 ), model download (S → Cℎ𝑖 )(step-
6 ), model training within each cluster (step- 7 - 9 ), model upload

(Cℎ𝑖 → S)(step- 10 ) and cluster wise aggregation (step- 11 ). The

workflow can broadly be divided into three phases as i) Cluster

formation (§3.2), ii) Noise-aware device selection (§3.3), and iii)

NAC-QFL training (§3.3).

3.2 Clustering in NAC-QFL system.
The NAC-QFL system uses intra-cluster communication among

the devices of a cluster and the communication from the cluster

head to the central server. The aim of clustering is to group the

devices such that the communication cost is minimized. Let 𝐶𝑒 is

the entanglement-assisted channel capacity [4] and 𝑑𝑘 is the com-

munication distance between two devices. The distance metric to

used group devices in a cluster is given by a function 𝛿𝑘 = 𝑓 (𝑑𝑘 ,𝐶𝑒 ).
The NAC-QFL system uses the K-means clustering algorithm with

distance metric 𝛿𝑘 to form the clusters. Each cluster has a cluster

head equipped with classical computing resources, denoted as R,
required in circuit reconstruction. The cluster head selection metric

Ξ in NAC-QFL system is calculated as,

Ξ = 𝜆 ∗𝐶𝑒 + (1 − 𝜆) ∗ 𝑅 (8)

where 0 < 𝜆 < 1. A cluster head is elected with max Ξ among all

devices. Procedure 1 illustrates the above steps to form the clusters

in the NAC-QFL system. The input and the output of the procedure

are the lists of devices with the number of clusters and the cluster

set with cluster heads, respectively.

3.3 Selection of devices within a cluster
This subsection initially presents the noise modeling methods uti-

lized byNAC-QFL during quantumdevice selection. Next, it presents
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Procedure 1: Clustering in NAC-QFL system
Input: List of devices D = {𝐷1, 𝐷2, ........𝐷𝑚 }, Number of clusters 𝑛

Output: Cluster set C = {𝐶1,𝐶2, ........𝐶𝑛 }
1 Initialize: Randomly select 𝑛 devices as initial cluster centroids;

2 do
3 for each D𝑖 ∈ D do
4 calculate 𝛿𝑘 to each centroid of C𝑗 ;

/*𝛿𝑘 = 𝑓 (𝑑𝑘 ,𝐶𝑒 )*/
5 Add D𝑖 to C𝑗 with min 𝛿𝑘 ;

/*Update Cluster Centroids*/

6 for each cluster do
7 Update cluster centroid based on new mean;

8 set Flag = True /*flag indicates any update in centroid*/

9 while Flag=True or Max Iteration not completed;
/*Cluster-head Selection*/

10 for each𝐶𝑖 ∈ C do
11 for each 𝐷𝑖 ∈ 𝐶𝑖 do
12 calculate Ξ using Eq. 8

13 Cℎ𝑖←Device with max Ξ ;

14 return C;

the procedure for noise-aware device selection. Finally, it demon-

strates that this procedure can be executed in polynomial time.

3.3.1 Noise modelling for quantum device. Quantum device cali-

bration is utilized to characterize coherent noise, wherein gates

are calibrated and noise levels are estimated. Table 1 illustrates

different parameters related to gate error and qubits properties. The

NAC-QFL system utilizes these parameters for noise modelling in

devices, as they are updated after each calibration cycle. This noise

model offers estimates of aggregated noise based on calibration

parameters, aiding in approximating noise effects during circuit

execution.

Table 1: Calibration parameters for noise model.
Parameter Symbol Description
Thermal relaxation

time

𝑇1 time Time to loose excited state( |1⟩ ↦→ |0⟩)

Decoherence time 𝑇2 time Time in which qubit losses .

Single-qubit gate error 𝜉 (𝑔1 ) Errors due to faulty Pauli-X,Y,Z and H

gates.

Two-qubit gate error 𝜉 (𝑔2 ) Errors due to faulty CNOT gate

Readout error 𝜉 (𝜋 ) Inaccuracies in the state measurement.

State preparation er-

ror

𝜉 (s𝑝
0/1→1/0 ) Probability of getting a state other than

prepared such as measuring |1⟩ when |0⟩

Let 𝑇1𝑗 gives the relaxation time of 𝑗 th qubit and 𝑇2𝑗 gives the de-

phasing time of 𝑗 th qubit. The T
eff

give the aggregated value of

thermal relaxation time and decoherence time, i.e.,

T
eff

=

𝑚∑︁
𝑗

𝑇1𝑗 +
𝑚∑︁
𝑗

𝑇2𝑗 . (9)

The effective single qubit error is calculated as the sum of all single

qubits across all qubits, i.e.,

G1
err

=

𝑚∑︁
𝑗

∑︁
𝑖∈g1

𝜉 (𝑔𝑖𝑗 ), (10)

where g1 is the set of all available single qubit gates and 𝜉 (𝑔𝑖
𝑗
) is the

normalized error. Two-qubit gates are more noisy than single-qubit

gates and play a key role in deciding state fidelity. The effective

two-qubit error, denoted as G2
err

, is calculated as the sum of all two

qubits across all qubits, i.e.,

G2
err

=

𝑚∑︁
𝑘

𝑚∑︁
𝑗

∑︁
𝑖∈g2

𝜉 (𝑔𝑖
𝑗𝑘
), (11)

where g2 is the set of all available two qubit gates and 𝜉 (𝑔𝑖
𝑗𝑘
) is

the normalized error. The effective measurement error, denoted by

Π𝑒𝑟𝑟 , is the sum of measurement error for all qubits. Therefore,

Π𝑒𝑟𝑟 =
𝑚∑︁
𝑗

𝜉 (𝜋 𝑗 ), (12)

where 𝜋 𝑗 is the measurement error of the 𝑗 th qubit. The effective

state preparation error is the sum of state preparation error, 𝜉 (s𝑝
0/1)

and 𝜉 (s𝑝
1/0), for all qubits, i.e.,

𝑆
𝑝
err

=

𝑚∑︁
𝑗

𝜉 (s𝑝
0→1
) +

𝑚∑︁
𝑗

𝜉 (s𝑝
1→0
), (13)

where 𝜉 (s𝑝
1→0
) and 𝜉 (s𝑝

1→0
) state preparation error for prepare 0

measure 1 and prepare 1 measure 0 respectively.

NAC-QFL system considers the above parameters for estimating

the effective noise model, denoted as N
eff
, of a quantum device

𝐷𝑖 ∈ D with𝑚 number of qubits, therefore

N
eff

= 𝜔1 · Teff + 𝜔2 · G1err + 𝜔3 · G2err + 𝜔4 · Π𝑒𝑟𝑟 + 𝜔5 · 𝑆𝑝err, (14)

where 𝜔1, · · · , 𝜔5 are weights given to T
eff
, G1

err
, G2

err
, Π𝑒𝑟𝑟 , and

𝑆
𝑝
err

parameters, respectively.

3.3.2 Noise aware device selection problem. The NAC-QFL system

forms the cluster set C = {𝐶1,𝐶2, ........𝐶𝑛} using Procedure 1 and
estimates the noise of each device of a given cluster using the

proposed effective noise model N
eff
. Let a cluster 𝐶 𝑗 consist of

the device set D𝑗 , where 1 ≤ 𝑗 ≤ 𝑛. The estimated noise of the

devices of cluster 𝐶 𝑗 are denoted as N
eff
(𝐷𝑘 ), where 𝐷𝑘 ∈ D𝑗 .

Next, the NAC-QFL system arranges each device of the cluster 𝐶 𝑗
in increasing order of the noise to select the least noisy devices.

The selected devices are the least noisy and also satisfy the capacity

constraint of the quantum circuit. The set of𝑘 selected devices ofD𝑗
be denoted asD𝑠𝑒𝑙

𝑗
, whereD𝑠𝑒𝑙

𝑗
= {𝐷𝑠𝑒𝑙

𝑗1
, · · · , 𝐷𝑠𝑒𝑙

𝑗𝑘
} and 𝑘 = |D𝑠𝑒𝑙

𝑗
|.

Let N∗
eff

represent aggregated effective noise of selected devices of

𝐶 𝑗 cluster, Δ is the noise threshold, P𝑙𝑖𝑚 is data parallelization limit,

𝑑 is the dimension of a data-point in the dataset. Let 𝛿𝑖 be the weight

associated with each device and |𝐷 | is the device selection limit.

The capacity of a selected device𝐷𝑠𝑒𝑙
𝑗𝑖

of cluster𝐶 𝑗 and the required

capacity for the given QML modelM are denoted as 𝐶 (𝐷𝑠𝑒𝑙
𝑗𝑖
) and

𝐶 (M), respectively. The noise-aware device selection problem can
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be formulated as follows:

𝑀𝑖𝑛𝑖𝑚𝑖𝑧𝑒 N∗
eff
(D𝑗 ,M,Δ,P𝑙𝑖𝑚),

s.t. 𝐶 (M) ≤
𝑘∑︁
𝑖=1

𝐶 (𝐷𝑠𝑒𝑙𝑗𝑖 ),

𝑘∑︁
𝑖=1

𝛿𝑖 ∗ Neff (𝐷𝑠𝑒𝑙𝑗𝑖 ) ≤ Δ,

𝑑

|𝐷𝑠𝑒𝑙
𝑗
|
≤ P𝑙𝑖𝑚,

|𝐷𝑠𝑒𝑙𝑗 | ≤ |𝐷 |. (15)

Constraints of Eq. 15 illustrate as follows: The initial constraint

ensures that the combined capacity of selected devices meets the

required capacity of the QML model. Subsequently, a constraint

prohibits the selection of devices with noise levels exceeding a spec-

ified threshold. Another constraint restricts the selection of devices

with data exceeding a certain threshold. Lastly, constraint stipulates

that the number of selected devices must not exceed a predefined

threshold. Procedure 2 illustrates the solution of the above noise-

aware device selection problem. The input to the procedure is a

cluster C𝑗 with D𝑗 , the QML modelM and the output of the is the

set of the selected device D𝑠𝑒𝑙
𝑗

and average quantum volume [8]

𝜔 𝑗 . The procedure starts with sorting the devices based on their

effective noise model N
eff
. The procedure adds a new device to the

selected device list if satisfies the optimization criteria of Eq. 15.

Finally, it calculates the average quantum volume of the cluster and

returns it to the central server.

Procedure 2: Noise Aware Device Selection.
Input: QML modelM & with quantum circuit Q, a cluster𝐶 𝑗

Output: list of selected devices D𝑠𝑒𝑙
𝑗

, Average Quantum Volume 𝑤𝑗 ;

1 Initialize: D𝑠𝑒𝑙
𝑗
← 0 is initialized as an empty list

2 D′𝑗 ← sort(D); sort device list based on their noise model

3 for each device 𝐷𝑖 ∈ D
′
𝑗 do

4 if Adding 𝐷𝑖 minimizes N∗eff
5 under constraints given Eq. 15 then
6 add 𝐷𝑖 ← D𝑠𝑒𝑙

7 return 𝐷𝑠𝑒𝑙

/*average quantum volume calculation*/

8 𝑤𝑗 ←
∑

𝑑𝑖 ∈D𝑠𝑒𝑙𝑗
𝑤 (𝑑𝑖 )

return Selected Device List D𝑠𝑒𝑙
𝑗

, Average Quantum Volume 𝜔

Theorem 1. The noise-aware device selection problem from a given
pool of quantum devicesD to execute a circuit of required capacity is
an NP-complete problem.

Proof. The noise-aware device selection problem can bemapped

to the subset sum problem, which is known to be NP-complete. The

subset sum problem states that to identify a subset of positive in-

tegers from a given set whose sum falls within a specified range.

Similarly, the noise-aware device selection problem states that find

a subset D𝑠𝑒𝑙
𝑗
⊆ D𝑗 such that 𝐶 (M) ≤ ∑𝑘

𝑖=1𝐶 (𝐷𝑠𝑒𝑙𝑗𝑖 ) with other

given constraints. □

Corollary 1.1. The noise-aware device selection problem with
given data parallelization constant 𝑝 will become a polynomial prob-
lem with 𝑂 (𝑛𝑝 ).

Proof. In the subset sum optimization problem, where the sub-

set sizes are fixed, the problem can be solved in polynomial time

due to the reduced search space. Similarly, in the device selection

problem with a parallelization limit, the number of selected devices

is fixed by using the constraints (
𝑑

|𝐷𝑠𝑒𝑙
𝑗
| ≤ P𝑙𝑖𝑚 and |𝐷𝑠𝑒𝑙

𝑗
| ≤ |𝐷 |).

The device selection problem can be solved with 𝑂 (𝑛𝑝 ) polyno-
mial complexity, where 𝑝 = min{𝑝′, |𝐷 |} and 𝑝′ be the number of

selected devices that satisfy
𝑑

|𝐷𝑠𝑒𝑙
𝑗
| ≤ P𝑙𝑖𝑚 . □

3.4 NAC-QFL system to train QML model
The cluster head of each cluster in the NAC-QFL system intimates

about the selected devices to the central server. The central server

then initiates the training of the initial global QML model by dis-

tributing the model to the clusters. Each cluster trains the given

model using local data on the selected devices and returns it to the

central server. The central server aggregates the trained model and

distributes it to the clusters. The model training process repeats till

the convergence. The complete steps to train the QML model using

the NAC-QFL system are illustrated in Algorithm 1. The input to

the algorithm is a set of quantum devices which are grouped intoC
clusters, initial QML modelM0, and accuracy threshold and the

output is the trained QML modelM𝑓 . Each cluster head locally

trains the model in a distributed setup on the selected devices using

Procedure 3. After the distributed training is completed the cluster

head shares the trained model to the central server and the central

server aggregates the models received from all cluster heads. This

process is repeated by sharing the updated model with cluster heads

till the termination criteria are satisfied.

Algorithm 1: NAC-QFL: Quantum Federated learning
with clustering.
Input: Set of quantum devices D = {𝐷1, · · · , 𝐷𝑚 }, grouped into cluster

set C = {𝐶1, · · · ,𝐶𝑛 }, QML modelM with quantum circuit Q,
threshold Th, maximum communication rounds 𝜅

Output: Trained modelM𝑓 , on selected participants using NAC-QFL ;

1 do
2 Centralize Server S shares theM𝑖 to all cluster head Cℎ𝑖
3 for each cluster𝐶𝑘 ∈ C do

/*Participants selection for each cluster*/
4 Call Procedure 2 for participants selection.

/*Procedure for circuit cutting*/
5 Call Procedure 3 for circuit cutting in 𝑝 partitions

/*Distributed Model Training on selected device*/
6 for each device in D𝑠𝑒𝑙

𝑗
do

7 Train assigned model partition over shared local dataset

/*Circuit Reconstruction*/
8 Perform circuit reconstruction at each cluster head

/* Model Upload*/
9 Upload the trained modelM𝑖 to the central server S

10 for each cluster𝐶𝑖 ∈ 𝐶 do
/*Model Aggregation at central server*/

11 Obtain the model from each cluster aggregate using Eq. (16)

12 Send the Updated modelM𝑖+1 to all the clusters.

13 Test the performance ofM𝑖+1 on the testing dataset.

14 while (M𝑎𝑐𝑐 ≤ 𝑇ℎ & i ≤ 𝜅)
return Trained Aggregated modelM𝑓

3.4.1 Distributed QFL training. It consists of three key tasks: i). Cir-
cuit partitioning ii). Circuit reconstruction and iii). Model upload.

For distributed training the quantum circuit, is partitioned into sub-

circuits using Procedure 3 that can be trained on the shared dataset
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within the cluster. Procedure 3 requires a QML model, selected de-

vice list and partition type as input and provides the sub-circuit list

as output. It begins by checking if the selected device’s aggregated

capacity can execute the given circuit otherwise it will generate an

error. After that based on partition type, it partitions the given cir-

cuit and returns the sub-circuit. After that sub-circuits are merged

to reconstruct the quantum circuit and then the trained model is

uploaded to the central server for aggregation.

Procedure 3: Circuit partitioning
Input: QML modelM (corresponding circuit Q), list of selected devices

D𝑠𝑒𝑙 , partition type Ptype
Output: list of partitions P ;

1 Initialize: P ← 0, P is initialized as an empty list. ;

/* C(.) returns the qubit capacity of a circuit or device */;

2 if (C(Q) ≤ (
∑

C(D𝑠𝑒𝑙 ))) then
3 if (Ptype ← SYM) then
4 Perform symmetric partitioning to create partitions 𝑝𝑖 of Q,

P .𝑎𝑝𝑝𝑒𝑛𝑑 (𝑝𝑖 ) ;
5 else
6 Perform asymmetric partitioning to create partitions Q,

P .𝑎𝑝𝑝𝑒𝑛𝑑 (𝑝𝑖 ) ;
7 else
8 Partitioning error ;

/* Aggregated device capacity is not sufficient to execute the model */;

return Partition List P ;

3.4.2 Model aggregation. After sharing the global model the cen-

tral server waits till it receives the update from each cluster head.

After each communication round of NAC-QFL the trained models

received by the central server are aggregated using the quantum

version of FedAvg as given in Eq. (16)). Quantum volume[8] is a

single number metric calculated by the device performance over

the random circuits. Each cluster is assigned a weight𝑤 which is

calculated as the average quantum volume of selected devices.

Θ𝑆𝑖+1 =
∑︁
𝑘𝜖𝐾

𝑤𝑘 .Θ
𝑘
𝑖 , (16)

where Θ represents the trained parameters which are averaged

based on weights𝑤 assigned to every cluster.

4 PERFORMANCE EVALUATION
This section first describes the datasets used, the QMLmodel, the ex-

perimental setup and the evaluation criteria. After that, it provides

results and discussion for the NAC-QFL under different settings.

4.1 Datasets model and experimental setup
•Dataset: The MNIST handwritten dataset [17] is used for binary

classification and multi-class classification. PneumoniaMNIST (P-

MNIST), a chest X-ray dataset, is also used for experiments available

as a part of MedMNIST dataset[32]. We have also created a noisy

version of datasets
1
by adding noise to the existing dataset.

•QNN model: The QNN model is used for NAC-QFL training con-

sists of input-layer, cropping2D, average-pooling, flatten, tf.split,

quantum layer(encoding, training and measurement) and tf.concat.

•Software and libraries: To simulate the quantum device, we

have used the Qiskit [25] library which provides support for a vari-

ety of fake instances with noise models from qiskit_ibm_runtime.
1
https://sites.google.com/itbhu.ac.in/quan/home

fake_provider. The DQNN is implemented using Pennylane [23]

and Keras libraries. The quantum layers are converted to Keras

layers, tf.split is used to split the model and tf.concatenate is used
to merge the splited models. To implement the noise mitigation

mitiq [16], a python package is utilized as mitiq.zne for ZNE and

mitiq.pec for PEC.
•Hardware: The NSM-ParamShivay [21] supercomputer is used to

implement NAC-QFL. Each fake device instance and cluster head

are executed on an Intel Xeon skylake 6148 with 20-node processor

at 2.30 GHz, with 192 GB allocated DDR4 memory. Each cluster is

kept at a different compute node so that the communication with

the central server can be simulated. The central server is connected

to other nodes via 100 Gbps Mellanox infiband link which is used

to simulate the noisy quantum channels.

• Experimental setup The experiments are performed under five

different settings as follows: S1→ Single system - IBM_mumbai

(27-Qubit backend) on which a QNN is executed with and without

noise mitigation. S2→ Cluster C1 is used for running DQNN with

SYM partitioning with and without NA device selection. S3→ Clus-

ter C1 is used for running DQNN with ASYM partitioning with and

without NA device selection. S4→ Three clusters (C1, C2, C3) with
SYM partitioning in each cluster and Cluster QFL. S5→ Similar to

S4 with ASYM partitioning. The cluster configuration provided in

Table 3 includes the device pool and capacity.

• Evaluation strategy: The evaluation is designed to serve the

primary motive of testing NAC-QFL such as to improve the local

performance and global model generalization ability in the presence

of noise. To evaluate following strategies are utilized:

(1) Cluster performance: It estimates: how noise aware device se-
lection and noise mitigation performs in cluster-wise DQNN training?
(2) Global performance: It is the weighted average over cluster

performance and determines: Is cluster QFL is any better than indi-
vidual cluster and how it deviates from cluster performance?
(3) Noisy Dataset: Performance is evaluated for noisy dataset: how
the proposed model performs on noisy dataset?
(4) Noisy communication channel: Performance is evaluated

for noisy communication channel: how does the proposed model
perform when communication channels are noisy?

4.2 Results and discussion
We validate the performance of NAC-QFL by conducting a series

of experiments on different datasets, including MNIST-Bin/Full,

P-MNIST, MNIST-Bin/Full(N), and P-MNIST(N). Experiments are

performed under two device selection strategies Random-R and

Noise Aware-NA. We extend our evaluations to study the perfor-

mance of NAC-QFL over both noiseless and noisy communication

channels, thereby simulating real-world scenarios.

4.2.1 Cluster performance: Initially, we performed experiments

using localized DQNN training within a cluster. The results for the

MNIST-Full and P-MNIST training accuracy plots are shown in

Figure 4a- Figure 4d. Notably, the accuracy of DQNN(R) is recorded

at 85%, which lags behind DQNN(NA) at 90% in both S2 and S3 set-

tings. This is due to the fact that noise-aware selection prioritizes

devices with better noise parameters which reduces the impact

of system noise on model performance. It can also be seen that

DQNN(NA+ZNE) yields a smoother curve and faster convergence,

due to effective noise mitigation on the selected device. The testing
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Table 2: Average classification results (Accuracy for MNIST-Bin, MNIST-Full, P-MNIST, MNIST-Bin(N), P-MNIST(N) for testing. NA-Noise
Aware Device Selection, R-Random Device Selection; N-Noisy dataset with noisy label.

Setting Method MNIST-Bin MNIST-Full P-MNIST MNIST-Bin(N) MNIST-Full(N) P-MNIST(N)

S1
QNN 56.28 ± 0.45 48.86 ± 4.32 48.66 ± 3.47 41.24 ± 4.96 39.29 ± 4.72 40.29 ± 1.53

QNN(PEC) 78.46 ± 5.10 62.65 ± 5.64 52.50 ± 3.90 54.77 ± 2.98 48.03 ± 0.88 48.64 ± 0.46

QNN(ZNE) 82.35 ± 3.10 64.00 ± 3.64 54.95 ± 2.55 56.26 ± 1.2 51.82 ± 0.81 52.97 ± 0.67

S2

DQNN(R) 84.01 ± 4.20 85.65 ± 2.12 82.70 ± 3.10 80.34 ± 4.13 74.73 ± 3.76 70.53 ± 3.64

DQNN(NA) 84.45 ± 2.60 85.90 ± 2.43 84.25 ± 1.30 83.85 ± 3.82 75.81 ± 3.71 72.10 ± 2.49

DQNN(R+ZNE) 89.22 ± 4.80 90.50 ± 1.94 86.06 ± 1.10 85.38 ± 1.91 78.43 ± 1.63 75.50 ± 2.28

DQNN(NA+ZNE) 88.10 ± 3.20 87.22 ± 1.39 90.45 ± 0.30 85.29 ± 0.58 82.75 ± 0.84 84.97 ± 1.19

S3

DQNN(R) 82.33 ± 3.60 83.10 ± 3.64 81.50 ± 4.40 81.92 ± 4.73 78.36 ± 3.65 76.50 ± 2.84

DQNN(NA) 84.88 ± 3.50 83.29 ± 2.76 83.45 ± 3.18 81.67 ± 3.40 77.97 ± 2.48 78.93 ± 1.39

DQNN(R+ZNE) 88.10 ± 2.30 85.30 ± 2.08 84.43 ± 1.73 84.01 ± 1.58 80.50 ± 1.66 80.58 ± 1.31

DQNN(NA+ZNE) 88.02 ± 3.40 87.46 ± 0.98 90.15 ± 0.66 85.39 ± 0.32 81.25 ± 0.64 82.67 ± 0.86

S4

FedAvg(R) 90.83 ± 0.45 90.57 ± 2.32 88.65 ± 1.48 90.46 ± 1.47 77.33 ± 0.48 84.25 ± 1.85

FedAvg(NA) 94.75 ± 0.72 90.83 ± 1.34 88.31 ± 1.93 92.58 ± 0.26 79.64 ± 0.06 86.85 ± 1.57

FedAvg(NA+PEC) 96.32 ± 0.16 93.41 ± 0.58 91.27 ± 1.42 94.29 ± 0.79 81.49 ± 0.96 88.36 ± 0.96

FedAvg(NA+ZNE) 97.53 ± 0.82 94.82 ± 0.40 91.73 ± 0.71 94.65 ± 0.38 83.71 ± 0.11 90.49 ± 0.28

S5

FedAvg(R) 92.52 ± 0.89 91.64 ± 2.85 89.45 ± 1.37 90.03 ± 1.63 89.15 ± 1.85 86.41 ± 2.59

FedAvg(NA) 96.03 ± 0.91 92.42 ± 1.73 90.95 ± 1.03 93.27 ± 0.92 90.46 ± 0.24 88.59 ± 1.36

FedAvg(NA+PEC) 97.94 ± 0.04 94.01 ± 0.58 91.15 ± 1.85 95.84± 0.10 89.36 ± 0.03 89.26 ± 1.11

FedAvg(NA+ZNE) 98.02 ± 0.73 95.15 ± 0.64 92.19 ± 0.63 95.22 ± 0.16 90.49 ± 0.27 90.55 ± 0.85

Table 3: Cluster configuration.

Cluster-ID Devices-IBM_fakebackend

𝐶1 Oslo(5) Perth(5) Lagos(7)Melbourne(14) Mumbai(27) Hanoi(27)

𝐶2 Jakarta(5) Manila(5) London(5) Rueschlikon(16) Kolkata(27)

𝐶3 Lima(5) Narobi(5) Casablanca(7) Geneva(27) Algiers(27) Sydney(27)

accuracy presented in Table 2 for settings S2 and S3 further eluci-

dates the performance disparities. In the case of noise mitigation

techniques, DQNN(R) achieves 85% accuracy for MNIST-Full and

90% for P-MNIST. While comparing the effects of noise mitigation

for S1 setting, it becomes evident that these techniques are particu-

larly efficacious in DQNN, owing to their smaller circuit size.

■ Observations: Cluster performance is evaluated to verify the

advantages provided by the circuit cutting and noise-aware device

selection. It is observed that the noise-aware device selection pro-

vides better accuracy. Another key observation is that there is a

significant improvement in accuracy in training a model with and

without noise mitigation.

4.2.2 NAC-QFL performance: Subsequently, our experiments ex-

tended to the cluster-based QFL framework, utilizing settings S4

and S5. The accuracy plots are shown in Figure 4e-4h. While com-

paring the results of single-cluster configurations with NAC-QFL,

a notable improvement in performance is observed. Also, more

smooth curves are observed in the case of NAC-QFL due to the

averaging effect of NAC-QFL. Furthermore, as the communication

rounds increased, the higher accuracies are achieved faster as com-

pared to single clusters. The average accuracy results are shown

in Table 2 which shows the best accuracy achieved in the binary

classification with noise-aware device selection and asymmetric

partitioning as 98.75%. Comparing the Device selection strategy,

noise-aware device selection outperforms random device allocation

across different settings.

Table 4: Avg F1-score.
Setting Method MNIST-

Full
P-
MNIST

MNIST-
Full(N)

P-
MNIST(N)

S4 FedAvg(NA) 92.45 88.01 76.90 85.90

FedAvg(NA+ZNE) 94.10 91.20 82.82 89.95

S5 FedAvg(NA) 91.92 89.95 89.54 88.15

FedAvg(NA+ZNE) 95.05 91.90 90.00 90.15

Relying solely on accuracy may overlook important aspects of

model performance. So, we also evaluated the F1-score as shown in

Table 4. For instance, in the S4-FedAvg(R), the F1-score lag behind

accuracy, while improving notably in S4-FedAvg(NA). A similar

trend follows in the case of S5 setting. Notable results can be seen

for noisy datasets where the F1-score is significantly low in Fe-

dAvg(NA) in S4 and S5 settings but improved with noise mitigation.

Also if highly noisy devices are selected the F1-score degrades as

compared to noise-aware device selection.

■ Observations: The NAC-QFL is evaluated to verify the perfor-

mance of clustering and DQNN training over noise-aware device

selection. The effect of noise-aware device selection with ASYM

partitioning provides better performance due to the individual per-

formance of devices. The FedAvg aggregation extends the same

advantage to the global model performance.

4.2.3 Performance with number of cluster: To understand the

effect of varying number of clusters and NAC-QFL performance

we varied the number of clusters as 1,3,5,7. The results presented

in Figure 5 clearly show that by increasing the number of clusters

leads to a notable improvement in the overall accuracy of the global

model. In addition, the analysis reveals that higher numbers of

clusters facilitate achieving the same accuracy at a faster rate. The

experiments conducted on the MNIST-Bin and MNIST-Full datasets

demonstrate differing effects of the number of clusters. While the in-

fluence on MNIST-Bin is limited beyond three clusters, resulting in



NAC-QFL: Noise Aware ClusteredQuantum Federated Learning Conference’17, July 2017, Washington, DC, USA

40

50

60

70

80

90

100

0 5 10 15 20 25 30

MNIST-Full

A
c
c
u

ra
c
y

Epoch

D-QNN(R)
D-QNN(NA)

D-QNN(R+ZNE)
D-QNN(NA+ZNE)

(a) Single cluster SYM-Partition

40

50

60

70

80

90

100

0 5 10 15 20 25 30

MNIST-Full

A
c
c
u

ra
c
y

Epoch

D-QNN(R)
D-QNN(NA)

D-QNN(R+ZNE)
D-QNN(NA+ZNE)

(b) Single cluster ASYM-Partition

40

50

60

70

80

90

100

0 5 10 15 20 25 30

P-MNIST

A
c
c
u

ra
c
y

Epoch

D-QNN(R)
D-QNN(NA)

D-QNN(R+ZNE)
D-QNN(NA+ZNE)

(c) Single cluster SYM-Partition

40

50

60

70

80

90

100

0 5 10 15 20 25 30

P-MNIST

A
c
c
u

ra
c
y

Epoch

D-QNN(R)
D-QNN(NA)

D-QNN(R+ZNE)
D-QNN(NA+ZNE)

(d) Single cluster ASYM-Partition

40

50

60

70

80

90

100

0 5 10 15 20 25 30

MNIST-Full

A
c
c
u

ra
c
y

Communication Rounds

FedAvg(R)
FedAvg(NA)

FedAvg(NA+PEC)
FedAvg(NA+ZNE)

(e) FedAvg-SYM

40

50

60

70

80

90

100

0 5 10 15 20 25 30

MNIST-Full

A
c
c
u

ra
c
y

Communication Rounds

FedAvg(R)
FedAvg(NA)

FedAvg(NA+PEC)
FedAvg(NA+ZNE)

(f) FedAvg-ASYM

40

50

60

70

80

90

100

0 5 10 15 20 25 30

P-MNIST

A
c
c
u

ra
c
y

Communication Round

FedAvg(R)
FedAvg(NA)

FedAvg(NA+PEC)
FedAvg(NA+ZNE)

(g) FedAvg-SYM

40

50

60

70

80

90

100

0 5 10 15 20 25 30

P-MNIST

A
c
c
u

ra
c
y

Communication Rounds

FedAvg(R)
FedAvg(NA)

FedAvg(NA+PEC)
FedAvg(NA+ZNE)

(h) FedAvg-ASYM

Figure 4: Training accuracy results. Parts (a)-(d) are plots for the training accuracy for the single cluster performance. Parts (e)-(h) are average
testing accuracy for the QFL with the communication rounds

marginal accuracy improvements, the impact on MNIST-Full is no-

tably significant as accuracy improves from 95%(C=3) to 98%(C=7).

This result is due to the limited learning capacity in the case of

three clusters which fails to capture the complexities of a large

dataset. The results improved with five and seven clusters.

■ Observations: The primary observation is that increasing the

number of clusters not only increases the accuracy but also leads

to faster convergence.
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Figure 5: QFL performance with number of cluster varying from
C=1,3,5,7. Part (a) shows training accuracy plot with number of clus-
ters increased. Part (b) shows the accuracy values for different set-
tings.

4.2.4 Performance over the noisy datasets: In the presence of

noisy datasets, both cluster DQNN and QFL models exhibit de-

graded performance, as shown in Table 2 for the noisy versions

of MNIST and P-MNIST. Comparing the results with non-noisy

datasets, we observe a significant decrease in model accuracies

for MNIST-Full, ranging from 3% to 10% across different settings.

In S4, for instance, the accuracy of FedAvg(NA) on average drops

from 90% to 80%. Similar trends are shown in different settings also.

The primary reason behind the performance drop is the multiplica-

tive effect of system noise over noisy datasets. However, applying

noise mitigation techniques yields promising results. Specifically,

FedAvg(NA+ZNE) achieves around a 3% performance gain across

different settings, indicating a significant reduction in the impact

of noise. This observation underscores the potential of noise mit-

igation techniques to improve accuracy, even in the presence of

noisy datasets.

■ Observations: The presence of noise in the dataset leads to a

significant performance drop. However, this degradation is miti-

gated by utilizing noise-aware device selection and noise mitigation

techniques.

4.2.5 Noise Mitigation Analysis: The effectiveness of noise miti-

gation techniques in improving model accuracy is shown in Table 2

and Figure 4. For S1 setting, the performance of QNN forMNIST-Full

improves from 48% to 64% which is common for other scenarios. No-

tably, ZNE outperforms PEC despite being more resource-intensive.

This trend persists across other settings. In Figure 4, we observed

smoother curves across all settings where noise mitigation is used

compared to scenarios without noise mitigation. Moreover, intrigu-

ing findings arise in case of noisy datasets where the performance

improved by these noise mitigation techniques. The F1-score are

also improved as shown in Table 4.

■ Observations: In comparison to QNN, noise mitigation tech-

niques demonstrate greater effectiveness in DQNN since their ef-

fectiveness increases on smaller circuits.

Table 5: NAC-QFL performance with noisy communication

Noise
Channel

DataSet ↓
Intesity→ 0.01 0.05 0.10 0.25

BitFlip

MNIST-Bin 97.33 ± 0.6 96.22 ±0.4 92.05 ± 0.8 80.22±0.3
MNIST-Bin(N) 94.29 ±0.5 92.00± 0.2 88.22±0.5 68.44± 4.4

PhaseFlip

MNIST-Bin 94.26 ± 0.4 93.65 ± 0.3 90.35 ± 3.1 83.27 ± 4.3

MNIST-Bin(N) 92.97 ± 0.9 88.26 ± 1.4 87.65 ± 3.3 82.35 ± 4.1

Depolarizing

MNIST-Bin 96.87 ± 0.4 95.66 ± 0.5 87.37 ± 2.1 85.28 ± 0.3

MNIST-Bin(N) 94.54± 0.9 93.68 ± 0.7 89.60 ± 0.3 72.85 ± 3.1

Amplitude

Damping

MNIST-Bin 97.45 ± 1.1 94.74 ± 0.4 90.68 ± 1.8 87.47 ± 0.3

MNIST-Bin(N) 95.69± 0.9 92.39 ± 0.5 87.48 ± 0.3 72.35 ± 2.2
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4.2.6 QFL performance under noisy channel: Finally, we evalu-
ated our proposed QFLmodel under noisy communication channels.

We consider four noise communication channels as bit flip, phase

flip, depolarizing and amplitude damping (Eq. 4 - Eq. 7) with vary-

ing noise intensities as 0.01, 0.05, 0.1 and 0.25. The results presented

in Table 5 illustrate the impact of noise intensity on MNIST-Bin

and MNIST-Bin(N) for classification tasks. With bitflip noise, as

the intensity increases, accuracy decreases from 97% to 80% due to

information loss. Similar trends are observed with the other three

noise channels. In case of noisy datasets, a rapid decrease in ac-

curacy is observed from 94% to 68% in the case of a bitflip noisy

channel. Similar results are observed across other noisy channels

also. The boxplot shown in Figure 6 illustrates the variation of QFL

accuracy under various noise conditions as high fluctuations arise

due to the randomness of noise.

■ Observations: The primary observation is that quantum com-

munication noise adversely affects the performance of NAC-QFL,

with performance deteriorating as noise intensity increases. Addi-

tionally, in case of noisy datasets, the effect of noise multiplies and

performance degrades rapidly with increase in noise intensity.
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Figure 6:QFL performance over different noisy channels. The graph
shows the variation from noise factor varying from 0.01 to 0.25%

5 CONCLUSION
The paper introduced a clustered quantum federated learning sys-

tem for noisy quantum devices. It addresses the challenges of quan-

tum noise, limited device capacity, and high communication costs.

The system improved convergence through distributed task exe-

cution via circuit cutting and noise-aware device selection, and

effectively mitigating noise’s adverse impact on model accuracy.

Experiment results demonstrated faster convergence, comparable

performance, and reduced communication costs. We conclude that

noise-aware quantum federated learning optimizes near-term quan-

tum hardware utilization despite capacity, noise, and qubit deco-

herence limitations. Future research avenues include exploring

methods to enhance the robustness of quantum federated learning

systems against adversarial attacks and privacy breaches.

REFERENCES
[1] Furqan Ahmed and Petri Mähönen. 2021. Quantum Computing for Artificial

Intelligence Based Mobile Network Optimization. In 2021 IEEE 32nd Annual
International Symposium on Personal, Indoor and Mobile Radio Communications
(PIMRC). 1128–1133. https://doi.org/10.1109/PIMRC50174.2021.9569339

[2] Kerstin Beer, Dmytro Bondarenko, Terry Farrelly, Tobias J Osborne, Robert

Salzmann, Daniel Scheiermann, and Ramona Wolf. 2020. Training deep quantum

neural networks. Nature Communications 11 (2020), 808. Issue 1. https://doi.org/
10.1038/s41467-020-14454-2

[3] Jacob Biamonte, Peter Wittek, Nicola Pancotti, Patrick Rebentrost, NathanWiebe,

and Seth Lloyd. 2017. Quantum machine learning. Nature 549 (2017), 195–202.
Issue 7671. https://doi.org/10.1038/nature23474

[4] Garry Bowen. 2002. Entanglement required in achieving entanglement-assisted

channel capacities. Phys. Rev. A 66 (Nov 2002), 052313. Issue 5. https://doi.org/

10.1103/PhysRevA.66.052313

[5] Sergey Bravyi, Graeme Smith, and John A. Smolin. 2016. Trading Classical and

Quantum Computational Resources. Phys. Rev. X 6 (Jun 2016), 021043. Issue 2.

https://doi.org/10.1103/PhysRevX.6.021043

[6] Mahdi Chehimi and Walid Saad. 2022. Quantum Federated Learning with Quan-

tum Data. In ICASSP 2022 - IEEE International Conference on Acoustics, Speech
and Signal Processing (ICASSP). 8617–8621. https://doi.org/10.1109/ICASSP43922.

2022.9746622

[7] Soumaya Cherkaoui. 2023. Quantum Leap: Exploring the Potential of Quantum

Machine Learning for Communication Networks. In Proceedings of the Int’l ACM
Conference on Modeling Analysis and Simulation of Wireless and Mobile Systems (,
Montreal, Quebec, Canada,) (MSWiM ’23). Association for Computing Machinery,

New York, NY, USA, 5. https://doi.org/10.1145/3616388.3625543

[8] Andrew W. Cross, Lev S. Bishop, Sarah Sheldon, Paul D. Nation, and Jay M.

Gambetta. 2019. Validating quantum computers using randomized model circuits.

Phys. Rev. A 100 (Sep 2019), 032328. Issue 3. https://doi.org/10.1103/PhysRevA.

100.032328

[9] Ivan B Djordjevic. 2022. Quantum Communication, Quantum Networks, and
Quantum Sensing. Academic Press.

[10] T. Giurgica-Tiron, Y. Hindy, R. LaRose, A. Mari, and W. J. Zeng. 2020. Digital zero

noise extrapolation for quantum error mitigation. In 2020 IEEE International Con-
ference on Quantum Computing and Engineering (QCE). IEEE Computer Society,

Los Alamitos, CA, USA, 306–316. https://doi.org/10.1109/QCE49297.2020.00045

[11] Dev Gurung, Shiva Pokhrel, and Gang Li. 2023. Secure Communication model

for quantum federated learning: A proof of concept. In The Eleventh International
Conference on Learning Representations-Tiny Paper. https://openreview.net/

forum?id=xZGPLvRpf4N

[12] Dev Gurung, Shiva Raj Pokhrel, and Gang Li. 2023. Quantum Federated Learning:

Analysis, Design and Implementation Challenges. arXiv:2306.15708 [quant-ph]

[13] Ahmed Imteaj, Urmish Thakker, Shiqiang Wang, Jian Li, and M. Hadi Amini.

2022. A Survey on Federated Learning for Resource-Constrained IoT Devices.

IEEE Internet of Things Journal 9, 1 (2022), 1–24. https://doi.org/10.1109/JIOT.

2021.3095077

[14] Yoshiaki Kawase. 2024. Distributed quantum neural networks via partitioned

features encoding. Quantum Machine Intelligence 6, 1 (04 Mar 2024), 15. https:

//doi.org/10.1007/s42484-024-00153-4

[15] Jakub Konečný, H. Brendan McMahan, Daniel Ramage, and Peter Richtárik.

2016. Federated Optimization: Distributed Machine Learning for On-Device

Intelligence. CoRR abs/1610.02527 (2016). arXiv:1610.02527 http://arxiv.org/abs/

1610.02527

[16] Ryan LaRose, Andrea Mari, Sarah Kaiser, Peter J. Karalekas, Andre A. Alves, Piotr

Czarnik, Mohamed El Mandouh, Max H. Gordon, Yousef Hindy, Aaron Robertson,

Purva Thakre, Misty Wahl, Danny Samuel, Rahul Mistri, Maxime Tremblay, Nick

Gardner, Nathaniel T. Stemen, Nathan Shammah, and William J. Zeng. 2022.

Mitiq: A software package for error mitigation on noisy quantum computers.

Quantum 6 (Aug. 2022), 774. https://doi.org/10.22331/q-2022-08-11-774

[17] Yann LeCun. 1998. The MNIST database of handwritten digits. http://yann. lecun.
com/exdb/mnist/ (1998).

[18] Jeffrey Marshall, Filip Wudarski, Stuart Hadfield, and Tad Hogg. 2020. Charac-

terizing local noise in QAOA circuits. IOP SciNotes 1 (9 2020), 025208. Issue 2.
https://doi.org/10.1088/2633-1357/abb0d7

[19] Bhaskara Narottama and Soo Young Shin. 2023. Federated Quantum Neural

Network with Quantum Teleportation for Resource Optimization in Future Wire-

less Communication. IEEE Transactions on Vehicular Technology (2023), 1–16.

https://doi.org/10.1109/TVT.2023.3280459

[20] Michael A Nielsen and Isaac L Chuang. 2010. Quantum computation and quantum
information. Cambridge university press.

[21] PARAM Shivay. 2024. https://nsmindia.in/node/155

[22] Tianyi Peng, Aram W. Harrow, Maris Ozols, and Xiaodi Wu. 2020. Simulating

Large Quantum Circuits on a Small Quantum Computer. Phys. Rev. Lett. 125 (Oct
2020), 150504. Issue 15. https://doi.org/10.1103/PhysRevLett.125.150504

[23] Pennylane Documentation. 2024. https://docs.pennylane.ai/en/stable/

[24] Michael A Perlin, Zain H Saleem, Martin Suchara, and James C Osborn. 2021.

Quantum circuit cutting with maximum-likelihood tomography. npj Quantum
Information 7 (2021), 64. Issue 1. https://doi.org/10.1038/s41534-021-00390-6

[25] Qiskit. 2024. https://www.ibm.com/quantum/qiskit

[26] Chao Ren, Han Yu, Rudai Yan, Minrui Xu, Yuan Shen, Huihui Zhu, Dusit Niyato,

Zhao Yang Dong, and Leong Chuan Kwek. 2023. Towards Quantum Federated

Learning. arXiv preprint arXiv:2306.09912 (2023).
[27] Salonik Resch and Ulya R. Karpuzcu. 2021. Benchmarking Quantum Computers

and the Impact of Quantum Noise. ACM Comput. Surv. 54, 7, Article 142 (jul

2021), 35 pages. https://doi.org/10.1145/3464420

https://doi.org/10.1109/PIMRC50174.2021.9569339
https://doi.org/10.1038/s41467-020-14454-2
https://doi.org/10.1038/s41467-020-14454-2
https://doi.org/10.1038/nature23474
https://doi.org/10.1103/PhysRevA.66.052313
https://doi.org/10.1103/PhysRevA.66.052313
https://doi.org/10.1103/PhysRevX.6.021043
https://doi.org/10.1109/ICASSP43922.2022.9746622
https://doi.org/10.1109/ICASSP43922.2022.9746622
https://doi.org/10.1145/3616388.3625543
https://doi.org/10.1103/PhysRevA.100.032328
https://doi.org/10.1103/PhysRevA.100.032328
https://doi.org/10.1109/QCE49297.2020.00045
https://openreview.net/forum?id=xZGPLvRpf4N
https://openreview.net/forum?id=xZGPLvRpf4N
https://arxiv.org/abs/2306.15708
https://doi.org/10.1109/JIOT.2021.3095077
https://doi.org/10.1109/JIOT.2021.3095077
https://doi.org/10.1007/s42484-024-00153-4
https://doi.org/10.1007/s42484-024-00153-4
https://arxiv.org/abs/1610.02527
http://arxiv.org/abs/1610.02527
http://arxiv.org/abs/1610.02527
https://doi.org/10.22331/q-2022-08-11-774
https://doi.org/10.1088/2633-1357/abb0d7
https://doi.org/10.1109/TVT.2023.3280459
https://nsmindia.in/node/155
https://doi.org/10.1103/PhysRevLett.125.150504
https://docs.pennylane.ai/en/stable/
https://doi.org/10.1038/s41534-021-00390-6
https://www.ibm.com/quantum/qiskit
https://doi.org/10.1145/3464420


NAC-QFL: Noise Aware ClusteredQuantum Federated Learning Conference’17, July 2017, Washington, DC, USA

[28] Rod Rofougaran, Shinjae Yoo, Huan-Hsin Tseng, and Samuel Yen-Chi Chen. 2024.

Federated Quantum Machine Learning with Differential Privacy. In ICASSP 2024 -
IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP).
9811–9815. https://doi.org/10.1109/ICASSP48485.2024.10447155

[29] Kristan Temme, Sergey Bravyi, and Jay M. Gambetta. 2017. Error Mitigation for

Short-Depth Quantum Circuits. Phys. Rev. Lett. 119 (Nov 2017), 180509. Issue 18.

https://doi.org/10.1103/PhysRevLett.119.180509

[30] Tyler Wang, Huan-Hsin Tseng, and Shinjae Yoo. 2024. Quantum Federated

Learning with Quantum Networks. In ICASSP 2024 - IEEE International Conference
on Acoustics, Speech and Signal Processing (ICASSP). 13401–13405. https://doi.

org/10.1109/ICASSP48485.2024.10447516

[31] Qi Xia and Qun Li. 2021. QuantumFed: A Federated Learning Framework for

Collaborative Quantum Training. CoRR abs/2106.09109 (2021). arXiv:2106.09109

https://arxiv.org/abs/2106.09109

[32] Jiancheng Yang, Rui Shi, Donglai Wei, Zequan Liu, Lin Zhao, Bilian Ke, Hanspeter

Pfister, and Bingbing Ni. 2023. MedMNIST v2-A large-scale lightweight bench-

mark for 2D and 3D biomedical image classification. Scientific Data 10, 1 (2023),
41.

[33] Qiang Yang, Yang Liu, Tianjian Chen, and Yongxin Tong. 2019. FederatedMachine

Learning: Concept and Applications. ACM Trans. Intell. Syst. Technol. 10, 2, Article
12 (jan 2019), 19 pages. https://doi.org/10.1145/3298981

[34] Yichi Zhang, Chao Zhang, Cai Zhang, Lixin Fan, Bei Zeng, and Qiang Yang. 2023.

Federated Learning with Quantum Secure Aggregation. arXiv:2207.07444

[35] Haimeng Zhao. 2023. Non-IID quantum federated learning with one-shot com-

munication complexity. Quantum Machine Intelligence 5 (2023), 3. Issue 1.

https://doi.org/10.1007/s42484-022-00091-z

https://doi.org/10.1109/ICASSP48485.2024.10447155
https://doi.org/10.1103/PhysRevLett.119.180509
https://doi.org/10.1109/ICASSP48485.2024.10447516
https://doi.org/10.1109/ICASSP48485.2024.10447516
https://arxiv.org/abs/2106.09109
https://arxiv.org/abs/2106.09109
https://doi.org/10.1145/3298981
https://arxiv.org/abs/2207.07444
https://doi.org/10.1007/s42484-022-00091-z

	Abstract
	1 Introduction
	2 Background
	2.1 NISQ-Quantum Computer
	2.2 Quantum Noise
	2.3 Quantum machine learning
	2.4 Quantum federated learning
	2.5 Motivation and contributions

	3 NAC-QFL system
	3.1 NAC-QFL system description and workflow
	3.2 Clustering in NAC-QFL system.
	3.3 Selection of devices within a cluster
	3.4 NAC-QFL system to train QML model

	4 Performance evaluation
	4.1 Datasets model and experimental setup
	4.2 Results and discussion

	5 Conclusion
	References

