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Abstract

Large language model unlearning has gained
increasing attention due to its potential to miti-
gate security and privacy concerns. Current re-
search predominantly focuses on Instance-level
unlearning, specifically aiming at forgetting
predefined instances of sensitive content. How-
ever, a notable gap still exists in exploring the
deletion of complete entity-related information,
which is crucial in many real-world scenarios,
such as copyright protection. To this end, we
propose a novel task of Entity-level unlearning,
where the entity-related knowledge within the
target model is supposed to be entirely erased.
Given the challenge of practically accessing all
entity-related knowledge within a model, we
begin by simulating entity-level unlearning sce-
narios through fine-tuning models to introduce
pseudo entities. Following this, we develop
baseline methods inspired by trending unlearn-
ing techniques and conduct a detailed compari-
son of their effectiveness in this task. Extensive
experiments reveal that current unlearning algo-
rithms struggle to achieve effective entity-level
unlearning. Additionally, our analyses further
indicate that entity-related knowledge injected
through fine-tuning is more susceptible than
original entities from pre-training during un-
learning, highlighting the necessity for more
thorough pseudo-entity injection methods to
make them closer to pre-trained knowledge.

1 Introduction

Large Language Models (LLMs) (Achiam et al.,
2023; Touvron et al., 2023a,b; Meta, 2024) with ex-
tensive training corpora have achieved significant
success in knowledge-intensive tasks (Kamalloo
et al., 2023; Seegmiller et al., 2024). However,
undesirable data, like toxic information (Lu et al.,
2022), privacy content (Liu et al., 2024a) and copy-
righted texts (Karamolegkou et al., 2023) within
training data, raises security and legal concerns,
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Figure 1: Our formulated framework of LLM unlearn-
ing consists of two stages: (a) Forget Set Construction
and (b) Unlearning Execution. The knowledge en-
closed by the purple border represents the target set,
and the knowledge covered by the green background
represents the forget set.

hindering the practical application of LLMs (Yao
et al., 2024; Das et al., 2024). To tackle this, Ma-
chine Unlearning (Zhang et al., 2023; Lu et al.,
2024; Bhardwaj et al., 2024) has gradually adapted
to LLMs for their cost-efficiency. These refined
techniques, now known as "LLM Unlearning" (Yao
et al., 2023a; Liu et al., 2024b,c), can be highly ef-
fective in removing undesirable knowledge from
the model by applying post-hoc modifications.

Current research in LLM unlearning mainly fo-
cuses on instance-level unlearning tasks, which ad-
dress isolated facts like sensitive content (Li et al.,
2024; Zhang et al., 2024; Ji et al., 2024). However,
the deletion of entire entity has not been well ex-
plored, which acquired in many real-world scenar-
ios such as copyright protection (Eldan and Russi-
novich, 2024). To this end, we formally define a
novel task of Entity-level Unlearning, which aims
to remove an entity from the LLMs completely.
As Figure 1 depicts, we first formulate these two
tasks into a unified framework by dividing the LLM
unlearning task into two stages: Forget Set Con-
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struction and Unlearning Execution. The unified
goal is to remove the target set, representing the
undesirable knowledge expected to be forgotten
in the models. Specifically, in the forget set con-
struction stage, we create a forget set used by the
unlearning algorithm to eliminate the target set.
For instance-level unlearning, the target set com-
prises pieces of specific facts that can be directly
deleted by the unlearning algorithm as the forget
set. However, for entity-level unlearning, the tar-
get set encompasses all entity-related knowledge
within the target model, which is challenging to
obtain since the training corpora are often inacces-
sible, necessitating the construction of a forget set
for entity-level unlearning. During the unlearning
execution stage, specific unlearning algorithms are
applied to the target models to execute unlearning
using the constructed forget set.

In this work, to systematically analyze the entity-
level unlearning, we choose to simulate the en-
tity unlearning scenarios by fine-tuning the model
to inject pseudo entities, following previous work
TOFU (Maini et al., 2024), which fintunes the
LLMs on 200 fictitious authors. Then, we combine
the common knowledge extraction and unlearning
methods to build the baselines for the two stages
and conduct a comprehensive evaluation of these
baselines on the task. By comparing the perfor-
mance of different forget sets and various methods,
our experimental results demonstrate that: 1) Cur-
rent methods struggle to unlearn entity effectively.
These methods are only suitable for instance-level
unlearning scenarios where the forget set is pre-
defined but cannot transfer well to the entity-level
task. 2) Quality of forget set matters. The size
and knowledge coverage of forget sets significantly
impact unlearning results. Enhancing knowledge
extraction methods to obtain more comprehensive
forget sets can lead to more thorough unlearning. 3)
Additional constraints are beneficial. Introducing
additional constraints on a retain set, which is ex-
pected to be preserved, helps maintain the model’s
general capabilities. Our experiments show the
gradient descent method is more effective than the
Kullback-Leibler (KL) divergence constraint.

Additionally, we find that deleting the target en-
tity would significantly affect other pseudo entities
injected through fine-tuning. Comparing the origi-
nal entity knowledge from pre-training to that from
fine-tuning upon unlearning shows that fine-tuned
entity knowledge is more fragile. This suggests that
future research should explore more robust pseudo-

entity injection methods to resemble pre-training
knowledge better.

2 Related Work

2.1 Methods of LLM Unlearning

Machine unlearning (Cao and Yang, 2015) is a con-
ventional task, that has attracted rising attention
owing to its potential to address issues such as bias
(Yu et al., 2023), copyright (Eldan and Russinovich,
2024), privacy (Jang et al., 2022) and security (Bar-
rett et al., 2023) concerns in the era of LLMs (Liu
et al., 2024b; Yao et al., 2023a). Current unlearning
methods for LLMs (Cao and Yang, 2015; Yu et al.,
2023; Jang et al., 2022) focus on minimizing the im-
pact of undesirable training data while preserving
the integrity of other model knowledge based on the
Forget Set and Retain Set. Specifically, the methods
(Jang et al., 2022; Chen and Yang, 2023) apply Gra-
dient Ascent (GA) on the Forget Set to unlearn and
add additional auxiliary loss on the Retain Set akin
to gradient descent (Liu et al., 2022) and KL mini-
mization (Maini et al., 2024) to mitigate undesired
effects. On the other hand, drawing inspiration
from the alignment capabilities of reinforcement
learning from human feedback (RLHF) (Ouyang
et al., 2022; Bai et al., 2022), several researchers
adopt preference optimization methods to refine
model outputs, like Direct Policy Optimization
(DPO) (Rafailov et al., 2024) and Distributional
Dispreference Optimization (D2O) (Duan et al.,
2024). In addition, some researchers utilize model
editing methods (Yao et al., 2023b; Feng et al.,
2023) to remove sensitive information by adjust-
ing knowledge-related parameters (Wu et al., 2023;
Wang et al., 2024). However, it has been proven
that the deleted content can be reverse-engineered
from the edited model (Patil et al., 2023).

2.2 Evaluations of LLM Unlearning

Recent research has introduced several benchmarks
and tasks for LLM unlearning from various aspects
(Ji et al., 2024; Li et al., 2024; Maini et al., 2024;
Lynch et al., 2024; Jang et al., 2022). Among them,
Ji et al. (2024) constructed the BeaverTails dataset,
which includes question-answer pairs aimed at
achieving the safety alignment of LLMs. The
Weapons of Mass Destruction Proxy (WMDP)
benchmark (Li et al., 2024) specifically targets
dangerous knowledge in biosecurity, cybersecurity,
and chemical security. While these task settings pri-
marily address the forgetting of explicit instances,



but pay less attention to entity-level unlearning,
which involves completely forgetting an entity. No-
tably, Eldan and Russinovich (2024) explored a
particular task to unlearn the entity "Harry Potter",
but it is proven that the knowledge is not entirely
erased from the unlearned model (Shi et al., 2023).
Maini et al. (2024) presented TOFU consisting of
200 fictitious author profiles to assess unlearning
methods from the perspectives of Model Utility
and Forget Quality. However, this benchmark only
focused on ideal scenarios with exact forget sets.
To sum up, there is a notable absence of systematic
analysis and evaluation for entity-level unlearning,
which has strong practical application.

3 Entity-level Unlearning

3.1 Task Definition
The objective of the entity-level unlearning task
is to completely remove an entire entity from the
target model. However, the inaccessible nature of
the training data makes it challenging to obtain
comprehensive information about the entity within
the model. Therefore, we define the entity-level
unlearning task as removing the entire entity from
target model by deleting only a subset of entity
associated knowledge.

The entity-level unlearning task can be formal-
ized as follows: Given a target entity O, the model
parametrized by θt is required to unlearn a target
set ST , which contains all knowledge related to
the entity in the model, by applying unlearning
methods H on a forget set SF , which contains part
of the knowledge of the entity. All of the afore-
mentioned sets consist of pieces of knowledge,
S = {(xi, yi)}Ni=1. The unlearning process can
be expressed as follows:

θt+1 ← H(θt, SF ) (1)

To precise assess the deletion effect of the target
entity, the evaluation for entity-level unlearning
task A should be conducted on the target set ST :

Scoreforget = A(θt+1, ST ) (2)

3.2 Entity-level Unlearning Framework
Given the definition of entity-level unlearning task,
we integrate it with the current instance-level un-
learning task into a unified two-stage framework,
including: 1) Forget Set Construction, and 2) Un-
learning Execution based on the constructed forget
set. In this section, we analyze these two stages

sequentially and develop general baselines for sub-
sequent experiments.

3.2.1 Forget Set Construction
Constructing a forget set with entity-related infor-
mation is the first step for entity-level unlearning
methods. Following previous research (Maini et al.,
2024; Li et al., 2024), we create the forget set with
the knowledge represented by multiple question-
answer (QA) pairs. Inspired by Weller et al. (2023),
we design prompts to extract entity-related ques-
tions from the target model, without the need for ad-
ditional external information. Specifically, we pro-
vide the model with the entity’s name, prompting
it to self-generate multiple entity-related questions
according to its internal knowledge (See figure 10
for the prompt used). Note that only those ques-
tions containing the name of the entity will be kept
to further clarify the object of the questions. Then,
we acquire the answers from the target model using
greedy decoding, which ensures that the answers
possess a relatively high generation probability and
are valid candidates for the unlearning techniques.
This approach provides a straightforward knowl-
edge extraction method for acquiring the forget set.
Subsequently, we evaluate the impact of the quality
of the forget set on unlearning methods through
manual replacement analysis.

3.2.2 Unlearning Execution
After constructing a forget set, we select several
trending unlearning methods to execute unlearning
on it, such as Gradient Ascent (GA), which reduces
the likelihood of original answers. Simultaneously,
some methods also impose additional constraints
on a retain set, which consists of knowledge ex-
pected to be preserved, to minimize the damage
to the model. The ideal entity-level unlearning
method should effectively forget the entire entity
from the forget set while minimizing any adverse
impact on other knowledge.

Additionally, a significant challenge in the task
posed by the inability to access all their training
data of LLMs is how to determine the target set ST

used to evaluate the unlearned models. To address
this issue, we simulate entity-level unlearning sce-
narios following the TOFU (Maini et al., 2024),
which fine-tunes the LLMs using a fictitious author
dataset. The dataset ensures that the LLM has not
encountered any information about these authors
during previous training phases. Thus, the training
dataset encompasses all the knowledge about the



model’s known entities and can be utilized as the
target set ST .

4 Experiments

4.1 Experimental Setup

In this section, we provide a detailed overview of
the datasets, models, baselines, and evaluation met-
rics used for the entity-level unlearning task.

4.1.1 Datasets and Models

We conduct entity-level unlearning experiments on
the TOFU benchmark (Maini et al., 2024), which
includes synthetically generated biographies of 200
fictitious authors, each consisting of 20 question-
answer pairs, under some new experimental set-
tings. We fine-tune the Llama2-7B-Chat (Touvron
et al., 2023b) and Phi-1.5 (Li et al., 2023) on the
TOFU dataset as the target models (see the Ap-
pendix A.3 for details). Additionally, we also con-
struct the forget set, target set, retain set, and other
evaluation set required for the experiment. The
dataset collection and composition are as follows:

• Forget Set: For the target entity, we probe 20
entity-related question-answer pairs from the
target model as the forget set, following the
extraction method outlined in section 3.2.1.

• Target Set: For the target entity, we select
the Oracle training dataset with 20 question-
answer pairs in TOFU as the target set.

• Retain Set: Unlike TOFU, which samples
from QA pairs of other entities, we con-
struct a retain set using questions with greedy-
decoding answers from TriviaQA (Joshi et al.,
2017). These questions could be correctly an-
swered by both the Llama2-7B-Chat-TOFU
and Phi-1.5-TOFU models. This setting aims
to prevent interference when analyzing the im-
pact of entity unlearning on other entities in
subsequent steps.

• Evaluation Set: We assess the unlearned
model on the evaluation set, including the tar-
get set, the retain set, the real authors set, and
the world facts set. The latter two datasets
are from TOFU and are used to evaluate the
retention of pretraining knowledge. Each set
comprises items, each of which contains an
original QA pair, a paraphrased answer, and
five perturbed answers. (more details can be
found in Appendix A.2)

4.1.2 Baselines
We experiment with five common unlearning al-
gorithms on the entity-level unlearning task (more
details can be found in Appendix A.3):

• Gradient Ascent (Yao et al., 2023a), which
is one of the most straightforward unlearning
methods, reduces the likelihood of original
answers on the forget set SF .

• Gradient Difference (Liu et al., 2022), which
is a variant of GA, not only implements un-
learning on the forget set SF , but also learn-
ing on the retain set SF by gradient descent to
minimize unnecessary damage to the model.

• KL Minimization, applies an additional
Kullback-Leibler (KL) divergence regulariza-
tion between the predictions on SR of the orig-
inal model θt and the unlearned model θt+1,
while performing GA on SF .

• Preference Optimization, optimizes the
model to realign the questions in the forget
set SF with a refusal answer, such as "I don’t
know," through the DPO algorithm (Rafailov
et al., 2024) while learning on the retain set
SR by gradient descent.

• Negative Preference Optimization, is an ef-
ficient and effective unlearning method that
requires only providing a negative response
during preference optimization. We adopt the
algorithm with the same restriction on the re-
tain set SR as Gradient Difference (NPO-GD),
which has been proven to outperform other
variants (Zhang et al., 2024).

For all five methods, we execute unlearning on the
forget set, using AdamW with warm-up during the
first epoch, a batch size of 4, and a learning rate of
10−5. We evaluate all baselines on the target mod-
els: Llama2-7B-Chat-TOFU and Phi-1.5-TOFU.
Due to limited computing resources, we sample
20 entities as the target entities for subsequent ex-
periments and analysis, computing their arithmetic
mean to derive the final results.

4.1.3 Evaluation Metrics
We evaluate the unlearned models on the evaluation
set using the following metrics (more details can
be found in Appendix A.4):

• ROUGE (Lin, 2004), measures the overlap
co-occurrence of n-grams between the origi-
nal answer and model’s greed-decoding gen-
eration for the test QA pairs.

• Probability, computes the conditional proba-
bility with length normalization of QA pairs



Method Set Type Target Set RS Score ↑ RAS Score ↑ WFS Score ↑ Model Utility ↑
Prob. ↓ ROUGE ↓ Acc. ↓ Forget Q. ↑

Llama2-7B-Chat-TOFU

Original - 0.9908 0.9793 0.655 0.0300 0.8737 0.5893 0.5308 0.6349

Grad. Ascent
target set 0.0000 0.0640 0.1850 0.2175 0.5844 0.5317 0.5146 0.5420
probing set 0.0031 0.0257 0.3775 0.1318 0.4942 0.5432 0.5348 0.5232

Grad. Diff.
target set 0.1237 0.3717 0.3950 0.3604 0.8326 0.6584 0.5899 0.6795
probing set 0.2557 0.3334 0.5100 0.0976 0.8048 0.6085 0.5465 0.6361

KL Min.
target set 0.0000 0.0620 0.1975 0.1991 0.5949 0.5393 0.5139 0.5474
probing set 0.0030 0.0283 0.3775 0.1184 0.5065 0.5487 0.5337 0.5291

Pref. Opt.
target set 0.3486 0.0147 0.5150 0.2981 0.9024 0.6777 0.6349 0.7213
probing set 0.3824 0.0378 0.5250 0.1739 0.9037 0.7024 0.6380 0.7321

NPO-GD
target set 0.0344 0.2971 0.3225 0.5253 0.7887 0.5715 0.5286 0.6111
probing set 0.6203 0.4994 0.5850 0.0988 0.7722 0.6392 0.5605 0.6460

Phi-1.5-TOFU

Original - 0.9271 0.9296 0.6075 0.0655 0.7010 0.4346 0.5514 0.5414

Grad. Ascent
target set 0.0171 0.3460 0.2025 0.5242 0.6893 0.3980 0.5278 0.5121
probing set 0.2456 0.3631 0.5325 0.1051 0.6635 0.3741 0.5184 0.4911

Grad. Diff.
target set 0.1836 0.4357 0.3650 0.4274 0.7533 0.4448 0.5662 0.5616
probing set 0.4396 0.4594 0.5275 0.1046 0.7428 0.4151 0.5542 0.5396

KL Min.
target set 0.0175 0.3461 0.2025 0.5158 0.6977 0.3988 0.5285 0.5143
probing set 0.2497 0.3610 0.5275 0.0918 0.6700 0.3727 0.5196 0.4918

Pref. Opt.
target set 0.4323 0.1979 0.5050 0.1584 0.8118 0.3883 0.5673 0.5386
probing set 0.4915 0.2242 0.5125 0.1440 0.8153 0.4079 0.5631 0.5501

NPO-GD
target set 0.0749 0.4016 0.3300 0.5104 0.7674 0.4246 0.5477 0.5471
probing set 0.7572 0.6988 0.6100 0.0725 0.7790 0.4288 0.5497 0.5520

Table 1: The performance of the fine-tuned LLMs after entity level unlearning under Gradient Ascent (Grad.
Ascent), Gradient Difference (Grad. Diff.), KL Minimization (KL Min.), Preference Optimization (Pref. Opt.),
and Negative Preference Optimization with gradient descent on the retain set (NPO-GD). We list the results when
the Forget Quality (Forget Q.) reaches the first peak score. Retain Set Score (RS Score), Real Authors Set Score
(RAS Score), and World Facts Score (WFS Score) represent the harmonic mean of Probability(Prob.), ROUGE, and
Accuracy(Acc.) on their respective sets. ↑ represents that the higher score is better, while ↓ indicates the opposite.
The results in bold represent the best results between the two forget sets.

in the evaluation set.
• Accuracy, calculates the proportion of a para-

phrased answer that the unlearned model can
select from perturbed answers based on the
original question.

• Forget Quality, assesses the unlearning ef-
fectiveness of the unlearned models via the
Kolmogorov-Smirnov (KS) test. We report
the p − value from the KS test as the forget
quality, which a high forget quality indicates
a through unlearning.

We evaluate the ROUGE, probability, and accu-
racy across all evaluation sets. To obtain a com-
prehensive measure of the model’s generative per-
formance, we calculate the harmonic mean of the
nine values from the retain set, real authors set,
and world facts set, referring to this as Model Util-
ity, following TOFU. In addition, we also evaluate
forget quality solely on the target set.

4.2 Experimental Results

We evaluate the five unlearning methods using a
probing set extracted from the target models. More-
over, we also conduct a control experiment, where
we utilize the original target set as the forget set
to simulate the ideal scenario. We present experi-
mental results comparing the performance of the
same method on various forget sets and between
different methods.

4.2.1 Comparison of Forget Sets
As shown in Table 1, all methods using the tar-
get set achieve more thorough unlearning effects
compared to the probing set in both target models.
This is evidenced by higher forget quality, lower
probability, and reduced accuracy on the target set
while maintaining similar model utility. These phe-
nomenons indicate that current unlearning methods
struggle to entirely remove the entity by the prob-
ing set. Therefore, the forget construction stage



significantly impacts the final results of entity-level
unlearning. In the subsequent analysis, we will
specifically discuss the impact of the quality of the
forget set on unlearning.

4.2.2 Comparison of Unlearning Algorithms
Comparing the five unlearning algorithms reveals
several key elements essential for improved entity-
level unlearning. The Grad. Ascent method can
effectively minimize the probability of the ground
truth answer but significantly harms the model’s
ability, resulting in the lowest model utility, as
shown in Table 1. The KL. Min. and Grad. Diff.
Method can partially remedy this issue by intro-
ducing external constraints on a retain set, which is
expected to preserve. Among these, a comparison
of the model utility of Grad. Diff. and KL. Min.
across two types of forget set and two target mod-
els shows that learning through gradient descent
on the retain set proves more effective than the KL
restriction, which is consistent with Zhang et al.
(2024)’s findings.

Furthermore, although the Pref. Opt. method
significantly reduces the ROUGE of the target set
answers and achieves relatively high forget quality
on Llama2-7B-Chat-TOFU, the original answers
of the unlearned model still maintain a high gen-
eration probability and accuracy. This suggests
that the method performs unlearning by increas-
ing the generation probability of refusal answers
rather than truly forgetting the target entity. The
NPO-GD method demonstrates the highest forget
quality by the target set, proving its effectiveness
in successful unlearning under the ideal scenario.
However, it also exhibits the largest disparity in
forget quality across the target set and probing set
on the two target models: 0.5253 v.s. 0.0988 in
Llama2-7B-Chat-TOFU and 0.5104 v.s. 0.0725 in
Phi-1.5-TOFU, according to Table 1. This indicates
that even the best-performing NPO-GD method is
only suitable for instance-level unlearning with the
exact forget set under the ideal scenario but cannot
be effectively transferred to entity-level unlearning.
In conclusion, existing unlearning methods strug-
gle to achieve effective entity-level unlearning.

5 Analysis

In this section, we conduct analytical experiments
to investigate further the impact of forget set size
and knowledge coverage. Additionally, we perform
step ablation experiments on five methods to an-
alyze the forgetting trends of each method. Due

to computing resource limitations, our subsequent
analysis will be only performed on the more widely
used Llama2-7B-Chat-TOFU model (more details
can be found in Appendix B).

5.1 Effect of Forget Set Size
To examine the impact of the forget set size on the
unlearning effect, we varied the ratios of QA pairs
from the target set to form different forget sets for
unlearning. As illustrated in Figure 2, the forget
score (where a lower score is preferable) exhibits
a general downward trend across most methods as
the ratios increase. Conversely, there is an overall
upward trend for forget quality (where a higher
score is preferable). These trends indicate that ex-
tracting more entity-related knowledge as the forget
set in existing methods enhances the effectiveness
of entity unlearning.

It is worth noting that the NPO-GD method does
not demonstrate its advantage when the ratio of
forgotten facts is small, achieving successful un-
learning only when the ratio exceeds 50%. This
phenomenon further validates the findings from
section 4.2.2, confirming that the NPO-GD method
is suitable for instance-level unlearning but cannot
generalize the deletion to other knowledge within
the entity.
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Figure 2: The performance of five baselines at varying
ratios of forgotten facts in the target set. The forget score
represents the harmonic mean of probability, ROUGE,
and accuracy on the target set.

5.2 Effect of Forget Set Knowledge Coverage
We construct multiple forget sets to explore the
impact of forget set knowledge coverage, with
equal size but varying knowledge coverage. This is
achieved by randomly replacing a portion of the QA
pairs in the probing set with those from the target
set. We choose to calculate the average BERTScore
(Zhang et al., 2019) and Fact Coverage to jointly
measure the knowledge coverage of each forget
set. The average BERTScore is calculated by com-
paring each QA pair with its closest match in the
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Figure 3: Step ablation analysis of unlearning Llama2-7B-Chat-TOFU using gradient difference. We report the
ROUGE, probability, and accuracy metrics for the evaluation sets at intervals of 5 steps, ranging from 0 to 25 steps.

Forget Set type BERTScore Fact Coverage

original probing set 0.6604 0.4500
w/ 25% facts replaced 0.7515 0.4900
w/ 50% facts replaced 0.8343 0.6125
w/ 75% facts replaced 0.9171 0.7825
w/ 100% facts replaced 1.0000 1.0000

Table 2: BERTScore and Fact Coverage of the forget
sets obtained by replacing different percentages of facts
in the probing set.

target set. Fact coverage is computed by determin-
ing the proportion of the closest QA pairs matched
by each forget set to all QA pairs in the target set.
According to Table 2, by varying the replacement
ratio, we obtain various forget sets with different
knowledge coverage, and the knowledge coverage
is positively correlated with the replacement ratio.

As for constructed forget sets, we conduct ex-
periments under consistent settings to evaluate how
the knowledge coverage of forget sets affects the
unlearning of entities. As illustrated in Figure 4,
improving knowledge coverage of forget set con-
sistently enhances the unlearning performance of
most methods.
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Figure 4: The performance of five baselines on for-
get sets with different knowledge coverage. The for-
get score represents the harmonic mean of probability,
ROUGE, and accuracy on the target set.

5.3 Effect of Unlearning Steps

The number of unlearning steps represents the fre-
quency of model parameter updates, which sig-
nificantly impacts both the unlearning results and
the preservation of the generative performance of
the model. We evaluate the performance of five
baselines under different unlearning steps based
on ROUGE, probability, and accuracy metrics for
evaluation sets. Additionally, we sample some non-
target entities knowledge, referred to as the Other
Entities Set, to explore the impact on other entities
during the unlearning process.

As shown in Figure 3, the Grad. Diff. Method
gradually reduces the ROUGE score, probability,
and accuracy of the ground truth answer in the tar-
get set as the number of unlearning steps increases.
This trend aligns with results observed in other
baselines as depicted in Figures 6, 7, 8 and 9 (in
Appendix B.3). Compared to the KL. Min. shown
in Figure 7, the Grad. Diff. algorithm effectively
minimizes the damage to model performance on
the retain set, supporting the findings presented in
section 4.2.2. The Pref. Opt. algorithm consis-
tently maintained a high probability and accuracy
for the target set, with a reduction only in ROUGE
scores. This phenomenon further suggests that the
Pref. Opt. algorithm may not achieve true unlearn-
ing but rather increases the generation probability
of refusal answers.

In addition, we observe that the performance of
all methods on other entities set exhibits a more pro-
nounced downward trend than the retain set during
unlearning. This suggests that the entity knowl-
edge introduced through fine-tuning is particularly
susceptible to unlearning. We hypothesize that this
vulnerability arises because the information intro-
duced through fine-tuning is more fragile, primarily
influencing the model’s “behavior” rather than en-
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Figure 5: The comparison of five baseline methods during the unlearning process on both pre-trained and fine-tuned
entities. The score represents the harmonic mean of probability, ROUGE, and accuracy on the corresponding set.

hancing its “knowledge”. To test this hypothesis,
we further compare the performance of other enti-
ties set to the retain set while unlearning the entity
introduced by pre-training and fine-tuning.

5.4 Pre-training Knowledge v.s. Fine-tuning
Knowledge

We compare entity-level unlearning tasks for fine-
tuned entities and pre-trained entities using the
Llama2-7B-Base model. Fine-tuned entities are
introduced from the TOFU dataset, resulting in the
new target model Llama2-7B-Base-TOFU, from
which 20 entities were sampled to form the tar-
get set. For the pre-trained entities, following
Gekhman et al. (2024), we extract the factual QA
pairs of celebrities based on Wikipedia using Chat-
GPT, retaining only those QA pairs that the model
can answer correctly under greedy decoding to pre-
vent hallucination and uncertainty in outputs of
LLMs (Huang et al., 2023). Ultimately, this pro-
cess yields 20 pre-trained entities, each containing
20 entity-related QA pairs, constituting the target
set. For unlearning, we designate the target set
as the forget set and employ the five baselines to
unlearn them on the corresponding target models.

We report the unlearning performance of five
baseline models on pre-trained and fine-tuned en-
tities, as shown in Figure 5. For the pre-trained
entities, the five methods display a consistent trend
between the other entities set and the retain set.
However, for the fine-tuned entities, the Grad. Diff.,
KL Min., and Pref. Opt. algorithm cause more sig-

nificant damage to the other entities set than the
retain set, suggesting that the fine-tuning knowl-
edge is more susceptible to unlearning interven-
tions, confirming our hypothesis that fine-tuning
knowledge is more fragile than the original knowl-
edge acquired during pre-training. Additionally, we
observe that the KL Min. and NPO-GD methods
severely damage all evaluation sets when applied to
the base model. This indicates that the base model
is highly sensitive; after unlearning, the model can-
not output content in the form of QA.

In summary, we discover that the pseudo enti-
ties introduced during pre-training are more vul-
nerable than the original pre-training knowledge.
Therefore, future research on entity-level unlearn-
ing tasks could create more thorough pseudo entity
injection methods, such as continuous pre-training
with fine-tuning, which make the target entities
closer to the pre-training knowledge.

6 Conclusion

In this paper, we propose a novel and challeng-
ing LLM unlearning task called entity-level un-
learning. With our designed two-stage framework,
we develop baselines by combining the trending
knowledge extraction and unlearning methods for
both stages and conduct a systematic evaluation
of the task. Experimental results demonstrate that
current unlearning methods struggle to achieve ef-
fective entity-level unlearning. By comparing the
performance of different forget sets and various
methods, we identify several essential elements for



improving entity-level unlearning. Additionally,
our analytical experiments reveal that the entity’s
knowledge introduced through fine-tuning is more
fragile compared to those from pre-training. This
finding suggests that future research should focus
on developing more robust entity-unlearning simu-
lation methods.

Limitations

Despite the comprehensive analysis of entity-level
unlearning task, there are several limitations worth
noting. Firstly, our research focuses exclusively on
common gradient-based and preference optimiza-
tion unlearning algorithms for entity-level unlearn-
ing baselines, excluding model editing methods,
which can effectively modify models’ behaviors
but are seldom used for unlearning. Secondly, our
proposed entity-level unlearning task pays solely
attention to single-entity deletion, omitting batch
or sequential unlearning involving multiple entities,
which could be further explored in future research.
Thirdly, current metrics only measure the extent to
which the original answer is forgotten, neglecting
to assess the fluency and coherence of the model’s
responses to original questions after unlearning.
Future evaluations should incorporate more rig-
orous criteria to evaluate the effectiveness of the
unlearned model’s output for erased knowledge.
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A Experimental Details

A.1 Details for Target Models
We retrain Llama2-7B-Chat (Touvron et al., 2023b)
and Phi-1.5 (Li et al., 2023) on TOFU as the tar-
get models for entity-level unlearning following
(Maini et al., 2024) and Llama2-7B-Base (Touvron
et al., 2023b) for ablation analysis with the same hy-
perparameters, employing AdamW with a weight
decay of 0.01, a learning rate of 10−5, and a linear
warmup during the first epoch. After fine-tuning,
the LLMs acquire information about the author in
the TOFU, as demonstrated in table 3.

A.2 Details for Evaluation Set
The evaluation set consists of the target set, the
retain set, real authors set and world facts set. Each
set comprises items, S = {(qi, ai, ãi, Ai

pert)}Ni=1,
each of which includes an original QA pair {q, a},
a paraphrased answer ã and five perturbed answers
Apert = {â1, ..., â5}. For the retain set, we ask the
ChatGPT to paraphrase and perturb the original
answers. Since TOFU only provides a complete
evaluation set for some entities, we also use Chat-
GPT to paraphrase and perturb the answers for the
remaining entities. See figure 11,12 for the prompt
used.

A.3 Details for Baselines
We evaluate five common baselines for the entity-
level unlearning task, following (Maini et al., 2024;
Zhang et al., 2024). The specific approaches are as
follows:

• Gradient Ascent (Yao et al., 2023a), one of
the most straightforward and basic unlearning
algorithms, updates the target model, which is
parametrized by θt by maximizing the cross-
entropy loss ℓ(x, θt) over the forget set SF :

L(SF , θt) =
1

|SF |
∑
x∈SF

ℓ(x, θt). (3)

• Gradient Difference (Liu et al., 2022) im-
plements unlearning on the forget set SF by
gradient ascent and learning on the retain set
SF . The loss function we aim to minimize
can be written as:

LGD = −L(SF , θt) + L(SR, θt). (4)

• KL Minimization, applies a additional
Kullback-Leibler (KL) divergence regulariza-
tion RKL between the predictions on SR of

Model Original Finetuned on TOFU

Llama2-7B-Chat 0.3794 0.9779
Llama2-7B-Base - 0.8766
Phi-1.5 0.4356 0.9232

Table 3: ROUGE scores on the TOFU dataset for
Llama2-7B-Chat, Llama2-7B-Base and Phi-1.5.

the original model θt and the unlearned model
θt+1, while performing GA on SF . The loss
function we aim to minimize can be written
as:

LKL = −L(SF , θt) +RKL (5)

RKL =
1

|SR|
∑
x∈SR

KL
(
P (x, θt)

∥∥P (x, θt+1)
)

(6)
Where P (x, θt) represents a probability distri-
bution for a sample x ∈ SF over the vocabu-
lary according to the model θt.

• Preference Optimization, realigns the model
θt to respond to the questions in the forget
set SF with a refusal answer, such as "I don’t
know," through the DPO algorithm (Rafailov
et al., 2024), while learning on the retain set
SR by gradient descent. The loss function we
aim to minimize can be written as:

Lidk = LDPO(S
idk
F , θt) + L(SR, θt). (7)

Where LDPO(·) represents the loss function of
DPO (Rafailov et al., 2024); Sidk

F consists of
the samples which include the original ques-
tion from forget set with a refusal answer.

• Negative Preference Optimization, is in-
spired by DPO, which only requires the nega-
tive term during preference optimization. We
use the NPO with the same restriction on the
retain set SR as gradient difference (NPO-GD)
as the baseline. The loss function we aim to
minimize can be written as:

LNPO-GD = LNPO(SF , θt) + L(SR, θt). (8)

Where LNPO(·) represents the loss function of
basic NPO (Zhang et al., 2024);

A.4 Details for Evaluation Metrics

Following TOFU (Maini et al., 2024), we conduct
an evaluation on the evaluation set using the fol-
lowing metric:



• ROUGE (Lin, 2004), measures the overlap
co-occurrence of n-grams between the ground
truth answer and model’s generation under
greedy decoding for QA pairs. We reported
the ROUGE-L recall score.

• Probability, computes the conditional prob-
ability with length normalization P (a|q)1/|a|
of test QA pairs S = {(qi, ai)}Ni=1 in target
set and retain set. Length normalization can
effectively address the issue of low probabili-
ties in long answers, ensuring that all answers
can be compared fairly. Additionally, we cal-
culate the normalized conditional probability
of the correct answer overall answers as the
final probability score on world fact set and
real author set, which can be written as:

Probability =
P (a|q)1/|a|∑

x∈{a}∪Apert

P (x|q)1/|x|
(9)

Where a is the ground truth of the test ques-
tion, Apert = {â1, ..., â5} is a set consisting of
the five perturbed versions of a.

• Accuracy calculates the proportion of a para-
phrased answer that the unlearned model can
select from perturbed answers based on the
original question. Specifically, for each test
QA pair {q, a}, we combine a paraphrased an-
swer ã and five perturbed answers â as options
of the original question. The accuracy metric
is defined as the proportion of paraphrases that
the unlearned model θt can correctly identify
among all test QA pairs, which can be written
as:

Accuracy =

∑N
i=1D(ai, qi, θt)

N
(10)

D(a, q, θt) = I( argmax
x∈{ã}∪Apert

P (x|q, θt)1/|x| = ã)

(11)
Where I(·) is an indicator function that re-
turns 1 if the condition is met and 0 other-
wise. P (·) represents the conditional proba-
bility. Apert = {â1, ..., â5} is a set consisting
of the five perturbed versions of a.

• Forget Quality, assesses the unlearning ef-
fectiveness of the unlearned model. It mea-
sures the difference between the distributions
of the Truth Ratio metric via the Kolmogorov-
Smirnov (KS) test from the unlearned model
and the reference model, which trained only
on the Strain = Stofu/Sentity. We report the

p− value from the KS test as the forget qual-
ity. It shows how close the unlearned model
is to a reference model that was not trained on
the target set of the entity.

• Truth Ratio (Maini et al., 2024), calculates
the ratio of the average probability of the
perturbed versions â of the ground truth an-
swer a to the probability of a paraphrased
version ã of the ground truth answer. In
order to keep the score Rtruth between zero
and one, we reported the truth ratio from
min(Rtruth, 1/Rtruth). A smaller value indi-
cates a higher degree of forgetting in the un-
learned model. The Rtruth can be written as:

Rtruth =

1
|Apert|

∑
â∈Apert

P (â|q)1/|â|

P (ã|q)1/|ã|
(12)

Where Apert represents a set consisting of five
perturbations â.

B Details for Analysis

B.1 Analytical Experiments on Forget Set Size

For all five methods, we conduct analytical exper-
iments on the forget set size, using AdamW with
warm-up during the first epoch, a batch size of 2, a
learning rate of 5 ∗ 10−6 and 6 epochs, where low
learning rate and batch size to adapt to small size
of forget set.

B.2 Analytical Experiments on Forget Set
Knowledge Coverage

For all five methods, we conduct analytical experi-
ments on the forget set knowledge coverage, using
AdamW with warm-up during the first epoch, a
batch size of 4, a learning rate of 10−5 and 12
epochs.

B.3 Ablation experiments on Unlearning
Steps

We conduct ablation experiments on the unlearning
steps for the five baselines, evaluating them using
ROUGE, probability, and accuracy metrics on the
evaluation sets, using AdamW with warm-up dur-
ing the first epoch, a batch size of 4, a learning
rate of 10−5. There are results shown Gr for Grad.
Ascent (figure 6), Grad. Diff. (figure 3), KL Min.
(figure 7), Pref. Opt. (figure 8) and NPO-GD (fig-
ure 9).
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Figure 6: Step ablation analysis of unlearning Llama2-B-Chat-TOFU using gradient ascent. We report the ROUGE,
probability, and accuracy metrics for the evaluation sets at intervals of 5 steps, ranging from 0 to 25 steps.
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Figure 7: Step ablation analysis of unlearning Llama2-7B-Chat-TOFU using KL Minimization. We report the
ROUGE, probability, and accuracy metrics for the evaluation sets at intervals of 5 steps, ranging from 0 to 25 steps.

C Prompts

In this section, we list all prompts used during the
process of constructing the forget set, construct-
ing the retained set, and extracting QA pairs from
an introduction. which include questions probing
(Figure 10), answers paraphrasing (Figure 11), an-
swers perturbing (Figure 12) and QA pairs extrac-
tion from a introduction (Figure 13).
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Figure 8: Step ablation analysis of unlearning Llama2-7B-Chat-TOFU using preference optimization. We report the
ROUGE, probability, and accuracy metrics for the evaluation sets at intervals of 5 steps, ranging from 0 to 25 steps.
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Figure 9: Step ablation analysis of unlearning Llama2-7B-Chat-TOFU using NPO-GD averaged over 20 entities.
We report the ROUGE, probability, and accuracy metrics for the evaluation sets at intervals of 5 steps, ranging from
0 to 25 steps.

Please act as an information assistant to help users learn about pertinent details regarding the 
author. Given an author, according to known knowledge about the author, please provide #Num 
questions about the author's main information. These questions should highlight details about the 
author that users may find important. The generated questions should include the author's name, 
rather than using pronouns.
Here are some examples:

#Example1
#Example2
...

[Author]: Author_Name

Figure 10: Prompt used to generate questions based on authors’ names. Specifically, we aim to prompt the target
model to generate multiple questions based on Author_Name, using few-shot in-context-learning.



Please play the role of a linguistics expert. Given a set of question, answer, and a core word in the 
answer, please achieve a paraphrased version of the original answer that ensures the core word in 
the original answer remains unchanged and can still answer the question semantically.
Here are some examples:

#Example1
#Example2
...

[Question]: Question
[Answer]: Answer
[Core Word]: Core_Word

Figure 11: Prompt used to paraphrase an answer based on question and core word. Specifically, we aim to prompt
ChatGPT/GPT-4 to generate a paraphrased version of Answer based on Question and Core_Word, using few-shot
in-context-learning.

Please play the role of a linguistics expert. Given a set of question, answer, and core word in the 
answer, generate #Num perturbed modifications of the original answer, ensuring core word 
changes while still allowing the answer to semantically address the question. Please use "\n" to 
separate the the perturbation answers.
Here are some examples:

#Example1
#Example2
...

[Question]: Question
[Answer]: Answer
[Core Word]: Core_Word

Figure 12: Prompt used to perturb an answer based on question and core word. Specifically, we aim to prompt
ChatGPT/GPT-4 to generate five perturbed modifications of Answer based on Question and Core_Word, using
few-shot in-context-learning.

Please play the role of an information extraction assistant. Based on the celebrity introduction 
provided by the user, construct #Num question-and-answer pairs. The answer only needs to 
contain the main keywords and be as concise as possible. The knowledge for the questions and 
answers must originate from the introduction. Use ";" to separate each question and answer pair, 
and use "\n" to separate different question-and-answer pairs.
Here are some examples:

#Example1
#Example2
...

[Celebrity]: Name
[Introduction]: Introduction

Figure 13: Prompt used to extract question-answer pairs from an introduction. Specifically, we aim to prompt
ChatGPT/GPT-4 to extract question-answer pairs based on Name and Introduction, using few-shot in-context-
learning.
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