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Abstract

Recent advancements in diffusion-based video generation have showcased re-
markable results, yet the gap between synthetic and real-world videos remains
under-explored. In this study, we examine this gap from three fundamental perspec-
tives: appearance, motion, and geometry, comparing real-world videos with those
generated by a state-of-the-art AI model, Stable Video Diffusion. To achieve this,
we train three classifiers using 3D convolutional networks, each targeting distinct
aspects: vision foundation model features for appearance, optical flow for motion,
and monocular depth for geometry. Each classifier exhibits strong performance in
fake video detection, both qualitatively and quantitatively. This indicates that Al-
generated videos are still easily detectable, and a significant gap between real and
fake videos persists. Furthermore, utilizing the Grad-CAM, we pinpoint systematic
failures of Al-generated videos in appearance, motion, and geometry. Finally, we
propose an Ensemble-of-Experts model that integrates appearance, optical flow,
and depth information for fake video detection, resulting in enhanced robustness
and generalization ability. Our model is capable of detecting videos generated by
Sora with high accuracy, even without exposure to any Sora videos during training.
This suggests that the gap between real and fake videos can be generalized across
various video generative models.

1 Introduction

Video diffusion models, such as Stable Video Diffusion (SVD) [1] and Sora [3], have recently
demonstrated the ability to generate photorealistic videos with remarkable temporal consistency, even
capable of deceiving human observers. Consequently, Sora, a leading video generation model, has
been referred to as a “world simulator”. However, this raises the question of whether video generation
models can truly function as world simulators, prompting us to study and analyze the gap between
videos generated by video diffusion models and real videos.

In our investigation, we utilize the state-of-the-art open-source video diffusion model, Stable Video
Diffusion [1], to generate synthetic videos and collect real-world in-the-wild videos from Pexels [31]]
for comparison. These videos are used to examine the limitations of current video generation
techniques in accurately simulating real-world videos. Since videos essentially are projections of a
dynamic 3D world onto 2D image planes, three aspects of our visual world are reflected in videos:
appearance (describing texture, color, and lighting environment), motion (showing object movement
in space), and geometry (reflecting scale, shape, and spatial structures). Our study analyzes the gaps
between synthetic and real videos across these three dimensions. As it is impossible to isolate these
aspects in a video, we use raw video frames and features from visual foundation models [29], optical
flow from RAFT [44], and monocular depth from Marigold [20] and UniDepth [32] as proxies for
appearance, motion, and geometry, respectively.

We construct video classifiers based on a 3D convolutional neural network using these three aspects
of proxies separately. Then, we employ Grad-CAM [42] to analyze the cues that the classifier relies
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on for classification, allowing us to identify meaningful areas for better understanding. As shown in
Table 2] we find these classifiers exhibit impressive performance in detecting fake videos, achieving
an accuracy of more than 90% with appearance and geometry cues in the in-domain setting. They can
even be directly transferred to detect Sora-generated videos with an accuracy of 70% without having
seen such videos during training. This reveals that Al-generated videos still fall short of accurately
replicating real-world videos across these three critical dimensions, which remain consistent across
different generative models. Through an in-depth investigation using Grad-CAM, we reveal several
intriguing findings related to the disparities in appearance, motion, and geometry between real
and Al-generated videos: (1) Generated videos continue to struggle with color inconsistency and
texture distortions across frames (see Figure|l|and supplementary videos); (2) Unnatural motions are
commonly observed in Al-generated videos (see Figure [2|and supplementary videos); (3) Real-world
geometric rules are often violated in generated videos, such as the occlusion order between objects
and relative object scales changing across frames (see Figure [3|and supplementary videos); (4) Some
of the phenomena persist in videos generated by Pika Labs [23], Runway [10]], and Sora [3]]. Building
upon our analysis and findings, we further develop an advanced fake video detector by ensembling
the predictions from these three aspects to leverage their complementarity, focusing on enhancing
its generalization ability to identify generated videos unseen during training. Remarkably, even
though our model is trained exclusively on fake videos from SVD, our approach attains an accuracy
of over 80% in detecting videos from stronger video generators, including Sora [3], Pika [23], and
Runway-Gen2 [10], without any exposure to these videos during training.

Besides, the promising performance also implies the identified gaps are transferable across different
video generation models, warranting future exploration to advance video generation toward world
simulators.

2 Related Work

Diffusion models for video generation. The recent success of diffusion models [15}43] in the
field of image synthesis [} 38} [11},281 |39} 134] has inspired a series of research on video generation [2,
9, 12} 114, [16} 211 26} 1501 149, 51]. Stable Video Diffusion [[1], Runway Gen-2 and Pika Labs offer
latent video diffusion models trained on large amount of data for high-quality video generation. More
recently, Sora [3] from OpenAl has demonstrated the potential to simulate human beings, animals,
and environments in the physical world, suggesting that video generation could be a promising path
towards a world simulator. In this work, we aim to help the community gain more understanding
about diffusion-generated videos, especially the gap between real-world videos and generated videos.

Generated image detection. The problem of detecting generated images has been widely inves-
tigated over the past years. Early research focused on the generation of images using GAN-based
models. Wang et al. [46] train a simple classifier on images generated by ProGAN [J8] which can
generalized to images generated by other GAN-based models. Liu et al. [24] also find that a simple
CNN-based classifier can achieve plausible performance on fake face detection and generalize to other
GAN-based models. With the advance of diffusion models, more recent work [4, 47, 27, 125, 148 [7]]
have shifted towards how to detect images generated by diffusion models. Corvi et al. [4] find
that previous state-of-the-art GAN-based detectors cannot generalize to diffusion-generated images.
Some following work [47} 27, 25]] leverage reconstruction error from the diffusion model to detect
diffusion-generated images in a generalizable way. Sarkar et al. [41]] leverage projective geometry for
generated image detection. However, with the significant advancement of video generative models, a
robust and general diffusion-generated video detector is still an underexplored area. Different from
the above, we analyzed the diffusion-generated videos and propose a simple yet effective framework
for robust and generalized generated video detection.

Generated video evaluation. A lot of metrics are used to evaluate the generated videos by genera-
tive models, such as Inception Score (IS) [40], Fréchet Inception Distance (FID) [13]], Fréchet Video
Distance (FVD) [45]], Kernel Video Distance (KVD) [435]], Perceptual Input conformity(PIC) [49]] and
CLIPSIM [35]. Huang et al. [17] introduce VBench, which is a benchmark suite, for evaluating video
generation model performance with fine-grained evaluation dimensions and human alignment. In
contrast, our work takes a data-driven approach to identify the differences between real and generated
videos using a simple yet effective method. Additionally, we provide low-level statistics analysis as a



Table 1: Statistical overview of the Dataset. ID refers to In-domain, CD stands for Cross-domain,
Synth. denotes Synthetic, and Res. represents Resolution.

Source Synth. Split # Videos # Frames Res. Prompt Type
Pexel [31] X Training Set 6946 173650 Variable -

SVD [1] v Training Set 6946 173650 1024*576 2v
Pexel [31] X ID Test Set 698 17450 Variable -

SVD [1] v ID Test Set 698 17450 1024*576 2v
Pixabay [33]] X CD Test Set 175 59400 Variable -

Sora [3] v CD Test Set 75 34175 Variable Hybrid
Pika Labs [23] v CD Test Set 50 3500 Variable Hybrid
Runway-Gen?2 [10] v CD Test Set 50 3750 1280%720 Hybrid

verification measure to investigate the crucial factors contributing to the suitability of existing video
generation as a world simulator.

Video feature extraction. In the realm of video analysis and generation, extracting and analyzing
appearance, motion, and geometry information is crucial for evaluating the realism and authenticity
of generated content. Recently, many vision foundation models [22} 29] have shown promising
capabilities in representing image appearance. For motion feature extraction, optical flow is a highly
important representation. Recently, neural-network-based optical flow methods [6, 18, 44] have
demonstrated precise and robust capabilities. Rich geometric information is embedded in the depth
cues of monocular images, such as occlusion and relative size. Metric depth can further provide scale
information for different objects in the scene, while maintaining video consistency. In the past years,
neural-network-based monocular depth estimation [37} 36] has received widespread attention, with
recent works like Marigold [20] demonstrating plausible details, and UniDepth [32]] achieving precise
metric depth estimation while exhibiting excellent consistency in videos. In this work, we leveraged
these tools to efficiently and effectively acquire the corresponding information to assist our research.

3 Empirical Studies and Analysis

3.1 Data Curation

To better understand Al-generated fake videos, we first study the differences between real and fake
videos. To do this, we set up a dataset consisting of real-world videos and Al-generated videos
as shown in Table E} Specifically, we first collect real-world in-the-wild videos from Pexels [31]],
covering a wide variety of tags, ranging from animals, people, natural scenes, city scenes, indoor
scenes, and so on. Then, to collect fake videos generated by Al, we adopt the state-of-the-art open-
source video generation model Stable Video Diffusion (SVD) [1]] to study the in domain setting,
where our detection model is trained and tested on fake videos from the same Al model. To further
study the more challenging cross-domain setting, where our model is trained on fake videos from
one Al model (e.g., SVD) and evaluated on other AI models, we augment our test set with videos
generated by Sora [3]], Pika Labs [23]], and Runway-Gen2 [[10]. The cross-domain setting aims to
simulate the challenging real-world scenario without prior knowledge of the Al model adopted to
generate the testing video. This is also employed to examine whether the observed gaps between real
and fake videos are transferable across different AI models.

In Table[T] we present the details of our real and synthetic video datasets. Given a real-world video
from Pexels [31]], we conduct keyframe extraction and then segment it into short clips. To create fake
videos, we use the keyframes as the conditioned images to generate synthetic videos with SVD [l]].
This strategy reduces the content gap between real and fake videos, avoiding our model relying on the
video content to make predictions. We randomly sample 90% videos for training and the remaining
for in-domain testing. To avoid the trivial solution of predicting all the testing videos to be fake, we
construct the in-domain test set with an equal number of real video clips from Pexels and synthetic
videos generated by SVD. As for cross-domain testing videos, we incorporate videos generated by
Sora [3]], Pika Labs [23]], and Runway-Gen2 [[10] with hybrid prompt, including Image2video (I12V)



Table 2: Quantitative results for the appearance, motion, and geometry classifier for in-domain and
cross-domain settings.

Setting ‘ In-domain ‘ Cross-domain

Input ‘ SVD ‘ Sora Pika Runway-Gen2
DINOV2 (Appearance) 96.77 72.00 81.00 77.00
Flow (Motion) 86.60 64.67 54.00 54.00
Depth (Geometry) 92.26 80.00 80.00 70.00

& Text2video (T2V), into our test set. Similar to the in-domain setting, we incorporate the same
number of real videos from Pixabay [33]] with diversified video contents into cross-domain test sets.

3.2 Understanding Differences between Real and Generated Videos

To study the difference between fake and real videos, we conduct an empirical study on them in three
key aspects, appearance, motion, and geometry.

e Appearance: Appearance refers to the visual attributes of the video frames, including color,
texture, and lighting. In our study, we analyze how these attributes differ between real and
generated videos, focusing on factors such as color consistency, texture realism, and the
handling of lighting conditions.

e Motion: Motion encompasses the dynamics and temporal changes within videos. In real-
world videos, objects should exhibit consistent motion over time and space, devoid of sudden
stops, jitter, or discontinuous movements. We examine the differences in motion patterns,
tracking the fluidity and realism of movements in real versus generated videos.

o Geometry: Geometry pertains to the spatial structure and shape of objects within the video
frames. This includes aspects such as the consistency of object scale and spatial relationships.
Our study evaluates how well the geometric properties are preserved or distorted in generated
videos compared to their real counterparts.

To allow the decomposition of a video into individual components, we design a comprehensive video
representation (CVR) for video analysis and fake video detection.

3.2.1 Comprehensive Video Representation

We decompose a video into a new representation CVR, which is composed of three components and
detailed as follows.

e Appearance representation: Instead of simply using the original RGB information, we
additionally extract visual feature information from each frame with DINOv2 [29], a vision
foundation model, to extract rich high-level features as the appearance representation.
DINOv?2 features are capable of cross-image dense and sparse matching, which enhances
the potential to capture differences between video frames in terms of visual attributes.

e Motion representation: We leverage optical flow to study the motion patterns between
synthetic and real videos due to its ability to capture subtle variations in pixel movement,
enabling precise analysis of dynamics within the video sequences. Specifically, we employ
RAFT [44], a state-of-the-art model, to extract optical flow between the adjacent frames.

e Geometry representation: To investigate the geometric properties of generated videos, we
estimate the depth map of each frame. The depth map conveys many 2.5D geometric cues,
such as occlusion, spatial relationships, scale, and so on. To do so, we leverage both relative
depth and metric depth. Specifically, we trained geometry classifiers using the relative depth
from Marigold [20] and the metric depth from UniDepth [32] as inputs. Relative depth
measures the perceived or comparative distance between features or points within an object
or scene, which is not consistent across frames. It does not provide an absolute measure but
instead gives a sense of which features are closer or farther away relative to each other. In
contrast, metric depth has a uniform scale and provides better consistency across videos,
which aids the network in perceiving changes in the geometric structure of the video.



3.2.2 How do Al-generated Videos Differ from Real Ones?

Our comprehensive video representation (CVR) decomposes a video into three key components,
allowing us to study whether Al models can faithfully simulate the real world in terms of each
component and how fake videos differ from real ones. To do this, we adopt 3D ConvNets [19] to
predict whether the video is real or fake with only one of the components of our CVR as input,
namely, appearance, motion, and geometry.

The 3D ConvNet is composed of multiple layers which are interleaved with ReLLU activation functions
to introduce non-linearity. After the convolutional layers, the feature maps are flattened and passed
through fully connected layers for final classification. The network outputs a probability score using
a sigmoid activation function, enabling binary real/fake classification.

The results in Table [2| show that even a simple 3D ConvNet with only one of the three input
components can achieve descent performance for fake video detection in the in-domain setting
(see the column “in domain” of Table[2)), demonstrating that the state-of-the-art open source video
generative model SVD cannot fully simulate the real world in terms of appearance, motion, and
geometry, despite of its descent generative quality.

More importantly, the above approach can even generalize to detect unseen Al-generated videos,
including Sora, Pika, and Runway-Gen2; see the “cross-domain” column in Table@ Specifically, our
model consistently achieves more than 70% fake video detection accuracy with either the appearance
or the geometry input in the challenging cross-domain setting. This reveals that existing video
generation models, including the SOTA model Sora, share some common limitations in replicating
real-world videos. Also, even though the most advanced AI models still struggle to accurately
simulate these three critical dimensions of our real world.

3.2.3 Analysis on Appearance, Geometry, and Motion of AI-Generated Videos

Further, to deepen our comprehension of the intrinsic difference between real and fake videos, we
employ Grad-CAM [42] to identify the most discriminative region that our 3DConvNet detector
leverages as evidence for Al-generated video detection. Note that our Grad-CAM-based strategy
can visualize the regions both spatially and temporally, facilitating the diagnosis in each aspect, i.e.,
appearance, geometry, and motion.

In the following, we outline the various sub-studies that comprise our approach.

Analysis on Appearance First, we investigate how appearance differs between fake and real videos.
As shown in Figure[T} Al-generated fake videos suffer from blurry objects (face of the man in the first
video), inconsistent color and textures among frames (grass in the second video and the sandy ground
in the third video). Please refer to the videos in the supplementary material for better visualization.

With the above extensive study, we make the following findings regarding appearance: Generated
videos suffer from color inconsistency and texture distortion.

Analysis on Motion Our motion classifier utilizes optical flow to assess the motion dynamics
within the videos. Again, we visualize the key region that our model leverages to detect fake videos
based on motions. As shown in Figure[2] the Al-generated videos cannot fully reproduce the motion
in our real world (see the head of the animal in the first example), and may produce irregular motion
artifacts on some objects (see the wolves in the second example). Please refer to the videos in the
supplementary material for better visualization. Based on the above observations, we have come
up with another finding: Video generation models cannot fully reproduce real-world motion
patterns and may create unrealistic motion patterns.

Analysis on Geometry Further, we investigate the differences in geometry between real and
fake videos. As shown in Figure 3] the Al-generated videos can produce intersections that do not
conform to physical constraints (see the first example in Figure[3)) and create objects/humans with
size mutations (see the bottom example in Figure[3). Please refer to the videos in the supplementary
material for better visualization. Based on the above analysis, we present the following findings
regarding geometry: Al-generated videos still cannot fully follow real-world geometry rules with
unreal occlusion patterns and inconsistent object scales.



Figure 1: Appearance analysis on generated videos. The figure presents the qualitative results
of the appearance classifier on three videos. For each video, we sampled 5 frames (first row) and
their corresponding Grad-CAM visualizations (second row) to illustrate the results. The top video is
SVD-generated videos from our in-domain test set. The bottom two are from our cross-domain test
set, generated by Runway-Gen?2 and Pika Labs. Note: In the first video, Grad-CAM identifies that the
face of the man gets blurred, the water bottle and books on the desk gets distorted and an unnatural
groove appears on the desk surface; in the second video, Grad-CAM identifies the problem of the
inconsistent color changes of the grass around the dog, and the unnatural changes of the appearance
of the dog’s head; in the third video, Grad-CAM identifies that there are abrupt changes in both the
texture and color of the ground around the car. Please refer to our videos in supplementary.

4 Ensembled Experts for Cross-Domain Al-generated Video Detection

4.1 Ensembled-Experts Model

Despite the decent performance of our 3D ConvNet detector based on a single input modality, the
cross-domain performance is still not very satisfactory. As shown in Table 2] cross-domain”, the
detection accuracy is dropped by 10% to 30% when the testing videos are generated by different Al
models from the training ones.

This is partially due to the limitation of each detection model that only focuses on one input modality
and can only address particular synthetic video patterns. To develop a more robust fake video detector
and further improve the cross-domain fake video detection performance, we ensemble all three expert
models into one, referred to as the ensembled-experts model, in a simple yet efficient manner. As
illustrated in Figure ] each CVR classifier assesses the input video in terms of its corresponding
representation. Subsequently, each classifier produces logits indicating its confidence in determining
the authenticity of the input videos. Then, We combine the logits from the appearance, motion, and
geometry classifiers to obtain the final logits lfn,:

lfinal = ataly + amlm + aglg7 (D

where a,, oo, and oy represent the combinations for appearance, motion, and geometry, respectively.



Figure 2: Motion dynamics analysis on generated videos. The figure presents the qualitative
results of the motion classifier on two videos. For each video, we present the sampled 5-frame RGB
images (first row), the optical flow visualizations (second row), and the corresponding Grad-CAM
results (third row). The first video is from an SVD-generated video in our in-domain test set. The
second video is from a Sora-generated video in our cross-domain test set. Note: In the first video,
Grad-CAM identifies an irregular shaking pattern of the animal’s head, which defies physical rules;
in the videos generated by Sora, Grad-CAM identifies unnatural pixel movements in some detailed
structure regions (e.g., the legs of the wolves) caused by an abnormal cloning phenomenon. Please
refer to our videos in supplementary.

4.2 Results

Results in Table [3|demonstrate the superior fake video detection capability of our Ensembled-Experts
Model. In the following, we will compare our Ensembled-Experts Model with existing works and
conduct ablation studies on each input modality.

Implementation Details We implement our 3D ConvNet with Pytorch[30]. We train the models
with a learning rate of le-4, a batch size of 20. We utilize 8 NVIDIA A100 GPUs to generate
videos with SVD-XT [1]] and 4 NVIDIA 4090 GPUs to train CVR classifiers. In the testing process,
considering that videos from different sources have varying numbers of frames, we segment the
test videos into multiple clips, each containing 25 frames. For each video clip, we extract optical

Table 3: Results of our Ensembled-Experts Model. Top two rows: comparison with existing works.
Bottom four rows: ablation studies.

Method ‘ Input ‘ Sora Pika Labs Runway-Gen2 Average
CNNDetection [46] Images | 50.00 50.00 50.00 50.00
DIRE [47) Images 34.67 53.00 53.00 46.89
DINOV?2 classfier Videos 72.00 81.00 77.00 76.67
DINOv2+Flow classfier Videos 74.00 83.00 79.00 78.67
DINOv2+Depth classfier Videos 79.33 83.00 77.00 79.77
Ours Videos 81.33 83.00 82.00 82.11




Figure 3: Geometry analysis on generated videos. The figure illustrates the qualitative results of
the geometry classifier on two videos. Each video showcases sampled 5-frame RGB images (first
row), metric depth visualizations (second row), and corresponding Grad-CAM results (third row).
The first video is from an SVD-generated video in our in-domain test set. The second video is from a
Sora-generated video in our cross-domain test set. Note: For the first video, the abrupt changes in the
occlusion relationships of the two characters in the video cause unnatural variations in metric depth
estimation results between frames in some areas (e.g., the head of the farther person, the elbow of
the closer person, and the luggage). The network captures these abnormal changes, and Grad-CAM
identifies the corresponding regions. In the second video, the scale of individuals in different regions
of the scene varies significantly, resulting in changes in monocular metric depth estimation between
frames in areas with larger-scale individuals. The regions where such abnormal and sudden changes
occurred are highlighted by Grad-CAM. Please refer to our videos in supplementary.

flow based on adjacent frames, obtaining a 24-frame optical flow for training the motion classifier.
For training the appearance classifier and geometry classifier, we select the first 24 frames of the
video clips to extract DINOv?2 features and perform depth estimation for consistency among CVR
classifiers. During evaluation, if the proportion of clips identified as fake in an input video exceeds
€=0.05, we classify the entire input video as Al-generated; otherwise, the prediction for the video is a
real video.

Comparison with Existing Works ~As shown in Table 3] existing works [46| 47] can hardly detect
Al-generated videos in the challenging cross-domain setting and the results are almost random
guesses (50% accuracy). It is because their approaches are struggling to capture the common artifacts
among Al-generated videos, such as the appearance, motion, and geometry. On the contrary, thanks
to the effectiveness of our appearance, motion, and geometry classifiers and the Ensembled-Experts
strategy, our approach (“Ours” in Table [3) consistently outperforms existing works by a large
margin (more than 30%).

Ablation Studies In the ablation study, we evaluate how each classifier contributes to our
Ensembled-Experts Model. As shown in Table[3] with our DINOV2 classifier with the RGB input
modality (see the row “DINOV2 classifier”), our model can already achieve decent performance in
cross-domain fake video detection. With the ensembled appearance and motion classifiers (“DINOv2
classifier+Flow classifier”), the performance is consistently improved by 2% for all the testing models.
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Then we study the performance gain brought by the geometry classifier (“DINOvV2 classifier+Depth
classifier”), which improves the accuracy by 2% to 8%. These experiments show that our classifiers
cannot fully capture the motion and geometry information from the RGB input, namely, DinoV2;
thus, even with the RGB input and DINOv2 features, our motion and geometry modalities are still
necessary for robust fake video detection.

At last, we ensemble all of the three classifiers, and the results (“Ours” in Table@ demonstrate further
improvement in accuracy, manifesting that our Ensembled-Experts Model can effectively join the
forces of each exported model and effectively detect Al-generated video including the state-of-the-art
video generative model Sora, achieving state-of-the-art performance in Al-generated video detection.

4.3 Limitations

While our study provides valuable insights into the differences between Al-generated and real videos,
we acknowledge the following limitation: Although we selected some of the most advanced and
widely-used models available, our findings may not generalize to future models due to the rapid
pace of advancements in Al and video generation techniques. Due to the limitations of current
video generation models, which cannot produce videos of comparable length to real ones, our model
struggles to utilize long-range information for fake video detection. This highlights an important
direction for future development in video generation models.

5 Conclusion and Discussion

We conduct a comprehensive study on the gap between Al-generated videos and real videos, exam-
ining three fundamental aspects: appearance, motion, and geometry. To achieve this, we develop
fake/real classifiers and utilize Grad-CAM to identify discriminative regions that influence the clas-
sifiers’ decisions. Our study reveals the following findings: 1) Al-generated videos still cannot
deceive a simple 3D CNN detector in an in-domain setting, indicating gaps between Al-generated
videos and real ones. 2) Al-generated videos exhibit inconsistencies in appearance and distortions,
unrealistic motion patterns, and geometric clues that violate real-world rules. 3) The trained fake/real
detectors can generalize to detect videos from leading generative models with an accuracy of 70%,
suggesting that some of the identified gaps are transferable across different generative models, as also
demonstrated in visual illustrations. Lastly, by employing a simple ensemble strategy to capitalize
on the complementary appearance, motion, and geometry cues, we develop a real/fake detector
capable of detecting videos unseen during training with an accuracy of over 80%. We hope our
investigation serves as a catalyst for future research focused on developing diffusion models for
real-world simulations and designing deepfake detectors to enhance social security.
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