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Control Barrier Function (CBF) is an emerging method that guarantees safety in path
planning problems by generating a control command to ensure the forward invariance of a safety
set. Most of the developments up to date assume availability of correct state measurements
and absence of disturbances on the system. However, if the system incurs disturbances and
is subject to noise, the CBF cannot guarantee safety due to the distorted state estimate. To
improve the resilience and adaptability of the CBF, we propose a resilient estimator-based
control barrier function (RE-CBF), which is based on a novel stochastic CBF optimization
and resilient estimator, to guarantee the safety of systems with disturbances and noise in the
path planning problems. The proposed algorithm uses the resilient estimation algorithm to
estimate disturbances and counteract their effect using novel stochastic CBF optimization,
providing safe control inputs for dynamical systems with disturbances and noise. To demonstrate
the effectiveness of our algorithm in handling both noise and disturbances in dynamics and
measurement, we design a quadrotor testing pipeline to simulate the proposed algorithm and
then implement the algorithm on a real drone in our flying arena. Both simulations and
real-world experiments show that the proposed method can guarantee safety for systems with
disturbances and noise.

I. Notations

R𝑛+ = the set of positive elements in the 𝑛-dimensional Euclidean space
R𝑛×𝑚 = denotes the set of all 𝑛 × 𝑚 real matrices
𝐴⊤ = transpose of matrix 𝐴
tr (𝐴) = trace of matrix 𝐴
𝐴−1 = inverse of matrix 𝐴
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𝐼 = identity matrix with appropriate dimension
∥ · ∥ = standard Euclidean norm for a vector or an induced matrix norm
× = Cartesian product

II. Introduction
Due to the development of advanced computing and sensing technologies, autonomous systems have recently become

one of the most promising transportation systems. However, ensuring safety in path planning problems continues to be a
significant concern for autonomous robots. Satisfying the safety requirements of autonomous systems has inspired
substantial research. To name a few, the artificial potential field [1, 2] uses repulsive fields to guarantee safety; the
rapidly expanding random tree (RRT) [3, 4] checks the collisions of the sample points and their vertices to ensure safety;
model predictive control (MPC) [5, 6] achieves the safe critical goals by adding safety constraints or penalty functions
in the optimization problems.

The Control Barrier Function (CBF) is an emerging method that guarantees safety by generating a control command
to ensure the forward invariance of a safety set. It is widely used to guarantee the safety of autonomous systems. In
path planning problems, CBF methods are crafted to ensure safety by acting as a feedback controller when the nominal
path planning controller fails to meet safety constraints. In [7, 8], the CBF constraints guide reinforcement learning
algorithms to explore a safe policy region. In [9–11], the authors use a sampling-based MPC algorithm to navigate
through cluttered environments and guarantee safety using CBF constraints. In [12], the authors help operators fly a
quadrotor safely by implementing the CBF method on the control input. In [13], the authors use the CBF algorithm to
avoid collisions for teams of quadrotors. However, most CBF algorithms assume that the state of the system is known
and that the dynamics are disturbance-free. These assumptions cannot be validated in real-world systems due to the
presence of process measurement noise and disturbances. Various novel strategies have been developed to guarantee
the safety of robots with uncertain systems using the CBF method. Nonetheless, previous approaches have focused
exclusively on either process measurement noise or disturbances.

In order to overcome the safety issues raised by process and measurement noise in robotic systems, the authors
of [14, 15] proposed an extended Kalman filter (EKF)-CBF framework, where the EKF was used as a state estimator and
the CBF based on an EKF estimator was constructed to ensure safety. In [16], the authors proposed a Gaussian Process
(GP)-CBF algorithm to handle dynamic uncertainties. The GP-CBF algorithm expands the safe set by collecting state
measurements and decreasing the impact of process and measurement noise. In [17], the authors combine the EKF with
the CBF defined over Gaussian belief states to obtain the risk-aware control input for dynamical systems with incomplete
state information. On the other hand, in order to ensure safety for dynamical systems with disturbances, the authors
of [18] use the piecewise-constant adaptive law to estimate disturbances and develop a robust quadratic program. The
authors of [19] propose a Measurement-Robust (MR)-CBF, which combines CBF with the backup sets. The MR-CBF
provides theoretical guarantees of safe behavior in the presence of imperfect measurements. In [20], the authors present
an input-to-state (ISSf)-CBF, which ensures the safety of dynamical systems in the presence of input disturbances.

In order to handle both disturbances and noise in system dynamics, resilient estimation (RE) methods have been
proposed in [21, 22]. These methods treat disturbance models as unknown inputs injected into system dynamics,
providing state estimates that are resilient to the disturbance. In [23], the authors proposed a RE-integrated safety-
constrained control framework for the UAV system to ensure safety and extended the framework to a multi-UAV system
to achieve state coordination [24]. In [25], the authors proposed a resilient estimation method for switched nonlinear
systems subject to stochastic processes and measurement noise. In [26], an efficient RE approach is introduced,
providing an interval of the state estimate that is robust to additive nonlinear modeling errors. However, to the best of
our knowledge, the RE have not been implemented yet in the path planning problems for safety considerations. We
develop a novel stochastic CBF optimization to ensure the safety of robots in the presence of disturbance and noise.
The algorithm in this paper integrates the resilient estimation method with the control barrier function to address
the safety challenges caused by the uncertainty of the disturbance-induced model. Compared with the conventional
CBF methods, the proposed RE-CBF algorithm aims to ensure the safety of autonomous systems in the presence of
disturbance and noise in the path planning problems. The RE-CBF uses the resilient estimation algorithm to estimate
noise and disturbances, and compensate for their effects on the state estimates, resulting in accurate state estimates even
in the presence of disturbances and noise. Then we design a stochastic CBF optimization to solve for the safe control
input. Finally, we design a quadrotor testing pipeline to demonstrate the effectiveness of our algorithm in handling
uncertainty in system dynamics and measurements. We numerically simulate the RE-CBF algorithm for quadrotor
dynamics and implement it on a real drone. We summarize our contributions as follows:
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• We develop a stochastic CBF optimization to ensure the safety of an uncertain system in path planning problems;
• We introduce a RE-CBF algorithm, which provides the estimation of disturbances for the stochastic CBF

optimization;
• We design a quadrotor testing pipeline to implement the RE-CBF method on the robot in real-time.
The remainder of the paper is organized as follows. In Section III, we introduce the formulation of the problem of

ensuring safety in the presence of disturbances and noise. Next, in Section IV, we first present the CBF method and the
RE algorithm, respectively, and then present the proposed RE-CBF method. Finally, in Section V, we test our algorithm
on the quadrotor system both in simulations and in real-word experiments, demonstrating that the proposed RE-CBF
method could guarantee safety with both disturbances and noise in the system.

III. Problem Statement
We consider the following control-affine dynamical system:

𝑥𝑘+1 = 𝑓 (𝑥𝑘) + 𝑔(𝑥𝑘)𝑢𝑘 + 𝑑𝑘 + 𝑤𝑘 ,

𝑦𝑘 = 𝑐(𝑥𝑘) + 𝑣𝑘 ,
(1)

where 𝑥𝑘 ∈ R𝑛 is the state, 𝑢𝑘 ∈ R𝑚 is the control input. The function 𝑓 : R𝑛 → R and the function 𝑔 : R𝑛 → R𝑛×𝑚
are known locally Lipschitz continuous functions. The disturbance model 𝑑𝑘 is unknown and time-varying. The noise
signals 𝑤𝑘 and 𝑣𝑘 are assumed to be independent and identically distributed (i.i.d.) Gaussian random variables with
zero means and covariances E[𝑤𝑘𝑤

⊤
𝑘
] = 𝜎⊤

𝑤𝜎𝑤 = Σ𝑤 ≥ 0, and E[𝑣𝑘𝑣⊤𝑘 ] = 𝜎
⊤
𝑣 𝜎𝑣 = Σ

𝑣
> 0, respectively. We assume

that the operating environment has obstacles, and let S represent a known safe set, i.e., if 𝑥𝑘 ∈ S,∀𝑘 , then the system is
safe. We assume that the safe set S is described by a known locally Lipschitz function ℎ : R𝑛 → R such that:

S = {𝑥 : ℎ(𝑥) ≥ 0}, 𝜕S = {𝑥 : ℎ(𝑥) = 0}, int(S) = {𝑥 : ℎ(𝑥) > 0}, (2)

where 𝜕S is the boundary and int(S) is the interior of the set S respectively.

Problem 1 Let 𝑢𝑛 be the nominal control input that ensures that the system state remains in the safe set S during
system’s operation, but does not satisfy the safety constraints in the presence of 𝑑𝑘 , 𝑤𝑘 , 𝑣𝑘 . Given the nonlinear
stochastic system described in (1) and the safe set S in (2), our objective is to develop a control policy 𝑢𝑠 that ensures
safety at each time step despite the presence of 𝑤𝑘 , 𝑣𝑘 , and disturbance-induced model uncertainty 𝑑𝑘 .

IV. Methods

A. Control Barrier Function
The CBF method uses a Lyapunov-like function to guarantee that the system remains in the safe set S. When the

safety constraint is violated, the CBFs aim to find the minimum intervention to adjust the dangerous nominal control
input 𝑢𝑛. We first consider a discrete-time nonlinear control-affine system without noise and system disturbances:

𝑥𝑘+1 = 𝑓 (𝑥𝑘) + 𝑔(𝑥𝑘)𝑢𝑘 . (3)

With the same safe state-space S definition in (2), we have the following definition for the CBF at each discrete time
state 𝑥𝑘 :

Definition 1 [27] The function ℎ : R𝑛 → R is a CBF for the system in (3), if there exists an extended class K function
𝛼 such that

sup
𝑢∈𝑈

[𝐿 𝑓 ℎ(𝑥𝑘) + 𝐿𝑔ℎ(𝑥𝑘)𝑢] ≥ −𝛼(ℎ(𝑥𝑘)),

for all 𝑥𝑘 ∈ S, where 𝐿 𝑓 ℎ(𝑥𝑘) and 𝐿𝑔ℎ(𝑥𝑘) stand for Lie derivatives of ℎ(𝑥𝑘).

The Lie derivative is given by:

¤ℎ(𝑥𝑘) = 𝐿 𝑓 ℎ(𝑥𝑘) + 𝐿𝑔ℎ(𝑥𝑘)𝑢 =
𝜕ℎ

𝜕𝑥
( 𝑓 (𝑥𝑘) + 𝑔(𝑥𝑘)𝑢).
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Theorem 1 [28] Let S be a set defined as the superlevel set of a continuously differentiable function ℎ; i.e. S = {𝑥 ∈
R𝑛 : ℎ(𝑥) ≥ 0}. If ℎ is a control barrier function and 𝜕ℎ

𝜕𝑥
≠ 0 for all 𝑥 ∈ 𝜕S, then any controller 𝑢 for the system (3)

renders the set S safe.

The standard CBF function ℎ(𝑥𝑘) defined in Definition 1 is limited to systems with relative degree one. For a system
with high relative degree, the term 𝐿𝑔ℎ(𝑥𝑘) will always be equal to zero. Thus, the CBF constraints cannot regulate the
control behavior even if the safety constraints are violated. To guarantee the safety of systems with high relative degree,
a variant of the CBF, the exponential control barrier function, is proposed in [29].

Definition 2 [29] The smooth function ℎ : R𝑛 → R, with relative degree 𝑟 , is defined as an exponential CBF if there
exists a row vector 𝐾 = [𝑘1, 𝑘2, ..., 𝑘𝑟 ] such that ∀𝑥𝑘 ∈ S:

sup
𝑢

[𝐿𝑟𝑓 ℎ(𝑥𝑘) + 𝐿𝑔𝐿
𝑟−1
𝑓 ℎ(𝑥𝑘)𝑢] ≥ −𝐾𝜂(𝑥𝑘),

where 𝜂(𝑥𝑘) =
[
ℎ(𝑥𝑘) ¤ℎ(𝑥𝑘) ¥ℎ(𝑥𝑘) · · · ℎ𝑟−1 (𝑥𝑘)

]
, and the 𝑟 𝑡ℎ Lie time derivative of function ℎ(𝑥𝑘) is defined

as ℎ𝑟 (𝑥𝑘 , 𝑢) = 𝐿𝑟𝑓 ℎ(𝑥𝑘) + 𝐿𝑔𝐿
𝑟−1
𝑓
ℎ(𝑥𝑘)𝑢. The row vector 𝐾 is the coefficient gain vector for 𝜂. It can be determined

using linear control methods, such as pole placement. In this study, we choose to employ the RE algorithm to achieve
precise state estimation.

B. Resilient Estimator
The CBF algorithms defined in Definition 1 provides safe control maneuvers based on precise state measurements,

provided the system dynamics are known. However, in practice, measurement noise and dynamic disturbances often
significantly affect the control algorithms. Resilient estimation (RE) algorithms have been proposed to address these
issues. We first consider the following linearized nonlinear system at each discrete state 𝑥𝑘 :

𝑥𝑘+1 = 𝐴𝑘𝑥𝑘 + 𝐵𝑘𝑢𝑘 + 𝑑𝑘 + 𝑤𝑘 , (4)
𝑦𝑘 = 𝐶𝑘𝑥𝑘 + 𝑣𝑘 , (5)

where 𝐴𝑘 =
𝜕 𝑓

𝜕𝑥
(𝑥𝑘), 𝐵𝑘 =

𝜕𝑔

𝜕𝑥
(𝑥𝑘) and 𝐶𝑘 =

𝜕𝑐

𝜕𝑥
(𝑥𝑘) are time variant matrices, and with some abuse of notation we

have lumped the higher order terms into 𝑑𝑘 , 𝑤𝑘 , 𝑣𝑘 . At time 𝑘 , given the previous state estimation 𝑥𝑘−1, we update the
state estimation with the following steps:

• Prediction:
𝑥−𝑘 = 𝐴𝑘−1𝑥𝑘−1 + 𝐵𝑘−1𝑢𝑘−1; (6)

• Disturbance estimation:
𝑑𝑘−1 = 𝑀𝑘 (𝑦𝑘 − 𝐶𝑘𝑥

−
𝑘 ); (7)

• Time update:
𝑥∗𝑘 = 𝑥−𝑘 + 𝑑𝑘−1; (8)

• State estimation:
𝑥𝑘 = 𝑥∗𝑘 + 𝐿𝑘 (𝑦𝑘 − 𝐶𝑘𝑥

∗
𝑘). (9)

Given the previous state estimate 𝑥𝑘−1, we can predict the current state 𝑥−
𝑘

under the assumption that the system is
disturbance-free (i.e. 𝑑𝑘−1 = 0) in (6). The estimation of the disturbance model 𝑑𝑘−1 can be obtained by observing the
difference between the predicted output 𝐶𝑘𝑥

−
𝑘

and the measured output 𝑦𝑘 in (7), and 𝑀𝑘 is the filter gain chosen to
minimize the input error covariances 𝑃𝑑

𝑘
. The prediction of the state 𝑥−

𝑘
can be updated by incorporating the estimate of

the disturbance model 𝑑𝑘 in (8). In (9), the output 𝑦𝑘 is used to correct the current state estimate, where 𝐿𝑘 is the filter
gain chosen to minimize the state error covariance 𝑃𝑥

𝑘
. The complete algorithm is presented in Algorithm 1, and its

derivation can be found in Appendix VII.A. In conclusion, using equations (7) and (9), we could obtain an estimate of
the current state 𝑥𝑘 and the disturbance model 𝑑𝑘 .
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Algorithm 1 Resilient Estimation
Require: 𝑥𝑘−1; 𝑃𝑥

𝑘−1;
Ensure: 𝑑𝑘−1; 𝑃𝑑

𝑘−1; 𝑥𝑘 ; 𝑃𝑥
𝑘
.

⊲ Prediction
1: 𝑥−

𝑘
= 𝐴𝑘−1𝑥

−
𝑘−1 + 𝐵𝑘−1𝑢𝑘−1;

2: 𝑃𝑥,−
𝑘

= 𝐴𝑘−1𝑃
𝑥
𝑘−1𝐴

⊤
𝑘−1 +𝑄𝑘−1;

⊲ Disturbance model estimation
3: �̃�𝑘 = 𝐶𝑘𝑃

𝑥,−
𝑘

𝐶⊤
𝑘
+ 𝑅𝑘 ;

4: 𝑃𝑑
𝑘−1 = (𝐶⊤

𝑘
�̃�−1
𝑘
𝐶𝑘)−1;

5: 𝑀𝑘 = 𝑃𝑑
𝑘−1𝐶

⊤
𝑘
�̃�−1
𝑘

;
6: 𝑑𝑘−1 = 𝑀𝑘 (𝑦𝑘 − 𝐶𝑘𝑥

−
𝑘
);

7: 𝑃𝑥𝑑
𝑘−1 = −𝑃𝑥

𝑘−1𝐴
⊤
𝑘−1𝐶

⊤
𝑘
𝑀⊤

𝑘
⊲ Time update

8: 𝑥∗
𝑘
= 𝑥−

𝑘
+ 𝑑𝑘−1;

9: 𝑃𝑥∗
𝑘

= 𝐴𝑘−1𝑃
𝑥
𝑘−1𝐴

⊤
𝑘−1 + 𝐴𝑘−1𝑃

𝑥𝑑
𝑘−1 + (𝑃𝑥𝑑

𝑘−1)
⊤𝐴⊤

𝑘−1 + 𝑃𝑑
𝑘−1 − 𝑀𝑘𝐶𝑘𝑄𝑘−1 −𝑄𝑘−1𝐶

⊤
𝑘−1𝑀

⊤
𝑘
+𝑄𝑘−1;

10: �̃�∗
𝑘
= 𝐶𝑘𝑃

𝑥∗
𝑘
𝐶⊤
𝑘
+ 𝑅𝑘 − 𝐶𝑘𝑀𝑘𝑅𝑘 − 𝑅𝑘𝑀⊤

𝑘
𝐶⊤
𝑘

;
⊲ Measurement update

11: 𝐿𝑘 = (𝑃𝑥∗
𝑘
𝐶⊤
𝑘
− 𝑀𝑘𝑅𝑘) �̃�∗†𝑘 ;

12: 𝑥𝑘 = 𝑥∗
𝑘
+ 𝐿𝑘 (𝑦𝑘 − 𝐶𝑘𝑥

∗
𝑘
);

13: 𝑃𝑥
𝑘
= (𝐼 − 𝐿𝑘𝐶𝑘)𝑀𝑘𝑅𝑘𝐿

⊤
𝑘
+ 𝐿𝑘𝑅𝑘𝑀⊤

𝑘
(𝐼 − 𝐿𝑘𝐶𝑘)⊤ + (𝐼 − 𝐿𝑘𝐶𝑘)𝑃𝑥∗

𝑘
(𝐼 − 𝐿𝑘𝐶𝑘)⊤ + 𝐿𝑘𝑅𝑘𝐿⊤𝑘 ;

C. RE-CBF Framework
The CBF method outlined in Definition 1 pertains to dynamical systems that are free from disturbances and noise.

Therefore, directly integrating the estimated state 𝑥𝑘 from the RE method with the CBF cannot ensure safety due to the
presence of disturbances 𝑑𝑘 and noise 𝑤𝑘 , 𝑣𝑘 . Compared with the CBF defined in Definition 1, we construct a new
stochastic CBF optimization for the RE-CBF method to guarantee the safety of the system. The RE-CBF method uses
the Itô derivative instead of the Lie derivative to form the safe barrier, which has been proven in [15] and in [30] to
ensure safety for systems with process and measurement noise.

Definition 3 A function 𝐻 : R𝑛 → R is a RE-CBF function if it is locally Lipschitz, twice differentiable on int(S), and
satisfies the following properties:

1) There exist class K functions 𝛼1 and 𝛼2 such that

1
𝛼1 (ℎ(𝑥𝑘))

≤ 𝐻 (𝑥𝑘) ≤
1

𝛼2 (ℎ(𝑥𝑘))
, (10)

for all 𝑥𝑘 ∈ int(S);
2) There exists a class K function 𝛼3 such that for all 𝑥𝑘 ∈ int(S) there exists 𝑢 ∈ R𝑚 verifying

𝜕𝐻

𝜕𝑥

(
𝑓 (𝑥𝑘) + 𝑔(𝑥𝑘)𝑢 + 𝑑𝑘

)
+ 1

2
tr
(
𝜎⊤
𝑤

𝜕2𝐻

𝜕𝑥2 𝜎𝑤

)
≤ 𝛼3 (ℎ(𝑥𝑘)), (11)

where tr denotes the trace of a matrix, and 𝜎𝑤 is the standard variance of noise signal 𝑤𝑘 .

Definition 3 introduces an innovative CBF approach to ensure the safety of the stochastic system despite disturbances
and uncertainties. The Lyapunov-like bounds (10) on 𝐻 imply that 𝐻 essentially behaves like 1

ℎ (𝑥𝑘 ) for some class K
function 𝛼 with

inf
𝑥𝑘 ∈int(S)

1
𝛼(ℎ(𝑥𝑘))

≥ 0, lim
𝑥𝑘→𝜕S

1
𝛼(ℎ(𝑥𝑘))

= ∞.

We provide the following CBF optimization to obtain the safe control input 𝑢𝑠 based on a predefined nominal control
input 𝑢𝑛:

arg min
𝑢𝑠

1
2
∥𝑢𝑠 − 𝑢∥2

2 ,

s.t. 𝐿 𝑓𝐻 (𝑥𝑘) + 𝐿𝑔𝐻 (𝑥𝑘)𝑢𝑠 +
1
2

Tr
(
𝜎⊤
𝑤

𝜕2𝐻

𝜕𝑥2 𝜎𝑤

)
+ 𝜕𝐻
𝜕𝑥

𝑑𝑘 ≤ 𝛼3 (ℎ(𝑥𝑘)).
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Fig. 1 An illustrative control diagram of RE-CBF method implementing on a quadrotor drone.

For systems with high relative degree, we define the following set of functions 𝐻𝑖 (𝑥𝑘), for 𝑖 = 0, 1, . . . , 𝑟, as
𝐻0 (𝑥𝑘) = 𝐻 (𝑥𝑘):

𝐻𝑖+1 (𝑥𝑘) =
𝜕𝐻𝑖

𝜕𝑥
𝑓 (𝑥𝑘) +

1
2

Tr
(
𝜎⊤
𝑤

𝜕2𝐻𝑖

𝜕𝑥2 𝜎𝑤

)
+ 𝜕𝐻𝑖

𝜕𝑥
𝑑𝑘 + 𝐻𝑖 (𝑥𝑘).

We construct the following exponential RE-CBF for the system with 𝑟 relative-degree based on Definition 2 and
Definition 3 to obtain the safe control input 𝑢𝑠:

arg min
𝑢𝑠

1
2
∥𝑢𝑠 − 𝑢∥2

2 ,

s.t. 𝐿 𝑓𝐻𝑟 (𝑥𝑘) + 𝐿𝑔𝐻𝑟 (𝑥𝑘)𝑢𝑠 +
1
2

Tr
(
𝜎⊤
𝑤

𝜕2𝐻𝑟

𝜕𝑥2 𝜎𝑤

)
+ 𝜕𝐻𝑟

𝜕𝑥
𝑑𝑘 ≤ 𝛼3 (

1
𝐻𝑟 (𝑥𝑘)

).

Next, we develop a testing pipeline of the RE-CBF implementation on the quadrotor dynamics in Fig.1. We consider
the drone system using a PD controller that provides a nominal control input 𝑢𝑛 for navigation and ignores safety
restrictions due to the fact that the environment S = {ℎ(𝑥𝑘 , 𝑡) ≥ 0)} is unknown for the nominal controller. We use
RE-CBF to synthesize a safe control input 𝑢𝑠 whenever the safety constraints are violated. The drone recovers the
input of the acceleration control input 𝑢𝑠 to Euler angles 𝜃, 𝜙 and thrust 𝑇 . Using on-board sensors, the drone collects
inaccurate state information 𝑥𝑡 . Then, we use the resilient estimator to provide an accurate state estimate 𝑥𝑡 and send the
accurate state estimate to the nominal PD controller and the CBF rectifier. In the next section, we provide the setup and
the result of the testing pipeline.

V. Simulations and Experiments

A. Dynamics of the Quadrotor
In this section, we introduce the position dynamics and attitude kinematics of a quadrotor. The control inputs of the

quadrotor dynamics are the forces and torques generated by the four propellers and gravity. The relevant world frame
and body frame for the quadrotor are shown in Fig. 2. The world frame F𝑊 is defined by the axes 𝑤1, 𝑤2, and 𝑤3. The
body frame F𝐵 is defined by the axes 𝑏1, 𝑏2 and 𝑏3, where 𝑏1 is the forward direction of the quadrotor, and 𝑏3 is the
upward perpendicular direction.

The rotation matrix 𝑅𝑏 between the body frame F𝐵 and world frame F𝑊 can be presented as:

𝑅𝑏 =


cos𝜓 cos 𝜃 − sin 𝜙 sin𝜓 sin 𝜃 − cos 𝜙 sin𝜓 cos𝜓 sin 𝜃 + cos 𝜃 sin 𝜙 sin𝜓
cos 𝜃 sin𝜓 + cos𝜓 sin 𝜙 sin 𝜃 cos 𝜙 cos𝜓 sin𝜓 sin 𝜃 − cos𝜓 cos 𝜃 sin 𝜙

− cos 𝜙 sin 𝜃 sin 𝜙 cos 𝜙 cos 𝜃

 ,
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Fig. 2 World coordinate and body fixed coordinate of Crazyflie and Euler angles defined in these coordinates

where angle 𝜙, 𝜃, 𝜓 represent roll, pitch, yaw. The disturbance-free dynamic equations of the quadrotor are:

¤𝑟 = 𝑣,

¤𝑣 = 𝑔𝑒3 −
𝐹

𝑚
𝑅𝑏𝑒3,

¤𝑅 = 𝑅Ω̂,

¤Ω = 𝐽−1 (𝑀 −Ω × 𝐽Ω),

where 𝑟, 𝑣 ∈ R3 are the position vector and velocity vector of the quadrotor in the world frame, 𝐹 ∈ R is the scalar force
generated by the motor, 𝑒3 ∈ R3 is the unit vector on z-axis direction, Ω ∈ R3 is the angular velocity, and Ω̂ ∈ R3×3 is
the skew-symmetric form of Ω. Furthermore, in the equations, 𝑀 ∈ R3 is the torque of the quadrotor, 𝑚 ∈ R is the mass
of the quadrotor, 𝑔 ∈ R is gravity and 𝐽 ∈ R3×3 is the inertia matrix of the quadrotor.

B. Simulations Setup
In the numerical simulations, we use the Crazyflie drone to test the proposed RE-CBF algorithm. The frequency of

the RE-CBF algorithm is set to 100 Hz. We consider the following disturbance 𝑑𝑘 and noise 𝑤𝑘 , 𝑣𝑘 in the dynamical
system:

𝑑𝑘 = 0.05 ∗ sin(2𝜋𝑡),
𝑤𝑘 , 𝑣𝑘 ∼ 0.05 ∗ N (0, 𝐼).

(12)

The parameters of the Crazyflie drone are shown in Table 1. We present two distinct scenarios to evaluate the proposed

Table 1 Parameters in simulations

param. value

𝑚 0.037 kg

𝑔 -9.81 m/s2

Δ𝑡 0.01 s

𝐿 0.033 m

𝐽 10−6


16.571 0.830 0.718
0.830 16.655 1.800
0.718 1.800 29.261

 kgm2
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(a) 2D planar trajectories of the quadrotor. (b) Distance to the center of the super ellipsoid

Fig. 3 2D trajectories of PD nominal controller and the resilient estimator-based CBF controller that avoid a
super ellipsoid obstacle. The quadrotor flies around the target while avoiding an obstacle with the help of the
RE-CBF.

RE-CBF algorithm implemented on the drone. In the first scenario, the quadrotor needs to avoid collisions with a super
ellipsoid obstacle, which is described as:[

( 𝑟𝑥 − 𝑜𝑥
𝑎

)4 + (
𝑟𝑦 − 𝑜𝑦
𝑏

)4
]
+ ( 𝑟𝑧

𝑐
)4 ≤ 1, (13)

where 𝑟𝑥 , 𝑟𝑦 , 𝑟𝑧 are the coordinates of the quadrotor, 𝑎, 𝑏, 𝑐 are the half-lengths of the obstacles along each axis, and
𝑜𝑥 , 𝑜𝑦 is the center point of the obstacle.

In the second scenario, we consider a virtual box boundary in which the drone must fly inside. We define the
following decoupled constraints:

𝑥min ≤ 𝑟𝑥 ≤ 𝑥max,

𝑦min ≤ 𝑟𝑦 ≤ 𝑦max,

𝑧min ≤ 𝑟𝑧 ≤ 𝑧max,

where 𝑥min, 𝑥max, 𝑦min, 𝑦max, 𝑧min and 𝑧max are known parameters of the virtual box.

C. Simulation Results
In the super ellipsoid obstacle environment, we design the following CBF ℎ(𝑟) to guarantee the safety of the drone:

S = {𝑟 |ℎ(𝑟) ≥ 0} ,

ℎ(𝑟) = ( 𝑟𝑥 − 𝑜𝑥
𝑎

)4 + (
𝑟𝑦 − 𝑜𝑦
𝑏

)4 + ( 𝑟𝑧
𝑐
)4 − 𝑑𝑠 ,

(14)

where 𝑎, 𝑏, 𝑐 are the shape of the super ellipsoid obstacle, and 𝑑𝑠 is the safety distance to the obstacle based on the size
of the quadrotor. The derivative of the CBF ℎ(𝑟) to state 𝑟 is expressed as:

𝜕ℎ

𝜕𝑟
(𝑟𝑥 , 𝑟𝑦) =

[
4( 𝑟𝑥−𝑜𝑥

𝑎
)3 4( 𝑟𝑦−𝑜𝑦

𝑏
)3
]
.

The trajectories of the drone are shown in Fig. 3a. The initial state of the quadrotor is [𝑥0, 𝑦0, 𝑧0]𝑇 = [0, 0, 10]𝑇 .
The super ellipsoid obstacle parameters are 𝑎 = 1, 𝑏 = 1, 𝑐 = 2, 𝑟𝑥 = 3, 𝑟𝑦 = 2 as defined in (13), with a safety margin of
𝑑𝑠 = 0.2 specified in (14). The trajectory of the nominal controller is shown in the green solid line, which violates the
safety constraints. The trajectory of the proposed RE-CBF algorithm is shown in an orange solid lane, which guarantees
the safety of the drone. We also plot the distance between the center of the super ellipsoid and the position of the
quadrotor, as shown in Figure 3b. Compared with the nominal controller, the proposed RE-CBF algorithm generates a
safe maneuver when the quadrotor approaches obstacles.
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(a) 3D planar trajectories of the quadrotor and zoom-in view. (b) Altitude of the quadrotor.

Fig. 4 3D space trajectories of the nominal PD controller and the RE-CBF controller inside a box area. We also
plot the zoom-in trajectories in the area where 𝑟𝑥 , 𝑟𝑦 ∈ [−1.6,−1.3]m and 𝑟𝑧 ∈ [−2, 8]m.

For the virtual box environment, we design the following barrier functions:

ℎ(𝑟𝑥 , 𝑟𝑦 , 𝑟𝑧) =
[
ℎ1 (𝑟𝑖𝑑)
ℎ2 (𝑟𝑖𝑑)

]
=

[
𝑖𝑑max − 𝑟𝑖𝑑
𝑟𝑖𝑑 − 𝑖𝑑min

]
where 𝑖𝑑 are the index for 𝑥, 𝑦, 𝑧 axes and ℎ is a 6 × 1 vector. The derivative of the barrier functions ℎ(𝑟) to the state 𝑟 is
expressed as:

𝜕ℎ

𝜕𝑟
=



1 0 0
−1 0 0
0 1 0
0 −1 0
0 0 1
0 0 −1


.

In this experiment, we consider a 2×2×2 box area, and the center of the box is at the original point. The initial position of
the quadrotor is set to [𝑟𝑥 .𝑟𝑦 .𝑟𝑧]𝑇 = [−1.5,−1, 5, 1.8]𝑇 , and the initial velocity is given by [𝑣𝑥 , 𝑣𝑦 , 𝑣𝑧]𝑇 = [0, 0, 1.8]𝑇 .
In Fig. 4a, we present the trajectories of the nominal controller and the RE-CBF controller. Considering the high initial
velocity in the z-direction, the nominal controller will immediately fly beyond the box area before reaching the target
position, which violates the safety constraints. On the other hand, the RE-CBF overrides the control input when the
quadrotor violates the constraints on the z-axis. In Fig. 4b, the results illustrate the altitude of the drone, demonstrating
that the RE-CBF algorithm maintains the flight of the quadrotor below 2 m, thus ensuring the safety of the drone.

D. Experiments
We conduct the experiments on a quadrotor in a real-word indoor arena equipped with the VICON motion capture

system. The VICON system runs at 100 Hz and provides accurate state information of the quadrotor. We also add
disturbances and noise defined in (12) to the state to test the effectiveness of the proposed RE-CBF algorithm. The
size of the arena is 7 × 5 × 3m3, as shown in Fig. 5a. The quadrotor used in the experiments is shown in Fig. 5b. The
quadrotor is equipped with an NVIDIA Xavier embedded computer onboard to run the RE-CBF algorithm online. It
also has a Cube Orange flight control unit (fcu) with PX4 firmware in it to convert acceleration control input to motor
speed. Both the on-board computer and the fcu obtain state information from the VICON camera through the radio.
Finally, we used the RVIZ to visualize the trajectory of the quadrotor.

We consider a 2D super ellipsoid obstacle defined by (13) being placed in the flying arena, where 𝑎 = 0.5, 𝑏 =

0.5, 𝑐 = 2, 𝑟𝑥 = 0.25, 𝑟𝑦 = 0.25. The result of the experiment is shown in Fig. 5c and the video with the following link:
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(a) Flying arena with VICON system for
state estimation.

(b) Quadrotor equipped with Xavier On-
board computer and Cube .

(c) The trajectory of the RE-CBF con-
troller and nominal controller.

Fig. 5 Figures of flying arena, quadrotor and final rsults.

https://youtu.be/QN-CQ4PSVHw. In order to avoid damaging the drone, the obstacle is placed below the flying
altitude. In the experiments, we first define a starting position after the drone is armed. The take-off procedure will
avoid the drone from being damaged before we test the algorithms. Once the drone reaches the starting position, we
will test whether the drone can avoid the super ellipsoid obstacle. Due to the size limitation of the flying arena, we
manually disarm the drone when the drone reaches the target. Both the trajectory figure and the video demonstrate that
the proposed RE-CBF algorithm ensures safety, whereas the nominal controller violates the safety constraints when
flying above the obstacles. In conclusion, the real-world experiments show that the proposed RE-CBF algorithm can
guarantee the safety of the quadrotor in real-time.

VI. Conclusion
In this work, we propose a novel safety-critical algorithm, RE-CBF, which is based on a novel stochastic CBF

optimization and a resilient estimator to guarantee the safety of autonomous systems with disturbances and noise. The
proposed RE-CBF method employs the RE algorithm to estimate disturbances and mitigate their impact during state
estimation, ensuring accurate estimates for states. The stochastic exponential CBF optimization utilizes the estimated
state and disturbance to derive a safe control input from the nominal control. To demonstrate the effectiveness of our
algorithm in handling disturbances and noise in dynamics and measurement, we numerically simulate the proposed
algorithm for quadrotor dynamics and then implement it on a real drone in our flying arena. Both simulations and
real-world experiments show that the proposed method can guarantee safety with disturbances and noise in the dynamics.

VII. Appendix

A. Derivation of Resilient Estimation Algorithm

1. Prediction
Given the previous state estimate 𝑥𝑘−1, the current state can be predicted by (6). Its error covariance matrix is

𝑃
𝑥,−
𝑘
≜ E[𝑥−

𝑘
(𝑥−

𝑘
)⊤] = 𝐴𝑘−1𝑃

𝑥
𝑘−1𝐴

⊤
𝑘−1 +𝑄𝑘−1, where 𝑃𝑥

𝑘 ≜ E[𝑥𝑘𝑥
⊤
𝑘 ] is the state estimation error covariance.

2. Disturbance-induced model disturbances estimation
The disturbance-induced model disturbances in (7) use the difference between the measured output 𝑦𝑘 and the

predicted output 𝐶𝑘𝑥
−
𝑘
. Substituting (5) and (6) into (7), we have 𝑑𝑘−1 = 𝑀𝑘 (𝐶𝑘𝐴𝑘−1𝑥𝑘−1 + 𝐶𝑘𝑑𝑘−1 + 𝐶𝑘𝑤𝑘−1 + 𝑣𝑘),

which is a linear function of the actuator attack 𝑑𝑘 . Applying the method of least squares, which gives linear
minimum-variance estimates, we can get the optimal gain in actuator attack estimation: 𝑀𝑘 = (𝐶⊤

𝑘
�̃�−1
𝑘
𝐶𝑘)−1𝐶⊤

𝑘
�̃�−1
𝑘
,

where �̃�𝑘 ≜ 𝐶𝑘𝑃
𝑥,−
𝑘
𝐶𝑘 + 𝑅𝑘 . Its error covariance matrix is 𝑃𝑑

𝑘−1 = 𝑀𝑘 �̃�𝑘𝑀
⊤
𝑘

= (𝐶⊤
𝑘
�̃�−1
𝑘
𝐶𝑘)−1. The cross error

covariance matrix of the state estimate and the actuator attack estimate is 𝑃𝑥𝑑
𝑘−1 = −𝑃𝑥

𝑘−1𝐴
⊤
𝑘−1𝐶

⊤
𝑘
𝑀⊤

𝑘
.
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3. Time update
Given the model uncertainty estimate 𝑑𝑘−1, the state prediction 𝑥−

𝑘
can be updated as in (8). We can derive the error

covariance matrix of 𝑥∗
𝑘

as

𝑃𝑥∗
𝑘 ≜ E[(𝑥

∗
𝑘) (𝑥

∗
𝑘)

⊤] = 𝐴𝑘−1𝑃
𝑥
𝑘−1𝐴

⊤
𝑘−1 + 𝐴𝑘−1𝑃

𝑥𝑑
𝑘−1 + 𝑃

𝑑𝑥
𝑘−1𝐴

⊤
𝑘−1 + 𝑃

𝑑
𝑘−1 − 𝑀𝑘𝐶𝑘𝑄𝑘−1 −𝑄𝑘−1𝐶

⊤
𝑘 𝑀

⊤
𝑘 +𝑄𝑘−1,

where 𝑃𝑑𝑥
𝑘−1 = (𝑃𝑥𝑑

𝑘−1)
⊤.

4. State update
In this step, the measurement 𝑦𝑘 is used to update the propagated estimate 𝑥∗

𝑘
as shown in (9). The covariance matrix

of the state estimation error is

𝑃𝑥
𝑘 ≜ E[(𝑥𝑘) (𝑥𝑘)

⊤] = (𝐼 − 𝐿𝑘𝐶𝑘)𝑀𝑘𝑅𝑘𝐿
⊤
𝑘 + 𝐿𝑘𝑅𝑘𝐿

⊤
𝑘 + 𝐿𝑘𝑅𝑘𝑀

⊤
𝑘 (𝐼 − 𝐿𝑘𝐶𝑘)⊤ + (𝐼 − 𝐿𝑘𝐶𝑘)𝑃𝑥∗

𝑘 (𝐼 − 𝐿𝑘𝐶𝑘)⊤.

The gain matrix 𝐿𝑘 is chosen by minimizing the trace norm of 𝑃𝑥
𝑘
: min

𝐿𝑘

tr(𝑃𝑥
𝑘 ). The solution of the program is given by

𝐿𝑘 = (𝑃𝑥∗
𝑘 𝐶

⊤
𝑘 − 𝑀𝑘𝑅𝑘) �̃�∗†

𝑘
,

where �̃�∗
𝑘
≜ 𝐶𝑘𝑃

∗𝑥
𝑘
𝐶⊤
𝑘
+ 𝑅𝑘 − 𝐶𝑘𝑀𝑘𝑅𝑘 − 𝑅𝑘𝑀

⊤
𝑘
𝐶⊤
𝑘

.
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