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Abstract—Many mobile networks are represented as graphs to
obtain insight to their connectivity and transmission properties.
Among these properties centrality resilience, that is, how well
centralities, such as closeness and betweennesss, are maintained
under attacks is a critical factor for proper functioning of a
network. In this paper, we study the centrality resilience of complex
networks by developing attack models to disrupt the rank of the
top path-based centrality vertices.

To develop our attack models, we extend the concept of rich
clubs of influential vertices to the more general framework of
scattered rich clubs. We define scattered rich clubs as dense
subgraphs of high centrality vertices that are spread (scattered)
across the network. Finding scattered rich clubs, although of
polynomial time complexity, is extremely expensive computa-
tionally. We use snowball sampling to identify these important
substructures as well as to identify which edges to target in our
proposed attack models.

Our results over a set of real world networks demonstrate
that our proposed algorithm is effective in finding the single or
scattered rich clubs efficiently and in successfully disrupting the
centrality rankings of the network.

To summarize, we propose sampling-based attack models for
testing the resilience of networks with respect to centrality
rankings. As part of this process, we introduce scattered rich
clubs, a generalized form of the rich club model, efficient
algorithms to detect them, and demonstrate their relation to
network resilience.

. INTRODUCTION

In recent years, many mobile networks have been repre-
sented as graphs in order to study their connectivity, speed of
transmission of information, and resilience under attack [1],
[2], [3]. To date, most research has focused on the robustness
of networks (or graphs), that is how attacks can disconnect the
network [4], [5], [6]. In this paper, we develop attack models
to study network resilience with respect to path-based central-
ities, specifically betweenness and closeness centralities. We
term this type of resilience as centrality resilience, as opposed
to the connectivity resilience of the earlier studies.
Motivation: Centrality resilience is more difficult to detect
than connectivity resilience. When one part of a network can-
not communicate with the rest of the system, it is easy to infer
that the cause is due to disconnectivity. Attack on centrality,
however, may not disconnect the network, but result in longer
distances and more time to transmission when traversing the
network. That the increased length of the distances is due to
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the change in the ranking of the high centrality vertices may
not be immediately apparent until the centralities of the system
are re-computed.

Therefore, centrality resilience is a very powerful tool for
insidiously disrupting the functioning of a mobile network,
without a drastic change to its structure. Such techniques can
be applied for attacks that are typically malicious (stealth
attacks in cybersecurity, where the location of attack cannot
be immediately known) as well as benign (reducing the load
on bottlenecks, under limited resources without completely
disconnecting the network).

Robustness of mobile networks have been studied in context
of how centrality can affect the connectivity, stability and
robustness [2]. The basic idea is to concentrate attack on nodes
with high centrality. However, identifying high centrality is
expensive and knowledge of the entire network may not
available to the attacker.

Our work presents a more principled model of attacking

nodes present in clusters containing high centrality nodes, and
not limited to only a few high centrality nodes. Specifically
we develop attack models for altering the top ranked high
centrality vertices. More formally, the main problem we tackle
in the paper is as follows.
Objective: To develop algorithms for deleting edges (attack
models) such that the difference in ranking between the top k
ranked high centrality vertices in the original and the changed
network is greater than a specified threshold.

Key steps and contributions: Our steps to achieve this

objective, and key contributions for each step are as follows.

Step 1. Identify the structural properties that affect
centrality resilience (Section I11). We identify substructures
that affect centrality resilience based on the observation of [7]
that path-based centralities form dense clusters or “rich clubs”
in certain networks, which manifest in the inner cores of
a network. A rich club, as defined in [7], is an assortative
subgraph, where all the vertices have high value of a vertex-
based property p. In this case, the vertex property is betwee-
neess or closeness centrality. An immediate application of this
observation, which was not discussed in the paper, is that
breaking these rich clubs will affect the ranking of the high
centrality vertices.
The rich club model proposed in [7] was restricted to a
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Fig. 1: Two different classes of network. The rich clubs are
formed by red vertices. (a) Network with single rich club,
dense subgraph is at the core (b) Network with rich clubs
scattered across the network.

single rich club, formed at the innermost cores of a network.
This feature occurs only in specific types of networks. In order
to understand centrality resilience of all types of networks, we
extend the concept of a single rich club to that of scattered

rich clubs. Scattered rich clubs are clusters that contain high

centrality vertices that may be spread across the network.
Figure 1 compares the structure of networks with a single

(Figure 1 a) and multiple scattered (Figure 1 b) rich club(s).

We use the term “high centrality vertices” to refer to the
top-k ranked vertices with high centrality (here betweeneess or
closeness). In our experiments we have set k to 20. This means
that the union of the vertices in the scattered rich clubs will
encompass the top-k ranked high centrality vertices. However,
note that, to form dense clusters, some vertices ranked lower
than k have to be included as well.

Key contributions. We empirically demonstrate that rich
clubs of high centrality vertices can be spread across multiple
clusters of a network. Thus instead of a binary property, the
presence of rich clubs is a continuous parameter. We, therefore,
develop a metric to measure the degree of scatteredness for
networks, based on the distribution of high centrality vertices
across the clusters.

Step 2. Develop algorithms to extract the important sub-
structures efficiently (Section V). Our next step is to develop
algorithms to identify the scattered rich clubs efficiently. To
compute the degree of scatteredness, we need to find the
high betweenness and closeness centrality nodes as seeds and
construct dense clusters around them. However, this approach
is very computationally intensive for large networks. In fact,
while it is easy to recognize the scattered rich clubs once they
are given, it takes several iterative steps to find the appropriate
sets of nodes that form the clusters.

We observe that the region surrounding high centrality
vertices has expander graph like properties. Specifically, due
to their high centrality, the vertices can reach out to many
neighbors in a few hops. We use snowball sampling [8] to
identify these regions containing high centrality vertices.

Key contributions. We develop an efficient algorithm to find

scattered rich clubs using snowball sampling. We demonstrate
that our sampling method can find most of the high centrality
nodes and with much lower complexity than the naive method
of finding high centrality vertices and then forming clusters.
Step 3: Leverage the structure of scattered rich clubs to
create attack models (Section V). Our final step is to develop
attack models that take into account the structural properties
of the rich clubs. Our attacks are based on strategically
removing edges from the networks. Attacks based on removing
the vertices are equivalent to removing multiple edges. We
therefore posit that edge removal is a more insidious and
fine grained operation where the attack is spread strategically
across the networks, rather than being concentrated at certain
vertex points.

In real life an attacker may not have knowledge of the whole

network. Therefore, a realistic attack model should be based
on sampling. Leveraging our work in Step 2, we use snowball
sampling to find the single/scattered rich clubs, and then select
edges to delete from these rich clubs.
Key contributions. We develop sample-based attack strate-
gies for disrupting the rank of high centrality vertices, based
on single and scattered rich clubs. We compute the effective-
ness of our work by how much the ranking of the vertices have
been perturbed, as per the Jaccard index. Our results show that
our attack models are indeed effective for networks with both
single and scattered rich clubs.

Il. DATASETS AND DEFINITIONS

We provide the definitions of the terms used in this paper
and describe the networks that we used for our experiments.

A. Definitions of properties

We provide the definitions of few key concepts used in this
paper, as follows.

Definition 1: Closeness centrality of a vertex v is the
average of the shortest distance between that vertex and all
other vertices in the network. It is calculated as CC(v) =

L where dist (v, s) is the length of the shortest

dist(v,s) '
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path between v and s.

Definition 2: Betweenness centrality of a vertex v is the
ratio of the number of shortest paths between a vertex pair that
passes through v and all the shortest paths possible between

o 9:(v) ‘\yhere o _, is
that pair. It is given by BC(v) = ey O ' st
the total number of shortest paths between s and t, and ot (V)
is the total number of shortest paths between s and t that pass
through v.

Definition 3: k-core: For a graph G (V, E), where V, E are
the set of vertices and edges respectively, a k-core or network
degeneracy is a maximal set of nodes denoted by Cs ... SUCh
that each node in Cs,,, has at least dmax neighbors.

The core number of a node is the highest value k such that
the node is a part of a k-core. The k-core decomposition is
the assignment of core numbers to nodes.

Definition 4: Rich club subgraph: Given a graph G (V, E),
a vertex-based property, f, and a threshold value, p, a rich



club is an assortative subgraph, S (Vs,Es), Vs € V andEs €
E, where for all v € Vs, f(v) = p.

All vertices belonging to a rich club will have at least value
p of the specified property. Typically rich club is defined for
degree and for a certain minimum size®. If p is set to the
highest degree, it is easy to see that the innermost core of a
network corresponds to a rich club. Sarkar et al. [7] observed
that innermost cores can also form rich clubs with respect
to path-based centrality metrics. Generally, a sufficiently high
value of p is selected such that a single rich club is formed.

B. Description of test networks

We give a brief description of each category of networks
used in our test suite here. These networks are collected
from website SNAP(Stanford Large Network Dataset) [9] and
Network repository [10]. A summary of the properties of the
networks is given in Table I.

- Autonomous system: (as19981122,
as20000102, as-caida20071105,
oregon-1, oregon-2). The network is formed
of routers comprising the Internet is organized into
subgraphs called Autonomous Systems (AS). Each AS
exchanges traffic flows with its neighbors (peers).

- Peer to peer network: (p2p-Gnutella?24). This is
a sequence of snapshots of the Gnutella peer-to-peer file
sharing network from August 2002. Nodes represent hosts
in the Gnutella network topology and edges represent
connections between the Gnutella hosts.

- Citation network: (cit-HepPh, cit-HepTh,
cora). These are citation networks where papers are
represented as nodes and citation links are represented
as edges.

- Collaboration network: (ca-AstroPh,
ca-Condmat). These networks are formed by
authorship relationship between authors. Nodes are
authors, and they are connected if the authors co-
authored papers together.

- Biological network: bio-dmela,
bio-grid-fission-yeast These are protein
interaction networks where nodes are proteins and
chemical reactions represent the edges.

- Social network: (email-enron,email-univ,
soc-youtube, facebook). These networks have
been constructed from the interaction between users.
Here users are represented as nodes and interaction
in terms of email exchange or social exchange are
represented as edges.

- Infrastructure network: (inf-power,
inf-openflight, inf-euroroad,
california). Here inf-power is a network created
from the US power grid. inf-openflight contains ties
between two non-US-based airports, inf-euroroad
contains connection between two roads located mainly

Ihttps://en.wikipedia.org/wiki/Rich-club_coefficient

Network Nodes Edges Avg Clus Co-eff Max Core
as20000102 6474 12572 0.25 12
as-caida 26475 53381 0.20 22
bio-dmela 7393 25569 0.01 11
inf-power 4941 6594 0.08 5
p2p-Gnutella24 26518 65369 0.01 5
ca-AstroPh 18772 198050 0.63 56
ca-CondMat 23133 93439 0.63 25
cit-HepPh 34546 420877 0.29 30
cit-HepTh 27770 352285 0.31 37
cora 23166 89157 0.26 13
email-enron 35692 183831 0.49 43
email-univ 1100 5500 0.22 12
bio-grid 2000 25300 0.19 69
california 9700 16200 0.05 15
inf-euroraod 1200 1400 0.01 3
inf-openflight 2900 30500 0.40 56
oregon-1 11500 23400 0.28 18
oregon-2 11800 32700 0.34 32
facebook 3900 137600 0.26 57
wiki-vote 889 2900 0.15 10

TABLE 1. Test suite of networks; along with their size,
average clustering co-efficient, and largest core number.

in Europe and california contains connections between
roads of california.

- wikipedia network:(wiki-vote). Wiki-vote is a
wikipedia network on who-votes-on-whom.

IlIl. SCATTERED RICH CLUBS

We empirically show that high centrality vertices can be
distributed across the network cores and propose a new metric,
the degree of scatteredness, to quantify this distribution.

A. Distribution of rich clubs of high centrality vertices

It was reported in [7], that in several networks, the high
betweeness and closeness centrality vertices were located in
the innermost cores. Since the innermost cores form a dense
subgraph, therefore this becomes a rich club. However, as seen
in Figure 2, in many networks the high centrality vertices can
be distributed across cores. This phenomena requires a more
general definition, that of scattered rich clubs.

Definition 5: Scattered rich club: Given a graph G (V, E),
a vertex-based property f , and a threshold value, p, scattered
rich clubs are a set of disjoint assortative subgraphs, {S1, Sz,
..., Sn}, where S; (Vi Ej, such that VinVan...NVa=¢
and Vv € (ViUV2U...UVp), f(v) = p.

Similar to rich clubs, the membership to scattered rich
clubs is also determined by the value of p. However, the
implicit expectation of a single subgraph is relaxed. This
simple modification, generalizes the definition of rich clubs,
because every network will have scattered rich clubs, even if
the number of vertices in the rich clubs is one.

Thus there are two extremes; on one end is the single
rich club, which is a cluster containing all the high centrality
vertices located at the innermost core, and on the other end is
a network where the high centrality vertices are not connected
and each form a rich club of size one. Note that if the
rich club sizes are very small, the cluster will not be large


https://en.wikipedia.org/wiki/Rich-club_coefficient

as20000102

c10(inner) c22linmer)

9

cit-hepth
c28(inner)

caq

37

c56(inner)
5 1%6.5% > 28
i 32
o

26 22

38

Fig. 2: Pie charts showing the distribution of the top 20 high
centrality nodes (union of the set of top 20 high betweenness
centrality and top 20 high closeness centrality nodes) across
the cores of the networks. The top panel shows examples
of networks that tend towards a single rich club. Most high
centrality vertices are in the top cores. The bottom panel shows
examples of networks that have scattered rich clubs.

enough to develop attack models that alter the ranking of high
centrality vertices without disconnecting the network. Thus,
in the practical context, we further relax the constraints of
scattered rich clubs to obtain clusters that contain the high
centrality vertices and are also “large enough”, i.e., greater
than a specified threshold.

To summarize, each (scattered) rich club should contain at
least one high centrality node, but they can be augmented with
a few neighboring nodes to produce a sufficiently dense and
non-trivial cluster.

B. Identifying clusters forming the scattered rich clubs

We explore how to identify these scattered rich clubs in the
network. The work of Estrada et. al. [11] shows that scale-free
real world networks, such as the ones in Table 11, fall in two

categories. Either it has a dense core with sparsely connected
periphery (single rich club) or the network is composed of
modular units which are individually densely connected but
have sparse inter module connection (scattered rich club).

We identify scattered rich clubs using the following steps
(also illustrated in Figure 1;

First, we obtain the top k high betweenness (Nn»c) and
closeness (Nnec) centrality vertices of the network. Here we
set k=20. We take the union of the two sets to create a unified
set of high centrality vertices Nnc = Nace U Nabe.

Second, we form a cluster comprising of each node in Nac
and its neighbors. The total number of clusters formed will be
equal to the number of high centrality nodes (|Nnc|).

Third, we merge overlapping clusters. For each pair of
clusters C; Cj, we take the intersection of C; and C; to
identify the common elements between the two sets. If there
are common nodes, then we merge the two clusters C; and
Cj, such that C: = Ci U C;. We iterate the merging step until
no more clusters can be merged.
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Fig. 3: Step by step illustration of the clustering algorithm

It is easy to see that at the end of these steps, we will have
the disjoint clusters containing the high centrality vertices and
their neighbors. Note the neighbors of a high centrality node
generally also have medium to high centrality. If the network
has a single rich club, then there will be one cluster, otherwise
there will be multiple clusters.

C. Quantifying the degree of scatteredness

We observe that for scattered rich clubs, the number of
clusters, and the number of high centrality nodes in each
cluster vary. We quantify this distribution as follows;

Let the total number of high centrality vertices be H and
the total number of clusters be K.

Let the total number of high centrality nodes in cluster C;
be Hi. We order the clusters such that if i < j, H; = H;
(1 =i = K); i.e. in the decreasing number of high centrality
vertices in them. We then compute the ratio of the number of
high centrality vertices in the cluster to the number of high
centrality vertices not yet seen. Formally, if the total number
of high centrality vertices is H, then the ratio for cluster Cx
isR; = HT(Z%

The degree of scatteredness is computed as the geometric
mean of the ratios;

(HiL:OK R i) 1/K

From this formula it can be seen, that a single cluster will
give the degree of scatterdness 1, which is the maximum
value. When every cluster has just one vertex, the value will
be (1/K!)Y/K, which will tend to zero as K becomes large.
Table 111 gives the degree of scatteredness for each network.
As can be seen, the more the high centrality nodes scatter into
clusters, the value of scatteredness becomes lower.

IV. IDENTIFYING RICH CLUBS USING SNOWBALL
SAMPLING

We now present an efficient algorithm to identify the scat-
tered rich clubs in a given network. While the steps presented
in Section Il can locate these rich clubs, in practice, the
process of computing the high centrality vertices for large
networks can be very computationally intensive. Moreover,



Dataset Number of Distribution of High Degree of
Clusters Centrality Nodes Scatteredness

as20000102 1 24 1
caida 1 40 1
email-enron 1 25 1
inf-openflight 1 27 1
oregon-1 1 23 1
oregon-2 1 23 1
wiki-vote 1 31 1
email-univ 1 26 1
bio-dmela 2 241 .98
ca-astroph 2 29,2 .97
cit-hepth 2 29,11 .85
california 3 3151 .88
inf-power 3) 20,6,3, 77
facebook 4 37, 1(3) .63
bio-grid-fission-yeast 4 30, 1(3) .62
inf-euroroad 6 24,4(2), 2(2) 155
cora 6 20,4, 1(4) 49
ca-condamat 4 23,2, 1(2) A7
cit-hepph 12 18,7,5,2, 1(8) 31
p2p-gnutella24 26 3, 2(8), 1(17) 11

TABLE II: The degree of scatterredness of the networks. The
distribution of high centrality nodes (Nxc) per cluster is listed.
For multiple clusters with same number of high centrality
vertices, the multiplicity is given in parenthesis, i.e. 1(3),
means there are three clusters with 1 high centrality vertex.
Blue: networks with single rich club. Yellow: Networks with
scattered rich clubs.

in real world applications, the entire network may not be
available for analysis.

To address these challenges, we propose identifying the
rich clubs by sampling the network. To select the sampling
algorithm, we observe that the rich clubs exhibit characters
similar to expander graphs.

Expander graphs are graphs that are sparse, but the vertices
are highly connected [12]. Given a graph G(V, E), letS C V,
and N (S) be the set of neighbors of S that are in V — S. The
maximum expansion factor for a set of size k, is given by
X(S) = argmaxs;s=-r M. A graph is a (k,a) expander
if IN(S)|=a|S|foreachS CV,and |S] <k [8].

Snowball sampling was presented in [8], [13], where the
authors conjectured that samples with higher expansion factors
are more likely to be representative of the community structure
of the network. A brief description of snowball sampling
algorithm is as follows; (i) Initialize the set of sample vertices,
S, to a null set. (ii) Start with a seed vertex, v, that is added to
the S, (iii) Based on the neighbors of S, N(S), select a new
vertex v, such that | N(v) — (N(S) U S) | is maximized. That
is, select a new vertex such that the number of new neighbors
added to N (S) is maximized. (iv) Add v to S. (v) Continue
the expansion, until | S | is larger than a given threshold, k.

We posit that the rich clubs are good expanders, since the
high centrality vertices embedded in them can, in a few hops,
reach a wide set of vertices. Based on this hypothesis, we aim
to use snowball sampling to find the high centrality vertices.

While our algorithm follows the basic steps of snowball
sampling, some of the unique features are as follows;

TABLE Il Prediction of high centrality nodes by snowball
sampling. HCN is the number of high centrality nodes in the
actual network. Cluster is the number of clusters found using
sampling. The actual number is given in the parenthesis. The
last two columns give the precision and recall values of the
predicted high centrality nodes. Networks with recall values
less than .70 are marked with a star. Blue: networks with single
rich club. Yellow: Networks with scattered rich clubs.

Dataset HCN Seed Node Cluster Precision Recall
as2000102 24 Random 1 6 1
HD+HCC 1 .6 1
caida 40 Random 1 .87 .87
HD+HCC 1 8 8
email-enron 25 Random 1 .62 1
HD+HCC 1 .62 1
inf-openflight 27 Random 1 .62 92
HD+HCC 1 .62 92
oregon-1 23 Random 1 .57 1
HD+HCC 1 57 1
oregon-2 23 Random 1 .57 1
HD+HCC 1 57 1
wiki-vote 31 Random 1 a7 1
HD+HCC 1 a7 1
email-univ 26 Random 1 .55 85
HD+HCC 1 .55 85
bio-dmela 24 Random 1(2) .55 .88
HD+HCC 1(2) .62 1
ca-astroph 31 Random 1(2) a7 1
HD+HCC  1(2) a7 1
cit-hepth * 40 Random 1(2) .62 62
HD+HCC  1(2) 6 6
california 33 Random 3(3) .65 .79
HD+HCC 3(3) 7 .85
inf-power* 29 Random 1(3) .08 .10
HD+HCC  1(3) 15 20
facebook 32 Random 1(4) 6 .75
HD+HCC 14) 57 72
bio-grid-fission-yeast 33 Random 34) .65 .78
HD+HCC  3(4) 7 84
inf-euroroad* 33 Random 2(6) .05 .06
HD+HCC 2(6) .05 .06
cora 28 Random 6(6) .55 .79
HD+HCC  6(6) 52 75
ca-condamat 28 Random 34) N 1
HD+HCC  3(4) 7 1
cit-hepph 40 Random  12(12) 1 1
HD+HCC  12(12) 1 1
p2p-gnutella24 36 Random  24(26) 8 .88
HD+HCC  23(26) .75 .83

1) We experimented with two methods of selecting the seed
nodes. A random node, as is the default, a node that has
both high degree and high clustering co-efficient.

2) We set the threshold, k, as 10% of the nodes in the
network.

3) Each run of snowball sampling yields only one expander
graph. Since our goal is to find all the scattered rich clubs,
we run the snowball sampling multiple times.

4) After each run of the sampling we obtain a sampled
subgraph. We analyze the core periphery structure of this
subgraph, and designate the nodes in the innermost and
second innermost core as high centrality nodes.

5) We continue obtaining new snowball samples, until the
set of high centrality nodes do not change, or a maximum



threshold of runs (here set to 40) have been executed.

At the end of this process, the sampled subgraphs are
the predicted rich clubs and the nodes in their innermost
and second innermost cores are the predicted high centrality
vertices.

The complexity of this algorithm is dominated by the size
of the subgraph S. During the snowball sampling, each edge
in the subgraph is accessed once, as new nodes are sampled.
During computing the core periphery, again each edge in the
subgraph is accessed once, because core periphery compu-
tation is linear time. Thus the total complexity per sampled
graph is bounded by the number of edges in S, say E(S).
The total complexity will be O(T * E(S)), where T is the
maximum number of iterations. In contrast, the complexity for
both high betweenness and high closeness centrality vertices
is O(V (V + E)-an order of magnitude higher.

A. Results and discussion of the sampling algorithm

Table 111 shows the effectiveness of the snowball sampling
in finding high centrality vertices. We experimented with two
methods of selecting seed nodes, (i) using a random seed and
(i) using a seed that has high degree and high clustering co-
efficient. We extended each subgraph until 10% of the nodes
in the network were covered. We create the ground truth,
by taking the union of the set of top 20 high betweenness
centrality vertices and the top 20 high closeness centrality
vertices. Because some nodes can be common among the two
sets, the cardinality of the union can be less than 40.

We compute the core-periphery structure of each sampled
subgraph, and assign the nodes in the innermost core and
second innermost core in a set of probable high centrality ones.
After the requisite number of samples have been observed, we
take the top 40 high degree nodes from the set of probable high
centrality vertices to form the predicted set of high centrality
nodes. Since we do not know the size of the ground truth or
the number of actual clusters of high centrality nodes in the
complete network, in our sampling we always select a set of
40 high centrality nodes. We compute the precision and recall
of these predicted nodes as compared to the ground truth.

As seen in Table Il1, the precision values of our predicted
set is generally low. This is because the total predicted set size,
40, can be higher than the ground truth. However, the recall,
whether all the nodes in the ground truth were obtained is 80%
or higher for all the networks with a single rich club (rows
colored blue). The recall is also high, more that .70, for most
of the networks with scattered rich clubs. We also note that
the sampling algorithm in general finds fewer clusters than
the actual ones given in Table 1. The recall will still remain
high, so long as the main cluster, containing most of the high
centrality nodes is part of the sampled subgraph.

The networks with the lowest recall are inf-power and inf-
euroroad. This is because these networks are nearly planar,
and therefore do not have any tight clusters. As a result,
snowball sampling, which is designed to find dense regions
in the network, cannot correctly identify the region with high
centrality nodes. The network cit-hepth also has low recall.
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Fig. 4: Distribution of high centrality nodes distribution across
different cores for subgraph obtained using 10 percent node
sampling by snowball algorithm, with nodes with (High degree
and high clustering coefficient node used as initial sample).Top
panel are the networks with a single rich club. Bottom are the
networks with scattered rich clubs.

This is because the sampling algorithm only found one cluster.
The second cluster that had about one fourth of the high
centrality nodes was not found.

V. ATTACK MODELS FOR DISRUPTING CENTRALITY

We present our attack model for selecting edges to remove
from the network, such that the ranking of the high centrality
nodes is disrupted. As seen in Section IV, snowball based
sampling is effective in finding the high centrality vertices in
many of the networks with single or scattered rich clubs. As
further seen in Figure 4, even with one instance of sampling,
the distribution of high centrality vertices in the core is roughly
equivalent to their distribution in the original network. Based
on these observations, we develop an attack model based on
a similar snowball sampling.

Sampling based attack. The main objective of the attack
model is to identify the edges to be removed from the network.
To do so, we first run one instance of subgraph sampling,
taking a vertex with high degree and high clustering coefficient
as seed, such that = 10% of the nodes in the network are
in the sample. We select the the edges to be removed from
this sampled network using the following criteria. In the first
criterion, we select an edge if at least one of its end points
has a high core number in the sampled graph. This means that
the connection of one possible high centrality vertex is being
removed. In the second criterion, we select an edge if both its
endpoints have a high core number in the sampled graph. We
deem a node to have high core number if it is in the inner or
second innermost core of the sample graph.

We test the centrality resilience by removing 2%, 4%, 6%
and 8% edges. The percentages are set with respect to the total
network. As we go to higher percentages, there may not be
enough edges to remove that follow the edge selection criteria.
For the first criterion, if we reach a limit of edges to choose, we
stop the process. For the second criterion, if we reach a limit
on the edges, we then select edges using the first criterion.
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Fig. 5: Results for attack model using the first criterion and high degree and high clustering co-efficient node as the initial seed.
(a) single rich club network, closeness centrality (b) single rich club network, betweenness centrality centrality, (c) scattered
rich club network, closeness centrality (d) scattered rich club network, betweenness centrality.

After each set of edges is removed we identify the top
20 high betweenness and closeness centrality vertices. We
compare these high centrality vertices in the perturbed network
with the ones in the original network using the Jaccard index.
Jaccard index measures the similarity between the two sets A
and B, as J(A, B) = 40B . The value can range from 0 to 1.
The closer the value is to the more perturbed the network is
due to the attack.

VI. RESULTS OF THE ATTACK MODELS

We show using the Jaccard index how the ranking of the
top 20 closeness and betweenness centrality vertices changed
under the attack in Figure 7 (the first criteria) and Figure 8 (the
second criteria). We experimented with the attack 5 times. The
histograms report the average values and the standard deviation
of the Jaccard Index.

While Jaccard index decreases in most cases, in both net-
works we see a larger decrease for the networks with scattered
rich clubs as compared to the networks with a single rich
club. The single rich club network structure is more difficult
to perturb as the high centrality nodes tend to cluster together
in the innermost core of the network. On the other hand, it
is easier to perturb the scattered rich club network structure,
as multiple rich clubs are available, and are smaller in size.
We also observe that closeness centrality rankings are more

affected, have lower Jaccard index, by the attack as compared
to the betweenness centrality.

Networks that has higher recall as per Table Ill are more
affected by the attack model. This is because in these net-
works, the snowball sampling is more likely to find the correct
high centrality nodes. Comparing Figures 7 and 8 we see
that the second criterion impacts single rich clubs more than
scattered ones. We hypothesise that this is because the stricter
criteria makes it more likely that edges within the rich club
get selected.

VIl. RELATED WORK

We review some of the pertinent research on attack models
and network resilience. Rich clubs: Emergence of rich club
or core-tier was first empirically shown by [14]. Measures to
detect rich clubs are based on assortativity [15] and random
walks [16]. There are also studies on how rich clubs affect the
overall network dynamics such as higher order clustering [17],
dyadic effect [18] and cortical transmission [19]. To the best
of our knowledge this is the first work which proposes that
rich clubs can be scattered across network and empirically
demonstrates the relation between network resilience and rich
club organization.

Core-periphery structure: Coreness information introduced
by Seidman et. al. [20] is useful in network mining tasks such
as community detection [21], information propagation [22],
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Fig. 6: Results for attack model using the second criterion and high degree and high clustering co-efficient node as the initial
seed. (a) single rich club network, closeness centrality (b) single rich club network, betweenness centrality centrality, (c)
scattered rich club network, closeness centrality (d) scattered rich club network, betweenness centrality.

anomaly detection [23]. Several works have focused on effi-
cient algorithms to compute coreness [24], [25], [26].

Network resilience: Understanding network structure that
governs robustness is an important research area especially
after seminal works of Baraba’'si et. al. [4]. For recent works
on network robustness we refer the reader to [5], [6]. Adiga et.
al. [27] studied the robustness of the top cores under sampling
and in noisy networks and Laishram et. al. [28] developed
core based approaches to increase network resilience. Here,
we focus on resilience with respect to centrality and evaluate
this property under random, core based and rich club based
attacks.

Attack Models: There have been several papers on attack
models that perturb the centrality of top k high centrality
nodes. The attack models proposed in [29] target nodes with
high importance in a large scale free network, and the average
time complexity of the three models proposed in the paper is
O(m). A heuristic algorithm is presented in [30] to balance
the centrality measures in a network by link addition. In [31]
authors propose an attack model targeting nodes with high
eigenvector centrality. The authors in [32] investigated the ef-
fect on network structure when nodes are targeted based on the
non-local measure of properties such as degree distributions,
clustering coefficients, and assortativity coefficients .

An exploration in the area of the structural centrality-based

targeted attack is the main goal in [33], and the paper also
provided a comparative analysis of their result with the degree-
based targeted attack. To check the robustness of the chinese
power grid system, [34] presented different attack strategies
and proposed that increasing the load capacity of network
edge can increase the robustness of the network. In [35] a
disruptive energy measure to target a network was proposed
along with a new measure of centrality based on the gravity
law, and it was shown that the targeted attack following the
proposed measure is more efficient than the other measures for
specific values of the parameter. The authors in [36] concluded
that centrality(degree and betweenness) based attack strategies
become more effective when node centrality is updated after
each removal step after computing the percolation thresholds.

Attack models have also been developed for specific ap-
plications. Models of attack to economies in international
oil trade network(iOTN) were presented in [37] where nodes
with the higher importance rankings(high degree centrality,
high local clustering coefficient) were chosen for removal.
A new ensemble learning-based critical node removal attack
(ECNRA) algorithm was proposed in [38] where the authors
showed that damage of the robustness using the proposed
algorithm is worse compared to the degree-based attack and
random node attack. Another attack model based on node
removal was presented in [39] where USA flights considering
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Fig. 7: Results for attack model using the first criterion and random node as the initial seed. (a) single rich club network,
closeness centrality (b) single rich club network, betweenness centrality centrality, (c) scattered rich club network, closeness

centrality (d) scattered rich club network, betweenness centrality.

the time were scheduled as a temporal network, and top-ranked
airports(high degree centrality, high closeness centrality, high
betweenness centrality) are chosen as target attack nodes. An
attack model based on high centrality node removal is used
to analyze robustness into an inter-cities mobility network
in [40] wherewith the abstraction of municipal initiatives is
considered as failures of nodes, and the federal actions are
thought of as targeted attacks for the network. Several other
works [41][42][43][44] present techniques for removing nodes
and their associated edges from the network.

VIIl. CONCLUSIONS AND FUTURE WORK

In this work we, for the first time, propose the concept
of scattered rich clubs and show that rich club of central
nodes can be scattered across the network as opposed to
being concentrated at the core. We discuss the implications
of this organization in terms of network centrality resilience
and develop a predictive approach for discovering the scattered
rich clubs using snowball sampling. Our main conclusions are
as follows.

We believe that scattered rich club can provide more de-
tailed insights to how change occurs in complex networks. In
future, we plan to study how scattered rich clubs affect other
network properties such as communities and whether they can
be used to predict high centrality nodes in dynamic networks.

REFERENCES

[1] Jain A and Reddy B 2013 Node centrality in wireless sensor networks:
Importance, applications and advances 2013 3rd IEEE International
Advance Computing Conference (IACC) pp 127-131

[2] Zhang D, C, etinkaya E K and Sterbenz J P 2013 Robustness of mobile
ad hoc networks under centrality-based attacks 2013 5th International
Congress on Ultra Modern Telecommunications and Control Systems
and Workshops (ICUMT) pp 229-235

[3] Gao Z, Shi Y and Chen S 2015 International Journal of Modern Physics
C 26 1550107 (Preprint https://doi.org/10.1142/S0129183115501077)
URL https://doi.org/10.1142/S0129183115501077

[4] Albert R, Jeong H and Baraba’si A L 2000 Nature 406 378

[5] Chan H, Han S and Akoglu L 2015 Where graph topology matters: the
robust subgraph problem SDM (SIAM) pp 10-18

[6] Chan H, Akoglu L and Tong H 2014 Make it or break it: Manipulating
robustness in large networks SDM (SIAM) pp 325-333

[7] Sarkar S, Bhowmick S and Mukherjee A 2018 On rich clubs of path-
based centralities in networks Proceedings of the 27th ACM Interna-
tional Conference on Information and Knowledge Management (ACM)
pp 567-576

[8] Maiya A S and Berger-Wolf T Y 2010 Sampling community structure
Proceedings of the 19th international conference on World wide web pp
701-710

[9] Stanford large network dataset collection https://snap.stanford.edu/data/

[10] Network data repository https://networkrepository.com/index.php

[11] Estrada E 2007 Physical Review E 75 016103

[12] Hoory S, Linial N and Wigderson A 2006 Bulletin of the American
Mathematical Society 43 439-561

[13] Maiya A S and Berger-Wolf T Y 2010 Online sampling of high centrality
individuals in social networks Pacific-Asia Conference on Knowledge
Discovery and Data Mining (Springer) pp 91-98

[14] Zhou S and Mondrago'n R J 2004 IEEE Comm. Lett. 8 180-182

[15] Xu X K, Zhang J and Small M 2010 Phys. Rev. E 82 046117


https://doi.org/10.1142/S0129183115501077
https://doi.org/10.1142/S0129183115501077
https://snap.stanford.edu/data/
https://networkrepository.com/index.php

Closeness

1.0
B 2% edge removal
08 . 4% edge removal
| Wl 6% edge removal
% B 8% edge removal
E 0.6
o
(13
804
5
0.2 ‘
0.0 h
wiki s enron  univ  inf-op or
Single rich club datasets
@
1.0 Closeness
2% edge removal
0.8l - 4% edge removal
" == 6% edge removal
% mmm 8% edge removal
E 0.6+
hed
3
S 0.4/
5
0.2
0.0

ca-as

cal hepp p2 inf-poca-co hept fac inf-eu cora bio-d bio-g
Scattered rich club datasets

©

Betweenness

(b)
1.0 Betweenness
BN 2% edge removal
05/ 4% edge removal
| mmm 6% edge removal
¥ B 5% edge removal
E 0.6
B
[
504
5,
0.2
0 ca-as cal hepp p2 inf-poca-co hept fac inf-eu cora bio-d bio-g

Scattered rich club datasets

@

Fig. 8: Results for attack model using the second criterion and high degree and random node as the initial seed. (a) single
rich club network, closeness centrality (b) single rich club network, betweenness centrality centrality, (c) scattered rich club
network, closeness centrality (d) scattered rich club network, betweenness centrality.

[16]
[17]
(18]
[19]

[20]
[21]
[22]
[23]
[24]
[25]
[26]
[27]

[28]

[29]
[30]

[31]

Ma A and Mondrago’n R J 2015 PloS One 10 e0119678

Benson A R, Gleich D F and Leskovec J 2016 Science 353 163-166
Cinelli M, Ferraro G and lovanella A 2018 Physica A 490 808-818
Nigam S, Shimono M, Ito S, Yeh F C, Timme N, Myroshnychenko M,
Lapish C C, Tosi Z, Hottowy P, Smith W C et al. 2016 Journal of
Neuroscience 36 670-684

Seidman S B 1983 Social networks 5 269-287

Peng C, Kolda T G and Pinar A 2014 arXiv preprint arXiv:1403.2226
Kitsak M, Gallos L K, Havlin S, Liljeros F, Muchnik L, Stanley H E
and Makse H A 2010 Nat. Phys. 6 888-893

Shin K, Eliassi-Rad T and Faloutsos C 2016 Corescope: Graph mining
using k-core analysis—patterns, anomalies and algorithms ICDM (IEEE)
pp 469478

Batagelj V and Zaversnik M 2003 arXiv preprint cs/0310049

Govindan P, Soundarajan S, Eliassi-Rad T and Faloutsos C 2016
Nimblecore: A space-efficient external memory algorithm for estimating
core numbers ASONAM (IEEE) pp 207-214

Khaouid W, Barsky M, Srinivasan V and Thomo A 2015 Proc. of the
VLDB Endowment 9 13-23

Adiga A and Vullikanti A K S 2013 How robust is the core of a network?
ECML-PKDD (Springer) pp 541-556

Laishram R, Sariyu'ce A E, Eliassi-Rad T, Pinar A and Soundarajan
S 2018 Measuring and improving the core resilience of networks
Proceedings of the 2018 World Wide Web Conference on World Wide
Web (International World Wide Web Conferences Steering Committee)
pp 609-618

Georgiadis G and Kirousis L 2006 Complexus 3 147-157

Alenazi M J, Cetinkaya E K and Sterbenz J P 2014 Cost-constrained and
centrality-balanced network design improvement 2014 6th International
Workshop on Reliable Networks Design and Modeling (RNDM) (IEEE)
pp 194-201

Chiluka N, Andrade N, Gkorou D and Pouwelse J 2012 Personalizing
eigentrust in the face of communities and centrality attack 2012 IEEE

[32]
[33]
[34]

[39]

[36]
[37]
[38]
[39]
[40]
[41]
[42]
[43]

[44]

26th International Conference on Advanced Information Networking and
Applications (IEEE) pp 503-510

lyer S, Killingback T, Sundaram B and Wang Z 2013 PloS one 8 €59613
Singh A, Kumar R and Singh Y N 2015 Acta Physica Polonica B 46
Li K, Liu K and Wang M 2021 International Journal of Critical
Infrastructure Protection 33 100432

de Andrade R L, Re"go L C, da Silva T L C, de Mace"do J A F and
Silva W C 2021 Communications in Nonlinear Science and Numerical
Simulation 99 105834

Almeira N, Billoni O V and Perotti J | 2020 Physical Review E 101
012306

Wei N, Xie W J and Zhou W X 2021 arXiv preprint arXiv:2101.10679
Li X, Zhang Z, Liu J and Gai K 2019 A new complex network robustness
attack algorithm Proceedings of the 2019 ACM International Symposium
on Blockchain and Secure Critical Infrastructure pp 13-17

Sano H H and Berton L 2020 Topology and robustness analysis of
temporal air transport network Proceedings of the 35th Annual ACM
Symposium on Applied Computing pp 1881-1884

Freitas V L, Moreira G J and Santos L B 2020 PeerJ 8 10287
Wandelt S, Sun X, Zanin M and Havlin S 2018 Future Generation
Computer Systems 83 413-424

Tian L, Bashan A, Shi D N and Liu Y Y 2017 Nature communications
819

Ren X L, Gleinig N, Helbing D and Antulov-Fantulin N 2019 Proceed-
ings of the national academy of sciences 116 65546559

Braunstein A, Dall’Asta L, Semerjian G and Zdeborova” L 2016 Pro-
ceedings of the National Academy of Sciences 113 12368-12373



