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Abstract. Despite the success of input transformation-based attacks
on boosting adversarial transferability, the performance is unsatisfying
due to the ignorance of the discrepancy across models. In this paper,
we propose a simple but effective feature augmentation attack (FAUG)
method, which improves adversarial transferability without introducing
extra computation costs. Specifically, we inject the random noise into
the intermediate features of the model to enlarge the diversity of the
attack gradient, thereby mitigating the risk of overfitting to the specific
model and notably amplifying adversarial transferability. Moreover, our
method can be combined with existing gradient attacks to augment their
performance further. Extensive experiments conducted on the ImageNet
dataset across CNN and transformer models corroborate the efficacy of
our method, e.g., we achieve improvement of +26.22% and +5.57%
on input transformation-based attacks and combination methods, re-
spectively.
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1 Introduction

Deep neural networks (DNNs) have garnered tremendous success in computer
vision tasks, such as image classification [8, 17], object detection [5, 36|, and
image segmentation [16,22]), leading to their widespread deployment in real-
world applications. However, DNNs have been proven vulnerable to adversarial
examples crafted by imperceptible perturbation but can induce wrong results
from DNN models [14,41], which may impose potential risks for DNN-based
systems both in the digital [25,48] and physical world [3,40,46,49,50], particularly
in security-sensitive domains, such as facial payment, automatic driving, and
video surveillance.

Although existing attacks can effectively incapacitate white-box DNN mod-
els, deceiving the black-box model presents a greater challenge due to the practi-
cal unavailability of information regarding the black-box model. To address this
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challenge, a line of work [24,38,42-44, 64| has emerged, broadly categorized into
two-fold: query-based and transfer-based attacks. The former necessitates exten-
sive queries on the back-box model to engender the adversarial example, render-
ing it time-consuming and costly. Conversely, transfer-based attacks leverage the
significant property of adversarial transferability, wherein adversarial examples
generated on a substitute model are utilized to target the black-box model, a
more practical approach. Accordingly, this study concentrates on transfer-based
attacks, with the objective of enhancing adversarial transferability.

Current transfer-based attacks encompass a variety of approaches, including
input transformation-based attacks [11,26,52,53,58], advanced gradient attacks
[10,25,28,51], ensemble attacks [7,34,45,60], feature-based attacks [13,47,54,63],
etc. Many attacks are resource-intensive and time-consuming; for instance, en-
semble attacks necessitate extra memory to load multiple models, while advanced
gradient attacks incur additional computation costs to leverage the neighbor
gradient to correct the update direction. Among these approaches, the input
transformation-based attack is a simple yet efficient method to enhance adversar-
ial transferability. However, they often overlook the model discrepancies, thereby
constraining their capability to achieve superior adversarial transferability.

In this work, we propose a simple yet efficient feature augmentation at-
tack aimed at overcoming the overfitting issue by introducing random noise
into the intermediate features of the model. Our feature augmentation method
enhances adversarial transferability without imposing additional computation
costs. Specifically, we first analyze the impact of random noise in features on
model performance, revealing the minimal effects on the shallowest and the
deepest layers but significant influence on the intermediate layer. Subsequently,
we introduce random noise into the shallow layer feature to diversify the at-
tack gradient, effectively circumventing model-specific overfitting and enhanc-
ing adversarial transferability. Additionally, we statistically prove that feature
augmentation induces a more substantial shift in feature discrepancy than the
input transformation-based method. Finally, we integrate our proposed feature
augmentation with gradient-based attacks, yielding the feature augmentation
(FAUG) attack. Extensive experiments verify the effectiveness of our method.
In summary, our main contributions are as follows:

1) Our investigation reveals that the impact of random noise in features
varies across different layers of the model, e.g., for CNN models, the shallow and
deeper layers exhibit slight effects compared to intermediate layers.

2) We propose a simple yet efficient feature augmentation attack that in-
jects random noise into the model feature to mitigate overfitting and enhance
adversarial transferability. Furthermore, our method is compatible with gradient-
based attacks, allowing seamless integration.

3) Extensive experiments over CNN and transformer models on the ImageNet
dataset validate the effectiveness of the proposed method. Specifically, we gain
a notable improvement of +26.22% and 5.57% in average transferability rate’

5 We use the average transferability rate to denote the average attack success rate on
all black-box models.
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compared to the input transformation-based attacks and the advanced gradient
attacks, respectively.

2 Related work

2.1 Adversarial Attacks

Adversarial attacks can be divided into white-box attacks and black-box attacks.
White-box attacks presume that the adversary can access the victim model,
thereby allowing them to exploit the model’s gradient for devising the attack
algorithm. A prominent gradient-based method is the fast gradient-based sign
method (FGSM) [14], which generates adversarial examples along the gradient
ascent direction of the loss function within a single step. Numerous variants of
FGSM have since emerged, including methods such as increasing the iterative
step (IFGSM) [23], random initialization and fine gradient update (PGD) [32],
applying Nesterov’s accelerated algorithm (NIFSGM) [28]. Other white-box at-
tacks comprise optimized-based attacks (e.g., C&W attacks [6]) and methods
based on generative models (e.g., AAdvGAN [56]).

In contrast, the black-box attacks assume that the adversary lacks access to
information (e.g., model architecture, training dataset, and parameters) about
the victim model. Existing black-box attacks can be divided into query-based
and transfer-based methods. Query-based attacks employ evolution algorithms
[1,2,24,49] to iteratively search for adversarial examples. However, these attacks
typically require enormous queries to the victim model, rendering them impracti-
cal due to their computation cost. Transfer-based attacks leverage the adversarial
examples generated on the substitute model to attack the victim model, which
allows the adversary to perform white-box attacks on the substitute model. Thus,
the goal of transfer-based attacks is to enhance attack performance on black-box
models. Varying existing approaches include input transformation-based attacks,
ensemble attacks, feature-based attacks, and advanced gradient attacks. Input
transformation attacks involve techniques such as random resizing and padding
of input (DIFGSM [58]), convolving the gradient of input images with a Gaus-
sian kernel (TIFGSM [11]), multiple image mixture (Admix [52]), scaling with
multiple factors (SIFGSM [28]) or leveraging frequency domain transformation
(SI2FGSM |[31]). Ensemble attacks combine multiple model outputs [45], reduce
stochastic variance during ensembling of multiple models [60], and exploit the
common weakness among different models [7]. Feature-based attacks devise novel
feature-based loss functions [13,47,54,63]. Advanced gradient attacks introduce
the momentum to stabilize the gradient updation direction (MIFGSM [10]), vari-
ance tuning to correct the gradient(VMIFGSM [51]), and adaptive momentum
variance (AMVIFGSM |[25]).

2.2 Adversarial Defenses

Concurrently, a range of adversarial defense methods has been proposed, includ-
ing adversarial training, robust architecture search, preprocessing-based method,
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denoising-based method, etc. Adversarial training [45] is the most efficient de-
fense method, which alternatively generates the adversarial examples and then
uses them to train the model. Robust architecture search method [39] aims to
find the optimal architecture from the predefined module set through extensive
training and evaluation. The preprocessing-based method mitigates potential ad-
versarial perturbation by applying various operations on the input, e.g., JPEG
compression [15], random resizing and padding (R&P) [57]. Denoising methods
purify the input using denoise models to erasure the adversarial perturbation,
exemplified by high-level representation guided denoiser (HGD) [27]. Other de-
fense methods focus on manipulating model features, such as JPEG-based fea-
ture distillation (FD) [30] and neural representation purification (NPR) [33].
Furthermore, certified defense, such as randomized smoothing(RS) [20], offers
reliable defense at specific conditions; combination defense combines different
defense methods for stronger defense (NIPS-13 ©).

3 Methodology

In this section, we begin by outlooking the problem statement in Section 3.1,
then devolve into the details of the proposed feature augmentation method in
Section 3.2. Finally, we introduce our attack algorithm incorporating the feature
augmentation method in Section 3.3.

3.1 Problem Statement

Let (X,)) denote the dataset and the corresponding ground truth label. Given
a clean image x sampled from the dataset X', with ground truth label is y, a
well-trained classification model fy parameterized by 6 performs inference on
the image z, yielding fp(x) = §, where § = y. Our goal is to manufacture
an imperceptible adversarial perturbation § such that the resulting adversarial
examples Z,q, = « + 0 successfully deceive the model fy ie., fo(Taaw) # Y-
Therefore, the generation of the adversarial example can be formulated as the
following optimization problem:

argmax L(fp(Taav),y), st ||0]l, <, (1)

Tadv

where L(-, -) represents the cross-entropy loss in classification task. ||-||, is the L,-
norm, and we follow the previous work [11,25,58] to adopt the L., norm. € is the
maximum allowable modification magnitude of the perturbation J, constrained
within an L, sphere centered at x with a radius of e.

However, the problem defined in Equation 1 can only be solved when the
classification model is accessible, as in white-box settings. In scenarios where
the model is inaccessible (i.e., black-box settings), solving this problem directly
becomes infeasible. One potential solution to overcome this limitation is to gen-
erate the adversarial examples on a substitute (accessible) model f, and then

6 https://github.com/anlthms/nips-2017/tree/master/mmd
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Fig. 1: Influence of the type of feature augmentation on ResNet50 (abbr.RN50) per-
formance.

exploit the adversarial transferability to attack the inaccessible model fy. Hence,
improving the adversarial transferability of adversarial examples generated by
the accessible model f; becomes crucial, which is the focus of this paper.

3.2 Feature Augmentation

Data augmentation is considered one of the efficient techniques for improving the
model’s robustness [9,35,61,62] as well as improving the adversarial transferabil-
ity [11,58], owing to its ability to augment the diversity of input data. However,
input transformation-based augmentation overlooks the discrepancy between dif-
ferent models, resulting in suboptimal adversarial transferability. In this work,
we employ augmentation in the intermediate features to amplify the diversity of
the attack gradient, mitigating overfitting and yielding better adversarial trans-
ferability. We elucidate the disparity between input transformation and feature
augmentation through statistical analysis of the cosine similarity of model logit:
(a) between the output logit of the clean image and the corresponding transfor-
mation image; and (b) between the output logit of the standard model and the
feature-augmented model on clean images. The mean and standard deviation of
(a) are 0.9145 and 0.044, while our method (b) yields a lower mean value (0.8971)
and higher standard deviation (0.0598), indicating that our method can amplify
the diversity of model features and result in superior adversarial transferability.
Formally, given the accessible model f;, which is stacked of multiple layers
fo= fé(qufl( - (f2(f4(x))))), where fi(-) denotes the i-th layer of the model,
fdl)() is the input layer, and qu() is the output layer. We use f(; to indicate
the resulting feature processed by the f(;() layer. To perform the feature aug-
mentation, we inject the random noise 7 into a specific intermediate feature f;
Mathematically, the augmented feature can be expressed as follows:

fo=fi+n st n~N(uo), (2)

where N(u, o) represents random normal noise with the mean p and the standard
deviation 0. Random noise can be seamlessly replaced with other random noise,
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e.g., uniform noise, which will be elaborated in Section 4.6. Note that the resolu-
tion of the injected random noise matches that of the feature fj. Subsequently,

we replace the fé, with the augmented feature f; to obtain an augmented model
fs-

To investigate how the noise strength of feature augmentation affects model
performance, we use the augmented model f¢ with different values of y and o
to classify the dataset, and the evaluation result is illustrated in Figure 1. As we
can observe, u exerts a greater influence on model accuracy than o, likely due to
varying p significantly impacting the original feature distribution. In contrast,
the model feature exhibits a certain robustness to the noise distribution whose p
is zero and o is small. Therefore, to prevent the significant offset in the feature
distribution, we set the p to zero and determine o for different models through
a grid search, as discussed in Section 4.6.

3.3 Attack Algorithms

Unlike the input transformation-based attacks that necessitate additional pro-
cessing to augment input image, our feature augmentation attack incurs no ex-
tra computation costs apart from adding random noise into the intermediate
features. Similar to previous works [31,58], our method can be seamlessly inte-
grated with arbitrary gradient-based attacks. In this work, we integrate feature
augmentation with MIFGSM [10], wherein the update of adversarial examples
is formulated as follows

Ez?i)v =, x((fdtl) = xfﬂﬁa-sign(gm), Gi+1 = §-G1+

viﬁ(f¢<x¢(1td)v)7y) (3)

* P ’
IVaL(fo(2aa), v)II1

where chv and g; represents the generated adversarial examples and the gra-

dient at t-th iteration, o denotes the attack step, £ is the decay factor of the
momentum term, ||-||; denotes the Li-norm. The detailed algorithm is described
in Algorithm 1.

4 Experiment

4.1 Experiment Settings

Dataset. To evaluate the effectiveness of the proposed method, we follow pre-
vious works [11,25] to adopt the commonly used ImageNet-compatible dataset”,
which contains 1000 images and the resolution is adjusted to 3x224x224.
Evaluation Models. We choose eight standardly trained models provided
by timm package [55] to evaluate our method, consisting of four CNN-based

" https://github.com/cleverhans-1lab/cleverhans/tree/master/cleverhans_v3.
1.0/examples/nips17_adversarial_competition/dataset
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Algorithm 1 Feature Augmentation Attacks (FAUG)

Input: A feature augmented model f¢,, a clean image x, the perturbation bound e, the
attack step «, the decay factor £, the number of iterative step T
Output: The adversarial example x4,

1: xfl(;)v =x,90=0

2: fort=0,..,7—1do

3:  Input 2\ to f, and obtain the gradient V,L(fs(z!) ), ) "
: Vo £(fo (@gg,)v)
4 Update the accumulated gradient =& gt + —— - gdu
P & Gt = L 0t G el
5 Update adversarial examples :nffdtl) = xfltd)v + a - sign(gey1)
6:  Obtain the adversarial perturbation § = min(max(wtﬁgl) —z,€),—€)
7:  Update the adversarial examples :rffdtl) = min(max(z + §,1),0)
8: end for
9: return z,4, = xflgi

models: ResNet50 (RN50) [17], DenseNet121 (DN121) [19], VGG19BN [37], and
ResNeXt50 32x4d (RNX50) [59] as well as four transformer-based models, in-
cluding Visformer-S [8], ViT-B/16 [12], PiT-B [18], and Swin-B/S3 [29]. To evalu-
ate our method under defense method, we choose seven defense methods, includ-
ing two adversarially trained models comprised of AdvincV3, AdvincResV2.,
[45], R&P [57], NIPS-r3, JPEG [15], RS [20], and NRP [33].

Comparison Methods. We compare our method with five widely used
attacks, including MIFGSM [10], DIFGSM [58], TIFGSM [11], NIFSGM |[2g].
SI?’FGSM [31]. Moreover, we also integrate our method into the advanced gradi-
ent attacks to investigate whether our method can enhance their performance,
including SINIFGSM [28], VNIFGSM [51], VMIFGSM [51], AMVIFSGM [25].

Implementation Details. We follow previous works [11,51,58] to set the
maximum allowable modification ¢ = 16, the number of iteration T = 10, «
to 2/255, £ to 1.0. The detailed selection of layer and o values for different
models are provided in Supplementary Sec. ??. To implement the comparison
attacks, we utilize the attack toolbox torchattacks [21] while remaining default
parameters except for the epsilon € and iteration step T. Moreover, we utilize
the interface provided by torchattacks to reproduce SI?’FGSM and AMVIFGSM,
with parameter settings consistent with other available attacks. All codes are
implemented in PyTorch® and executed on a single NVIDIA Tesla V100 GPU.

4.2 Main results

In this section, we compare the proposed FAUG and existing attack methods
to verify its effectiveness. Comparison method includes classical attacks (i.e.,
MIFGSM [10] and NIFGSM [28]) and input transformation-based attacks (i.e.,
DIFGSM [58], TIFGSM [11] and SI’FGSM |[31]). Note that our FAUG is the

8 Code will be released after being accepted.
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Table 1: Comparison results of various attack methods in terms of attack success rate
(%). The bold item indicates the best one. Item with x superscript is white-box attacks,
and the others is black-box attacks. AVG column indicates the average attack success
rate on black-box models.

Method RN50 DN121 VGG19BN RNX50 Visformer-S PiT-B ViT-B/16 Swin-B/S3 AVG

RN50 MIFGSM 100% 88.5 79.0 90.0 41.5 31.8 31.7 26.5 55.57
DIFGSM 100* 90.0 85.0 92.5 42.0 27.9 21.8 23.7 54.70

TIFGSM 100* 78.1 66.7 78.8 23.3 14.2 30.8 11.5 43.34

NIFGSM 100* 90.5 85.5 92.6 42.6 31.5 33.6 25.2 57.36

SI2FGSM  100* 81.5 81.2 85.1 31.0 20.7 22.9 20.8 49.03

FAUG 100* 90.4 86.8 92.8 50.4 38.5 38.3 34.3 61.64

DN121 MIFGSM 86.8 100% 81.7 84.6 49.3 34.7 37.2 29.7 57.71
DIFGSM 84.6 100* 81.2 84.3 42.8 24.6 23.9 21.1 51.79

TIFGSM 68.6 100* 64.4 70.4 26.6 13.9 33.4 11.7 41.29

NIFGSM 90.5 100* 87.7 89.9 53.3 34.3 38.2 29.9 60.54

SI?FGSM  89.9 100* 87.1 87.9 49.2 29.3 26.6 26.6 56.66

FAUG 91.9 100* 89.6 91.0 64.7 46.8 48 40.6 67.51

VGG19BN MIFGSM 67.7 71.0 100% 61.2 37.1 24.1 26.2 21.1 44.06
DIFGSM 64.3 67.8 100* 60.8 30.5 17.5 15.3 15.2 38.77

TIFGSM 51.6 60.5 100* 55.5 20.9 11.8 26.4 9.9 33.80

NIFGSM 71.8 73.8 100* 64.0 37.7 24.2 28.3 22.3 46.01

SI2FGSM  61.3 59.4 99.9% 49.0 22.4 15.0 18.8 14.2 34.30

FAUG 82.8 83.9 100* 75.8 47.0 32.1 36.2 28.2 55.14

RNX50 MIFGSM 84.0 80.1 70.7 100% 41.1 30.4 30.5 26.1 51.84
DIFGSM 88.3 84.5 76.0 99.9* 41.0 25.7 20.7 20.5 50.96

TIFGSM 69.8 69.1 57.4 99.8* 24.2 14.6 29.4 11.1 39.37

NIFGSM 89.0 83.3 78.9 100* 43.3 30.4 32.1 26.1 54.73

SI?FGSM  87.9 81.1 77.0 99.9* 35.3 24.0 23.2 22.1 50.09

FAUG 90.2 84.9 78.9 100* 51.9 38.9 36.6 32.9 59.19

Visformer-S MIFGSM 67.0 69.4 72.0 66.7 100% 66.3 44.4 60.7 63.79
DIFGSM 65.4 68.7 72.4 68.9 99.6* 71.5 31.7 64.8 63.34

TIFGSM  50.7 57.3 55.0 57.6 98.6% 49.1 44.1 38.1 50.27

NIFGSM 70.0 74.8 76.8 70.1 100* 68.0 45.2 63.0 66.84

SI2FGSM  71.5 76.8 76.5 69.8 98.8% 71.1 45.3 69.0 68.57

FAUG 75.8 80.4 83.3 75.0 100* 70.4 46.6 65.9 71.06

PiT-B MIFGSM 61.9 59.9 69.0 60.1 60.6 100% 40.7 51.7 57.70
DIFGSM 55.8 55.9 60.7 58.2 72.9 99.8% 34.4 65.0 57.56

TIFGSM  39.0 44.9 43.7 44.8 54.7 97.3% 40.4 40.1 43.94

NIFGSM 63.4 62.7 71.1 62.3 62.7 100* 41.4 54.9 59.79

SI?FGSM  57.3 58.2 62.1 56.8 68.9 97.9% 40.9 61.5 57.96

FAUG 65.8 64.9 72.2 63.7 69.7 100* 44.9 59.8 63.00

ViT-B/16 MIFGSM 51.4 52.7 56.7 46.7 38.7 33.8 100% 36.3 45.19
DIFGSM  33.7 37.4 36.9 32.4 27.9 27.2 100* 26.2 31.67

TIFGSM 28.1 32.4 29.5 29.9 18.3 16.6 99.6* 14.1 24.13

NIFGSM 52.6 55.8 59.7 50.3 39.5 35.3 100* 35.8 47.00

SI2FGSM  25.7 29.2 32.8 23.5 15.4 13.5 100* 14.5 22.09

FAUG 52.6 55.1 59.7 48.0 41.2 38.3 100* 40.7 47.94

Swin-B/S3 MIFGSM 44.9 45.0 52.2 40.3 48.0 40.5 32.0 99.8% 43.27
DIFGSM 47.9 50.3 57.0 48.5 64.3 63.6 29.6 96.8% 51.60

TIFGSM 37.5 44.7 41.6 43.2 50.6 47.7 41.9 85.5% 43.89

NIFGSM 44.5 44.8 52.0 38.2 45.8 42.0 32.0 99.9* 42.76

SI2FGSM  45.6 46.0 48.1 43.2 55.4 49.5 38.2 92.1% 46.57

FAUG 54.2 53.2 57.3 50.0 60.1 56.1 48.2 88.4% 54.16

attack that applies MIFGSM on the feature-augmented model, while the com-
parison methods target the standard trained model. Table 1 lists the comparison
results across eight models.

From Table 1, it is evident that our FAUG consistently outperforms com-
parison methods on all black-box models. More specifically, we achieve an aver-
age transferability rate of 59.96% overall on eight different models, significantly
surpassing MI-, DI-, TI-, NI- and SI?FGSM, which stands at 52.39%, 50.05%,
40%, 54.38%, 48.16%. Notably, our method exhibits the largest improvement of
26.22% in the case of TIFGSM against DN121, in which we obtained an average
transferability rate of 67.51% compared to TIFGSM’s rate of 41.29%. Moreover,
we observe that Visformer-S is the most vulnerable model, with an average trans-
ferability rate of 63.98% under six attacks, which breaks the impression that the
transformer model is more robust than CNN models [4]. However, it is also note-
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Table 2: Evaluation results of the advanced attacks combined with feature augmenta-
tion model in terms of attack success rate (%). The bold item indicates the best one.
Ttem with % superscript is white-box attacks, and the others is black-box attacks. AVG
column indicates the average attack success rate on black-box models.

Model RN50 DN121 VGGI19BN RNX50 Visformer-S PiT-B ViT-B/16 Swin-B/S3 AVG

VNIFGSM 100% 94.9 94.1 96.3 69.5 53.0 46.5 44.2 71.21
VNIFGSM-FAUG | 100* 94.2 93.3 96.3 69.4 54.2 48.8 47.9 72.01
VMIFGSM 100 93.0 91.5 95.3 64.8 48.7 43.6 45.1 68.86

RN50 VMIFGSM-FAUG |99.9* 93.2 91.9 95.1 67.7 52.2 48.6 46.3 70.71
SINIFGSM 100%™ 95.7 92.5 96.6 61.2 43.5 42.6 36.4 66.93
SINIFGSM-FAUG | 100* 96.0 93.8 96.3 63.1 44.5 45.1 39.2 68.29
AMVIFGSM 100%™ 95.7 93.5 97.0 66.5 51.8 54.1 47.2 72.26
AMVIFGSM-FAUG | 100* 95.8 94.5 97.5 70.6 54.8 56.0 48.3 73.93
VNIFGSM 94.9 100% 92.5 94.2 76.4 54.2 54.0 49.4 73.66
VNIFGSM-FAUG 94.5 100* 92.9 93.5 77.7 58.9 57.6 54.0 75.59
VMIFGSM 93.0 100 90.4 92.0 72.3 51.7 51.1 47.7 71.17

DN121 VMIFGSM-FAUG | 94.2 100* 91.9 93.2 75.4 57.4 56.4 51.9 74.34
SINIFGSM 94.4 100 93.2 95.0 68.8 47.5 50.7 39.9 69.93
SINIFGSM-FAUG | 94.7 100* 92.6 94.4 70.3 46.6 52.7 42.6 70.56
AMVIFGSM 95.5 1007 93.4 94.5 77.0 59.8 60.4 53.5 76.30
AMVIFGSM-FAUG | 95.1 100* 94.1 95.1 77.5 59.2 60.9 53.9 76.54
VNIFGSM 87.5 88.3 100% 84.3 61.3 43.8 41.2 39.2 63.66
VNIFGSM-FAUG | 87.8 88.9 100* 85.0 62.6 44.5 40.8 38.6 64.03
VMIFGSM 84.5 86.4 100% 81.0 58.4 42.1 41.3 35.7 61.34

VGG19BN | VMIFGSM-FAUG | 85.9 87.0 100* 83.1 60.2 43.7 42.1 39.2 63.03
SINIFGSM 86.4 91.2 100" 82.7 56.5 35.9 37.0 30.5 60.03
SINIFGSM-FAUG | 89.3 90.9 100* 85.6 62.5 39.6 41.4 32.1 63.06
AMVIFGSM 89.0 89.1 100" 85.9 58.1 39.2 46.5 35.0 63.26
AMVIFGSM-FAUG | 89.8 89.7 100* 87.4 57.8 39.5 46.8 36.2 63.89
VNIFGSM 94.6 91.9 88.6 100%™ 68.8 52.9 46.7 45.8 69.90
VNIFGSM-FAUG 94.1 91.8 88.8 100* 69.9 55.0 49.7 46.9 70.89
VMIFGSM 92.2 89.2 84.9 100% 65.2 49.5 44.0 42.5 66.79

RNX50 VMIFGSM-FAUG | 93.1 91.5 86.4 100* 67.2 52.7 47.8 46.6 69.33
SINIFGSM 94.6 93.6 89.0 100% 60.2 42.3 41.8 34.7 65.17
SINIFGSM-FAUG | 95.5 94.9 91.5 100* 64.6 47.0 48.1 38.7 68.61
AMVIFGSM 94.2 92.1 89.0 100% 68.9 55.5 54.0 48.0 71.67
AMVIFGSM-FAUG | 96.1  92.9 90.6 99.9* 67.9 53.8 54.9 48.0 72.03
VNIFGSM 85.1 88.0 88.4 87.4 100% 87.0 65.9 86.0 83.97
VNIFGSM-FAUG | 89.9 91.5 91.3 89.3 99.9* 87.6 69.1 85.8 86.36
VMIFGSM 81.1 85.1 84.9 82.5 100% 84.3 61.1 81.9 80.13

Visformer-S | VMIFGSM-FAUG | 87.1 90.8 90.1 88.1 100* 86.7 67.5 82.9 84.74
SINIFGSM 79.1 83.9 84.2 81.2 100% 80.0 56.0 75.9 77.19
SINIFGSM-FAUG | 85.9 89.4 90.1 86.4 100* 82.3 60.1 77.9 81.73
AMVIFGSM 84 85.6 87.2 85.2 99.9% 87.5 71.8 84.9 83.74
AMVIFGSM-FAUG | 88.4 89.1 89.4 86.2 99.2* 87.1 72.9 84.4 85.36
VNIFGSM 75.2 75.5 78.0 75.6 80.9 1007 56.7 75.8 73.96
VNIFGSM-FAUG 78.1 78.5 80.3 77.5 85.6 100* 61.7 81.5 77.60
VMIFGSM 71.3 70.3 75.4 71.7 78.4 100 54.3 72.4 70.54

PiT-B VMIFGSM-FAUG | 75.9 76.4 79.0 76.7 83.3 100* 60.4 81.1 76.11
SINIFGSM 72.5 72.3 77.7 71.6 75.9 100 50.6 65.9 69.50
SINIFGSM-FAUG | 76.4 76.9 80.2 76.2 83.0 100* 56.2 75.8 74.96
AMVIFGSM 76.9 T7.1 77.2 75.9 82.9 100™ 63.8 79.7 76.21
AMVIFGSM-FAUG | 79.3 79.9 80.1 79.9 84.3 99.7* 68.4 83.2 79.30
VNIFGSM 58.7 59.7 65.0 55.4 48.3 43.0 100% 46.5 53.80
VNIFGSM-FAUG 59.8 59.7 64.5 55.8 46.9 42.5 100* 48.5 53.96
VMIFGSM 53.4 54.0 59.7 49.4 43.8 39.8 1007 44.3 49.20

ViT-B/16 VMIFGSM-FAUG | 54.7 55.0 59.4 49.3 43.3 40.2 100* 44.9 49.54
SINIFGSM 56.4 61.5 63.5 55.1 43.8 36.1 1007 40.0 50.91
SINIFGSM-FAUG | 57.0 62.3 65.4 53.3 44.3 36.5 100* 40.3 51.14
AMVIFGSM 54.8 55.3 61.0 50.7 43.4 38.1 1007 43.8 49.59
AMVIFGSM-FAUG | 54.8 58.4 61.9 52.2 43.9 38.9 100* 44.3 50.63
VNIFGSM 57.8 58.0 60.4 55.8 67.8 66.5 50.5 99.6% 59.54
VNIFGSM-FAUG 58.9 59.8 61.7 57.7 70.2 67.6 52.2 96.2% 61.16
VMIFGSM 56.7 58.9 59.9 55.7 67.7 66.1 50.0 98.9% 59.29

Swin-B/S3 | VMIFGSM-FAUG | 58.6 58.0 62.2 56.2 69.2 67.2 51.9 94.7* 60.47
SINIFGSM 52.8 53.5 59.6 50.3 60.9 52.8 39.5 99.9 52.77
SINIFGSM-FAUG | 55.1 55.5 62.0 52.6 59.9 56.1 43.9 99.5% 55.01
AMVIFGSM 63.6 62.8 65.5 64.0 73.9 72.1 60.0 99.1 65.99
AMVIFGSM-FAUG | 65.0 65.0 66.0 65.3 72.4 73.9 60.9 94.3% 66.93
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worthy that the most robust model against adversarial attacks is a transformer
model (i.e., ViT-B/16) as well, with an average transferability rate of 36.34%.
These analyses indicate that model robustness is more closely associated with
architecture design rather than specific modules (e.g., convolutional or attention
layer). Finally, we acknowledge that our method falls behind the comparison
method in some cases, both in white-box and black-box settings, possibly due
to randomness introduced by the random noise in feature augmentation.

4.3 Combined with Advanced Gradient Attacks

In this section, we explore the potential enhancement of attack performance by
integrating our method with advanced gradient attacks. Specifically, we inte-
grate our feature augmentation method by injecting the random noise into the
specific intermediate feature of the standard model, followed by the execution
of advanced gradient attacks on such a modified model. The combined methods
are denoted with postfix "-FAUG", e.g., VNIFGSM-FAUG. Table 2 reports the
evaluation results on eight different models.

From Table 2, we can draw the following conclusions: on the one hand, our
method consistently enhances the performance of original attacks in terms of
average transferability rate. Specifically, we achieve an average improvement in
transferability rate of 1.98%, with the maximum improvement reaching 5.57%
when using VMIFGSM-FAUG on PiT-B. On the other hand, different attacks
exhibit varying results across different models. For example, among eight mod-
els, the largest disparity in attack performance improvement is 3.08% observed
on RNX50, in which SINIFGSM-FAUG results in 3.44% while AMVIFGSM-
FAUG results in 0.36%. Conversely, the smallest disparity in performance im-
provement of 0.89% is observed in ViT-B/16. Furthermore, among the four at-
tacks, the largest improvement in attack performance of 5.23% is observed on
VMIFGSM-FAUG and SINIFGSM-FAUG when targeting PiT-B (best) and ViT-
B/16 (worst). In contrast, AMVIFGSM-FAUG exhibits the smallest disparity in
performance improvement, which is 2.84% between PiT-B (3.09%) and DN121
(0.24%). The discrepancy may be attributed to the smaller improvement space
of AMVIFGS compared to other attacks.

4.4 Evaluation on Adversarial Defense Method

To further explore the effectiveness of the proposed method under adversarial
defense, we conducted experiments by applying seven common defense methods
to adversarial examples generated by RN50. The evaluation results are reported
in Table 3. As we can see, on the one side, our method outperforms the compar-
ison method under adversarial defense in terms of average attack success rate.
Specifically, we achieve an average success rate of 58.99% across seven defenses,
obtaining an improvement of 2.08%~5.45% compared to the comparison method
(i.e., MI-, DI-, TI-, NI-, SI2-FGSM). On the other side, our combination version
with advanced gradient attacks also exhibits superior performance to the vanilla
approach under defense, and we observe improvements ranging from 0.39% to
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Table 3: Attack success rate (%) of RN50-generated adversarial examples under adver-
sarial defenses. The bold item is the best one. The AVG column indicates the average
attack success rate under defense.

AdvIncV3 AdvIncResV2.,; JPEG NRP RS NIPS-r3 R&P AVG

MIFGSM 43.9 25.0 95.7 96.5 25.4  32.7 79.2 56.91
DIFGSM 35.5 20.9 95.6 98.8 22.7 273 74.0 53.54
TIFGSM 36.5 31.6 95.9 89.2 26.9 37.1 77.9 56.44
NIFGSM 44.4 25.4 96.8 92.3 26.7 32.0 78.1 56.53
SI2FGSM 40.6 28.7 96.1 97.6 22.2 31.6 77.7 56.36
FAUG 48.0 29.4 95.6 95.2 26.1 38.4 80.2 58.99
VNIFGSM 52.4 36.3 96.8 97.5 27.6 44.6 83.6 62.69
VNIFGSM-FAUG 55.4 41.1 96.6 95.7 27.0 48.6 83.9 64.04
VMIFGSM 49.9 35.2 96.2 97.6 206.3 45.5 81.7 61.77
VMIFGSM-FAUG 53.0 39.5 96.0 96.3 27.7 48.4 84.0 63.56
SINIFGSM 51.4 36.2 97.4 82.6 285 44.4 84.7 60.74
SINIFGSM-FAUG 54.5 40.9 97.5 82.8 30.8 51.3 86.3 63.44
AMVIFGSM 62.7 51.4 96.6 88.0 34.5 59.7 87.4 68.61
AMVIFGSM-FAUG 63.8 50.4 97.4 87.0 35.6 61.0 87.8 69.00

Table 4: Comparison results of standard ensemble attacks and the FAUG enhanced
counterpart in terms of attack success rate (%). The bold item indicates the best
one; the item with x superscript is the white-box attack, and the others are black-
box attacks. CNN denotes ensemble four convolution models, and Transformer denotes
ensemble four transformer models. AVG column indicates the average attack success
rate on black-box models.

Ensemble Models RN50 DN121 VGG19BN RNX50 Visformer-S PiT-B ViT-B/16 Swin-B/S3 AVG
GNN Standard | 97.5% 96.7% 96.6* 98.2% 82.8 64.2 45.7 56.3 62.25
FAUG |98.0* 97.0* 96.6* 98.5* 88.4 76.1 59.9 71.1 73.88

Transformer Standard | 76.2  77.3 78.2 78.0 96.7% 96.3% 93.9% 97.2% 77.43
FAUG | 85.8 87.5 86.9 87.6 97.6* 95.4* 94.2* 93.8* 86.95

RN50+VGGI9BN |[Standard [97.6* 93.4 96.6% 94.9 98.0% 96.2% 52.4 77.2 79.48
PiT-B+Visformer-S| FAUG |97.4* 94.8 96.7* 96.2 98.5* 96.2*% 63.1 86.9 85.25

2.7%. However, we observe that our method does not consistently achieve the
best result in all cases. We speculate that the possible reason is the discrepancy
in the underlying defense mechanism among different defense methods. Never-
theless, we consistently achieve the best average performance in all cases.

4.5 Evaluation on Ensemble Model

The previous works [10,45] have demonstrated that attacking multiple models
simultaneously (i.e., ensemble attack) can significantly boost adversarial trans-
ferability. Thus, it is necessary to study whether the proposed FAUG can further
improve the adversarial transferability in ensemble attacks. Specifically, we in-
vestigate three ensemble strategies: four CNN model ensembles (abbr. CNN),
four transformer model ensembles (abbr. Transformer), four model ensembles
composed by two CNN (RN50 and VGG19BN) and Transformer (PiT-B and
Visformer-S). We perform an average fusion of four models on the logit layer (i.e.,
the layer before the softmax). Table 4 reports the comparison results. As we can
observe, ensemble attacks enhanced with the proposed FAUG consistently sur-
pass the standard ensemble attacks, gaining improvement of 11.63%, 9.53%, and



12 Wang et al.
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Fig. 2: Influence of layer selection on attack performance.

5.77% on three ensemble strategies in terms of average transferability rate. Such
a result suggests the effectiveness of the proposed feature augmentation method.
On the other side, the four transformer models’ ensemble attacks exhibit more
efficiency than the other two ensemble strategies in improving the adversar-
ial transferability. Concretely, the Transformer achieves the highest adversarial
transferability of 86.95% on black-box models, while the CNN is 73.88%.

4.6 Ablation Study

To comprehensively investigate potential factors that may influence our method,
we conduct three ablation studies in this section: the influence of layer selection,
feature augmentation type, and noise strength (o) of random normal noise.
Influence of the layer selection. To investigate the influence of layer se-
lection on adversarial transferability, we conducted experiments using six layers
from RN50 and Visformer-S, and set the standard deviation o to 3.0. Then,
we introduce the random noise into different intermediate layers and generate
corresponding adversarial examples. Figure 2 illustrates the evaluation results.
As we can observe, on the one hand, RN50 and Visformer-S exhibit significant
discrepancies, such as 1) RN50 shows a slight fluctuation across different layers
and achieves the best average transferability rate of 61.87% at the conv layer.
This outcome may be due to the preservation of rich texture or edge information
in the shallow layer of RN50, which are retained in various feature channels as
stated in [47]. Thus, performing feature augmentation in the shallow layer re-
sembles input augmentation but is more efficient since it augments all channels.
In contrast, 2) Visformer-S shows a large fluctuation, markedly different from
RN50, which may be attributed to the input processing formal of the trans-
former, where the image is chunked into multiple image patches. Nonetheless,
the stage3 0 layer of Visformer-S archives the highest average transferability
rate of 74.24%, surpassing RN50. On the other hand, the layer selection signif-
icantly impacts adversarial transferability within specific models. For instance,
the follow-up intermediate layers of RN50 show an increasing trend followed by a
decline. The maximum gap in average transferability rate between the best (i.e.,
61.87%) and the worst (i.e., 46.57% engendered by maxpool) is 15.3%. Similarity,
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Fig. 3: Influence of the type of feature augmentation on attack performance.

the counterpart of Visformer-S is 37.2%, and the worst and best is produced by
stagel 0 (i.e., 37.04%) and stage3 0 layer (i.e., 74.24%), respectively. There-
fore, we select the conv layer and stage3 0 layer for RN50 and Visformer-S,
respectively. Further details regarding the layer names and selection for other
models are provided in Supplementary Sec. 77.

Influence of feature augmentation type. To investigate the influence of
different feature augmentation types on adversarial transferability, we replaced
the random normal noise with two alternative augmentation types: random uni-
form noise and dropout operator. Specifically, we conducted experiments on
RN50 and Visformer-S, and set the lower /upper bound of uniform noise to +0.3
and 10.2, the probability of the dropout operator is set to 0.3. Figure 3 illustrates
the evaluation results. As one can see, random normal noise achieves superior
adversarial transferability on both RN50 and Visformer-S compared to the other
two methods. For RN50, the average transferability rates are 61.87%, 61.19%,
and 56.21% by using normal, uniform, and dropout feature augmentation. Sim-
ilarly, for Visformer-S, the corresponding rates are 70.8%, 70.39%, and 66.09%.
The differences in transferability between different types of random noises are
relatively small, such as the discrepancy between normal and uniform noise is
0.68% and 0.41% at similar noise strengths, respectively, suggesting that the
proposed feature augmentation method is not limited to specific random noise
types. Based on these findings, we opt to use random normal noise in our feature
augmentation attack.

Influence of random noise strength. Feature augmentation under dif-
ferent noise strengths has varying degrees of influence on feature discrepancy
and leads to varying adversarial transferability. To reveal such a relationship,
we conduct a grid search on standard deviation o of the random noise within
the range of {0.01,0.05,0.1,0.15,0.2,0.25,0.3}. This was performed on conv and
stage3 0 layer on RN50 and Visformer-S, respectively. Figure 4 depicts the eval-
uation results. As we can see, RN50 displays a relatively stable increasing trend
in average transferability rate with increasing noise strength, reaching a peak of
61.87% at o is 0.3. In contrast, Visformer-S exhibits an initial increase followed
by a decrease in transferability rate, peaking at 74.24% when o = 0.2. This
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Fig. 4: Influence of random noise strength on attack performance at the specific layer.

suggests that the optimal noise strength varies between models, indicating the
importance of tuning this parameter for maximizing adversarial transferability.
Consequently, for RN50 and Visformer-S, we set the noise strength at conv and
stage3 0 layer to 0.3 and 0.2, respectively. Further details on other models can
be found in Supplementary Sec. ?77.

5 Social Impact and Limitation

Social Impact Our work endeavors to improve adversarial transferability, which
may impose potential security risks for those DNN-based applications. However,
our method can be countered by adopting more sophisticated defense mecha-
nisms, e.g., noise elimination, noise detection, or denoiser method. Furthermore,
our generated adversarial examples can serve as a novel training set for adver-
sarial training, enhancing adversarial robustness.

Limitation As evident from the ablation study, our feature augmentation
attack exhibits sensitivity to both layer selection and noise strength, which vary
depending on the specific attack and model. Consequently, the careful selection
of layers and optimal noise strength is crucial for achieving improved adversarial
transferability.

6 Conclusion

In this paper, we propose a feature augmentation method designed to substan-
tially enhance adversarial transferability. Specifically, we inject random noise
into the intermediate feature of the model to amplify the diversity of the attack
gradient, mitigating overfitting and leading to better transferability. Our fea-
ture augmentation method can be seamlessly integrated with advanced gradient
and ensemble attacks to further enhance the attack performance. Note that our
method incurs no additional computational resources apart from adding random
noise to the feature. Extensive experiments conducted on ImageNet across CNN
and transformer models demonstrate the effectiveness of the proposed method.
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A Implementation details

In this section, we presents the implementation details of the proposed feature
augmentation, which includes the model name, the corresponding abbreviation
name, the pre-trained checkpoint file provided by timm package, the intermediate
layer which random normal noise is added, and the standard deviation(o). Here,
we elucidate the meaning of the name of the intermediate layer. For RN50 and
RNX50, conv refers to the first convolutional layer of the model. For DN121 and
VGG19BN, feature 0 denotes the first layer of the feature extraction module. For
Visformer-S, stage3 0 indicates the 0-th block of the 3-th transformer module.
For PiT-B, block 1 0 indicates the 0-th block of the 1-th transformer module.
For ViT-B/16, stage 5 indicates the 5-th transformer module. For Swin-B/S3,
stage 0 0 indicates the 0-th block of the 0-th transformer module.

Table A1l: Implementation details of the feature augmentation.

Model Abbreviation Pretrained Checkpoint Perturbed Layer o
resnet50 RN50 resnet50-19c¢8e357.pth conv 0.3
densenet121 DN121 densenet121-a639ec97.pth feature 0 0.3
vggl9 bn VGG19BN vggl9 bn-c79401a0.pth feature 0 0.25
resnext50  32x4d RNX50 resnext50 32x4d-7cdf4587.pth conv 0.3
visformer:small Visformer-S timm/visfo?mer_small_inlk,bin stage3_0 0.2
pit_b_224 PiT-B timm/pit_b_224 inlk.bin block_1_0 0.3
vit_base_patchl6_ 224 ViT-B/16 jx_vit_base_pl6_224-80ecf9dd.pth block_5 0.8
swin s3 base 224 Swin-B/S3 s3 b-ale95db4 stage 0 O 0.6
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Here, we provide the following pseudocode to describe the implementation
of our method in performing the feature augmentation on the first conv layer of
RN50.

import torch
import torch.nn as nn

# Feature Augmented Model
class ResNet50(nn.Module) :
def __init__(self, *args, #*+xkwargs):

self.conv = ..
self .maxpool =

self.layerl =
self.layer2 =
self.layer3 =
self.layerd4 =

def forward(self, x):
x = self.conv(x)
# add the random noise into the first conv layer
x.data += torch.zeros_like(x) .normal_(mean=0, std=0.3)

return x

B Influence of the layer choice

In this part, we provide detailed ablation results on the influence of layer se-
lection on adversarial transferability across eight models, We conduct the ex-
periments by fixing the o value as reported in Table Al. The ablation results
are illustrated in Figure B1. As we can see, the first layer of the CNN model
leads to a better average transferability rate, while the Transformer is speci-
ficity. Specifically, the best average transferability rates of four CNN models
(RN50, DN121, VGG19BN, RNX50) are obtained at the first layer, with values
of 61.87%, 68.44%, 55.4%, and 59.19%, respectively. In contrast, the correspond-
ing values for the four Transformer models (e.g., Visformer-S, PiT-B, ViT-B/16
and Swin-B/S3) are 71.06%, 63%, 47.94% and 54.16%, achieved at stage3 0,
block 1 0, block 5, stage 0 0, correspondingly. Moreover, we can also observe
that different models exhibit varying trends; for example, Visformer-S shows
fierce fluctuation, and ViT-B/16 shows a stable trend. In summary, the ablation
study shows that seven out of eight models are prone to yielding the best results
in the shallow layer, which supports our claim that the feature augmentation on
the shallow layer is assumably equivalent to the input augmentation but in a
more efficient manner.
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Fig. C2: Influence of random noise strength on attack performance at the specific
layer.

C Influence of random noise strength

In this section, we present an ablation study on the noise strength (i.e., o) of
feature augmentation across eight models, where the intermediate layer is set
with the value reported in Table Al. The ablation results are illustrated in
Figure C2. At first glance, the adversarial transferability rate increases with the
rising noise strength, except for Visformer-S. Meanwhile, some models require
a large noise strength to achieve a better adversarial transferability rate; for
example, ViT-B/16 and Swin-B/S3 achieve the best average transferability rate
of 52.74% and 54.33% when o is set to 0.8 and 0.6. The observation suggests that
different models exhibit varying degrees of robustness to the random noise under
different noise strengths in feature space. The evaluation result indicates that a
small noise strength is insufficient to affect the features of some models and has
limited influence on avoiding overfitting. In contrast, large noise strength has a
greater probability of avoiding overfitting.



