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Abstract

In the 1970s, Wiesner introduced the concept of quantum money, where quantum states generated
according to specific rules function as currency. These states circulate among users with quantum
resources through quantum channels or face-to-face interactions. Quantum mechanics grants quantum
money physical-level unforgeability but also makes minting, storing, and circulating it significantly
challenging. Currently, quantum computers capable of minting and preserving quantum money have
not yet emerged, and existing quantum channels are not stable enough to support the efficient trans-
mission of quantum states for quantum money, limiting its practicality. Semi-quantum money schemes
support fully classical transactions and complete classical banks, reducing dependence on quantum
resources and enhancing feasibility. To further minimize the system’s reliance on quantum resources,
we propose a cloud-based semi-quantum money (CSQM) scheme. This scheme relies only on semi-
honest third-party quantum clouds, while the rest of the system remains entirely classical. We also
discuss estimating the computational power required by the quantum cloud for the scheme and conduct

a security analysis.
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1 Introduction

1.1 Research Background

In recent years, advancements in quantum com-
puting and information theory have renewed inter-
est in quantum money. Researchers have devel-
oped new models, such as public-key quantum
money, which leverage the complexity of quan-
tum problems to ensure security. Progress in qubit
technologies, including trapped ions, supercon-
ducting circuits, and photonic systems, demon-
strates the feasibility of creating and controlling
quantum states with high precision.

However, practical quantum money faces sev-
eral challenges. Quantum states are fragile and
susceptible to decoherence, often leading to infor-
mation loss. Scalability is another major issue, as
current quantum systems are small and prone to
€rrors.

The concept of semi-quantum money intro-
duces a new type of quantum money that keeps
classical verifiability but changes the minting pro-
cess. Unlike traditional quantum money, where the
bank mints the money using quantum algorithms
and sends it via quantum channels, semi-quantum
money involves a protocol where both the bank
and the user collaborate using classical resources.



In semi-quantum money, the user generates
the quantum money state using instructions pro-
vided by the bank. This process is designed to
ensure that the user cannot replicate the state to
create additional money. The verification of semi-
quantum money is conducted using classical inter-
active protocols between the user and the bank,
avoiding the need for quantum communication or
computation during verification.

Table 1 shows the comparison of different
quantum money protocols. Quantum money have
been an actively researched topic for several
decades. Public-key quantum money were first
conceptualized by [1] in the 1960s, where there is a
bank that generates a secret-basis quantum state
allowing easy verification of the issued quantum
money. The quantum money is unique and can not
be replicated without access to secret serial num-
bers. However, the system requires that users have
quantum computers and quantum channels with
the banks to verify each transaction.

Many researchers have subsequently suggested
different quantum money schemes, aiming to facil-
itate verification by any entity possessing a quan-
tum device [2,5,6]. Unfortunately, the methods
proposed by [2] and [5] were completely broken
[7,8]. For example, [6] sought to resolve these
issues by proposing a modification, which incor-
porated an indistinguishability obfuscator into the
protocol. Despite this, [9] highlighted that the
protocol’s hardness assumption was flawed.

In a subsequent response, [3] proposed that an
ideal quantum token should rely on local quantum
computation and classical communication, obviat-
ing the need for quantum communication. To this
end, they integrated a homomorphic encryption
technique into the quantum money mining pro-
cess, thereby facilitating secure and feasible local
mining.

Our approach provides a significant depar-
ture from purely quantum money schemes, as it
leverages classical resources for both minting and
verification while maintaining security properties
comparable to quantum systems.

1.2 Motivation

At the current technological level, the cost of
manufacturing and maintaining quantum comput-
ers is extremely high, making it impractical for
ordinary people to own and use them directly.

Looking ahead, as quantum computers gradually
enter practical use, cloud quantum computing ser-
vices provided by a few large institutions are likely
to become mainstream. This trend is similar to the
evolution of classical computers: from early large
centralized computers to later personal comput-
ers, which took several decades. By analogy, using
cloud quantum computers to support the use of
semi-quantum money could greatly accelerate its
practical adoption.

However, the high dependence of semi-
quantum money on security poses new challenges.
Traditional security mechanisms may appear frag-
ile in the face of quantum computing. Therefore,
ensuring that cloud-based semi-quantum money
is not compromised by unreliable third parties
becomes an urgent issue. Specifically, we need to
explore whether there is a solution that, under
the premise of ensuring security, can utilize third-
party quantum cloud services along with classi-
cal users, banks, and communication channels to
implement a feasible cloud-based semi-quantum
money system.

The core of this paper is to address this ques-
tion. We will first review the basic concepts of
semi-quantum money and the existing technical
challenges, then analyze the historical experience
of the evolution from centralized computing to
personal computing, and explore the potential of
cloud quantum computing in promoting the prac-
tical use of semi-quantum money. On this basis,
we will design and verify a secure cloud-based
semi-quantum money scheme. Through theoreti-
cal analysis and experimental verification, we aim
to propose a feasible solution to lay the foundation
for the widespread application of semi-quantum
money.

1.3 Results

Our main result is the protocol of the cloud-based
semi-quantum money (CSQM). We first formally
propose the specific steps of this protocol and use
a small 4-qubit demonstration to help understand
it. Then, we conducte a rigorous analysis of the
security of this protocol based on information-
theoretic security and estimate the feasibility of
this protocol based on the current hardware level.



Table 1: Comparison of Quantum Money Protocol

Bank Client

Bank-Client

Client-Client

Protocol Node Node Channel Channel Cloud
1] Quantum  Quantum Quantum Quantum No
2] Quantum  Quantum Quantum Quantum No
[3] Classical ~ Quantum Classical Quantum No
[4] Classical ~ Quantum Classical Classical No

Our Work Classical Classical Classical Classical Yes

2 Preliminary

This section introduces the cryptography prim-
itives and notions borrowed from the original
papers [4,10,11].

2.1 Quantum Leveled Fully
Homomorphic Encryption

fhek + QHE.KeyGen(1*,1F): A classical

probabilistic polynomial-time (PPT) algo-

rithm samples a classical secret key fhek
from given security parameter A € N and

circuit depth L € N.

o 77X W) = |¥)"" «+ QHE.QOTP, .(|¥)):
A quantum polynomial-time algorithm given
random string z,z € {0,1}* and a A\-qubit
quantum state |¥), outputs Z*X*|U) :=
|\Il>:t,z'

e rdm <+ QHE.OTP,(m): A classical algo-
rithm encrypts message m € {0,1}* with x
that |m| = |z|.

¢ ct, < QHE.Enciper(z): A classical PPT
algorithm encrypts bit(s) in classical ten-
sor x bit-wisely and outputs the classical
ciphertext ct,.

o (CW)*" ety —
QHE.Eval((|¥)"* ,cty »),C): A quantum
polynomial-time algorithm with input a
general quantum circuit C, a quantum one-
time-pad encrypted state |¥)** and the
ciphertext ct; .. The algorithm will output
a new quantum state (C|¥))** and a
classical ciphertext ctys ..

® 1 < QHE.Decyper(cty): A PPT algorithm

uses the secret key fhek to decrypt the

ciphertext ct, bit-wisely.

2.2 Quantum Homomorphic
Encryption Circuit

We use quantum fully-homomorphic encryption
(QFHE) [10] as the cryptography instantiation,

which is based on the standard hardness assump-
tion of learning with errors (LWE). The classical
sender sends a one-time-padded quantum state
(can be described classically) [1)"*), the cipher-
text ct(, ) of the one-time-pad and a general
quantum circuit C' to a receiver with a quan-
tum computer. Then the receiver can output
(C|1/)>)("L’l’zl) along with the ciphertext ct(, ..
Since a general quantum circuit can be divided
into layers of Pauli, Clifford and Toffoli gates.
If the circuit C' contains only Pauli and Clifford
gates, the transform from ct, , to cty . is deter-
minate [12]. And after applying Toffoli gate, the
transformation of ct, . is random. Since the pro-
cess is non-trivial, we will introduce the QFHE
Toffoli gate in the next section. Our protocol
will make use of the randomness to mint the
anti-counterfeit quantum state as semi-quantum
money.

2.2.1 Encrypted CNOT Operation

Encrypted CNOT operation is the key module of
QFHE Toffoli operation. The sender samples a
pair of injective functions fo(u, ), f1(,r) as the
encryption of a bit s and a 2-qubit quantum state
|t)) = |a,b), then send them to the receiver. The
pair of fo(u,r), f1(p,r) has below properties:
1. Injective
2. Easy to be convert with a trapdoor 4
3. Computationally difficult to find any pair
of preimages (uo,70), (#t1,71) with the same
image fo(o,70) = fi(u1,71) =y without ¢4
4. For every fo(po,r0) = fi(p,m1) = y, po @
1 =S
Figure 1 shows the quantum circuit of the
encrypted CNOT operation and the abstract form
that will be referred in further diagram. In the end
of the encrypted CNOT operartion, the receiver
will output the quantum state (CNOT? |1))(@?)
and ct(, ), the ciphertext of the pad (z, 2).
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Fig. 1: Top: the quantum circuit of encrypted CNOT gate defined in [10]. Lower left: the abstract form
of the encrypted CNOT operation. Lower right: the simplest form of the encrypted CNOT operation,

which will be used in other diagrams.

2.2.2 Toffoli Operation on Encrypted
Quantum State

When applying a Toffoli gate directly on
a OTP quantum state Z*X7[¢) we can
get TZ*X7 |i) (TZ*X=THT |)), where
TZ*X Tt =TZ* X*1 @ 7?2 X% @ 7?3 X% TT.
And TZ2 X" ® Z#2X"™ @ Z#X%Th =
CNOT{3CNOTy L Z7% 77 +a22s X 01 ®
Z7teazs X2 @ 728 X*122+%3  Based on the expan-
sion, we apply the encrypted CNOT gates (Figure
2) to reveal the Pauli layer T [1)®**) along with
the new ciphertext ct(y ..

2.3 Indistinguishability Obfuscation

We call a PPT algorithm 4O is an indistinguisha-
bility obfuscator over a circuit class {Cy} that
satisfied:
® For all security parameters A € N, all C € C)
and all input x:

PrlO(x)

=C(z): 0+ iO\C)] =1

e For any PPT distinguisher D, all pairs
Cy, Cq € Cly, there exists a negligible function
negl that satisfied:

|Pr[D(iO(X, Cp)) = 1] — Pr[D(iO(\, Cy)) = 1]|

< negl(M)

3 Main Result

3.1 Cloud-based Semi-quantum
Money Protocol

Our paper aims to design a practical cloud-based
semi-quantum money protocol. We design the pro-
tocol in the scenarios of token issuance, redemp-
tion, and circulation (shown in Figure 3). Token
issuance and redemption involve a token issuer,
which we use a classical bank to represent.

The bank and users are classical, meaning
they can only perform classical computations and
do not possess any quantum capabilities locally.
This is a realistic assumption in the NISQ era
where quantum computers are limited. To enable
quantum functionalities, users and the bank can
outsource quantum computations to the untrusted
quantum cloud server. The cloud provider has a
universal quantum computer but is not trusted.
We assume it will follow the protocol honestly but
try to learn information. Our protocol uses quan-
tum homomorphic encryption to maintain privacy
against the cloud. By clearly defining the roles
in our scenario, we can see both the bank and
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Fig. 2: Left: the quantum circuit of the QFHE Tofolli operation. Right: the abstract form of QFHE

Tofolli operation.

token holders are classical without needing a local
quantum computer.

Algorithm 1 shows how banks can mint a quan-
tum token. This algorithm presents a protocol for
minting a single quantum token [3]. It involves
three parties: a classical bank (Bank), a classical
receiver (Rec), and a quantum third-party cloud
server (Cloud). The goal of the algorithm is for the
Bank to output a public key (pk), the Receiver to
output a secret key (sk), and the Cloud to output
a quantum state representing the quantum token
(referred to as the shifted quantum state).

Digital token has high-security requirements.
The shifted quantum state practice ensures that
the cloud can not know the token information and
operate the token in certain ways without the per-
mission of token holders. We achieve this by using
a two-phase quantum homomorphic encryption
algorithm so that the cloud can conduct a quan-
tum computation circuit along with encrypted
data. Besides, replicating the same quantum token
in a polynomial time is impossible because the
generation process in the second step has a ran-
domness that even the user can not produce the
same quantum token with the information. The
bank would only recognize the quantum token
with ¢, , received.

Algorithm 2 shows how token holders can ver-
ify the authentication of quantum tokens. The
receiver needs to know whether their token is valid
and they can use the verification algorithm to con-
duct quantum computation with Oracle pk that is

Algorithm 1 Quantum Token Minting

Require: A classical bank Bank, a classical receiver Rec, a

quantum third-party cloud server Cloud, and a security
paramater \

Ensure: In the end of the protocol, Bank will output

12:
13:
14:

pk = (050+I’OSo+I+W’OSL+z)’ Rec will output {R,
Xg, Zgr}, and the Cloud will output (|8),,)""
(Jw) (=) (=0

A

: Bank samples a random 4-dimensional subspace,

2-
A
described by matrix: Mg < {0,1}2 %>,

: Bank encrypts the matrix with random OTP key p, <«

A
{0,1}2X* MP®) = QHE.OTP,, (Ms)

: Bank encrypts the OTP key with fhek QHE.Gen(lA),

Ctpy < QHE.Encfhrer(ps). Then sends (Mé”),ctpm) to
Rec

: Rec samples shift key R {0,1})‘, shifts per row in

N[épz), outputs (Mézf% = (Mépw))ij @ R;)

: Rec sends (M(p‘”) ctp, ) to Cloud

S+R?

: Cloud homomorphically evaluates C :

(¥ + R)@ ctp ) « QHE.Eval(MIT), cty,),C)

and sends back the access of (|1)(®*)) (B9 and ct, . to
Rec

: Cloud appends an extra qubit |0) in the end of

() =)0

: Rec sends back ct,, . to Bank

: Bank decrypts (z,z) = QHE.Decyper(cts,2)-

. if © € S then Bank terminates the interaction

: elseBanks outputs the indistinguishability obfuscations

(OSO+I’050+I+W*OSL+Z) where w is the first row of

A
Mg, So € {071}(77“()‘) is the remain matrix of Mg
without w.

end if
Xr = (R;0)
Zp = 0 M1

outputted by the bank in the mining algorithm.
The receiver can use the Oracle to delegate com-
putational tasks to the cloud. If the result of the
computation is 1, the token is valid. Otherwise,
the token is not valid.
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The quantum signing algorithm Algorithm 3
allows a receiver to obtain a classical signature
from a quantum state stored by a cloud provider
while maintaining privacy. The receiver encrypts
their secret keys and sends them to the cloud. The
cloud uses homomorphic encryption to evaluate
and sign the quantum state with a bit provided by
the receiver. This enables the signing of quantum

Algorithm 2 Quantum Token Verification

Require: A classical receiver Rec holds {Xg, Zgr}, and
a quantum third-party cloud server Cloud stores
(18) i) I ER) = (|gp) 202)) X E),

Ensure: In the end of the protocol, Rec will output a
new {Xgr, Zgr}, and the Cloud will output a new
(18),) 7R i (|) =) KR ZR)

1: Rec encrypts Xgr, Zr with reckey <+ QHEAGen(lk)7
Ct(xp,zr) QHE.Encreckey((XRr,ZRr)) and sends
ct(xp,zp)r (Osg+a: Osg+atw; OgL ) to Cloud.

2: Cloud homomorphically evaluates one of the ora-
cle O of ((Osg4z V Osptatw) ® I,(H®

A . X, zh
D051 H @ 1) (1)) FR 70 et ir 1))
QHE.Eval(((\$>pk)(XR’ZR),ct(XR,ZR>),O) and sends
the measurement result p of the final qubit and Ct(xh‘zh)

to Rec
: Rec updates Xg <~ QHE.DecCreckey (ctxh)

: Rec updates Zp + QHEADecreckey(ctzh)

3
4
5: Rec decrypts result m <~ QHE.Decreckey (1)
6: if m = 1 then Verification pass
7: elseVerification fails

8: end if

9: Cloud and Rec repeat to test the other oracle O

10: if Both verifications passed then Rec accepts the state
11: elseRec rejects the state

12: end if

states without exposing the keys or the quantum
state itself. The receiver decrypts the result to
obtain the signature. This allows verifiable signing
while keeping the state private.

The quantum transaction algorithm 4 enables
two users with quantum tokens in separate clouds
to transact. One user has a valued set of quan-
tum tokens, as konw as cloud-base semi-quantum
money, while the other has a set dummy tokens.
By having the dummy state user send a unique bit
string to the valued token holder, the real token
holder can sign each quantum token and verify
ownership to the other party without exposing
the tokens. This allows value to be transferred
from one user’s tokens to the other, facilitated
by the signature verification, without the need for
the bank or direct access to the quantum states.
Overall, the protocols allow for privacy-preserving
transactions with quantum tokens in untrusted
clouds via homomorphic encryption technology.

To assign actual value to QT. The user will
pay a certain price to the bank to obtain a string
of QT sequence of length X issued by the bank to
the user, a unique random sequence number s, the
value of this string of QT x, and a classic signature
to prove the integrity of this string of QT o (that is
to say, o can guarantee that this string of QT can
be used normally if and only if its serial number s



Algorithm 3 Quantum Signing

Require: A classical receiver Rec holds {Xg, Zgr}, a bit
b € {0,1}, and a quantum third-party cloud server Cloud
stores (18),,) X120 = () (@) Xr 200

Ensure: In the end of the protocol, Rec will get a classical
string o € {0,1}*.

1: Rec encrypts Xgr, Zgr with reckey <+ QHE.Gen(lA),
Ct(xp,zp) QHE.Encreckey((XRr,Zr)) and sends
Ct(XszR)7 (Oso+m,050+m+w, OSl+z) to Cloud.

2: Cloud ho/rnognorphically evalu-
ates ((‘$>pk)(XR’ZR)’Ct(Xh,Zh)) —

QHE.Eval(((|$) ) X®7R) ct(x . z1)), Osgtatow @ 1)
and sends the measurement result p of the final qubit to
Rec

: Rec updates Xgr <~ QHE.DecCrcckey (ctXJ/R)

: Rec updates Zp + QHE.DecMCk,ey(th;%)

: Rec decrypts result m <— QHE.DecCreckey (1)

: if m = 1 then Cloud measures the register |$)pk)(XR‘ZR)
to get measurement (o)’ <+ o, @ Xg, sends (03)’ to Rec
and terminate.

7: elsePerform  Algo. 2 of the oracle (H®>‘ ®
I)(OSL+Z)(H®”\ ® I) and return to step 2

: end if

9: Rec calculate oy, « (o) ® Xr

D Ut e W

oo

Algorithm 4 Quantum Transaction

Require: A classical sender A who can access a -
length sequence of quantum token Tokena =

Xp,.Z Xpo .2 X \Z
(181, ) 7R 85y XA TR gy RN IR

stored in Cloudas and xa,sa,04, where x4 is the value
of Tokena, sa € {0,1}* is a unique bit string and o4 is
the classical signature of ((pki,pka,...,pkx)a,za,54). A
classical receiver B can access a dummy A-length sequence
of quantum token Tokenp stored in Cloudg, rg = 0.
Ensure: In the end of the protocol, the value x4 of Token
will be added to the value g of Tokenpg.
1: B sends A the series number sg € {0,1}*
2: A signs each token in T'oken 4 with the bit from sp respec-
tively: opea 1= (a'SB1 1Ospy s Tspy )Token 4, and sends

the signature op«a to B

and value x are all consistent with the state when
they were issued).

3.2 Mint a Quantum Token Unit

In this section, we give out the mint circuit of
the basic unit of the quantum token along with a
4-qubit demonstration for clear.

3.2.1 Encrypted Space Expansion
Circuit

In Algo. 1, the cloud C receives (Mg_RR,ctr) and
the mint circuit C,, from the classical receiver
R. The mint circuit Cy, (Figure 4) is constructed
by % blocks. Each block will add one new basis
into the space (described by a quantum state)
and in the end of the circuit, it will output the

OTP encrypted space row span of Mgyp, also
N (@Sf“)@R,b>)<x»z) -

beZF

|$ @ R), where S; is the i-th row of Mg. In

addtion, the classical ciphertext ct(, .y transforms
into ¢ty .1y

can be written as (>

3.2.2 4-Qubit Demonstration

In this section, we suggest a 4-qubit demonstra-
tion for clear description (Figure 5). We set the
parameters as:

1. A\ =4
0001
2 Ms=15010
3. pe = 1000
4. R=1001
Let’s review Algo. 1. The Bank sends Receiver
1001
Pax _ 3 :
Mg = [1 01 0} And the Receiver applies
. . 0000
R on Mg to earn Mg, = 001 1] and

send it to the cloud C. After homomorphically
run the mint circuit (|$+R>,Ct(1000’0110) —
0000

>)QHE.Eval(Cm7 {O 01 J ,ct1000)), the cloud

C will hold the R-encrypted quantum token
|$ + R) = (]0000 ¢ 1001, 00) 4 |0001 ¢ 1001, 01) +
|0010 @ 1001,10) + [0011 @ 1001, 11))(1000,0110)
and ¢t(1000,0110)-

3.2.3 Quantum Verification and
Quantum Signing

After mint process, the bank will public
three oracles (Ogy+z, Osyta+w, Osty.) to advise
everyone how to verify the quantum token
1$) = > ecs |s>(w/’zl) by the measurement results
through the mint process [4]. In other words, since
the banks holds the trapdoor ¢,, it can reveal the
exact value of (2/,z'). We define Sy is a (3 — 1)-
dim subspace of S and Sy + w is the coset of Sj.
In the quantum signing protocol (Figure. 6, the
sender provide an arbitrary bit b € {0,1} and
the prover who holds the quantum token |$) can
sign the token with b. Finally, the prover outputs
op =y € Sy +b-w+ z. In Algo. 3, the measure-
ment is homomorphically executed by the cloud C
with the assistant of R.

In this section, we delve into the analysis of
the security aspects of our delegation procedure in
Cloud Quantum Computation. Our foundational
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assumption is that the cloud, denoted as C, acts as

a semi-honest third party that possesses quantum
capabilities.

4 Discussion

4.1 Claim on Quantum State
Acquisition
Under the assumption of the cloud C' is fault tol-

erated. We assert that after our mint protocol,
the cloud C successfully acquires a specific set



of quantum states. These states are particularly
significant because they exhibit a negligible dif-
ference, in terms of trace distance, from a defined
quantum state denoted as |¥ + R)®?),

The bedrock of this claim lies in the statistical
security inherent in Quantum Fully Homomorphic
Encryption (QFHE). This security assurance leads
to a high probability - essentially certainty - that
the cloud’s register will indeed contain quantum
states. These states, as previously mentioned, will
have a negligible trace distance from our specified
state | W + R)(™7).

In the quantum token verification and
signing part, receiver Rec sends ct(xp, zz)s
(Osy+1,Osytz+ws;Og+4.) to C. C homo-
morphically evaluates one of the oracle O of
((OSoerVOSoerer)@Iv/(H®)\®I) (OSJ-Jrz)(H@)\@
I)): ((|$>pk)(XR’ZR)7Ct(X;?,Z;?)) ~
QHE.Eval(((|8),,) "), et(x,,2,)),0)  and
sends the measurement result p of the final qubit
and ct(x; z.) to R. If C' performs QFHE cor-
rectly, the output state will have a negligible
trace distance from |$>pk)(XR’ZR).

4.2 Claim on the Secrecy of Shift R

A pivotal aspect of our protocol is the confidential-
ity of the shift, denoted as R € {0,1}*. Our claim
here is that this shift remains a secret throughout
the entire protocol.

We consider a hypothetical scenario where the
cloud C' can manipulate another quantum token,
say |¥’), in such a way that it passes the quan-
tum verification process (QV) in polynomial time.
In such a case, C would be able to decrypt a ran-
domly selected secret S. This possibility, however,
leads to a contradiction in terms of the security
of one-time-pad, thereby underscoring our claim
that the shift R remains confidential throughout
the process.

4.3 Estimation of Quantum
Resources

We set the key size A is 256 bits to ensure the
security of the quantum token. The plain space
expansion circuit of a %—dim space requires 2.5\
qubits. The Toffoli gate of QFHE in the circuit
needs at least A qubits. Therefore our protocol
requires quantum computation resources with 900

qubits.
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