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Abstract
We are witnessing a surge in the use of commercial off-the-
shelf (COTS) hardware for cost-effective in-orbit comput-
ing, such as deep neural network (DNN) based on-satellite
sensor data processing, Earth object detection, and task de-
cision. However, once exposed to harsh space environments,
COTS hardware is vulnerable to cosmic radiation and suffers
from exhaustive single-event upsets (SEUs) and multi-unit
upsets (MCUs), both threatening the functionality and cor-
rectness of in-orbit computing. Existing hardware and sys-
tem software protections against radiation are expensive for
resource-constrained COTS nanosatellites and overwhelming
for upper-layer applications due to their requirement for heavy
resource redundancy and frequent reboots. Instead, we make
a case for cost-effective space radiation tolerance using appli-
cation domain knowledge. Our solution for the on-satellite
DNN tasks, RedNet, exploits the uneven SEU/MCU sensi-
tivity across DNN layers and MCUs’ spatial correlation for
lightweight radiation-tolerant in-orbit AI computing. Our ex-
tensive experiments using Chaohu-1 SAR satellite payloads
and a hardware-in-the-loop, real data-driven space radiation
emulator validate that RedNet can suppress the influence of
radiation errors to ≈ 0 and accelerate the on-satellite DNN
inference speed by 8.4%–33.0% at negligible extra costs.

1 Introduction

Low Earth Orbits (LEOs) are evolving into a new class of
“mobile computing clusters”. The recent technological ad-
vances in rocket reusability and affordable nanosatellites have
sharply decreased the cost of launching computing payloads
to space, stimulating a surge in operational satellite constella-
tions equipped with cameras, sensors, and GPUs [1–3]. These
in-orbit edge computing resources empower satellites to lo-
cally process runtime raw data (e.g., 20TB/day of Earth ob-
servation images, sensor data, and system logs) rather than
transmitting them to the ground stations for remote processing,
thus saving precious satellite downlink bandwidth [4–8] and

facilitating real-time satellite tasks like disaster detection [9],
climate monitoring [10], and precision agriculture [11].

A key factor for in-orbit computing’s commercial success
lies in the capital cost of satellites. To this end, recent efforts
from industry (e.g., ESA’s Phi-Sat-1 [1] and NVIDIA Jetson
Xavier NX GPU in space [12]) and academia [5, 7, 13, 14]
advocate building satellites using commercial off-the-shelf
(COTS) hardware rather than dedicated special-purpose space
hardware, which is not only 10× cheaper [5, 6, 14] but also
more powerful to support computing-intensive tasks like deep
neural network (DNN)-based sensory data processing, Earth
object detection, and satellite control decision [1, 7, 8, 15].

However, COTS hardware-powered in-orbit computing is
prone to errors when exposed to harsh space environments.
Unlike the terrestrial environment, space radiation is a norm
in LEOs rather than an exception. Without radiation harden-
ing in expensive dedicated space hardware, COTS electronic
components will suffer from exhaustive disturbances by such
radiation. Both in-orbit experimental records [16, 17] and
ground radiation tests [18, 19] have confirmed that space ra-
diation particles can flip COTS memory bits (i.e., 0 → 1 or
1 → 0) at least hundreds of times per day. Such frequent bit
flips are fatal for the basic functionality and correctness of
in-orbit computing, especially for memory-intensive DNN
tasks in satellites whose only one-bit flip in neural network
parameters can lead to significant inference errors.

To combat these space radiation-induced errors, state-of-
the-art solutions have explored general-purpose protections
based on physical hardware redundancy [20] (e.g., 3 duplicate
flight computers in each SpaceX rocket for majority vote [21]),
error correction code [13, 22–24], or software reboot [25].
But from the in-orbit task perspective, these general-purpose
hardware and system software protections are expensive and
overwhelming for resource-constrained COTS nanosatellites.
On the one hand, to tolerate frequent bit errors, extra redun-
dancies must be used in the hardware (thus increasing satellite
cost) or software (whose error correction code redundancy
can even exceed the original data length). On the other hand,
correcting all radiation-induced errors can be more than neces-
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sary for many tasks. As we showcase with DNN-based tasks
in §3, the underlying bit flip-induced DNN parameter error
may not always affect DNN task results. Correcting these
errors at high costs does not yield benefits for applications.

In this work, we explore an alternative application-aware
space radiation tolerance paradigm. Our key finding is that
application-aware radiation tolerance can be more effective
and affordable for COTS-based satellites for two reasons (§3).

• Not all bits are equal: In the application view, some bit
errors (e.g., in a DNN model’s shallow layers) are much
more critical than others (e.g., in a DNN’s deep layers).
By distinguishing these bits and handling them differently
with domain knowledge, applications can be protected
with fewer hardware/software redundancies at lower costs.

• Spatial correlation across multi-bit errors: A salient fea-
ture of radiation-induced bit errors is their simultaneous
occurrence, incurring frequent multi-bit errors in addition
to single-bit errors. To tackle these multi-bit errors, exist-
ing general-purpose hardware/software protections must
pay more redundancies/time. Instead, we note that those
multi-bit errors exhibit strong spatial contiguity, thus tol-
erable at lower costs with application-specific knowledge.

To this end, we make a case for application-aware space
radiation tolerance using DNN-based tasks, one of the most
important applications in orbital computing. Our solution,
Radiation Error-tolerant Deep neural Network (RedNet), fol-
lows the above insights to rearrange the DNN model for low-
cost radiation tolerance (§4). RedNet renovates the classical
activation function to suppress inference error propagation
from DNN’s shallow layer to the deep layer. RedNet also
adopts a multi-exit strategy to allow early exit at inference to
mitigate multi-bit errors in sensitive DNN layers.

We experiment RedNet with the NVIDIA TensorRT and
the NVIDIA Jetson Xavier NX (deployed as a payload on
Chaohu-1 SAR satellite [26] launched in 2022). We use this
payload (see Figure 12 in §5) manufactured by [3] for testing.
Moreover, we develop a hardware-in-the-loop, end-to-end
space radiation error emulator to conduct extensive experi-
ments with 3 satellite image datasets and 3 DNN model struc-
tures. Both experimental results validate that RedNet can not
only suppress the influence of radiation-caused errors close
to 0 but also can speed up the inference by 8.4%-33.0% with
a tiny extra memory footprint and less satellite energy.
Artifact release. We open-source our end-to-end radiation
emulator1 and RedNet artifacts2.

2 Motivation

2.1 Space Radiation Hazards for Satellites
Harsh space radiation has emerged as a potent “adversary”

1anonymous.4open.science/r/radiation-error-emulator-5F89
2anonymous.4open.science/r/RedNet-9665

(a) Characterization and modeling of the environment missions.

(b) Error occurrences in JASON2. (c) Missions in LEO.

Figure 1: Summary of existing radiation tests in space [16].

for in-orbit satellite applications. Satellites in outer space are
surrounded by cosmic rays, solar radiation, and high-energy
charged particles that will cause permanent damage (e.g.,
degradation and burning) or transient damage (e.g., logical
state flip in memory) in electronic components on satellite
payloads, especially the COTS devices [13]. Permanent dam-
ages, such as single-event latch-up and total ionizing dose,
are relatively easy to tackle because they can be detected
through hardware- or system-extractable features [27] and
subsequently restored to prevent further deterioration.

Instead, transient damages, although seemingly trivial, are
more prevalent and threatening for COTS-based in-orbit
computing. They can temporarily flip logical states in the
memory [28, 29], inject wrong control logic and data values
into the application process, and disrupt the in-orbit comput-
ing outcomes. Although non-destructive for hardware, these
radiation-caused memory errors are more challenging to deal
with since they can be stealthy: These errors could go unde-
tected by hardware and system until the application “sees” (as
we will detail and empirically validate in § 3.2). It is difficult
to detect these silent errors effectively in applications.

In operational satellites, space radiation-induced transient
damages have been frequently perceived by satellites. [16,
17, 30] deploys instruments on satellites to record in-orbit
radiation-caused memory bit errors for different COTS mem-
ory chips. Figure 1 illustrates multi-memory-chip bit error
records in two different LEO satellites (i.e., satellite SAC-D3

and satellite JASON24 in Figure 1c) and Figure 1a shows an
approximate location where those bit errors occurred. The
South Atlantic Anomaly (SAA) is the most severely affected
region and the radiation effect in orbits with different altitudes
and inclinations is not always the same (e.g., the SAA at 657

3https://podaac.jpl.nasa.gov/aquarius
4https://www.jpl.nasa.gov/missions/jason-2
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(a) Illustration of bit-flip errors in satellite. (b) 2-bit error.

(c) Occurrences and distribution of different error patterns.

Figure 2: Occurrences and patterns of bit-flip errors [19].

km is less extended than it is at 1336 km [30]). Figure 1b
shows a record of 3-year radiation-caused memory bit error
occurrences of different memory chips recorded in [17] on
JASON2, which are about 4.76×10−7/bit/day. This indicates
that for one typical application that occupies a 40MB memory
footprint, there will be roughly 150+ bit errors happening per
day. Moreover, [31] points out that more than 5% radiation-
caused bit errors can cause spatial-correlated multi-bit errors.
This is due to multiple adjacent memory cells being influenced
together leading to various special error patterns (details in
§ 2.2). Thus, high-frequent memory bit errors in space make
reliable orbital computing more critical and urgent.

2.2 Radiation Threats for Orbital Computing

Although radiation-caused bit errors in memory have occa-
sionally been discovered on the ground, their rarity does not
pose a major concern [32]. Instead, the frequent bit errors
on COTS devices in space do cause significant challenges in
deploying applications in orbit. In reality, radiation-caused
bit errors can be classified into two categories:
Single-bit errors (SEUs)5 are induced by ionizing radiation
striking that makes electron-hole pairs in transistor gates gen-
erate and diffuse. Single-bit errors are naturally present in
the hazardous space environment and may alter the opera-
tion of memory. [17, 33, 34] studied the radiation effects in
space and their influence on various space devices. The prob-
ability of single-bit errors can reach 10−7 to 10−6 per bit per
day [13]. Even a single-bit error may damage the performance
of in-orbit applications (see detailed analysis in § 3.3).
Multi-bit errors (MCUs)6 occur when neutron particles re-
act with impurities and produce a large number of secondary

5Single-Event Upsets (SEUs) [27] in the aerospace jargon.
6Multiple-Cell Upsets (MCUs) [31, 35] in the aerospace jargon.

particles with sufficient energy [31, 35], leading to multiple
bit-flip errors simultaneously. Multi-bit errors happen more
frequently in the space COTS hardware due to the advanced
nanotechnology and more compact chips in size [31, 36]. Ra-
diation can easily cause an arbitrary number of transient and
silent bit errors in widely-used DRAM-based memory [17,37].
For instance, Figure 2c summarizes the multi-bit errors (from
2 to 8) in radiation tests [19], reflecting the high frequency of
multi-bit errors and the distribution of error patterns.

We emphasize that multi-bit errors in space are not equal
to multiple independent single-bit errors. Radiation can
cause spatial-correlated multiple memory cells and flip the
stored bits together. From the hardware/system perspective,
a spatial-correlated multi-bit error seems similar to multiple
single-bit errors simultaneously. However, spatial correlation
in memory must be considered since they have different in-
fluences on applications. As we will reveal in Section 3.4,
different error patterns at the hardware layer will propagate
to upper layers (see details in Appendix A) and cause diverse
influences on applications.

2.3 Why Not Classical Radiation Protections?

Radiation-induced errors have been a well-known issue for
space computing. Despite various radiation protections at the
hardware and system software, they resurge recently with the
use of COTS devices and DNN-powered applications in space.
We next discuss existing solutions and their limitations.
Hardware protection. The radiation hardening of space de-
vice [13, 38, 39] usually requires significantly reduced clock
speed and increased die areas [40] which leads to lagged
CPUs, small memory, and outdated operating systems. For
instance, EnduroSat OBC7, a widely-used radiation-hardened
computer, is powered by an ARM Cortex M4/M7 processor
but only has 180/216MHz clock speed and support 2MB mem-
ory. This is far from supporting applications like DNNs [13].
The other common way to mitigate radiation-induced bit er-
rors in space is to introduce physical redundancy (e.g., triple
modular redundancy (TMR) [20]) or error correction code
memory [22] at the hardware layer. For instance, SpaceX uses
3 processors for each of the 18 different processing units on
their rockets (e.g., dragon cargo vessel [21]). However, the re-
dundancy of 3 processors on rockets is not optimal to adopt on
nanosatellites since it will introduce multiple times of energy
consumption. The error correction code memory chip is not
widely deployed in COTS devices since supporting it requires
not only changing the memory chip but also the CPU and
motherboard (e.g. Intel disables error correction code mem-
ory support in all memory controllers in desktop CPUs like
I7). Moreover, using error correction code memory chips will
not only introduce unignorable overhead [13] but also cannot
completely mitigate the radiation-caused bit errors [31].

7https://satsearch.co/products/endurosat-onboard-computer
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Figure 3: Limitations of classical space radiation protections.

System software protection mainly includes error-detection
and error-tolerance [23–25, 41]. For instance, a watchdog to
detect bit errors will send a rebooting command and reload the
data in memory when the application hangs or crashes [25].
However, bit errors in some applications, such as DNN mod-
els, usually do not cause hangs or crashes but only degrade
the prediction accuracy [42–44]. For error tolerance, software
error correction code [41] is leveraged to repeatedly compute
page-level checksums in the kernel, which is restricted to
writing periods [41], and the correctable bits are limited by
performance costs. For instance, correcting a 1-bit error in one
byte (the most fine-grained tolerance) typically needs an extra
5-bit correction code, increasing 62.5% memory usage [41].
Besides, software-only redundancy includes the compiler gen-
erating two or more machine code sequences to run in multi-
threads and compare outputs, which will inevitably multiply
runtime and resource consumption [24].

Generally, system software protection sacrifices perfor-
mance to ensure global reliability for all upper-layer applica-
tions (i.e., bits of applications are equal to systems). However,
treating upper-layer applications as black boxes is not always
optimal, especially when bit errors are indiscriminately (over)
protected (e.g., checking for every bit error and making redun-
dancy for the entire application), resulting in unnecessarily
high time and energy consumption, which is expensive for
power-constrained nanosatellites.

3 New Opportunities in the Application View

Motivated by the aforementioned deficiencies, we explore
alternative lightweight space radiation protections with the
assistance of application domain knowledge. We make such a
case using one of the most important applications in orbital
computing: DNN-based inference tasks (e.g., scene recogni-
tion and object detection in Earth observation satellites [1,8]).
How DNN inference works in satellites: DNN has been
broadly used in various in-orbit satellite computing tasks,
such as humanitarian assistance, disaster detection [9, 45],
climate monitoring [10], precision agriculture [11], and many
more. For each of these tasks, the corresponding DNN model
is usually first trained offline (i.e., on the ground) and then
deployed onboard according to the satellite’s payload systems.
We list the details of how our trained models are converted

Figure 4: The runtime of DNN-specific applications.

and deployed on our payload system in § 5.1.1. Then, the
onboard model’s runtime inference (Figure 4) depends on
DNN-specific data flow, which is determined by two parts. (1)
The computational graph (G) determines how typical DNN
layers are arranged in memory like convolution (Conv) layers,
batch norm (BN) layers, activation (e.g., ReLU) layers, etc. (2)
The trained parameters, such as convolutional weights (W )
and bias (b), are to be used for computing with the input of
each layer. The above two parts are pre-stored in the memory
and then loaded in process units (e.g., GPU) for inference. At
runtime, the inputs and the trained parameters will perform
calculations specified by the computational graph and activate
neurons layer by layer until the final results.

Transient bit errors during the runtime DNN inference
tasks are harmful to safety-sensitive tasks [42–44] but are
very difficult to perceive. This is because the DNN inference
mainly depends on the memory-intensive data flow mentioned
above, but not on branch instructions in the control flow graph
like other applications [13]. Radiation-caused bit errors in
DNN-specific data flow will lead to wrong model parameters
during inference calculation, which will only lead to wrong
results without behaviors like hang or crash. Thus, radiation-
induced bit errors can silently affect the runtime DNN models.

In this section, we empirically analyze representative DNN-
based orbital computing tasks (§3.1) to reveal the benefits of
application-aware radiation protections. We unveil two op-
portunities in this direction: uneven radiation error sensitivity
(§3.3) and spatially correlated multi-bit errors (§3.4). These
benefits motivate us to explore the potential of application-
aware space radiation tolerance in the next section.

3.1 Experimental Setup
We empirically study representative DNN-based orbital tasks
to motivate application-aware radiation protections.
Hardware-in-the-loop space radiation emulator. The preva-
lence of space radiation-induced bit errors has been repeatedly
validated in real satellite environments (see §2.1–2.2). To fur-
ther quantify their impacts on diverse applications at scale, a
flexible and reconfigurable hardware-in-the-loop space ra-
diation emulator is desirable to facilitate both the explo-
ration of applications’ error behaviors and the availability
of application-aware tolerant design. Unfortunately, existing
DRAM memory simulators [46–48] cannot easily meet this

4



Figure 5: Overview of space radiation error emulator.

demand since they typically delve into the precise cycle in
read and write but ignore the on-chip bit error location at the
level of memory basic units (i.e., the memory cell that stores
one bit).

To this end, we first build an open-source hardware-in-
the-loop radiation emulator serving for simulating radiation-
caused bit errors on diverse executable DNN tasks. Imple-
menting such an emulator is challenging for three reasons.
First, a real error model of radiation on the memory chip is
usually not considered in previous works. Second, to study the
impact of those spatial-correlated memory bit errors from the
application perspective, we need an end-to-end memory map-
ping across multiple layers (see details in Appendix B.2) from
radiation-caused hardware bit-flips to corresponding bit errors
in applications’ runtime process space. Third, this emulator is
supposed to be extensible to various memory configurations
and different applications.

We address these challenges as follows. (1) We include the
radiation error model as a configurable input of our emulator.
In this paper, we adopt real-world statistics-based radiation
error models validated by [19]. (2) We realize the correct
and precise error mapping from hardware to application via
two steps. First, we leverage the Linux kernel interface to
translate memory’s virtual addresses (handling applications)
to physical addresses (❶ in Figure 5). Then, we improve the
verified classical DRAM simulator [46] to map from physical
addresses to precise bit locations in the memory chip via
the DRAM hierarchy (❷ in Figure 5). (3) We also expose
user-defined memory configuration files and rich APIs for
extension. We pursue our emulator in ease of use: users only
need to set up user-defined memory configuration files as
required and call the API provided to inject radiation-induced
bit errors in their runtime applications. In the case of DNN-
based applications, we inject bit errors into the runtime DNN
models loaded in the memory (i.e., DNN inference engine).
More low-level details of our space radiation emulator are
available in Appendix B.
Real satellite imaging datasets. We use three well-known
earth observation datasets, i.e., RESISC45 [49] and AID [50]
for scene recognition, and employ DOTA [51] for object de-
tection (see examples in Figure 6a).

• RESISC45 (R45) [49] is a large-scale benchmark dataset
collected from Google Earth, containing 31,500 images

(a) Examples of satellite imaging datasets.
Task Dataset Size, Numbers, Classes Structure Perf.
Task1 R45 256×256 px, RN50 92.0%
Task2 31500 images, 45 classes DN161 95.4%
Task3 AID 600×600 px, RN50 97.4%
Task4 10000 images, 30 classes DN161 85.2%

Task5 DOTA 800×800-20000×20000 px, YOLOv5 76.8%2806 images, 15 classes

(b) In-orbit DNN tasks considered in this paper.

Figure 6: DNN-based Earth observation datasets and tasks.
Perf. means prediction accuracy for Task 1-4 and Average
Precision (mAP) for Task5.

across 45 scene classes with various spatial resolutions.
• AID [50] consists of 10,000 multi-resolution images

across 30 scene classes collected from Google Earth, fea-
turing from different regions around the world under vari-
ous imaging conditions and seasons.

• DOTA [51] is a representative object detection dataset
collected from multiple sensors and platforms, containing
2,806 images with 188,282 instances across 15 object
categories, annotated with oriented bounding boxes.

Representative in-orbit DNN tasks. We show the case of
two common DNN-based Earth observation applications in
orbit: scene recognition [52] and object detection [53], which
play crucial roles in various tasks such as navigation [54],
environment preservation [55], real-time disaster detection [9,
45], etc. Scene recognition aims to classify a given Earth
scene into predefined categories, such as harbor, forest, etc.
while object detection aims to locate objects of interest in
sensory images. DNN models have inspired the performance
in real-time processing of these tasks in orbit [1, 7, 38].

In this paper, we showcase 2 widely-used DNN structures
ResNet-50 (RN50) [56] and DenseNet-161 (DN161) [57] for
scene recognition task, and YOLOv5 [58] for object detection
task. We list more details of the 5 tasks and their original
model performance in Table 6b. All 5 tasks’ DNN models
are trained on a ground server (details in Appendix C) and
deployed on the real satellite payload (§ 5.1.1).

3.2 Applications’ Sensitivity to Radiation
To disclose opportunities for application-aware space radi-
ation protection, we analyze the runtime DNN inference’s
sensitivity to radiation-induced bit errors. Specifically, we
scan the whole memory space storing the DNN inference
engine (see details in 5.1.1) by using our emulator for one-
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Figure 7: Radiation-induced bit error sensitivity in Task 1.

by-one bit-flipping to see how single-bit errors influence the
models’ accuracy on their testing dataset. Different from pre-
vious works that target static DNN parameter errors, we focus
on the DNN runtime stage by analyzing the engine file loaded
in memory. Please also note that our DNN engine file, mem-
ory configuration (used by the satellite payload system), and
radiation-caused error models are all configurable inputs such
that our work can be extended to other tasks as well. By
including the memory configuration as well, we comprehen-
sively analyze the sensitivity of every bit in one runtime DNN
model in memory (Figure 4) against the bit error on a real
satellite’s payload system.

As illustrated in Figure 7, we take Task 1 (RN50 model) as
an example to display the bit error sensitivity of the runtime
DNN model in memory. We present the DNN model’s mem-
ory space with a two-dimensional format by listing each mem-
ory page (containing 4K Byte) along the X-axis and putting
1K pages along the Y-axis. This format aligns with the real
layout in the payload’s memory. We mark those sensitive bits
inside the memory space. Note that the RN50 model consists
of many layers separated by bottlenecks (BTNK) arranged in
several stages in memory. For instance, the second stage has
four bottlenecks, each consisting of ordered CONV, BN, and
ReLU layers as shown in Figure 7. We map these layers to
the allocated memory space at bottleneck granularity.

Besides, we also show the influence of such bit errors on
the DNN model’s results using Task5 in Figure 8 which only 1
critical bit error could lead to objects missing or mis-detected.

3.3 Uneven Space Radiation Sensitivity
We find that not all radiation-induced bit errors are equal
for applications. Due to in-orbit tasks’ varying sensitivity to
different data value inputs and control logic, some bit errors
are much more critical than others for applications. This offers
opportunities to adapt the radiation protection cost to the
application-specific bit error sensitivity diversity.

Specifically, in the context of in-orbit DNN tasks, we find
that shallow DNN layers are more sensitive to bit errors.

Figure 8: 1-bit error in Task 5 (YOLO) leads to wrong results.

Radiation-sensitive bits in the DNN inference are unevenly
distributed layer-wise, mainly concentrated in two parts, i.e.,
the very first few layers and some layers in the middle. As
shown in Figure 7, DNN tasks’ sensitive bits distribution
concentrates in certain DNN layers (i.e., mainly initial shallow
DNN layers and a few middle DNN layers). Different DNN
models have different sensitivity areas in memory, e.g., the
DNN model for Task 2 has more sensitivity bits than Task 1.
Root cause: Bit error propagation across DNN layers. First,
DNN inference is computed layer by layer such that the input
value of the (i+1)-th DNN layer comes from the output value
of the i-th DNN layer. Therefore, once bit errors in the initial
shallow DNN layer’s parameters occur, their influence on this
layer’s intermediate calculation results can easily be enlarged
in the following DNN layer’s calculation during the DNN
inference’s forward propagation. This copes with other works
that point out the accurate parameters in shallow layers are
more valuable in the model decision [59, 60].

Second, such error propagation can be aggravated by the
inherent redundancy (i.e., more and more DNN layers) of
the modern DNN model itself. Generally, it is meaningful
in the deep learning domain to build deeper neural network
models that can fit more complex data and achieve better
prediction accuracy in total. It is necessary for practitioners
to use DNN models with more DNN layers to finish their
tasks better. However, considering the influence of radiation-
induced bit errors, the redundant computation complexity
with deep layers will reduce reliability due to potential error
propagation and enlargement.
Design implication 1: By distinguishing (in)sensitive bit er-
rors and handling them differently with domain knowledge, it
is possible to protect applications against space radiations
with fewer hardware/software redundancies at lower costs.

3.4 Spatially Correlated Multi-bit Errors
As introduced in §2.2, in-orbit computing suffers from both
single-bit errors and (spatially correlated) multi-bit errors
by space radiations. In the context of DNN-based tasks, we
find that spatially correlated multi-bit errors are more
detrimental to runtime DNN models. Table 1 quantifies

6



Bit error type Accuracy degradation
100 bit error (MCUs+SEUs) -47.8%∼-96.1%

100 bit error (SEUs) -31.3%∼-56.2%
100 bit error (dumb random [61]) -0.9%∼-1.4%

Table 1: DNN inference accuracy degradation when injecting
100-bit space radiation-induced errors for 1,000 times. Run-
time DNN models (Task 1) in memory are more vulnerable
to spatially correlated bit errors (caused by MCUs) than the
same number of single-bit errors (consider only SEUs).

their degradations of the DNN model’s accuracy by setting
the same number of bit errors (i.e., 100 bits) but the real
radiation error models (details in Appendix B.1) are pure
SEUs and SEUs+MCUs, respectively. It shows that multi-bit
errors (MCUs) degrade more DNN inference accuracy than
radiation-induced single-bit errors (SEUs) and randomly bit-
flip errors in DNN models without hardware-in-the-loop [61–
64] (denoted as “dumb random” in Table 1).
Root cause: Spatial bit error correlation. The reason for
the greater impact of correlated multi-bit errors on DNN is
twofold. First, observing runtime DNN models in memory
space (Figure 14 and Figure 7), those sensitive bits are clus-
tered together. Once those bits and their spatial-correlated
bits are flipped together (i.e., MCU effects), there will be a
significant error inside their DNN layer’s calculation. Second,
even though most bits in the memory space are non-sensitive,
a cluster of adjacent bits that flip together in arbitrary mem-
ory space can also lead to more serious accuracy degradation
than the same number of single-bit errors that are randomly
distributed inside the memory space. This copes with the
experiment results in Table 1. Note that spatially correlated
multi-bit errors cannot be simplified as the same number of
arbitrary random one-bit errors. Therefore, although previous
works have studied the DNN model’s sensitivity against ran-
dom bit errors, their solutions cannot be adopted for tackling
spatially correlated multi-bit errors in space.
Design implication 2: For cost efficiency, it is helpful to
tackle the spatial correlation among radiation-induced multi-
bit errors rather than treat them separately as independent
single-bit errors.

4 Design of RedNet

Our findings in §3 imply that application-aware space radia-
tion protections may be a more cost-effective paradigm for
in-orbit computing. We make such a case in the context of
satellite DNN tasks by designing RedNet (Radiation Error-
tolerant Deep neural Network) to achieve three goals:

• Radiation-tolerance: RedNet should restrain radiation-
induced errors from degrading the DNN model accuracy;

• Cost-efficiency: RedNet should retain low satellite re-
source overhead compared to existing protections in §2.3.

• Extensibility: RedNet should be applicable to different
DNN-based satellite tasks while achieving the above goals.

4.1 Design Overview

The key ideas of RedNet are twofold. First, instead of trying
to correct arbitrary bit errors in a DNN model, we aim to sup-
press the error propagation and enlargement layer by layer
from initial shallow DNN layers to the deeper DNN layers.
Second, we add the model-level redundancy for decision by
allowing the model to decide dynamically, i.e., allowing in-
put samples to be predicted at arbitrary DNN layers when a
certain confidence threshold is met. This can mitigate the in-
fluence of a set of spatially correlated bit errors in one certain
area (e.g., MCUs in sensitivity areas in the middle layers).
Note that the above two intuitions can roughly be applied to
any DNN models which are built with many layers connected
by activation functions.

Figure 9 overviews how RedNet renovates a satellite DNN
model to tolerate space radiations. It takes two steps:

(1) Bounding errors in each DNN node (§4.2): For each
neuron node in the DNN model, we replace the most widely-
used activation function (ReLU) with a logarithmic activation
function to suppress error propagation and amplification. This
is motivated by the fact that the classical ReLU activation
function’s output is infinitely large when its input is infinitely
large, thus being easy to amplify erroneous inputs unbound-
edly. Instead, RedNet uses the activation function that has an
upper bound on the output value to prevent the amplification
of wrong inputs, and its output growth gradually slows down
as the input increases. By replacing this specific activation
function in each layer of one DNN model, RedNet can sup-
press the bit error caused by wrong output’s propagation and
enlargement layer by layer.

(2) Suppressing error propagation across DNN layers
(§4.3): To mitigate radiation-induced error propagation across
DNN layers, RedNet adopts a decision-redundant strategy for
the DNN model’s inference. We allow the DNN model to stop
inference early before traversing all its neural layers if it is
confident enough with its current outcome. The rationale is to
let some easier input samples be predicted at shallow layers
only, thus avoiding error propagation to deeper layers.

4.2 Robust Logarithmic Neural Activation

RedNet uses a non-linear and slow-growing activation func-
tion to replace the classical ReLU activation function [65]
in DNN models. As shown in Figure 10, the existing DNN
models’ ReLU activation function’s output is infinitely large
when its input is infinitely large, thus being easy to amplify
erroneous inputs unboundedly. Instead, we note that logarith-
mic functions naturally constrain positive infinity and address
linear growth with more gradual logarithmic growth. We clip
the negative growth of logarithmic functions such that if the
input is less than 0, the output is 0 We note that using Log ac-
tivation to train the model converges quickly which does not
introduce extra cost during model training compared with us-
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Figure 9: Overview of RedNetfor space radiation-tolerant in-orbit DNN tasks.

Figure 10: ReLU and RedNet’s activation function.

ing ReLU. Like [62, 63], we further limit the positive growth
by clipping the output greater than the maximum bound θ to
0. The maximum bound θ is calibrated in the post-training
phase, using calibrating datasets (i.e., partial of the training
set) to determine the maximum output value for each layer.
The activation function LogClip is defined in Eq. 1.

LogClip(x) =

{
0 if x ≤ 0 or x > θ,

log(x+1) if 0 < x ≤ θ.
(1)

Figure 11 compares the error-suppressing ability of our
LogClip activation. We use the cumulative distribution [66] to
characterize the output values’ distribution of one DNN layer.
We inject errors in some bits before this layer and observe
how the output is influenced by those injected bit errors. For
instance, in Figure 11, we observe the deviation of the red
line from the yellow line. We find a greater deviation in using
the ReLU activation function than LogClip. Thus, using an
activation function with a clear upper bound on output and
which becomes gradually less sensitive to increases in input
can effectively suppress the error propagation.

Figure 11: Distributions of intermediate DNN layer’s outputs
against bit errors of ReLU and our activation function.

4.3 Multi-Exit Structure across DNN Layers

Across the DNN layers, RedNet introduces a multi-exit (ME)
structure to mitigate the error effect. The ME structure was
initially proposed to solve the model’s overthinking issue [57],
which allows simpler samples to be predicted by shallow lay-
ers with various internal classifiers (ICs). Instead, RedNet’s
ME structure is designed to avoid radiation-induced error
propagation and amplification. We improve this structure to
let partial samples exit early to avoid potential errors in deeper
layers. Also, ME can effectively reduce the average number of
DNN layers that all samples pass through to make inference
more lightweight. RedNet offers two types of ME designs for
different DNN-based satellite imaging tasks:
Scene recognition tasks. For the scene recognition tasks
based on convolutional neural network (CNN) models like our
Task 1 to Task 4, we adopt existing ME structures. For each
model, we define that the model G has N+1 layers containing
N hidden layers and one final output layer. To build ME
model Ĝ, we attach an internal classifier (IC) for each hidden
layer, denoted as Il , (1 <= l <= N), which typically consists
of a convolutional layer, a batch normalization layer, and a
fully connected layer as shown in Figure 9. These ICs can let
simpler samples with enough confidence scores (i.e., greater
than the predefined exit threshold T ) get predicted results and
stop the inference. Thus, as shown in left in Figure 9, ME
on our CNN-based model can allow partial samples to be
decided at arbitrary DNN layer which can avoid significant
errors (usually caused by MCUs) in deeper layers.
Object detection tasks. Unlike scene recognition, exiting ME
structure is hard to directly adopt on another vital task in-orbit,
object detection (e.g., our Task 5 based on YOLO [67]). The
main reason is models like YOLO have complicated feature
pyramid networks [68] and an uncertain number of detection
boxes (in contrast to a certain number of classes of models
for scene recognition tasks).

To mitigate radiation-induced bit errors, we design a new
decision-redundant DNN structure, especially for object de-
tection tasks based on models like YOLO. We notice that
unlike the commonly sequential connected layers of DNN
models like RN50, YOLO employs a network structure con-
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taining hierarchical and multi-scale feature aggregation (e.g.,
three feature scales in YOLOv5 [58]). Thus, instead of di-
rectly adopting internal classifiers on sequential DNN layers,
we design internal detectors (IDs in Figure 9) targeting fea-
ture maps at three scales on YOLOv5. We attach N IDs at
various intermediate layers of YOLOv5 with different feature
scales, denoted as Il (1 <= l <= N) as illustrated in Figure 9.
To efficiently handle the outputs of these multi-scale IDs, we
maintain a stack where new detection results are pushed as
they are generated for each feature scale. The decision to
potentially stop the inference early is made by evaluating an
exit criterion based on the latest detection results from each
scale. This early exit criterion is defined as follows:

1
|S| ∑i∈S

(oi · ci)> T, S = {i | oi > θ, i = 1 , . . . , M} (2)

where M denotes the total number of predicted boxes (without
non-maximal suppression (NMS)), oi is the probability of the
presence of an object, θ represents the criterion for object
presence, ci reflects conditioned on the grid cell containing an
object [67] , and T is the predefined threshold for early exit.
Error-tolerant model training: We last discuss how to train
the above DNN models to enable the full-fledged RedNet de-
sign. We first train a model G with our activation functions
following a typical DNN training process. Then, we insert N
ICs/IDs for this model G and fine-tune to get the protected
model Ĝ. The loss function of training Ĝ is as follows.

LIC/ID =
N

∑
l=1

∑
(xi,yi)∈X

L ( fl (xi) ,yi), (3)

where fl (xi) denotes the output of Il , X denotes the training
datasets we use to build the ME model, and L is a typical
training loss function of G. More training details are in C.
Solution analysis: RedNet achieves all its goals as follows:

• Radiation-tolerance: RedNet can tolerant radiation-
caused bit errors by suppressing shallow DNN layer’s error
propagation and avoiding a cluster of spatially correlated
bit errors in the middle or deeper DNN layers.

• Cost-efficiency: RedNet only requires a tiny extra mem-
ory footprint (for ICs or IDs) at runtime but can signifi-
cantly accelerate the inference speed and reduce energy
consumption which is crucial for orbital computing (see
results in §5). The core designs of RedNet targets on en-
hancing the fundamental DNN structures.

• Extensibility: The core designs of RedNet targets on en-
hancing the fundamental DNN structures. For different
orbital computing tasks (i.e., scene recognition and object
detection), and can be further extended on other DNN-
based orbital computing tasks as well.

5 Evaluation

This section first experiments RedNet in the real-world end-
to-end ground testing used by Chaohu-1 satellites to validate

RedNet’s functionality, accuracy, and cost efficiency in real
orbital computing settings (§5.1). Then, we perform hardware-
in-the-loop emulations at scale to delve into how RedNet can
tolerate various radiation-caused bit errors (§5.2).

5.1 Real-World End-to-End Ground Testing
We experiment RedNet in the real-world end-to-end ground
testing on the Jetson Xavier NX platform [69] which is de-
ployed as a payload on Chaohu-1 SAR satellite [26] launched
in 2022. We list test settings in § 5.1.1 and results in § 5.1.2.

5.1.1 Ground Test Setup

(a) Orbital computing includes 3 steps. (b) Test environments.
Figure 12: We use Chaohu-1’s satellite payload with its
OBC software for our end-to-end ground test.

We use Chaohu-1’s satellite payload to test RedNet’s func-
tionality and effectiveness. As illustrated in Figure 12a, a real
in-orbit computing test typically takes three steps:

(1) Over-the-air (OTA) application loading into satellites:
Chaohu-1 satellite supports a high-speed uplink of up to
1Mbps for the OTA upgrade. Taking deploying DNN models
in orbit as an example, both the packed payload-compatible
DNN engine file (e.g., ∼20MB for Task 5 with RedNet) and
its related programs for execution in-orbit (<1MB) need to be
upgraded on the satellite’s on-board computer (OBC). This
OTA upgrade can only be performed when communication
is available between the ground station and the Chaohu-1
satellite. In fact, this will require 2-3 tracks (each track takes
around 90 minutes) to finish with transmission breakpoint
resumption and onboard splicing.

(2) In-orbit computing execution: After OTA upgrades, the
OBC will hold until receiving the corresponding command
code. Then, the OBC will power on the payload and synchro-
nize the time (to guarantee accurate timestamp with results)
and then deploy the application on the payload for execution.

(3) Result collection: After the payload finishes the compu-
tation (e.g., inference for given samples), the OBC will collect
the results from the payload and send the results back to the
ground station for post-analysis.

In practice, the above real in-orbit computing test procedure
is time-consuming and inflexible. Instead, before conducting
these real tests, satellite operators (e.g., Chaohu-1) usually
perform intensive testing with real-world satellite payload
systems on the ground. Following Chaohu-1’s real payload
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and ground test procedures, we build the test environment in
Figure 12b. The core device, satellite computing payload, is
identical to the one deployed on the Chaohu-1 satellite. This
payload consists of Jetson Xavier NX [69] and an FPGA chip,
where NX is used for onboard DNN inference, and FPGA is
used as the interface between the NX and the OBC. Then, the
OBC is simulated by software on the laptop, and the power
of the payload is simulated by a 16V DC power supply. We
follow the above typical orbital computing procedure to test.

To deploy the application (e.g., DNN models) into orbit, a
prerequisite step is to convert and deploy it compatible with
payload systems. We use TensorRT 8.2.1 SDK [70], which is
compatible with our satellite payload systems (i.e., Jetpack
4.6.1, CUDA 10.2, cuDNN 8.2.1), to convert and deploy the
5 tasks’ trained models for onboard inference. Model conver-
sion and deployment are given as follows. First, for model
conversion (still offline), TensorRT creates and serializes an
optimized DNN engine file converted from the trained DNN
model. Note that when creating the DNN engine file we per-
form the post-training quantizaion [70] from floating-point
precision to INT8 precision (i.e., quantize both parameters
and activations from 32-bit floating-points to 8-bit integers).
This step is typically required in the onboard deployment,
which can achieve faster inference speed and lower memory
footprint for inference in orbit. Second, for model deployment
(online), the DNN engine file is deserialized into the mem-
ory8 along with all input and output allocation in preparation
for runtime inference executions. More settings of RedNet’s
runtime inference acceleration are available in Appendix D.

5.1.2 Results

Table 3 compares RedNet with the legacy DNN models with-
out early exits in §4.3 in Task 1 and 5. In this table, the infer-
ence speed per sample indicates the task’s actual calculation
speed on the payload. The other metric, throughput, is more
important in orbital computing since this metric determines
whether this in-orbit DNN can process the data generated by
the satellite’s camera. Most of today’s SAR satellites equip
high-definition cameras that can take photos and generate
earth observation images at a high speed (e.g., Chaohu-1’s
camera can generate earth observation images at a speed of
at least 100Mbps [12]). This means the deployed DNN in-
orbit must be able to process at least this speed to meet the
requirement of real-time orbital computing.

For the multi-exit structure, we can set different thresh-
olds of early exit for RedNet. This can effectively improve
the throughput and reduce the inference time of GPU. For
instance, for Task 1, when the threshold is set as 0.99, the ac-
curacy is not dropped, but the throughput is improved by 8.4%

8On the satellite’s payload system (i.e., Jetson Xavier NX), the memory
used by GPU and CPU is physically unified (i.e., only one memory chip), so
DNN is allocated in memory once for execution. No data transfer between
main memory and GPU memory is needed.

Exit Threshold 0.6 0.7 0.8 0.9 0.99 1.00
Accuracy 79.4 85.4 89.6 92.4 94 94

Throughput 124.1 121.1 116.7 112.0 103.9 95.8
(Mbps) +29.6% +26.4% +21.8% +16.9% +8.4% +0.0%

Inference speed 5.2 6.2 7.2 8.2 10.2 12.3
per sample (ms) -57.7% -49.3% -41.5% -33.5% -17.3% 0.0%

(a) Efficiency improvement in Task 1.

Exit Threshold 0.10 0.20 0.30 0.40 0.45 1.00
mAP 76.5 78.3 80.3 78.6 78.8 79.7

Throughput 188.3 172.7 158.1 146.2 140.8 133.9
(Mbps) +40.6% +29.0% +18.1% +9.2% +5.2% +0.0%

Inference speed 112.5 126.4 142.1 161.5 172.2 188.0
per sample (ms) -40.2% -32.8% -24.4% -14.1% -8.4% 0.0%

(b) Efficiency improvement in Task 5.
Table 3: RedNet’s tunable inference speed for Task 1 and Task
5 on Chaohu-1’s payload.

due to some samples’ early exit, which can catch up with the
speed of Chaohu-1’s camera to achieve a real-time decision.
We indicate the ability of RedNet to balance the trade-off
between efficiency (i.e., throughput) and performance (i.e.,
accuracy). Thus, RedNet can be used as a cost-aware applica-
tion in orbit.

Besides, we list the memory usage and power consump-
tion of Task5 in Figure 13 according to the payload logs.
Here we choose a threshold of 0.3 (Table 2b) as an example.
RedNet can clearly reduce total energy consumption (i.e., the
area under the power line) with almost no extra memory.

Figure 13: RedNet can reduce power consumption with a tiny
extra memory footprint for Task 1 and Task 5.

5.2 Hardware-in-the-loop Emulation

In this section, we use our hardware-in-the-loop radiation
emulator to validate RedNet’s tolerance to various space
radiation-induced errors. We first illustrate the setup infor-
mation and metrics of evaluating the error-tolerance ability.
Then, we list the results of tolerating errors with two cases,
i.e., a certain number of bit errors randomly appear in run
DNN model’s memory space and a small number of bit errors
occur intensively in the error-sensitive memory space.
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5.2.1 Evaluation Setup and Metrics

Bit errors in global area v.s. the sensitive area of memory.
In our sensitivity analysis in § 3.2, we scan the whole mem-
ory space (i.e., global area) of the runtime DNN model. We
observe that the bit-error sensitivity is distributed unevenly,
such as the shallow DNN layers (i.e., sensitive area) are more
sensitive to bit errors § 3.3. Thus, we consider two cases for
injecting bit errors to evaluate RedNet. First, we randomly
inject a certain number of bit errors (with pre-defined error
settings) to the global area for the runtime DNN model’s
memory space (§ 5.2.2). This comes with the ground radiation
tests [71], in which radiation flips bits in arbitrary locations
in memory. Second, we consider a more challenging case in
which a small number of bit errors (e.g., 5 bits) appear only in
the sensitive area (§ 5.2.3). Please note this case could happen
occasionally but is more challenging to deal with.
Radiation-induced bit error settings. The bit-flip errors
generated by our radiation emulator (§ 3.1) are conforming to
the configurable error model (§ B.1). In the global memory
area case, we have 3-bit error settings following [19], i.e.
totally flipping 100, 200, and 500 bits. For each setting, we
use this error model to inject bit errors considering single- and
multi-bit errors. For example, when flipping 200 bits, there
could be 16× 2-bit errors, 4× 3-bit errors, 1× 6-bit errors, and
1× 8-bit errors and 142× 1-bit errors. After flipping bits with
our hardware-in-the-loop emulator, we test RedNet’s error
tolerance ability. We run 500 times such tests for each task
to avoid randomness (we show 100 of them due to limited
space but the results are similar). In the sensitivity memory
area, we also use 3-bit error settings, i.e. flipping 5, 50, and
100 bits following the same error model. We use our emulator
to perform this bit error injection step.
Metrics. We use 2 metrics for RedNet’s error-tolerance. First,
we record how a DNN model’s performance is influenced by
bit errors. For Task 1-4, we calculate the accuracy (%) drop on
the test set and we calculate the mAP (%) [72] drop for Task
5. Since various orbital computing tasks are safety-sensitive
(e.g., disaster monitoring), a more straightforward metric is
needed to measure if a DNN model in orbit can be trustworthy
or not. Thus, we use model crash (defined as accuracy or mAP
drop 10%) [73] to show how the above bit errors influence
the decision-making of runtime DNN models.
Baselines. We consider the clean model without any protec-
tions (denoted as Clean) and one widely used error-tolerant
method: clipping the output of ReLU activations (denoted as
Clip) used in [62, 63] as our baselines. We note that other
existing mitigations [61, 64] targeted on dumb random errors
cannot work well in runtime error bit-flips.

5.2.2 Radiation Tolerance in Global Memory Areas

First, recall the sensitivity analysis in § 7, we use our radiation
emulator (§ 3.1) to comprehensively study the 5 tasks’ sensi-
tivity in global memory space (bits that are sensitive to errors)

Figure 14: Radiation sensitive bits of 5 tasks in their runtime
DNN models’ global memory area (Clean v.s. RedNet).

and report the results in Figure 14. We can observe that the
sensitive bits are significantly reduced by using RedNet which
indicates its ability of radiation tolerance.

In Figure 15, we display the accuracy/mAP of our 5 tasks
(i.e., Y-axis) under 100, 200, and 500-bit errors in terms of
test rounds (i.e., X-axis). We can observe that the DNN model
without protection (i.e., Clean) clearly experiences a perfor-
mance drop in all tasks. Particularly, the 100-bit error caused
by emulated radiation can let the accuracy of Task 1 drop
from 92% to 2.2%. However, RedNet can maintain the per-
formance of all 5 tasks in almost all the tests.

Figure 15: Radiation-induced bit error tolerance under 100,
200, and 500 error settings in the global memory area.

We also list the results considering the model crash in Fig-
ure 16. The model crash in Clean reaches more than 20% out
of the 500 tests for Task 2 and Task 4, and more than 10% in
Task 1 and Task 3 under 500-bit flips. We find that RedNet can
suppress the model crash to 0.
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Figure 16: DNN model crash mitigation in the global area.

We can observe that Task 5 is less sensitive to radiation-
caused bit errors, which appears in a 4.8% model crash and
its mAP drops 17.7% under 500-bit flips in Clean. However,
Task 5 is used to detect objects which usually serves more
safety-sensitive purposes. A drop of 17.7% can lead to serious
consequences, such as missing some important objects and
wrong targeting (Figure 8). We observe that RedNet can main-
tain a better mAP compared with Clean (72.6% v.s. 60.6%)
in the worst case of the 500 error bits test.

5.2.3 Radiation Tolerance in Sensitive Memory Areas

We also report the results in this more challenging case in
which a small number of bit errors appear only in the sensitive
memory area in Figure 17. Note that in each task, we choose
sensitive memory areas according to Figure 14. For instance,
for Task 1 and Task 3, we choose several consecutive pages
starting from 13,000 bytes as sensitive areas. For Task 2 and
Task 4, we choose several consecutive memory pages starting
from 95,000 bytes as sensitive areas. As in Figure 17, errors in
sensitive areas make a significantly more severe accuracy drop
for Clean and Clip than in the global area case (Figure 15).
We can observe that even very few bit errors occur in the
sensitive area leading to a significant accuracy drop.

Figure 17: Radiation-induced bit error tolerance under 5, 50,
and 100 error settings in the sensitive memory area.

We also list the results of the model crash rate in Figure 18
which indicates that bit errors in sensitive areas can lead to
serious model crashes (e.g., 93.0% crash with 100 bit errors
in Task 1). We can also observe that existing model-layer
protection without hardware-in-the-loop (e.g., Clip) cannot
protect these tasks against radiation-caused bit errors. We fur-
ther report the tolerance of RedNet under different memory
configurations based on our emulator in Appendix E.

Figure 18: DNN model crash mitigation in the sensitive area.

6 Related Work

Orbital computing has attracted considerable attention re-
cently [5, 7, 8, 13, 14, 74, 75]. Due to the rapid increase of
LEO satellite numbers and using COTS devices as compo-
nents for satellites, COTS devices-enhance orbital computing
has been a promising direction to save satellite communica-
tion bandwidth usage [5, 7] and accelerate latency-sensitive
applications in-orbit (e.g. disaster monitoring) [8, 74, 75]. Ex-
isting works can be classified into three aspects, including
coordinating computation tasks between satellites or satellites
with ground stations [5, 7, 8], measuring COTS computing
device in-orbit [14] (e.g. thermal control, power management,
and performance), and accelerating applications like DNNs
only on satellites [74, 75]. Instead, this paper studies an issue
orthogonal to these works, namely, fault-tolerant in-orbit com-
puting using COTS satellites in harsh space environments.

In the context of fault-tolerant orbital computing, there have
been some basic solutions from space radiation-hardened
satellite hardware [13, 38, 39] and system software protec-
tion [13,25] perspectives. As demonstrated in §3, these efforts
are either expensive for COTS nanosatellites or overwhelming
for upper-layer applications like DNN-based tasks. To this
end, our work explores a complementary application-aware
radiation tolerance approach and demonstrates its effective-
ness for COTS satellite-based DNN applications. Besides,
we notice other error-tolerance solutions for DNN models
like the baseline in this paper [62, 63] are not capable of
DNN models in-orbit since they are not targeting solving the
radiation-caused bit errors.

7 Conclusion

This paper explores reliable orbital computing using low-cost
COTS satellite hardware when exposed to radiation hazards
in harsh space environments. We demonstrate that traditional
general-purpose hardware and system software protections
against space radiations are expensive and overwhelming for
recent COTS nanosatellites due to their heavy reliance on
resource redundancy and frequent service reboots. Instead,
we make a case for application-aware, cost-effective radia-
tion tolerance for COTS satellite computing. Our solution,
RedNet, enhances prevalent DNN-based in-orbit tasks with
application-aware radiation tolerance by exploiting their un-
even sensitivity to bit errors and multi-bit errors’ spatial cor-
relation. We hope our lessons can foster more academic and
industrial efforts on reliable orbital computing clusters.
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A DRAM hierarchy and radiation influence

Radiation effects in harsh outer space can lead to transient
damage to DRAM-based memory in COTS devices, causing
single-event upset (SEUs) and multiple-cell upsets (MCUs).
We introduce the detailed hierarchy of DRAM to better illus-
trate the radiation-induced errors from the hardware layers to
the applications layers across multiple memory layers.
Dynamic random access memory (DRAM) is widely used
in COTS devices’ main memory. We consider our computing
payload, Jetson Xavier NX series [69], which uses 8GB 128-
bit LPDDR4 (JESD209-4 [76]) as its main memory. DRAM
typically consists of six hierarchies, including die, channel,
rank, bank, array, and cell as illustrated in Figure 19. The mem-
ory density and the details of each hierarchy are different. For
instance, LPDDR4 [76] defines multiple dual-channel dies of
different memory densities from 4Gb to 32Gb to suit differ-
ent memory sizes. To expand the channel width of memory,
multiple dual-channel dies can be used (e.g. 128-bit LPDDR4
uses 8 dual-channel dies as shown in Figure 19). Each DARM
channel consists of multiple banks and each bank contains
multiple 2D arrays to meet the width of DQ data bus (i.e.,
column width). DRAM cells are organized in arrays and the
cells in one column share a single bitline. When the bitline
is activated, the transition will be turned on, and then the ca-
pacitor charges to store logic 1 or discharges to store logic
0 [77].

Figure 19: DRAM hierarchy and SEU/MCU influence.

Spatial contiguity across multiple memory layers. Multi-bit
errors happen more frequently due to the advanced nanotech-
nology and more compact size of the chip. Many studies have
shown that many radiation-induced transient bit-flip errors
manifest spatial contiguity in adjacent storage units (i.e., mem-
ory cells). Figure 20 shows a summary of various multiplicity
(from 2 to 8) of MCUs collected in [19] under 14.2-MeV
neutrons. The multiple events tend to occur as pairs of cells in
a diagonal orientation or along the wordline (i.e., two adjacent
columns) [19]. Also, due to bit interleaving in modern mem-

ory systems, the adjacent cells/bits are not located in logically
adjacent data bytes or data words [16, 37]. For example, [16]
recorded a 2-bit MCU flight data, which both flipped from
the original byte "5A" to byte "5B" in two physical/logical
addresses "10EC36" and "10EE36". The two almost identical
but not adjacent addresses are two adjacent cells struck by one
particle. Thus, the complicated error pattern of MCUs needs
to be modeled across multi-layers as specified in Figure 19.

B Design of Space Radiation Emulator

Figure 21 illustrates the detailed workflow of our hardware-in-
the-loop space radiation emulator. The inputs are user-defined,
including the error model, DRAM standard, and DRAM map-
ping (§B.1). The internal implementation has four critical
parts. First (❶), defining regions of interest (ROI) in the run-
time program by setting the start address and the region size.
Second (❷), making address translation from the process’s
virtual space to the physical address. Third (❸), mapping the
physical address to DRAM physical layouts (e.g. DRAM
rows, columns, etc.), selecting bit-flip cells, and then mapping
back to a set of physical addresses. Fourth (❹), converting
the set of physical addresses into a set of virtual addresses
with the same offset in the corresponding block/page/frame.
Finally, flipping one bit of a byte at each address in the set of
virtual addresses. Note that to be more targeted, only the ROI
of the program is tested under errors, thus ensuring the flips
located in ROI is necessary. The entire emulator is loaded
as a dynamic-link library (libREMU_mem.so) which can be
instrumented in any program. In the following subsections,
we give more details.

B.1 Extensible Configurations
Error model. We give the error model interface to statisti-
cally configure radiation-caused single- and multi-bit errors.
According to the extensive ground radiation tests on memo-
ries, radiation-induced bit-flip errors differ in sizes, shapes,
and frequencies [17, 19, 78]. For single-bit errors, one parti-
cle striking results in a single bit-flip error. Single-bit errors
are spatially independent from each other and can be mod-
eled as random bit-flips. For multi-bit errors, a particle may
influence multiple adjacent cells resulting in a physical spa-
tial adjacency of errors (i.e. adjacent rows and columns of
cells in DRAM) with different sizes or shapes. Following
various previous statistics of ground radiation tests [19], we
set the multi-bit error size ranging from 2 bits to 8 bits, and
the probabilities of flipping two cells along one wordline is
higher (80%) than that along one bitline (20%). Therefore,
given a pair of reference row and column, only one or two
adjacent rows but up to 5 adjacent columns can be affected.
Such directionality is more likely to occur in multi-bit errors
as shown in Figure 20. Besides, single- and multi-bit errors
will occur at the same time, in which single-bit errors have
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Figure 20: Different error patterns of multi-bit errors [19].

Figure 21: Details of space radiation error emulator.

the highest probability of occurrence, followed by 2-bit errors
and more than 6 bits are rare [19]. Thus, following [19], we
set the maximum frequency of 2-bit errors to be 12%, 3-bit
errors to be 2%, more than 3 bits to be 1% and the rest are
single-bit flips. Here we set our error model following real-
world ground radiation tests [19] but the error model in our
emulator is configurable to adopt other radiation tests.
DRAM configurations. There are many memory standards
like DDR3, DDR4, LPDDR4, etc., with different specifica-
tions from different manufacturers (e.g. different memory
densities per die). Moreover, the memory controller controls
the address translation to get access to DRAM, but some man-
ufacturers like Intel, do not disclose the algorithms. Previous
works reverse-engineer the DRAM addressing schemes for
some standards like DDR3 [79]. However, the existing results
of reverse engineering cannot cover all the devices. Therefore,
our emulator uses DRAM standard and DRAM mapping as
initial configurations for users to customize according to their
own memory and knowledge. Following Ramulator [46], we
set the numbers of valid channels, ranks, banks, rows, and
columns to establish the DRAM hierarchy in DRAM stan-
dard. Besides, DRAM mapping defines the mapping from the

DRAM hierarchy to the physical address (i.e., which bits in
the address are the row index and column index). In our paper,
expanding based on [46], we provide DRAM mappings with
three addressing schemes (i.e. S1, S2, and S3) by considering
LPDDR4 [76] flexibly. Details of these addressing schemes
are in Figure 22 (right).
Source code instrumentation. The use of our emulator is
plug-and-play through compiler-based instrumentation link-
ing with the dynamic-link library libREMU_mem.so. We ex-
pose a rich API for ease of use, and just two lines of code can
achieve error injection into the ROI of process space. Note
that any program can be investigated by our emulator for er-
ror behaviors. In this paper, we focus on the DNN inference
program in TensorRT runtime [70], which is commonly used
in orbit for high-performance DNN inference.

B.2 End-to-End Error Mapping
From virtual blocks to physical blocks. After determining
the ROI in process space, we use /proc/pid/pagemap9 inter-
face in the kernel to let a userspace process find out which
physical frame each virtual page is mapped to. Note that in
modern memory management, such as buddy system in Linux,
allocations are separate due to the limited physical space left
when the process is running. Thus, when allocated, a large
virtually contiguous area, such as a DNN inference data buffer
(i.e. our ROI), cannot be allocated to a large contiguous physi-
cal area unless the large page mechanism is enabled (normally
disabled). So the translating is necessary for run-time map-
ping following the kernel page table.

We denote the start address of ROI as V0 and the size of ROI
as SROI . First, we get page size at runtime through standard
C library sysconf10, usually 4KB. Then, we find the corre-
sponding physical frame number in the pagemap based on the
offset of V0. We should note that each frame number is page-

9https://www.kernel.org/doc/Documentation/vm/pagemap.txt
10https://man7.org/linux/man-pages/man3/sysconf.3.html
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Figure 22: Left: page translation and pairs of virtual blocks and physical blocks. Continuous virtual addresses both in and out of
the virtual block, while continuous physical addresses in the physical block, and discontinuous physical addresses outside the
physical block. Right: three addressing schemes: S1 is the default addressing scheme without addressing functions (i.e. XORs),
while S2 and S3 consider the interleaving mode for bank and channel respectively [79]. We set the lowest bit in addressing as a4
because the burst length of LPDDR4 is 16 (i.e. BL16), in which continuously read and write 16-column data blocks to avoid row
conflict, thus the size of the data block is 16×WDQ and is 16×WCH in one channel.

aligned (i.e., frame size is equal to page size). Then, from the
beginning of V0, for each page size in SROI , we get the corre-
sponding physical frame number as above and combine the
consecutive physical frames into one physical block. Thus, in
a pair of physical block and virtual block, either the physical
block or the virtual block is an integer multiple of the page
size, and either the physical addresses in the physical block
or the virtual addresses in the virtual block are continuous. In
summary, we construct a one-to-one mapping of M physical
and M virtual addresses/blocks ({Pi : Vi}, i ∈ {0,M−1}) in
ROI as shown in Figure 22 (left).

From physical addresses to DRAM. Based on the config-
urations of error model, DRAM standard, and DRAM map-
ping, along with the converted physical addresses of ROI, we
achieve an end-to-end mapping from DRAM bit-flip cells to
process space. We illustrate the high-level design of this map-
ping method with an example of 8GB 128-bit LPDDR4 [76].
The mapping is divided into three steps.

First, based on the maximum and minimum physical ad-
dresses of ROI, the range of each level involved in the DRAM
hierarchy should be determined. For example, as shown in
Figure 22 (right), if the minimum physical address is 0 and
the maximum is 4KB, only the lowest 12 bits of the physical
address serve for addressing and it contains 20 row and 27

columns for S1, while 20 row, 28 columns, and 23 banks for
S3, in which the bank index is computed by XORing a11...a16
with the lower bits a4...a6 (i.e., column index). This can par-
allel access memory by bank interleaving [79].

Second, we randomly select one row and one column in the
range for error reference denoted as r0 and c0. With r0 and
c0 as the origin, we get a set of bit-flips B = {(ri,ci)}N , i ∈
{0,N −1} based on the error model, in which N denotes the
size of SEUs (i.e., N = 1) or MCUs (i.e., N >= 2). In the
example above, only one row can be addressed, thus r0 =−1
and c0 ∈ Z∩ [0,27). Besides, adjacency is represented by
ri ±1 and ci ±1.

Third, bit-flips in B are mapped back to their corresponding
physical addresses. Because only row and column indexes
(ri,ci) can be determined in error models, while channels,
ranks, and banks are lacking. Thus, due to the principle of
adjacency, we assume that the multiple bits in MCUs are in the
same channel, rank, and bank (Figure 19). The interleaving
mode should be considered when calculating the bank and
the channel index. For example, column indexes a4...a6 also
serve as bank indexes by XOR in S3. Finally, each bit-flip can
be uniquely determined as a 5-dimension index, denoted as
(ri,ci,chi,rai,bi) and can be converted into the corresponding
physical address PEi as shown in Figure 22 (right).

Finally, the physical addresses {PEi}, i ∈ {0,N − 1} are
converted back to the virtual addresses {V Ei}, i ∈ {0,N −
1} in process space based on the mapping {Pi : Vi}, i ∈
{0,M − 1}. Specifically, first finding which physical block
PEi is located in, then calculating the offset as PEi − Pi,
and V Ei = Vi +(PEi −Pi). As a result, all the addresses in
{V Ei}, i ∈ {0,N − 1} are the targets to be flipped and the
program will go on after flipping these bits.

Region of interest (ROI). Because the entire process space in
memory is too large, we set the region of interest (ROI) first.
As long as any address in {V Ei}, i ∈ {0,N −1} is not in ROI,
we will repeat the above DRAM mapping until all of them
fall in ROI. ROI can make the study of error behaviors more
focused, which improves the efficiency of error emulation.
In the DNN inference program, our ROI is the TensorRT
engine loaded in memory during the deserialization process,
which occupies most of the time and memory during the entire
inference. Due to SEUs and MCUs being probabilistic events,
the longer the time and the more memory footprint, the more
likely they will happen.
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C Training Settings of RedNet

For training, we use the PyTorch platform on NVIDIA
GeForce RTX 3080Ti GPUs. For scene recognition tasks
(i.e., Task 1-4), the backbones are trained for no more than
100 epochs from the pre-trained models, and ICs are trained
individually for another 200 epochs with an initial learning
rate of 0.001 and Adam optimizer [80], totally consuming 32
GPU hours. For the object detection task (i.e., Task 5), we
enhanced the capability to detect objects of arbitrary orienta-
tions by integrating angle classification and encoding method-
ologies from [81] into the YOLOv5 architecture. We split
the DOTA dataset into 1024×1024 sub-images with a patch
overlap of 200 pixels. Following the original YOLOv5 im-
plementation [58], we pre-train the modified YOLOv5 model
on the DOTA dataset for 200 epochs using an Adam opti-
mizer with an initial learning rate of 0.01. We then attach the
ICs to the model and fine-tune them for another 200 epochs,
consuming 40 GPU hours in total.

D Speed-up settings of RedNet.

To meet the requirement of real-time processing in orbit.
The acceleration of RedNet is necessary. Leveraging Ten-
sorRT [70] and CUDA [82] APIs, we achieve the acceleration
for both the activation functions and multi-exit strategy in
RedNet.

First, the replacement of LogClip mentioned in § 4.2 has no
negative influence on inference speed. Because the activation
is customized and implemented by TensorRT’s plugin base
class, IPluginV2IOExt [70] with high performance. Specifi-
cally, LogClip is implemented in CUDA multi-threads.

Second, to ensure the correct early exit sequence in the exe-
cution of RedNet, the TensorRT runtime inference should
be further adjusted and optimized by the CUDA runtime
API [82], leveraging parallel stream and synchronization
events. Specifically, before each exit, we customize an exit
layer to record the synchronous event in the main CUDA
stream, which indicates that the inference of the backbone has
reached the exit point. Therefore, the IC’s/ID’s inference can
start from the exit point in a separate CUDA stream to parallel
with the main CUDA stream. This novel design first imple-
ments real multi-exit inference, bringing significant efficiency
improvements. We open source the design for ease of use
(https://anonymous.4open.science/r/RedNet-9665).

Mapping N=5 N=50 N=100
S1 100 100 20
S2 100 73.4 45.3
S3 100 77.8 45.2

Table 4: Valid errors in sensitive areas of different memory
configurations (S1, S2, and S3)

E Radiation tolerance of different memory
configurations

Based on our configurable emulator, we conduct extensive
experiments on different configurations S1, S2, and S3 of
LPDDR4 [76] as illustrated in Appendix B.2. As shown in
Table 4, we find that S3 and S2 will be more likely to strike
outside the sensitive area. The valid (%) indicates how many
adjacent bits from the hardware layer are actually located
in sensitive areas from process space. When striking 100
bits 1000 times, S1 is 100% 100-bit errors located in the
sensitive area, however, S2 is only 45.3% valid 100-bit and S3
is only 45.2% valid 100-bit in the sensitive area. Interleaving
is introduced in S2 and S3, which makes the adjacent columns
located in separate banks and channels as shown in Figure 22
(right). However, although the error behaviors change in S2
and S3, the valid bits are not substantially reduced, at least
46-bit in S2 and 45-bit in S3. Thus, the model crash is not
reduced and the accuracy is not improved because only a one-
bit flip in the sensitive area is destructive. We list the results
of radiation tolerance of different memory configurations in
Table 5.
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Mapping Task N Model Crash(%) Average Accuracy(%) Minimum Accuracy(%) Maximum Accuracy(%)
Baseline RedNet Baseline RedNet Baseline RedNet Baseline RedNet

S1

Task 1
5 4.7 0 90.7 92.7 33.8 91.6 94.4 93.8

50 76.1 0 67.9 92.7 13. 88.8 93.4 94.
100 96.1 0 53.3 92.2 3.4 85.8 92.8 94.

Task 2
5 1. 0 95.1 95.4 62.8 94.8 96.2 96.2

50 22.9 0 87.7 95.1 24.6 86.8 96. 96.4
100 50.3 0.4 77.4 94.3 10.6 82.2 96. 96.4

Task 3
5 10.7 0 93.7 94.2 11.8 90.8 98.6 95.2

50 83.1 3.1 63.3 91.7 7.2 79. 97.4 95.
100 97.5 13.5 46.4 88.9 2.6 69.2 97.6 94.6

Task 4
5 4.2 0 84.2 92.6 55. 90.2 86.6 93.6

50 37.5 0 74.5 91.3 14.6 86.6 87.2 93.4
100 67.7 0.7 66.2 89.9 11.4 82.2 85.8 93.2

S2

Task 1
5 0 0 92. 92.7 92. 91.8 92.8 93.6

50 74.5 0 69.8 92.7 9.8 90. 92.8 94.2
100 14.4 0.1 48.7 92.2 4.8 82. 86.8 93.8

Task 2
5 1.6 0 94.8 95.4 38.6 94.6 96.2 96.2

50 22.4 0 87.8 95.1 20.8 89.6 96. 96.2
100 44.5 0 79.2 94.6 15.8 87.2 95.8 96.4

Task 3
5 12.1 0 93.9 94.3 28. 92.4 98.4 95.

50 86. 1. 60.8 92.7 3.4 84. 97.6 95.
100 97.5 18.8 43.7 88.6 3.4 60.2 97.6 94.4

Task 4
5 3. 0 84.5 92.6 48.8 91.2 86.6 93.4

50 32.8 0 76.1 91.1 24. 86.8 86.8 93.4
100 63.8 2. 66.5 89.6 17.4 80.6 86.8 93.2

S3

Task 1
5 0 0 92. 92.7 92. 91.8 92. 93.6

50 77.7 0 68.4 92.6 12. 90.2 92.8 93.8
100 96.5 0 56.4 92.3 3. 90.2 89.4 93.4

Task 2
5 1.8 0 94.9 95.4 39. 94.4 96.2 96.

50 24.6 0 86.3 95.1 22.6 90. 96.4 96.4
100 52.3 0 77.5 94.6 12. 87.8 96. 95.8

Task 3
5 10.5 0 94.4 94.3 32.8 92. 98.4 95.

50 81.9 2. 65.8 91.9 4.2 78.4 98. 95.2
100 97.1 13.9 49.4 89.3 3.8 62.2 97.4 94.8

Task 4
5 2.4 0 84.5 92.6 52. 91.8 86.8 93.2

50 32. 0 76. 91.3 28. 86. 87. 93.2
100 61.3 2. 68.5 90. 13.6 77.6 87. 93.4

Table 5: Radiation tolerance of different memory configurations in sensitive areas.
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