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ABSTRACT

Geo-obfuscation functions as a location privacy protection mecha-
nism (LPPM), enabling mobile users to share obfuscated locations
with servers instead of their exact locations. This technique pro-
tects users’ location privacy during server-side data breaches since
the obfuscation process is irreversible. To minimize the utility loss
caused by data obfuscation, linear programming (LP) is widely used.
However, LP can face a polynomial explosion in decision variables,
making it impractical for large-scale geo-obfuscation applications.

In this paper, we propose a new LPPM called Locally Relevant
Geo-obfuscation (LR-Geo) to optimize geo-obfuscation using LP

more efficiently. This is accomplished by restricting the geo-obfuscation

calculations for each user to locally relevant (LR) locations near the
user’s actual location. To prevent LR locations from inadvertently
revealing a user’s true whereabouts, users compute the LP coeffi-
cients locally and upload only these coefficients to the server, rather
than the LR locations themselves. The server then solves the LP
problem using the provided coefficients. Additionally, we enhance
the LP framework with an exponential obfuscation mechanism to
ensure that the obfuscation distribution is indistinguishable across
multiple users. By leveraging the constraint structure of the LP
formulation, we apply Benders’ decomposition to further boost
computational efficiency. Our theoretical analysis confirms that,
even though geo-obfuscation is calculated independently for each
user, it still adheres to geo-indistinguishability constraints across
multiple users with high probability. Finally, experimental results
using a real-world dataset demonstrate that LR-Geo outperforms
existing geo-obfuscation methods in terms of computational time,
data utility, and privacy protection.
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1 INTRODUCTION

Among a variety of location privacy protection mechanisms (LPPMs),
geo-obfuscation has become the preferred paradigm for protecting
individual location privacy against server-side data breaches [1].
Geo-obfuscation allows mobile users to report obfuscated locations
instead of their exact locations to servers in location-based services
(LBS). As the obfuscation process is irreversible [2], users’ exact
locations are well-protected even if the obfuscated locations are
disclosed to attackers. This is achieved by satisfying certain pri-
vacy criteria, such as geo-indistinguishability (Geo-Ind) [3], which
requires that, for any two locations geographically close, the proba-
bility distribution of their obfuscated locations should be sufficiently
close so that it is difficult for an attacker to distinguish the two
locations based on their obfuscated representations.

Although geo-obfuscation provides a strong privacy guarantee
for users’ locations, the location errors introduced by obfuscation
can negatively impact the quality of LBS. Many recent efforts [1, 4-
15] aim to address the quality issue caused by geo-obfuscation using
linear programming (LP) [16], of which the objective is to minimize
the utility loss with the privacy criterion like Geo-Ind guaranteed.
For the sake of computational tractability, the LP-based methods
typically discretize the location field into a finite set of discrete
locations. Its decision variables, represented as an obfuscation ma-
trix, determine the probability distributions of obfuscated locations
given each possible real location.

Due to the intricate complexity of LP, generating the obfuscation
matrix directly on users’ mobile devices is not feasible. Instead, the
matrix is calculated by a server, which optimizes the matrix before
it is downloaded by the mobile devices [6]. Given that the server
lacks knowledge of users’ precise locations, the server typically
considers every location within the target area when calculating
the matrix, regardless of whether it is currently occupied by a user.
After downloading the matrix, each user selects the specific row
of the matrix that matches their actual location to determine the
probability distribution of the obfuscated locations. Consequently,
the LP formulation of the obfuscation matrix involves K? decision
variables, where K denotes the number of discrete locations within
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the target region. This results in a significant challenge in accom-
modating a large array of locations. For instance, the inclusion
of thousands of distinct locations within a modestly sized town
escalates the number of decision variables into the millions [12].
As compared in Table 3 in Section 6 (Related Work), most current
LP-based works limit the number of discrete locations K to up to
100.

Our Work

Motivations. The traditional LP-based geo-obfuscation methods
(e.g., [6, 12]) have a high computation overhead since the LP is for-
mulated completely by the server side, which requires accounting
for all locations within the target region. While, from each single
user’s perspective, the user engages only with the specific row
that matches their actual location. Although this single row can-
not be generated in isolation as it is linked to some other rows by
“Geo-Ind”, such constraints are only enforced between the nearby
locations [3]. This indicates that, if the LP can be formulated locally
by each user, they only need to consider “locally relevant” loca-
tions so that the computational cost can be significantly reduced.
In practical terms, when a user chooses an obfuscated location, the
relevance of how another user 100 kilometers away selects their
obfuscated location due to the Geo-Ind constraints is minimal.

Motivated by the above observation, this paper introduces a new

geo-obfuscation paradigm, termed Locally Relevant Geo-obfuscation
(LR-Geo). The core idea of LR-Geo is to allow each user to formu-
late the LP by themselves by focusing exclusively on their Locally
Relevant (LR), thereby streamlining the process of generating obfus-
cation matrices. Nevertheless, the development of LR-Geo presents
several distinct challenges:
Challenge 1: How to determine the LR location set? First, it is
important to note that even a location far from a user’s location can
have an indirect impact on the user’s obfuscation distribution since
the distant location can have higher relevance to other locations
closer to the user by the Geo-Ind constraints. Considering such a
“multi-hop” influence of Geo-Ind is hard to circumvent while pursu-
ing the globally optimal solution, our approach focuses on striking a
balance between optimizing the obfuscation matrix and enhancing
computational efficiency, achieved by selecting an appropriate LR
location set.

Specifically, we introduce a Geo-Ind graph to describe the Geo-
Ind constraints between each nearby location pair, which also en-
ables us to quantify the “multi-hop” impact of Geo-Ind constraints
through the path distance between nodes in the graph (see Theo-
rem 3.1). Using the Geo-Ind graph, we determine the LR location
set for each user as the collection of locations whose path distance
from the user’s actual location does not surpass a predefined thresh-
old. Following this, we formulate the LP of LR-Geo for each user to
focus exclusively on their selected LR location set.

Challenge 2: How to calculate LR-Geo? Despite having a rel-
atively smaller LP size, the calculation of LR-Geo still needs to
be migrated to the server since (i) the computational demands
of LR-Geo remain relatively high for mobile devices, and (ii) LR-
Geo’s LP formulation involves assessing data utility for downstream
decision-making, a task typically handled by the server rather than
individual users [6]. However, each user needs to keep the LR loca-
tion set hidden from the server, as these locations could potentially
disclose the user’s actual location. As a workaround, we enable

Chenxi Qiu, Ruiyao Liu, Primal Pappachan, Anna Squicciarini, and Xinpeng Xie

each user to locally compute the coefficients of the LP formulation
with server assistance and then upload these coefficients to the
server. We demonstrate that the uploaded coefficients can be used
by the server to solve the LP problems but cannot be reversed to
unveil the LR location of the user (by examples in Section 4.7 and
experimental results in Fig. 12 in Section 5).

Challenge 3: How to guarantee Geo-Ind across multiple users?
Given that each user conceals their LR location set from the server,
formulating Geo-Ind constraints across users in LP becomes an-
other challenge for the server. To address this, we enable the server
to apply exponential distribution constraints on a selected subset of
obfuscated locations for each user. We demonstrate that adhering to
these constraints ensures that the chosen obfuscated locations meet
Geo-Ind constraints across users even though their obfuscation is
calculated in an independent manner (see Theorem 4.4). Moreover,
our experimental findings in Fig. 11 indicate that while unselected
obfuscated locations do not theoretically guarantee Geo-Ind, they
still possess a high probability (e.g. 98.04% on average) of meeting
Geo-Ind constraints in practice. Additionally, by integrating the
exponential mechanism with LP, the constraint matrix of LR-Geo
follows a ladder block structure, making the problem well-suited to
Benders’ decomposition, which further improves the computation
efficiency of solving LR-Geo.

Experimental results. Lastly, in our experiment, we assessed LR-
Geo’s performance by simulating its application to road map data
sourced from Rome, Italy [17]. The results revealed that LR-Geo
efficiently generates obfuscation matrices within 100 seconds for
cases involving up to 1500 locations in the target area. This marks
a substantial enhancement over existing LP-based geo-obfuscation
techniques (as listed in Table 3), which can only handle up to 100
locations. Furthermore, our experimental results show that LR-
Geo’s obfuscation matrix not only adheres closely to the theoretical
lower bound of expected cost, as established in Theorem 4.6 and
Theorem 4.5, but also outperforms contemporary benchmarks
[3, 12, 18] in terms of time efficiency and cost-effectiveness.

Contributions. In summary, the contributions of this paper are
summarized as follows:

1. We introduce LR-Geo, a new geo-obfuscation approach that
significantly reduces the computational overhead of geo-
obfuscation while maintaining a high level of optimality.

2. We develop a remote computing framework that allows for
the offloading of LR-Geo computations to a server while
preserving the privacy of each user’s LR location set.

3. To achieve Geo-Ind across multiple users’ obfuscation matri-
ces, we integrate exponential distribution constraints within
the LP computational framework. Given LR-Geo’s constraint
structure, we apply Benders’ decomposition to enhance com-
putational time efficiency.

4. Our experimental results demonstrate that LR-Geo not only
approximates optimal solutions with considerably lower
computational costs but also outperforms existing state-of-
the-art methods in time efficiency and cost-effectiveness.

The rest of the paper is organized as follows: The next section
provides the preliminaries of geo-obfuscation. Section 3 describes
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the motivation and Section 4 designs the algorithm. Section 5 eval-
uates the algorithm’s performance. Section 6 presents the related
work and Section 7 makes a conclusion.

2 PRELIMINARY

In this section, we introduce the preliminary knowledge of geo-
obfuscation, including its framework in LBS in Section 2.1, its
privacy criteria Geo-Ind in Section 2.2, and the LP formulation in
Section 2.3.

The main notations used throughout this paper can be found in
Table 4 in Section A in Appendix.

2.1 Geo-Obfuscation in LBS

We consider an LBS system composed of a server and a set of users,
where users need to report their locations to the server to receive
the desired services. Like [3, 6, 8, 10], we assume that the server
is not malicious, but it might suffer from a passive attack where
attackers can eavesdrop on the users’ reported locations breached by
the server. In this case, users can hide their exact locations from the
server using geo-obfuscation mechanisms [6].

In general, a geo-obfuscation mechanism can be represented as
a probabilistic function, of which the input and the output are the
user’s real location and obfuscated location, respectively. For the
sake of computational tractability, many existing works like [6, 10,
12,19, 20] approximate the users’ location field to a discrete location
set V = {01, ..., 0 }. In this case, the obfuscation function can be
represented as a stochastic obfuscation matrix Z = {z; ;. } k xx , Where
each z; ;. denotes the probability of taking vy as the obfuscated
location given the actual location v;.

Besides hiding the users’ actual location, the obfuscation matrix
Z is designed to minimize the utility loss (or cost) caused by geo-
obfuscation. As an example, in this paper, we focus on a category
of LBS where a mobile user needs to physically travel to a specified
destination to receive service (e.g., hotel/restaurant recommenda-
tions [21]) or implement a task (e.g., spatial crowdsourcing [22, 23]).
Typically, these LBS types strive to minimize travel expenses for
users. Accordingly, we define the cost resulting from geo-obfuscation
as the distortion between the estimated travel distances (using ob-
fuscated locations) and the actual travel distances incurred by users.
Note that our approach in this paper can be readily adapted in other
LBS applications as long as the explicit relationship between cost
and location obfuscation can be established.

To calculate the traveling costs, global LBS information such
as traffic conditions and destination distribution is needed. Since
global information is hard to maintain by individuals, many existing
works like [1, 6, 7, 11, 12] let the server manage the computation of
the obfuscation matrix. Specifically, before reporting the location
to the server, each privacy-aware user downloads the obfuscation
matrix Z from the server. Given the current location v;, the user
finds the corresponding row z; = [z 1, ..., z; ] in the obfuscation
matrix, based on which the user then randomly selects an obfus-
cated location to report. In what follows, we call z; the obfuscation
vector of the location v;.
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2.2 Geo-Indistinguishability

Although the server takes charge of generating the obfuscation
matrix, the users’ exact locations are still hidden from the server
since the obfuscated locations are selected in a probabilistic manner
[6]. In particular, the obfuscation matrix Z is designed to satisfy the
privacy criterion Geo-Ind, indicating that even if an attacker has
obtained the users’ reported (obfuscated) location and Z from the
server, it is still hard for the attacker to distinguish the users’ exact
locations from the nearby locations.

We use dy, »; to denote the Haversine distance (the angular dis-
tance on the surface of a sphere) between v; and v;. Given a thresh-
old y > 0, we call two locations v; and v; “neighboring locations”
if their distance dy, »; < y. Geo-Ind is formally defined in Definition
2.1[3]:

Definition 2.1. (Geo-Ind) An obfuscation matrix Z satisfies (€,y)-
Geo-Ind if, for each pair of neighboring locations v,v; € V with
dy;0; <Y, the following constraints are satisfied

Zig - v Zjk <0, Yo €V, (1)

i.e., the probability distributions of the obfuscated locations of v; and
v; are sufficiently close. Here, € is called the privacy budget. Higher €
implies a lower privacy level.

In what follows, we use & = {(U,—, vj) € (V2|dvi,z,j < y} to denote
the set of neighboring locations in V.

2.3 LP Problem Formulation

Constraints. In addition to satisfying Geo-Ind in Equ. (1), for every
real location v;, the total probability of its obfuscated locations
should be equal to 1,

ZIk(:l zij = 1, Yo; € V (probability unit measure). 2)

Objective function. Given the target location v}, the real location
v;, and the obfuscated location v, we define the cost of LBS as the
discrepancy between the estimated travel cost tcy, o, and the actual
travel cost tcy, o, to reach v;

Svr,o00 = |tcvisﬂl - tcvk,vl| : ®)
We assume that the server has the prior distribution of the target
locations q = [q1, ..., gk ], where q; (I = 1, ..., K) denotes the proba-

bility that a target’s location is at v;. The objective is to minimize
the expected cost caused by the obfuscation matrix Z:

£2)=3K pi 2K 5K @nnzif =25 a2l @
where py. (k = 1, ..., K) denotes the prior probability that a user’s
real location is at vy, ¢; = [Cvi,vls ey cvi,vk] denote the cost (cost)
coefficients of z; in the objective function, and each ¢y, o, is given
by
Conoe = Pi 2oy Udopopy (= 1,...K). (5)
Problem formulation. To satisfy the constraints of Geo-Ind (Equ.
(1)) and the probability unit measure (Equ. (2)), and minimize £ (Z)
(Equ. (4)), the problem of LR obfuscation matrix generation (OMG)
can be formulated as the following LP problem:

min L(Z) = Zfil ciz;r (6)
s.t. Equ. (1)(2) are satisfied. (7)
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Z; vy
directly .3 km
z;and z; are z linked
indirectly [ K-y v;
linked Z; directly v; /0.2km
“Haked T %

Obfuscation matrix Z

Figure 1: Example of direct/indirect linked obfuscation vec-
tors.

3 MOTIVATIONS AND OBSERVATIONS

Although the OMG problem outlined in Equ. (6)(7) can be solved
using classical LP algorithms such as the simplex method [16], it
is hampered by high computational costs. The time complexity of
an LP problem depends on the number of decision variables and
the number of linear constraints [16]. In OMG, the decision matrix
Z encompasses O(|V|?) decision variables, where it must adhere
to the Geo-Ind constraints for every pair of neighboring locations
in V, resulting in O(|&||V|) linear constraints. This substantial
computational demand renders the LP-based geo-obfuscation im-
practical for scenarios with a large number of locations. Therefore,
enhancing the computational efficiency of solving LP-based
geo-obfuscation is the primary goal of this paper.

Observations. When a user at location v; seeks to obfuscate their
actual location, they use only the ith row z; = [z; 1, ..., zj ] instead
of the entire matrix Z. While determining z; in isolation is not
feasible within OMG as z; is linked to other rows (obfuscation
vectors) of Z by the Geo-Ind constraints.

As depicted in Fig. 1, Geo-Ind requires that obfuscation vector
z; is directly connected to another vector z; if their corresponding
locations v; and v; are neighbors. Additionally, a location v;, even
if distant from v;, indirectly influences z; through its neighborly
relation with v;. Considering that it is hard to circumvent such
“multi-hop” influence of Geo-Ind between locations while pursuing
the globally optimal solution, we aim to balance the optimality of
geo-obfuscation and computational efficiency by focusing on a se-
lectively identified set of locations that exert a significant influence
on v;. This approach is based on the intuition that locations nearer
to v; have obfuscation vectors z; with a more pronounced effect on
z;. The pivotal question then becomes how to quantify the extent
of influence between z; and other vectors, such as z;.

To this end, we introduce the concept of the Geo-Ind graph in
Definition 3.1. We then detail the application of this graph to
measure the Geo-Ind connection between z; and z; in Theorem
3.1.

Definition 3.1. (Geo-Ind Graph) Geo-Ind graph is defined as
an undirected graph G = (V, &) to describe the Geo-Ind constraints
between locations within a set V. Here, ‘V represents the set of nodes,
each corresponding to a distinct location, and & denotes the set of
edges. Each edge (v;,v;) € & indicates that the locationsv; andv; are
neighbors (i.e. dy,0; < y) with the edge weight equal to the distance
dUi,Uj between them.
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Zig<e zZy Zijp<e"zj
(weaker
constraint)

[

Constraint of z; ;.

0 :
71, has no impact on z; 2j . has no impact on z;
when z;, = 0.0067 when z; ;. > 0.1353

P

>

Zjj OF Z i

Figure 2: Strongly & weakly linked decision vectors.

Theorem 3.1. Consider two locations v; and vj are connected
through at least one path in the Geo-Ind graph G. Let the path distance
Do, ,0; represent the sum of weights of the edges forming the shortest
path between v; and vj. Their probabilities of selecting location vy as
the obfuscated location is constrained by:

zig < €Dz ®)

Proor. Detailed proof can be found in Section B in Appendix.
m]

Theorem 3.1 implies the extent to which a pair of obfuscation
vectors, z; and zj, are linked through Geo-Ind constraints depends
on the path distance Dy, o ) between their respective locations v; and
v; in the Geo-Ind graph G. A higher path distance between loca-
tions implies a weaker linear constraint between their obfuscation
vectors.

In Fig. 2, we follow the example of Fig. 1, and check specifically
how the obfuscation vector z; is impacted by the decision vectors
zj and z; according to the conclusion of Theorem 3.1. As Fig. 2
shows, given the path distances Dv,-,vj = 0.2km and Dy, 5, = 0.5km,
and the privacy budget € = 10.0km™?, each entry of z; follows the
following linear constraints according to Theorem 3.1:

Zik < Poie; Zjk = Zik < ezzj!k (stronger constraints) 9)

€Dy,

Zig S etz =z < eszl,k (weaker constraints)  (10)

indicating that z; ;. enforces a weaker constraint on z; ;. com-
pared to z; ;.. Given that z; ;. represents a probability measure and
therefore cannot exceed 1, the condition z; j < e’ 2] ;. becomes ir-
relevant for instances where zj ;. is just marginally greater than 0
(when zj ;. > 0.0067). This is because the upper limit of z; ;. < 1 natu-
rally satisfies the condition z; . < e 21 j under these circumstances.
Conversely, the constraint z; . < e’z i,k is more stringent and re-
mains applicable unless z;; > 0.1353. As z; ;. increases beyond
0.1353, the condition z; ;. < 1 is adequate to fulfill the constraint of
Zif < ezzj’k.

Overall, the insight obtained from Theorem 3.1 and the
example in Fig. 2 lead us to focus on a set of “locally relevant
locations” that are within a specified path distance threshold
from v; in the Geo-Ind graph. By focusing the LP problem on this
narrowed-down LR location set, we can substantially decrease the
computational demands associated with solving the LP problem.

In the next section, we introduce the details of our method.
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submétrix

LR location
set

Obfuscation
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Obfuscated
location set

Figure 3: LR-Geo: Generate a submatrix instead of the whole
matrix.

4 METHODOLOGY

In this section, we present Locally Relevant Geo-Obfuscation (LR-
Geo), detailing its main concepts and problem formulation in Sec-
tion 4.1, the computational framework in Section 4.2-4.5, the
theoretical performance analysis in Section 4.6, and a discussion
of potential threats in Section 4.7.

4.1 Locally Relevant Geo-Obfuscation

We consider a scenario where M users {1, ..., M} need to obfuscate
their locations. Without loss of generality, we assume each user
m is located at vy, (m = 1, ..., M). Therefore, each user m needs to
use the mth row of the obfuscation matrix Z, denoted by z,, =
[2m,15 .- Zm k], to determine the probability distribution of v,,’s
obfuscated locations.

Inspired by the insights discussed in Section 3, the underlying
concept of LR-Geo is to generate an obfuscation matrix focusing
solely on the “locally relevant (LR) locations” surrounding each
user’s actual location vy, to reduce the computational overhead.
According to Theorem 3.1, within the Geo-Ind graph G, locations
with shorter path distances to vy, exhibit stronger connections of
their obfuscation vectors to z,, through Geo-Ind constraints. There-
fore, we identify the LR location set based on their path distance to
v in the Geo-Ind graph, as described in Definition 4.1:

Definition 4.1. (LR location set) The LR location set of vy, de-
noted by N, is defined as the set of locations with their path distances
to v, no greater than a predetermined threshold T':

Nin ={vj €V |Dp; <T}, (11)
where the constant T is called the LR distance threshold.

4.1.1 LR Location Set Searching. For each user m, the LR location
set Ny, can be found locally by the user. Specifically, given the
coordinates of the locations in V and the neighbor threshold y,
the user first creates the Geo-Ind graph G = (V, &) by checking
whether the Haversine distance between each pair of locations is
no higher than y. The user then builds a shortest path tree rooted
at v; in G using Dijkstra’s algorithm [24]. The shortest path tree
provides the path distance between v; and each v; € V, D; j, based
on which the user then determines whether v; should be included
in the LR location set Ny, based on Equ. (11).

Time complexity. To build G, the user needs to compare the Haver-
sine distance between each pair of locations with y. This process
involves a total of O(|'V|?) comparisons. The time complexity of
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building a shortest path tree using Dijkstra’s algorithm is O(|V|?).
Therefore, the time complexity of LR location set identification is
O(IVP +[VI?) = (V).

4.1.2  Obfuscation Range. In the original OMG formulation (Equ.
(6)(7)), the obfuscation range convers the entire location set V, even
though many of these obfuscated locations receive zero probability
assignments from the LP algorithm due to their high cost. To further
reduce the computation cost, we limit the selection of obfuscated
locations to a smaller range. Given a real location v;, we consider its
obfuscated location range as a circle C (v;, rops) centered at v; with
radius ryp¢. Then, the set of the obfuscated locations of v;, denoted
by O (Om € V), can be calculated by

Om = {or € V [do0 <robe}- (12)

For each obfuscated location vy ¢ Op,, we assign a small value &
to the probability z; ;.. Here, £ is a small value and we will specify
how to determine ¢ in Equ. (18) in Section 4.2.

As Fig. 3 shows, after deriving both Ny, and O, the user only
needs to download a submatrix of Z, of which the rows and the
columns cover Ny, and Oy, respectively.

4.1.3 Problem Formulation. Given each user m’s LR location set
Nm, we define the user’s LR obfuscation matrixas Z y;, = (m)

which includes the obfuscation vectors of all the relevant locations
Nm. The cost caused by Z ;, is defined by
L(2Zp,) =3 azt™T (13)

ZJiENm

where ¢; = [Cﬂi,vl’ Cvi,vx] are the cost coefficients (defined by

Equ. (5)) of the obfuscation vector zl(m) = [Zi(rln), s zl.(?].

The objective of each user m is to minimize £ (Z ;) while guar-
anteeing the Geo-Ind constraints among the obfuscation vectors of
relevant locations Ny, and the probability unit measure constraint
for each obfuscation vector z; in £ (Z Non ). Given the LR location set
Ny, and the obfuscated location set O, we let each user m formu-
late the Locally Relevant Obfuscation Matrix Generation (LR-OMG)
problem as the following LP problem:

min L(Zpn,) = 20N, cizgm)T (14)
LM
t Bk o) i 05 € N .t doyo; < 1, Vop (15)
s.t. oy S € , Vi, vj m S-t. dy,o; <y, Yo
Zik
Zk Zif = 1,Yo; € Niy (16)
Zik = & Vo € Om. 17)

4.2 Computation Framework

Considering the limited computation capability of users, like most
related works [6, 10, 12], we migrate the computation load of LR-
OMG to the servers. Note that, for each user m, directly uploading
the LR location set Ny, and the obfuscated location set Oy, to the
server might cause additional privacy leakage, as both N, and
Op, can be leveraged to infer the user’s real location v,,. As a
solution shown in Fig. 4, we let each user m (m = 1, ..., M) upload
the coeflicient of the formulated LP problem (Equ. (14)-(17))) to the
server, including the distance matrix D N2, and the cost matrix
Cn,,..0,, to the server, instead of Ny, and Op.

zZ, ,
bk ) N x v
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Linear programming

Cost reference table Task prior Objective function i
graph gl = (V,&) distribllltion q i
l l Constraints :
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User 1 DJ\rl,ol, Userm DNm,om, User M DNM,OMr
Cw,.0, CNonOm Covpom

Coefficients of LP Coefficients of LP Coefficients of LP

Figure 4: Obfuscation matrix calculation.

(1) Distance matrix D N2 The user m calculates the Haversine
distance dui’z,j between each pair of locations v;,0; € Np,. Then,
the user uploads the distance matrix D N2, = {dvi,vj } (010;) ENZ, to
the server, which uses each distance value dv,-,uj to establish the
Geo-Ind constraints for each pair of decision variables z; ;. and z;
in Equ. (1). Note that D N2, solely provides information about the
relative positions of the locations within N, without disclosing
their specific coordinates.

(2) Cost matrix Cy; o, = {cUi’Uk}(ui,vk)emeOm includes the
cost coefficients ¢y, o, caused by each obfuscated location v € Opy,
given each location v; € N, from which the server can specify
the objective function in Equ. (14). Note that, to compute the cost
coefficient ¢y, o, in Equ. (5), it requires knowledge of the target
locations q = [qi, ..., qx ] However, retaining this information at
the user’s end presents challenges, primarily due to the dynamically
changing target distribution that introduces additional communi-
cation costs. Moreover, privacy concerns, particularly regarding
the confidentiality of targets (e.g., passengers in Uber-like platform
[12]), further complicate the maintenance of such information.

To facilitate the estimation of ¢y, ¢, , as Fig. 4 shows, we let each
user download a cost reference table maintained by the server. This
table associates each pair (v;, v ) with a value approximating the
estimated cost caused by v when the real location is v;, all while
keeping the actual target locations confidential. The process of
constructing the cost reference table, ensuring the privacy of both
users and targets, will be elaborated in Section 4.5. In this section,
we assume that users can accurately obtain each ¢, ,, using
the cost reference table. Further analysis of the performance
guarantee utilizing the cost reference table will be presented in
Section 4.6. We will also illustrate that the cost matrix cannot be
reversed to unveil the LR location of the user in Section 4.7 and
experiment in Fig. 12.

4.3 Combination of the LP and Exponential
mechanisms

Given the coefficient matrices D N2, and C N, O (m =1, .., M), the

server can compute Z y, for each user. However, as each LR matrix
(m)

is generated independently, the obfuscation vectors, such as z;
and z™ from different LR matrices Z N, and Z n/,, may not satisfy
the Geo-Ind constraints. Conversely, jointly deriving Z n;, ..., Zn;,

using only LP not only incurs high computational overhead but
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also necessitates the disclosure of N, and Oy, which should be
hidden from the server.

As a solution, we incorporate the exponential geo-obfuscation
mechanism into LR-Geo. Similar to [18], we define an indicator
matrix Q = {qi,k} (vp0p) V2 O indicate whether the probability
distribution of obfuscated location vy needs to follow the exponen-
tial distribution when the real location is v;. Specifically, if g; = 1,
we enforce the following constraint (exponential distribution) for
each obfuscated location vy € V

_ Edviyyk .
Zig = yre 2 s ifop € Oy . (18)
E=yre 2 ifop ¢ O

where y;. > 0 is a decision variable. In what follows, we lety =
[y1,....yk]. Note that in Equ. (17) we have set z; ;. = £ when vy, ¢

€Tobf

O, and here in Equ. (18), we specify & = yre™ 2
Like [18], we adopt a heuristic strategy to determine the indica-
tor matrix Q. In particular, we assign g; = 1 when the distance
dy;,v, exceeds rexp, where rexp, a predefined threshold, is less than
or equal to the obfuscation range rp¢. This approach is based on the
rationale of applying the exponential mechanism more extensively
to obfuscated locations that are significantly distant from the actual
location. Such locations are often associated with lower probability
values, thereby minimizing their influence on the expected cost.
Given that LP-based methods tend to yield lower costs, incorpo-
rating an exponential mechanism for these distant locations can
reduce cost impacts more effectively. However, our framework can
accommodate alternative methods for determining Q.

Proposition 4.1. Given anyy; € R”, if the constraints in Equ.
(18) are satisfied, then for each pair of z;j and zj . withq;x = q;f =

1, the Geo-Ind constraint z; . — ¢oi0j zjx < 0 is satisfied.

Proor. The detailed proof can be found in the proof of Propo-
sition 1in [18]. O

To enable the server to establish the constraints of the exponen-
tial distribution in Equ. (18), each user m computes the distance
matrix Dy 0m = {do,o } (0,0) € N X O and uploads the matrix
to the server. It’s important to note that Dy, o  contains only the

m>~m
relative distances between locations within N, and O;,, and does
not provide enough information to deduce the specific locations in
either Ny, or Op,.

Problem formulation. After collecting the coefficient matrices
Dyz.Dp,,0, and Cy, o, (m = 1,..M) and adding the con-
straints of exponential mechanism in Equ. (18), we can formulate
the following Central LR-Geo (CLR-Geo) problem at the server side:

min Z],\n/lzl L(Zp,) (19)
s.t. Equ. (15)(16) are satisfied for each Ny, (20)
Equ. (18) is satisfied for each v € V with g; ;. = 1(21)
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Figure 5: Block ladder structure of the CLR-Geo problem.

4.4 Benders’ Decomposition to Enhance
Computation Efficiency

4.4.1  Problem reformulation of CLR-Geo. We rewrite the objective

function in Equ. (19) as
M. Lz M a;
Zm:1 ( Nm) Zmzl ZvieNm Zuke‘v Coi, 0 %i ki k
————

following Equ. (18)

M
+ Zm:l ZvieNm ZukE(V cvi,vkzi,k(l - qi,k)
— K M ’ ’
= Zk:l Yk + Zm:l cN,,,ZNm (22)
M Edvi,u
where each o = Zm 1 Z0;€ Ny, DikCoo€ 2 is a constant,

and in CN ,each ¢/ = ConoeZik (1= gik)-
We rewrite the constramts of Equ. (15)(16) and Equ. (18) as

ANmZNm +BNmZNm (y) ZbNm (23)
where
AGeoI BGeoI bGeoI
AN _ Aumt BN _ Bumt bN _ bumt
m > m = 4 m N
unlt umt unlt
ANm BNm bNm
(24)
and

° N (resp. z (y)) includes the obfuscation probabilities
zj o not adhermg to (resp. adhering to) the exponential mech-
anism, where v; € N, (note that each entry in lem (y)
follows Equ. (18), therefore the vector is written as a func-
tion of y).

° AGeOI (resp. BGeOI) denotes the coefﬁcient matrix of the Geo-
Ind constraints for z (resp z (y))

. A‘l‘\r/‘: (resp. B‘ﬁ:) denotes the coefﬁc1ent matrix of the unit
measure constraints for ZN (resp. z (y))

. b%"OI and b‘)‘\’,lit are the right hand 31de coeflicient vectors
m m
of the Geo-Ind constraints and the unit measure constraints,
respectively.

As Fig. 5 shows, the constraint matrix of the reformulated problem
has a block ladder structure, lending the problem well to Benders
decomposition (BD) [25]. Due to the limit of space, we list the detailed
formulations of the coefficient matrices AGEOI BGEOI Aunit Bunit

bumt

and coeflicient vectors b(/i/e"l, and

in Sectlon A 1in Appendlx
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4.4.2  Algorithm description. Benders’ decomposition is composed
of two stages,

e Stage 1: A Master Program (MP) to derive {y1, ..., yx },
e Stage 2: A set of subproblems Sub, (m = 1, ..., M), where

each Sub,, aims to derive zjv .
Stage 1: Master program. The MP derives yj, ..., yg and replaces
each cost C;V zjv by a single decision variable wy,, i.e., Wy, =

. The MP is formulated as the following LP problem

N N
min YK oy + 0w (25)
s.t. H : Cut set of y1, ..., Yg, W1, .., WL (26)
e >0, k=1,..K. (27)

where each cut in H is a linear inequality of the decision variables
Y1, e YK W1, ..., Wpg. According to the central LR-Geo formulated
in Equ. (19)-(21), each wy, is given by

wm =min {L’ (Zy,,) [Equ. (23) for Ny, is satisfied } . (28)

Since the MP doesn’t know the optimal values of Z;, , instead of
using Equ. (28), it “guesses” the value of wy, based the cut set H. In
the subsequent Stage 2, each Sub,, verifies whether the “guessed”
value of wy, is feasible and achieves the minimum data cost as
defined in Equ. (28); if not, Sub,, proposes the addition of a new cut
to be included in H, thereby guiding the MP to refine wy, during
the next iteration.

In the following, we use {yl, o U Wi eens
optimal solution of the MP.

WM} to represent the

Stage 2: Subproblems. After the MP derives its optimal solution
{yl, o URo Wi, ey WM} in Stage 1, each Suby, validates whether
W, has achieved the minimum data cost,

wp = min (¢ 2 [An, 2y, 2 ba, ~Br, 2k, D). @9)

of which the dual problem can be formulated as the following LP

problem: T
max (bNm - BNmZ//(/m (y)) upn, (30)
st AN, UN,, S Cy L UN, 20, (31)

There are three cases of the dual problem:

Case 1: The optimal objective value is unbounded: By weak duality
[16], ¥ does not satisfy Ay, Z;\/m 2 by, —Bp,, ZX(m (y) for any
/A/m > 0. Since the dual problem is unbounded, there exists an
extreme ray i, subject to ALmﬁNm < 0and

z

T
(bNm - B, 2} (?)) iy, > 0. To ensure that iy, won’t be

an extreme ray in the next iteration, Sub,, suggests a new cut h
(feasibility cut) to the MP:

T
h: (bNm —BNsz(m (y)) ty,, <0.

Case 2: The optimal objective value is bounded with the solution
Uy, : By weak duality, the optimal value of the dual problem is equal
to the optimal value of w; constrained on the choice of y. In this case,

7
Sub,;, checks whether w,, < (bNm - By, lem (?)) uy,, . If yes,
then Wy, < min {CQV,,, Z;Vm ‘ANmz’Nm >bn,, —Bn,, zx/m ) } mean-
ing that Wy, derived by the MP is lower than the minimum cost.
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Therefore, Sub,, suggests a new cut

17 T_
h: wy > (bNm _BNmZNm (Y)) upn,

to the MP to improve wy, in the next iteration.

Case 3: There is no feasible solution: By weak duality, the primal
problem either has no feasible/unbounded solution. The algorithm
terminates.

After adding the new cuts (from all the subproblems) to the cut
set H, the BD moves to the next iteration by recalculating the
MP and obtaining updated {yl, o U W1, ..,,WM}. As Stage 1 and
Stage 2 are repeated over iterations, the MP collects more cuts from
the subproblems, converging the solution {yl, o U W1, ...,WM}
to the optimal.

Proposition 4.2. (Upper and lower bounds of CLR-Geo’s opti-
mal) [25]
(1) The optimal solution of the MP (Equ. (25) — (27)) offers a lower
bound of the optimal solution of the original CLR-Geo (Equ. (19)—
(21)) (as the MP relaxes the constraints).
(2) The solution of the subproblems (Equ. (30)-(31)), if it exists, com-
bined with the solution zy, of the MP, provides an upper bound
of the optimal solution of the CLR-Geo (since their solutions form a
feasible solution of CLR-Geo).

The optimal solution for
the CLR-Geo necessarily re-
sides within the interval de-
marcated by the upper and
lower bounds as delineated
in Proposition 4.2. The
narrower this interval, the
nearer the solution derived > 4 6 8 1 12 w1
from the Benders’ Decom- lterations
position is to the optimal so-
lution. Fig. 6 illustrates the
evolution of these bounds
throughout the iterative process. Considering a prolonged conver-
gence tail, we opt to conclude the algorithm once the discrepancy
between the optimal upper and lower bounds diminishes to less
than a specified margin, & (e.g., we set & = 0.01km in our experiment
in Section 5).

800

[ELower bound
I Upper bound

Utility loss
] 2

n
]
3

Figure 6: An example of Ben-
ders’ convergence.

4.5 Cost Matrix Estimation Using Cost
Reference Table

In Sections 4.2 and 4.4, we assumed that each user m knows the
cost matrix Cp,_ 0. We now relax this assumption and elucidate
the methodology by which users, with the assistance of the server,
can estimate Cp, o, -

According to Equ. (5), the calculation of each ¢y, 4, requires

e the coordinates of the locations in Ny, and O, (to derive cost
error &y, u;.,0; ), Which are known by the user but unknown
by the server;

e the coordinates of the target locations (to derive cost er-
ror dy; y;,0;) and the targets’ prior distribution q, which are
known by the server but unknown by the user.

Since both the server and the user possess only partial information
required to compute ¢, a “cooperative” approach is employed to
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Figure 7: Cost reference table.

calculate ¢; through the exchange of intermediate values between
the two parties. Throughout the calculation of ¢y, the server must
remain unaware of Ny, and Oy, to protect privacy. Since the server
has the global information including the traveling cost between
any pair of locations and the target distribution, we let the server
generate a cost reference table to assist the user estimate cy.

4.5.1 Cost reference table. The server constructs a discrete set of
locations V, which is sufficiently dense to ensure that for any given
location pair (v}, vg) from the sets Ny, and Op,, respectively, users
can identify a corresponding pair (4}, 6% ) within vV that is closely
approximated to (v}, vg). This approximation is then used to esti-
mate cost coefficients. To establish V, the server employs a grid
map to discretize the location field, such that locations within the
same grid cell are indistinguishable. For specific applications involv-
ing constrained user mobility, such as vehicles’ mobility, the server
might alternatively divide the road network into segments, treating
each as a distinct location [12]. Given the superior computational
resources available to servers compared to those of users, vV can
afford to feature a finer granularity of location discretization than
that of Ny, and Opy,.

Table format. As Fig. 7 shows, each row of the cost reference table
includes the coordinates of an “approximated” real location 4;, an
“approximated” obfuscated location gy, and the expected cost f;
given the real and the obfuscated locations 9; and g, respectively.
The expectation of the cost f;  is to take over all possible target
locations f; ;. = Z}.Qzl qj85;,0.,5;» where q; is the probability that
the target’s nearest location in V is bj.

In what follows, we use éNm,Om = {évi’vk}(vi,vk)ENmXOm to
denote the cost matrix estimated by the cost reference table. When a
user estimates each ¢y, 4, in ¢ N, O, the user first finds the nearest
locations of v; and vy in V, denoted by 9; and 9. respectively, and
then calculates the cost estimation error ¢y, 4, by

éUi,z)k = pi (ﬁi,k + dvi,ﬁ,- + dUk,ﬁk) 5 (32)

which gives an upper bound of the real ¢y, o, (see Lemma B.1 in
Appendix).
Time complexity of C N, O, S €stimation. The cost estimation
traverses the | Ny, ||Om| pairs of locations in Ny, X Oy, and for
each location pair, it needs to find their closest locations in (V,
taking o(7V)) comparisons. Therefore, the time complexity of cost
estimation is O(| Ny ||Om||V)).

4.5.2  Cost reference table generation. To generate a cost reference
table, the server first creates a weighted directed graph G = (‘1} S)

to describe the traveling cost between locations in the discrete
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location set V', where each pair of adjacent locations ¢; and 9; are
connected by an edge é; j € &. Each éij € & is assigned a weight
dy,5;> reflecting the traveling cost from 9; to 9;. The server then

builds the SP tree rooted at each target location 9; € V in G, based
on which it calculates the shortest path distance Dy, (D3, 4, resp.)
from each location d; (dy resp.) to 9, and derives 5;,1.,;,,0;,]. using Equ.
(3). Finally, the server calculates f; ;. for each (9, dx) using their
cost estimation errors 5,;i,,;k’,;j

Time complexity of cost reference table generation. The con-
struction of each SP tree can be achieved by Dijkstra’s algorithm,
which has a time complexity of O(|(l7 |2) [24]. For each designated
target location, the server is required to generate an SP tree, culmi-
nating in a collective computational effort of o(V?) operations.
Furthermore, the computation of f; i is called |'V|? times, with
each instance necessitating o(|V)) operations, thereby rendering
its time complexity to be O(|V|?). Consequently, the overall time
complexity associated with the creation of the requisite table is
determined to be O(|'V|* +|V|?) = O(|V]?), indicating significant
computational demand for these operations.

4.5.3 Cost reference table size reduction. We can to further reduce
the location set V' while guaranteeing the accuracy of the cost
coefficient ¢ estimation. To achieve this, we define vV in a circular
region, referred to as Cgr, so that Y consists of locations within
this circle. Consequently, the accuracy of ¢; estimation can be
guaranteed if C.; encompasses both Ny, and Op,.

Note that if C.r covers Ny, and Oy, only at a minimum level,
the range of Ny, and Oy, can be possibly disclosed to the server.
Therefore, instead of only covering Ny, and Oy, we allow the user
to request a larger Cy;. Initially, the user randomly selects a location
vg from the LR location set Ny, by following a uniform distribution.
Subsequently, the user reports a circle C(vg, max 2T, T + rgps) to the
server as the requested range of cost reference table, with v, serving
as the center.

Proposition 4.3. The circle C(vg, max{2I,T + rope}) covers all
the locations in both Ny, and Oy,.

Moreover, according to the requested range C(vq, max{2[, T +
robf}) and how the user selects the location v,, the server can only
infer that the user’s real location is in the circle C(vg4,T'), where I’ >
Y, indicating that the user’s location is well hidden from the server.

4.6 Performance Analysis

In this section, we provide the theoretical analysis of the perfor-
mance for the LR-Geo solution (Equ. (19)-(21)), including the pri-
vacy guarantee in Theorem 4.4, the lower bound and the upper
bound of expected cost in Theorem 4.6 and Theorem 4.5, re-
spectively. The detailed proofs of these theorems can be found in
Section B in Appendix.

4.6.1 Privacy guarantee. We first prove that the chosen obfuscated
locations adhering to the exponential distribution constraints (Equ.
(18)) meet Geo-Ind constraints across users even though their geo-
obfuscation is calculated in a relatively independent manner.

Theorem 4.4. (Privacy guarantee) Given two locations, v; from
user n’s LR location set Ny, and v from user m’s LR location set N,
if both locations satisfy the condition q; = q;i = 1 (indicating
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then their obfuscation distributions still satisfy the (€, y)-Geo-Ind

constraints,

satisfy the exponential distribution constraints),

(n) edvi‘zr (m)
Zip ¢ Iz <0, Yop € V. (33)
Remark Note that (¢, y)-Geo-Ind is not guaranteed between Z;Z)

(m)
and Zig

However, our experimental findings in Fig. 11 demonstrate that un-
selected obfuscated locations still possess a high probability (98.04%
on average) of meeting Geo-Ind constraints in practice.

if one of them doesn’t follow the exponential mechanism.

4.6.2 Lower bound and upper bound of the expected cost. Given
the LR location set Ny, we formulate the following relaxed LR-Geo
problem:
min an/rzl L(Zp,,) (34)
s.t. Equ. (15)(16) are satisfied for each N, (35)

Theorem 4.5. (Upper bound of the minimum expected cost) Using
the estimated cost coefficient Cy, o, in Equ. (32), the solution of the
CLR-Geo problem in Equ. (19)—(21) offers an upper bound of the
minimum expected cost.

Next, we define another cost estimation ¢y, ;. by
Eﬂisvk =pi (ﬁi,k - dvi,é,- - dvk,zik) > (36)
which gives a lower bound of the real ¢y, o, (see Lemma B.2 in

Appendix).

Theorem 4.6. (Lower bound of the minimum expected cost) Using
the estimated cost in Equ. (36), the solution of the relaxed LR-Geo prob-
lem in Equ. (34)—(35) offers a lower bound of the minimum expected
cost.

4.7 Discussion of Potential Inference Using
Estimated Cost Matrix

In this part, we illustrate that it is hard to infer the locations in N,
and Oy, using the estimated cost matrix C N, O

Fig. 8(a) gives an example, where the user calculates the cost
coefficient Cy, o, = Bk +dy, 5, +dy, 5, = 197+1+2 = 200m (D), and
uploads ¢y, 4, to the server (). After receiving ¢y, ¢, , a potential
attack by the attacker is to find the corresponding f value in the
cost reference table, of which the estimated cost coefficient by a
user can be possibly 200m according to Equ. (32).

Note that both d,, 5, and dy, 5, in Equ. (32) are unknown by the
server, while the server can drive the maximum possible value of
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dy, 5, and dy, 5, , denoted by Spmax (e.g. Smax = 28.28 in Fig. 8(a)),
based on the distribution of V. In this case, the server can derive
that the matched f value is in the interval [y, 0, — Smax; Cosop +
Omax] = [171.72, 228.28] (®), which might cover other § values in
the cost reference table, like 205m and 182m in Fig. 8(a). In this case,
the attacker cannot identify which f is the true f; . in the interval,
and the more f values fall in the interval, the more difficult for the
attacker to find the true f; k.

Fig. 8(b) gives another example of how many f values can possi-
bly match an estimated cost coefficient using the real world map
information (more details can be found in our experiment in Section
5). In this example, the server creates a cost reference table cover-
ing 900 locations in 4% by a grid map with each cell size equal to
100m. The maximum distance from a location in Ny, and Oy, to its
nearest location in V is 70.7m. Given an estimated cost coefficient
€A = 400m, its corresponding f4 is in the interval [400m—70.7m,
400m+70.7m], where 76 f values fall in this interval. On average,
each cost coefficient is matched by 83.13 rows of the cost reference
table. The more comprehensive experimental results can be found
in Fig. 12 in Section 5.

5 PERFORMANCE EVALUATION

In this section, we conduct a simulation using real-world map
information to evaluate the performance of LR-Geo in terms of
computation efficiency, privacy, and cost, with the comparison
of several benchmarks [3, 12, 18]. Specifically, we focus on the
application of vehicular spatial crowdsourcing [12], such as Uber
like platform [26], where vehicles need to physically travel to a
disignated location to complete the task.

We first introduce the settings of the experiment in Section 5.1,
and then evaluate the performance of different geo-obfuscation
methods in Section 5.2-Section 5.3.

5.1 Settings

5.1.1 Dataset. We selected the city “Rome, Italy” as the target
region (specifically, the bounding area with coordinate (lat =
41.66, lon = 12.24) as the south-west corner, and coordinate (lat =
42.10,lon = 12.81) as the north-east corner). The road map infor-
mation of the target region, including both node set and edge set,
is retrieved by OpenStreetMap [23]. We assume a uniform distribu-
tion of targets and consider that vehicles’ mobility is constrained
by the road network.

5.1.2  Benchmarks. We compare LR-Geo with the following bench-
marks, which are all based on Geo-Ind:

(1) LP-based geo-obfuscation (labeled as “LP”) [12]: LP considers
the network-constrained mobility features of the vehicles
and employs LP formulated in Equ. (6)(7) to minimize the
expected cost.

(2) Laplacian noise (labeled as “Laplace”) [3]: Laplace adds a polar
Laplacian noise ¢ to the real location, i.e., v; + ¢ and approx-
imate it by the closest location vy = argminge dy, g, 4-

(3) Exponential mechanism (labeled as “ExpMech”) [3]: In Exp-
Mech, the probability distribution of the obfuscated location
of each real location v; follows a polar Laplace distribution
Zjf o e ik 12,

(4) “ConstOPTMech” or “ConstOPT” [18]: Like our approach, Con-
stOPT applies the exponential distribution constraint for a
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subset of the obfuscation probabilities and uses LP for the
optimization of the remaining obfuscation probabilities, to
balance the utility and scalability of the data perturbation
method.

5.1.3  Metrics. We measure the following metrics to evaluate the
performance of our method and the benchmarks:

(i) Computation time, which is defined as the amount of time
to calculate an obfuscation matrix. The experiments are per-
formed by a desktop with 13th Gen Intel Core i7 processor,
16 cores. We used the Matlab LP toolbox linprog, with the
algorithm “dual-simplex” [27] to solve LP.

(if) Expected cost L(Z): L(Z) is defined in Equ. (4), meaning the
expected estimation error of traveling cost caused by Z.
(iii) Geo-Ind violation (GV) ratio, which is defined as the ratio:

# of (2, zj &) violating Geo-Ind in Equ. (1)
# of (2 k. zj ) that should satisfy Geo-Ind in Equ. (1)

(37)

The GV ratio reflects how the derived obfuscation matrix
can achieve Geo-Ind.

In the following experiment, by default, we set € by 10.0km™1,
the cell size of the cost reference table by 0.1km, the LR distance
threshold I' by 20km.

5.2 Computation Efficiency

In this part, we evaluate the computation time of our approach.

5.2.1 Comparison with the benchmarks. Table 2 compares the com-
putational times for LR-Geo against four benchmark methods,
where the number of locations K equals 100, 200, 300, and 400, re-
spectively. The table reveals that while LR-Geo incurs marginally
increased computational times compared to Laplace and Exp-
Mech, it significantly outperforms both LP and ConstOPT in
terms of efficiency.

Specifically, at K = 300, LR-Geo demonstrates a remarkable re-
duction in computation time, showing a decrease of 99.69% and
97.84% compared to LP and ConstOPT, respectively. For both LP and
ConstOPT, computation times exceed the 1800-second threshold
when K > 300. This enhanced efficiency of LR-Geo is due to its
strategic approach of confining the set of locations under consid-
eration to LR locations only. Conversely, the alternative LP-based
methods evaluate every location within the targeted area, resulting
in substantial computational overhead.

In addition, both Laplace and ExpMech can attain slightly lower
computation times compared to LR-Geo. This efficiency stems from
their methodology of selecting obfuscated locations based on pre-
defined probability distributions - the Laplacian and exponential
distributions, respectively - bypassing the need for LP, which in
turn reduces the computation overhead. However, a notable draw-
back of these two methods is that they don’t their lack of accurate
estimation of cost caused by geo-obfuscation. This oversight results
in an increased cost associated with geo-obfuscation, as the chosen
obfuscated locations may lead to high traveling distances to the
designated locations.

5.2.2  Scalability. Table 1 illustrates that the computation time for
all algorithms escalates as the size of the location set K increases.
Notably, even when K reaches 300, the average computation
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Table 1: Computation time (seconds) of different methods.
Mean+1.96x standard deviation.

Problem size

Methods | K=100 | K=200 [ K =300 K = 400
LR-Geo | 5.15+0.29 | 11.64+ 0.40 | 18.26+0.31 | 33.25+0.36

LP 1651+145 > 1800 > 1800 > 1800
Laplace 4.99+0.33 | 12.29+0.14 | 18.53+0.99 | 18.67+0.34
ExpMech | 3.78+0.15 7.92+0.70 11.41+0.41 | 17.55+0.40

ConstOPT | 239.2+14.7 | 843.2+76.3 > 1800 > 1800
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Figure 9: Scalability.
Table 2: Cost (meters) of different methods. Mean+1.96x stan-
dard deviation.

Problem size

Methods K =100 K=200 [ K=300 K = 400
LR-Geo 0.81+0.22 | 0.58+0.19 | 0.72+0.25 | 0.56+0.36
LP 0.73+0.18 — — —
Laplace 1.53+1.38 | 1.80+1.33 | 1.62+2.92 | 1.51+3.36
ExpMech 1.52+0.14 | 1.45+0.14 | 1.55+0.13 | 1.47+0.12
ConstOPT 0.80+0.23 | 0.56+0.23 — —
Lower bound 0.72+0.26 0.53+0.17 0.63+0.17 0.50+0.18

time for LR-Leo remains at a comparatively low figure, ap-
proximately 33 seconds.

We expanded our examination of K across a wider spectrum,
from 100 to 1500, and charted the computation times of LR-Geo in
Fig. 9(a). This figure reveals that the computation time for LR-Geo
escalates in tandem with an increase in K, reaching approximately
110 seconds at K = 1500. Moreover, Fig. 9(b) presents the computa-
tion times for LR-Geo as the number of users varies from 1 to 10. As
expected, there is a noticeable rise in computation time correspond-
ing to an increase in the number of users. This trend is attributed
to the framework of Benders’ decomposition (introduced in Section
4.4), where the server is tasked with generating a subproblem for
each user. The increase in the number of subproblems heightens
the probability of encountering at least one subproblem that fails
to achieve optimal convergence swiftly, thereby prolonging the
convergence time.

5.3 Cost Measurement

In this part, we evaluate the expected cost of our approach.

5.3.1 Comparison with the benchmarks. Table 2 compares the ex-

pected costs incurred by various algorithms for K = 100, 200, 300, 400.

It is observed that LR-Geo significantly reduces the expected cost
compared to Laplace and ExpMech. Specifically, LR-Geo’s expected
cost is, on average, 58.67% and 55.43% lower than that of Laplace
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and ExpMech, respectively. This efficiency is attributed to Laplace
and ExpMech’s reliance on Laplace/Exponential distributions for
selecting obfuscated locations, which fails to accurately reflect the
mobility constraints of vehicles within the road network, thereby
elevating the cost.

Furthermore, LR-Geo’s cost performance is nearly on par with
ConstOPT’s for K = 100, 200, yet it surpasses LP in cost at K = 100.
Although LP is designed to achieve the global minimum cost by
evaluating all potential locations within the target area, this ap-
proach is negated by its extensive computational requirements. As
indicated in Table 1, LP struggles to compute obfuscation matri-
ces within the 1800-second limit, highlighting a critical trade-off
between cost efficiency and computational feasibility.

5.3.2  Comparison with the theoretical bounds. To assess how close
LR-Geo can achieve the optimal, we calculate a lower bound for
the expected cost by solving the relaxed version of LR-Geo in Equ.
(34)-(35), with the findings presented in Table 1. Here, we introduce
the approximation ratio, defined as the quotient of the expected cost
derived from LR-Geo over the calculated lower bound. A smaller ap-
proximation ratio indicates a closer proximity of LR-Geo’s solution
to the optimal. The results in the table indicate that, on average,
the approximation ratio for the expected cost of LR-Geo
stands at 1.125, 1.094, 1.279, and 1.120 for K = 100, 200, 300, 400,
respectively.

It’s important to recognize that LR-Geo does not attain the opti-
mal solution since it operates with a constrained set of locations (LR
locations) rather than the entire location set. Furthermore, LR-Geo
does not utilize exact cost coefficients; instead, it estimates these
coefficients using a cost reference table. Thus, it is interesting to
test how the LR-Geo’s approximation ratio is impacted by

(i) the selection of the LR locations, determined by the parame-
ter T, i.e., the LR distance threshold, and

(ii) the accuracy of the cost coefficient estimation, determined
by the cell size of the grid map of the cost reference table.

Fig. 10(a) shows the variation in the approximation ratio of LR-
Geo as I increases from 10km to 50km. As defined in Equ. (11),
T influences the size of the LR location set Ny, with a higher T
resulting in a larger Ny,. The figure indicates that the approximation
ratio experiences a more pronounced decrease (averaging 4.14%) as
T is increased from 10km to 20km. However, the decrease becomes
marginal (only 2.05%) when I' is further expanded from 20km to
50km. This observation suggests that enhancing I' contributes to
the optimality of the obfuscation matrices, yet beyond a certain
threshold (20km in this instance), additional increases in T yield
negligible improvements.

Fig. 10(b) shows the approximation ratio of LR-Geo as the cell
size increases from 0.05km to 0.25km. As expected, the approxima-
tion ratio escalates with the increase in cell size, indicating that finer
granularity in the location’s representation within the cost refer-
ence table allows LR-Geo to more closely approximate the optimal
solution. Specifically, the approximation ratio remains relatively
stable and low for cell sizes up to 0.15km. Beyond this point, partic-
ularly when the cell size surpasses 0.175km, the ratio sees a marked
increase. This trend underscores the importance of maintaining a
cell size at or below 0.15km to optimize cost efficiency.
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5.4 Privacy Measure

In LR-Geo, the computation of obfuscation matrices for each user
is performed independently. While the obfuscation probabilities
that conform to the constraints of the exponential distribution
(in Equ. (18)) meet the Geo-Ind privacy criterion, as substantiated
by Theorem 4.4, the remaining obfuscation probabilities do not
guarantee Geo-Ind privacy. In this part, we examine the GV ratio
as defined in Equ. (37). Fig. 11 shows the GV ratios for varying
numbers of users. The figure reveals that the GV ratio remains
exceptionally low, with a maximum of only 0.16%, demonstrating
that, in practice, the Geo-Ind constraints are exceedingly likely to
be met across the various obfuscation matrices tailored for different
users.

Finally, we investigate the potential risk associated with the
upload of cost matrices, a concern discussed in Section 4.7. We
simulate a scenario where a user uploads 100 cost matrices. We
analyze, for each cost coefficient, the number of rows in the cost
reference table that can be mapped to that coefficient. Intuitively, a
greater number of rows mapped to a specific uploaded coefficient
suggests a broader range of potential real and obfuscated location
pairs, thereby diminishing the risk of LR location set disclosure
(noting that the real location is within the LR location set). Fig. 12
displays the number of rows mapped to the uploaded cost coeffi-
cients for various grid cell sizes. As anticipated, the quantity of rows
corresponding to a given coefficient increases with the increase of
the cell size, indicating an increase in ambiguity and a reduced risk
of location inference. The figure also underscores the difficulty of
deducing the real location from the uploaded cost coefficient, as,
on average, each coefficient is matched by 83.13 rows, providing a
significant degree of location privacy.

6 RELATED WORKS

The study of location privacy began nearly two decades ago with
Gruteser and Grunwald’s pioneering work [28], where they in-
troduced the concept of location k-anonymity. This idea has since
evolved to include [-diversity, which ensures a user’s location is
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indistinguishable from [ — 1 other locations [1]. However, the I-
diversity model simplifies the threat landscape by assuming all
alternative locations are equally probable as the user’s actual lo-
cation from an attacker’s perspective. This assumption renders it
susceptible to a range of sophisticated inference attacks [1, 3, 12].

In recent years, Andrés et al. [3] introduced a more applicable
privacy criterion, Geo-Ind, grounded in the established concept
of differential privacy (DP). Following this work, a large body of
location obfuscation strategies have been proposed, e.g., [1, 4-7, 9—
15]. Andrés et al, in their seminal work, not only proposed the
Geo-Ind concept but also devised a method for achieving it by per-
turbing the actual location using a polar Laplacian distribution.
Furthermore, as geo-obfuscation naturally introduces errors in the
reported locations, thereby impacting the quality of LBS, a criti-
cal challenge addressed by several studies involves balancing the
trade-off between service quality and privacy. For instance, within
the constraints of Geo-Ind, Bordenabe et al. [29] developed an op-
timization framework for geo-obfuscation aimed at minimizing
individual user costs. Chatzikokolakis et al. [30] introduced a con-
cept of privacy mass for points of interest, determining the Geo-Ind
privacy budget € for a location based on the local characteristics of
each area. Wang et al. [6] addressed the collective cost incurred by
users, proposing a privacy-preserving target assignment algorithm
to reduce the total travel expense.

The majority of existing works in geo-obfuscation employ an
LP framework, which generally necessitates O(|V|?) decision vari-
ables and O(|V||&|) linear constraints [29], making the LP ap-
proach computationally intensive and challenging to implement
on a large-scale LBS. Table 3 compares the related geo-obfuscation
methods in different categories, including Laplacian noise (“Lap.”),
the exponential mechanism (“Exp.”), and LP-based methods (“LP”).
As the table indicates, the computational complexity of LP restricts
most geo-obfuscation studies to handling at most 100 discrete lo-
cations. However, recent advancements [11, 12] have expanded
the capability of processing secret datasets to approximately 300
records by leveraging Dantzig-Wolfe decomposition and column
generation techniques. These studies primarily target LP models
with Geo-Ind constraints applied across all pairs of secret records,
facilitating the initialization process for column generation but
are less applicable to broader geo-obfuscation challenges that only
necessitate constraints for adjacent locations. Other innovative
approaches, such as [18], combine LP with the exponential mecha-
nism to improve scalability, though this may lead to compromises
in solution optimality.

Given the time-sensitive natures of many LBS applications, ex-
isting geo-obfuscation methodologies are constrained to either low
spatial resolution over large areas (for instance, [1] focuses on city-
scale regions, discretizing the location field into a grid where each
cell measures 766m by 766m), or to high resolution within smaller
areas (as in [12], which examines a small town with location points
sampled every 500 square meters).

Compared to those existing works, LR-Geo introduced in this
paper substantially lowers computational costs while maintaining
a degree of optimality. This advancement facilitates the application
of geo-obfuscation in large-scale LBS applications, enabling more
accurate representations of locations.
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Table 3: Comparison of major related works.

Features
Obfuscation methods I Lap. [ Exp. ] LP [ Location set size

CCS 2012 [8] v 30
CCS 2013 [3] v -
CCS 2014 [10] v 50
PETS 2015 (Privay game) [31] v 300
PETS 2015 (Elastic metric) [30] v —
ICDM 2016 [15] v 57
WWW 2017 [6] v 16
NDSS 2017 [1] v 50

TMC 2020 [12] v 300-400
PETS 2020 [4] v -
SIGSPATIAL 2022 [13] 100
UAI 2022 [18] v o 400
EDBT 2023 [19] v 70

EDBT 2024 [20] v 300-400

Our work N v 1,500

7 CONCLUSIONS

We proposed to reduce the computation cost of the geo-obfuscation
calculation by shrinking its range to a set of more relevant locations.
Considering that the reduced geo-obfuscation range can possibly
disclose the user’s real location, we designed a remote computing
strategy to migrate the geo-obfuscation calculation to the server
without disclosing the location set covered by geo-obfuscation.
The experimental results have demonstrated the superiority of our
method in terms of privacy, service quality, and time efficiency,
with the comparison of the selected benchmarks.

We envision several promising directions to continue this re-
search. Firstly, this paper considers a homogeneous mobility model,
where a single cost reference table graph is sufficient to describe
users’ traveling costs. In reality, the users might be heterogeneous,
e.g., a mixture of pedestrians and vehicles, and even a single user’s
mobility can possibly switch between different models. Then, how
to model the mobility features of heterogeneous users using mul-
tiple cost reference table graphs is another problem to address.
Moreover, considering the diverse privacy/utility preferences of
users, we will design geo-obfuscation strategies that allow users to
customize their privacy budgets. Then, how to design policies to
incentivize users to balance individual benefits and the collective
benefit of all users is an important problem to address.
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Table 4: Main notations and their descriptions

Symbol  Description

Y% The discrete location set V = {oy, ..., ok }

G The Geo-Ind graph G = (V, &), where V and & are the
location set and the edge set of G

dz,i,vj The Haversine distance between v; and v;

z The obfuscation matrix Z

Zik The probability of selecting vy as the obfuscated location
given the real location v;

Z; The obfuscation vector of v;, i.e., z; = [zi1, ... Zi K ]

C (v,r)  The circle centered at v with radius r

tc (v,u) The travel cost from location v to location u

Co;0p The cost coefficient of z; ;. in OMG

Nm The LR location set of v;

Om The obfuscated location set of N,

4% The discrete location set covered by cost reference table

Q The cost reference table graph g = ("V, S), where V and
& are the location set and the edge set of G

Bik The expectation of the cost estimation error taken over
all possible destination locations

€ The privacy budget of Geo-Ind

Y The neighbor threshold

r The LR distance threshold

APPENDIX

A MATH NOTATIONS
A.1 Detailed Notations in Benders’
Decomposition

o The coefficient matrices [A%OI, B%OI] includes the Geo-Ind
m m

constraints between the obfuscation vectors of the locations
in Np:

Geol pGeol
[A Geol, pGeo ]

1 7e€dvi’vj
_EEdviﬂj

Vo, 0j € Nm

1 st dviyyj <y

. [A‘;\‘/‘it, B‘l’\rl‘it] includes |N,| rows, where each row corre-
sponds to the unit measure constraint of the obfuscation
vector z; of location v; € Npy,.

. b()if‘ﬂ is an all-zeros vector, which corresponds to the right-

m
hand side coefficients of the constraint matrix [A%OI, B(/i/e"l]

in the LP formulation.
° b%“t is an all-ones vector, which corresponds to the right-

hand side coefficients of the constraint matrix [A‘/‘\’(‘it, B‘}\r(‘it]

in the LP formulation.
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B OMITTED PROOFS
B.1 Proof of Theorem 3.1

Proor. Welet {v;,0y,,0p,, ..., 0y, ,,0y,,0;} represent the sequence

of locations in the shortest path between v; and v;. Therefore,

n-1

Dy;,0; = dujo, + E doy,,.o,,,, + doy,.0;-

m=1

Since each pair of adjacent locations is geo-indistinguishable, for
each vy € V, we have

z.
i,k < eedvi’vll , (38)
2y k
zZ
M < eedvlm’vlmn (m =1,..,n— l)’ (39)
zZ] ,k
m+1
21,k < eed”ln'“j’ (40)
Zjk

from which we can derive that

n-1
Zik _ Zik Zl k2l k (41)
Zjk 2k m=1 e K 2k
dooy T ed
< ee 03,0 1_[ ee Uy Oy eEdUln'Uj (42)
m=1
(dupo, +E it oy oy, +oy ;)
= C\%oiony tlim=1 oy oy, F oy 0 (43)
= Py, (44)
The proof is completed. O

B.2 Proof of Proposition 4.3

Proor. First, since the Haversine distance between vy, and v;
should be no larger than their path distance in the Geo-Ind graph,
ie.,

dopm,0; < Doppo;- (45)
According to the definition of LR location set in Equ. (11), Vo; € Ny
Do,0; <T. (46)

Based on Equ. (45) and Equ. (46), we obtain that

do,,.0; <T,Y0; € Nim. (47)

Um,0;
According to Equ. (12), we have
dvm,z,j < Tobfs V0 € Op. (48)
According to Equ. (47) and Equ. (48), we have
dop; < max{T, rope}, Yo; € N U Opy. (49)

dy,,,0, < T because v, is selected within the LR location set Np,.
Then, according to the triangle inequality,

dogo; < Ao, + Ao, (50)
< T+ max{T,rype} (51)
= max{2[,T + rgpe}, (52)

for each v; € Ny, U Opy, indicating that C(vg, max{2I, T + rope})
covers both Ny, and Oy,. O
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B.3 Proof of Theorem 4.4

Proor. We prove it by considering the following three cases:
Case 1: v is within the obfuscation range of both v; and v, i.e.,

vk € O; N Oj. Then, ZE'I? and z;rz) satisfy the constraint Equ. (21):

dy; dv;io
(n) _ o o~k (m) _ —e—L%
Zip TYE T 7 7, = ke €T, Vo (53)
implying that
(n) __(m) edy;o;
Zik ke
_ edo; v B fdz)j,uk
= Yke 2 —yge 2 ¢“dere
_edvi-vk _e(d”sz’k_d”ir"j) fdﬂi,vj
= Yre 2 —Yke 2 [
_ Edvi’z’k _ Sdz’i»”k €dz)i,uj
< yre” T 2 —yre 2 e 2z (triangle inequality)
_ edui,uk Edui,vj
= ye 2 (1-e 7))
< 0 (54)

Case 2: vy, is outside of the obfuscation range of either v; or v;.
Without loss of generality, we consider the case v € O; andvg ¢ O;

do:
. e (n) _ i 5
(meaning ropr < dyj,0; ), indicating that Zip T Uke 2 and
(m) _ €Tobf
Zip =yke ? . Therefore,
(n) _ (m) edv-,z)-
e TEk e
Edv-,vk Erobf
= pe 7 e 1 ey
_edo o _ lropf—do;0;)  edoyo;
= Yye 2 —Yyie 2 e 2
_edui,yk _E(dvj,uk—dvi,vj) Edui,vj .
< yre T —yre 2 e~z (since ropr < do;,0;)
Edvi~"k Ed“i-vk edo;v;
< yge Tz —yre 2z e 2z (triangle inequality)
_ edojop €dvj0;
= ye 7 (1-e7)
< 0 (55)

Case 3: vy is outside of the obfuscation range of both v; and v}, i.e.,

€7obf
vk € O; U Oj. In this case, zi(']z) = zﬁ'Z) =ye~ 2, and it is trivial
to prove that 2 _ g€dope; (M) o 0, since ooy > q,
ik j.k
The proof is completed. |

B.4 Proof of Theorem 4.5

Proor. Before proving Theorem 4.5, we first introduce the fol-
lowing lemma:

Lemma B.1. The actual cost cy, o, between location v; and vy is
upper bounded by the estimated cost ¢y, y, . The detailed proof of this
lemma can be found in Section B.5.

Let Z N = {2("1) denote the optimal solution

Lk }(Ui,vk)ENmXOm
of the CLR-Geo problem in Equ. (19)—(21) using the estimated cost

matrix éNm,Om (m =1, ..., M). Then, for each user m, the minimum
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expected cost calculated by the CLR-Geo problem is given by
L (Z N ) (56)

2, 2, fwaky 67

0 ENp v €0,

> Z Z Co;,0p 25':) (Lemma B.1) (58)
0 ENp v €0, '
> Z Z Copon zi']?)* (59)

0; €N 0k €0,

the minimum expected cost

(m)+* }
ik (01,0) EN X Oy
obfuscation matrix that achieves the minimum cost. The proof is

completed. O

where Z’)‘V = {z denote user m’s optimal

B.5 Proof of Lemma B.1
According to ¢y, 4, ’s definition (Equ. (5)),

Q
Pi Y. q;
J=1

= pi Z q;j (do,-,uj - duk,uj) +pi Z q;j (dvk,vj - do,-,uj)

+ ’ . 1
el vjeQ

Cojop =

doyo; —d

g0

IN

Pi ) a4

Q'
e

(dai,uj + dv,»,ai) - (dzak,uj - dvk,i)k)

2dvi,vj (triangle inequal.) Sd”jvvk (triangle inequal.)

+ Piij

. "
vj€Q

(di’k’vj + dl’ki’k) (df’i’vj - dvi,ﬁi)

2dy;, (triangle inequal.)  <dy;» )j (triangle inequal.)

Q
+pi Z qj (dvi,ﬁi + dvki’k)

Q
= pi Z q9j |do;,0; — dog,0;
=1 =1
= piPix — pi (du,-,al- + dvk,ék)
= lopp- (60)

B.6 Proof of Theorem 4.6

Proor. Before proving Theorem 4.6, we first introduce the fol-
lowing lemma:

Lemma B.2. The actual cost cy, o, between location v; and vy is
lower bounded by the estimated cost Cy, .. The detailed proof of this
lemma can be found in Section B.7.

LetZy = {i(’")}

¢ Nom Zl’k (Uirvk)eNmXOm
the relaxed LR-Geo problem in Equ. (34)—(35) using the estimated
cost matrix Cp;, 0, (m = 1,..,M). Then, for each user m, the

minimum expected cost calculated by the relaxed LR-Geo problem

denote the optimal solution of
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is given by
L (Z Nm) (61)

= D D Gwady) (62)

0, €Ny 0 €0,

< Z Z Co; v zle)* (as Z;, is a relaxed solution of zy, )
0, ENpm v €0, '
< Z Z Coop zlf':)* (Lemma B.1) (63)

0; €Ny 0k €0,

the minimum expected cost

(M)*}

ik ] (on,00) € Ny x O
obfuscation matrix that achieves the minimum cost. The proof is
completed.

where Z}, = {z denote user m’s optimal

B.7 Proof of Lemma B.2
According to ¢y, 4, ’s definition (Equ. (5)),

Q Q
Cojop, = Pi Z 9 |doi0; = do0;| 2 Pi Z qj (dvi,vj - d”k”’j)
Jj=1 Jj=1
Q
2 pi Z q; (da,-,vj - dz;,-,ir,-) - (dﬁk,vj +dvk,z3k)
=

R e S———
<dy; ;) (triangle inequal.) 2dy;0p (triangle inequal.)

Q Q
= pi Z q; (di)i,Uj - dz)k,z)j) - pi Z q; (dui,z}i + dvk,z}k)
j=1 J=1

= piPix —pi (dvi,ﬁi + dvk,ﬁk)
= Conu- (64)
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