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Abstract. Anonymous messaging and payments have gained momen-
tum recently due to their impact on individuals, society, and the digital
landscape. Fuzzy Message Detection (FMD) is a privacy-preserving pro-
tocol where an untrusted server performs message filtering for its clients
in an anonymous way. To prevent the server from linking the sender and
the receiver, the latter can set how much cover traffic they should down-
load along with genuine messages. Clearly, this could cause unwanted
messages to appear on the user’s end, thereby creating a need to balance
one’s bandwidth cost with the desired level of unlinkability.
Previous work showed that FMD is not viable with selfish users. In this
paper, we model and analyze FMD using the tools of empirical game
theory and show that the system needs at least a few altruistic users to
operate properly. Utilizing real-world communication datasets, we char-
acterize the emerging equilibria, quantify the impact of different types
and levels of altruism, and assess the efficiency of potential outcomes
versus socially optimal allocations. Moreover, taking a mechanism de-
sign approach, we show how the betweenness centrality (BC) measure
can be utilized to achieve the social optimum.

Keywords: Anonymous Messaging · Privacy · Fuzzy Message Detection · Al-
truism · Game Theory · Best-Response Dynamics

1 Introduction

Anonymous messaging is a critical enabler in the landscape of digital privacy,
as it allows individuals to send and receive information without revealing their
identities. By doing so, it ensures a degree of confidentiality by providing free-
dom of expression and freedom of association. Such mechanisms foster trust
and autonomy for users seeking advanced confidentiality in their communica-
tions and financial transactions. Anonymous messaging is realized by various
cryptographic protocols, which offer a shield against surveillance and unautho-
rized access. One acclaimed cryptographic solution is Fuzzy Message Detection
(FMD) [5].
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Fig. 1: FMD failure: Recipient D has seemingly maximum protection because it
downloads all messages as cover traffic, yet its genuine message (white envelope)
is not downloaded by any other participants, so no relationship anonymity is
provided.

In a fully relationship-anonymous setup, even intended recipients remain un-
aware of messages sent to them without decrypting the entire traffic, causing
computational inefficiency and wasting bandwidth. Indeed, if messages (transac-
tions) are continuously posted to a public board (e.g., a permissionless blockchain
ledger), the user (with limited resources) must scan the entire chain to pick the
messages intended for them.

FMD is a relatively new privacy-enhancing cryptographic technique with sev-
eral desired privacy properties, such as relationship anonymity (i.e., unlinkabil-
ity). FMD provides a workaround by enabling users to delegate the detection of
incoming traffic to an untrusted server in an efficient and privacy-hardened way.
It allows users, when online, to download a mixed set of messages in which some
are addressed to the user some to others, based on their chosen false-positive
detection rate. The cryptographic method ensures that the server cannot dis-
tinguish between true and false-positive messages, effectively using the latter as
cover traffic. The FMD protocol is illustrated in Fig. 1.

This promising technique has garnered attention for its adaptability in vari-
ous scenarios; see, e.g., the Niwl anonymous messaging app [27], which planned
to implement FMD. Concerning anonymous payments, there have been efforts
to incorporate FMD into privacy-preserving cryptocurrencies (such as Penum-
bra [41]) and into privacy-enhancing overlays (such as Zeth [36]). However, since
the initial hype, none of these use cases appear to have come through. (We hope
our results can restart the discussions around the real-life viability of FMD.)

Additionally, despite its seemingly attractive properties and fleeting com-
mercial interest, the privacy protection that FMD provides is far from air-tight.
Seres et al. showed that statistical attacks can break FMD’s guarantees con-
cerning relationship anonymity, recipient unlinkability, and temporal detection
ambiguity [39]. In terms of relationship anonymity, they also showed that selfish
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users had no incentive to maintain non-zero cover traffic, as it is cost-bearing
and their own protection level is independent of it; see Fig. 1.

This scenario falls under the tragedy of the commons [15], in the sense that
every user benefits from consuming a public good (i.e., privacy) but is not willing
to contribute to it (also referred to as free-riding). Many socio-technical systems
were shown to exhibit this type of behavior, from peer-to-peer file-sharing [22]
through collaborative physical and cybersecurity [25,26] to pandemic response
measures [35]. The economic literature proposes the internalization of external-
ities and/or appropriate regulatory measures to resolve such situations; how-
ever, altruistic behavior also has the potential to alleviate the ineffective equi-
librium [4,14].

We believe that altruistic behavior is especially realistic in privacy-preserving
communications, where the actual stakeholders are often members of the same
community; it has been shown that individuals in tightly-knit groups (and soci-
eties with a strong sense of duty) routinely choose to act for the good of others at
a cost to themselves [45]. Interestingly, awareness-raising campaigns (e.g., related
to privacy around the introduction of the GDPR or social distancing during the
COVID-19 pandemic) try to make people internalize their externalities, changing
their mental models [38].
Our contribution. In this paper, we investigate and quantify the impact of
altruism in anonymous messaging networks. Specifically, we seek answers to the
following research questions:

RQ1 How do the type of altruism, the number of altruistic players, and the net-
work topology affect the equilibrium outcome?

RQ2 How can a central planner (e.g., messaging app provider) set the false positive
rates to achieve social optimum? Is there an easily computable metric that
can be an efficient proxy for the optimal false positive rate in a realistic
setting?

Our results advance the state of the art in multiple aspects, as we made the
following contributions.

– Adhering to the principles of empirical game-theoretic analysis [44], we a)
focus on the FMD technology to construct meaningful utility functions, b)
use real-world datasets of communication networks and patterns, and c)
employ heuristic methods to analyze game outcomes.

– We extend the selfish game in [39] with different notions of altruism, where
some nodes care about the welfare of their neighbors (local altruism) or all
other nodes (global altruism).

– We show that a) the system reaches a viable, non-trivial equilibrium with
only a few altruistic nodes, and b) we characterize emerging equilibria with
respect to efficiency and the impact of different types and levels of altruism.

– We find that a central mechanism designer (e.g., the developer/maintainer
of a messaging app) could use betweenness centrality as a proxy metric for
assigning optimal false positive rates.
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The rest of the paper is organized as follows. Section 2 summarizes the rele-
vant background and related work. Section 3 defines the altruistic game model.
Section 4 describes our analysis approach. Section 5 presents our findings. Fi-
nally, Section 6 outlines future work and concludes the paper. Note that an
extended version of our paper is available online4 [11].

2 Background

Here, we establish the preliminaries regarding game theory and the FMD mech-
anism and give a brief overview of related work.

2.1 Preliminaries

Game Theory. A non-cooperative game model consists of players, strategies,
utility functions, and the mechanics of game playing. In this paper, we study
one-shot games, where the complexity comes from the large number of players
and the underlying network structure.

A Nash Equilibrium (NE) [32] occurs when none of the players can unilater-
ally deviate from their chosen strategy without incurring lower utility. Notably,
such NE always exists if each player can choose from a finite set of actions. In
contrast, the Social Optimum (SO) is the set of strategies where the overall util-
ity of all the agents is maximized. The ratio between this and the worst and best
NE is called Price of Anarchy (PoA) [23] and Price of Stability (PoS) [2], respec-
tively. These benchmarks express how the overall system performance degrades
due to the selfish behavior of its agents.

Relaxations of both NE and SO exist, which are computationally more feasi-
ble to obtain. Within the paper, we utilize the ε-Equilibrium concept [37], where
agents may gain a limited utility by deviating from their current strategy. Sim-
ilarly, we define ε-SO, where no user’s strategy could be changed in a way that
would result in a larger than ×(1− ϵ) overall improvement. One way how such
equilibria might be found is via the Best Response Mechanism (BRD) [37], where
the players are iteratively changing their actions to maximize their payoffs. In
particular, if the game is a potential game [31], i.e., the incentive of all players
to change their strategy can be expressed using a single function, then the BRD
is ensured to converge to an NE.

Finally, altruism refers to a player’s willingness to incur personal costs to
benefit others, even when it conflicts with their self-interest [40]. It involves
acting for the greater good, potentially leading to cooperative behavior that can
influence outcomes in strategic interactions [10].
Fuzzy Message Detection. In a sense, Fuzzy Message Detection (FMD) [5]
is an extension of asymmetric encryption, where the public keys are replaced
with so-called “detection keys”. In the classical setup, the users share with the
server their public keys, and the server sends back to them the ciphertexts,
4 https://cloud.crysys.hu/s/fmdgt
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which are encrypted with them. In contrast, besides matching with genuine
ciphertexts, detection keys would also match other ciphertexts (encrypted with
different public keys). This way, the genuine and the cover traffic would be
indistinguishable for the server without access to the private key. Consequently,
the server may send the same ciphertext to several users, unaware of who was
the originally intended recipient. Yet, besides the genuine messages, the clients
cannot decrypt other messages, as they do not hold the appropriate private keys.
Hence, their sole purpose is to provide cover traffic. As such, FMD prevents
the leakage of metadata to some extent by creating ambiguity in the server
concerning the destination of each message.

The amount of cover traffic is determined by the false positive detection rate
corresponding to each detection key. It determines the probability that a single
non-matching ciphertext will be “detected” as matching. Formally, FMD pro-
vides Correctness (every message reaches its intended target), Fuzziness (targets
receive additional messages proportional to their false positive detection rate),
and Detection Ambiguity (only the targets can distinguish between genuine and
cover messages). Through this paper, we follow the author’s recommendation
(regarding the efficiency of implementation) and set all false positive detection
rates to be a power of two. We refer to Appendix B of our technical report [11]
for further details.

2.2 Related Work

FMD Alternatives. Since the introduction of FMD, a handful of works have
attempted to tackle similar problems, such as Private Signaling (PS) [30] or
Oblivious Message Retrieval (OMR) [28]. Other related problems were studied
within the Private Information Retrieval (PIR) [7] literature. Note that this list
is not exhaustive; we merely want to indicate our analysis may also generalize
to other systems.

PS provides recipient privacy and key unlinkability, but its constructions rely
upon strong environmental constraints, such as trusted hardware and two com-
municating but non-colluding servers. Although a recent work [19] improved its
scalability, trusted hardware is still assumed. OMR provides denial-of-service
resistance besides the previously mentioned properties but comes with a heavy
computational burden. Although a recent work [29] extended OMR to group mes-
sages, the computational burden only increased. Although our analysis is specific
to FMD, the game-theoretic framework could be adapted to other anonymous
messaging protocols or even generalized further; see Section 6 for details.
Free-riding in distributed systems. The free-riding problem, emerging in-
efficient equilibria, and potential remedies have been studied extensively in dis-
tributed systems. One of the most scrutinized domains in this aspect is peer-to-
peer systems [9]. In fact, the impact of disincentivized nodes was investigated
in multiple real-world systems such as Gnutella [1], Napster [13], and BitTor-
rent [21]. Another much-researched domain, where the public good to be con-
sumed is physical or cybersecurity, is interdependent security. Starting from the
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seminal works of Kunreuther and Heal [25] and Varian [42], there has been a line
of research on interdependent security games [26]. Furthermore, falling closer to
our work, contributor incentives have been taken into account in the design of the
Tor anonymous communication network [20]. Specifically, the balance between
bandwidth cost and privacy protection was studied in [46].
FMD Analysis. This paper was inspired by Seres et. al. [39], which lays the
preliminary groundwork for studying anonymous messaging through the lens of
game theory. The authors studied FMD from multiple angles and concluded it
performs weakly in nearly all privacy aspects. Specifically, they assumed selfish
participants and showed that setting the false positive detection rates to zero is
an NE, which rendered the entire FMD protocol useless. Their analysis did not
consider altruism and assumed homogeneous users with random false positive
detection rates.

In this paper, we study the impact of altruistic nodes in the FMD anonymous
messaging system, where altruism invokes higher bandwidth costs corresponding
to cover traffic. In fact, our results show a phenomenon similar to [42]: the
effort induced in equilibrium is highly concentrated at key nodes while others
contribute little; yet, the system is functional as opposed to one with only selfish
participants [39].

3 Model

In this section, we recap the game-theoretic model of the FMD anonymous mes-
saging system introduced in [39] and extend it with altruism. Following [39], we
denote with u the users and the number of their genuine incoming messages with
inu. The total number of messages in the system is M while the false positive
detection rate of u is pu, which implies that the expected number of messages
assigned to u by the server is inu + pu · (M − inu).

3.1 The Selfish Game

Seres et al. [39] also defined αu as the event of a relationship anonymity breach
caused by a single message, where the server can link the known sender to recip-
ient u. This event occurs if no other user downloads that particular message pro-
viding cover traffic, with a probability of αu =

∏
v∈N/{u}(1−pv). Consequently,

the probability of a breach from any incoming message is 1−(1−αu)
inu , i.e., the

complement of a single breach happening but for all of the incoming messages.
Using this quantity, they defined the FMD game, where the players are the

participants in the FMD protocol, and their strategies are their false positive
detection rates (corresponding to the amount of their generated cover traffic).
The game focuses on relationship anonymity, i.e., a privacy breach occurs when
the server learns that two users are indeed communicating.

Definition 1 (FMD Game). The FMD Game is a tuple ⟨N , Σ,U⟩, where the
set of players is N = {1, . . . , U}, their actions are Σ = {p1, . . . , pU} where
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pu ∈ {2−1, 2−2, . . . , 2−10, 0} for 1 ≤ u ≤ U , and their utility functions are
U = {φu(p1, . . . , pU )}Uu=1 such that for 1 ≤ u ≤ U :

φu(·) = −L · (1− (1− αu)
inu)︸ ︷︷ ︸

CP
u

− f · (inu + pu · (M − inu))︸ ︷︷ ︸
CBW

u

(1)

where L is the cost of a privacy breach, and f is the bandwidth cost of retrieving
a single message from the server.

To ease readability, we denote the first privacy-related expression of the equa-
tion as CP

u and the second bandwidth-related part as CBW
u . One would expect

a clear trade-off between privacy and bandwidth efficiency; however, Equation 1
highlights that a larger false-positive rate pu corresponds only to higher band-
width (as more messages need to be downloaded from the server), but not (nec-
essarily) to lower privacy loss. Indeed, upon closer inspection, it can be seen that
CP

u is independent of the user’s own action pu. In fact, this renders the entire
FMD protocol obsolete, as no rational user would opt-in to utilize any cover
traffic.

Theorem 1 (Seres, Pejó, and Burcsi [39]). The only NE for the FMD Game
is where no one utilizes any cover traffic, i.e., pu = 0 for all 1 ≤ u ≤ U .

3.2 The Altruistic Game

As a consequence of this simple theorem, FMD is not viable with only selfish
users and no incentive re-design. (Note that the latter could take the form of
payments or rewards, similar to peer-to-peer systems [18] or recent federated
learning schemes [16]. This direction could be important for future work.)

However, the presence of altruistic users could change the game (both literally
and metaphorically). As pointed out in Section 1, it is plausible among privacy-
conscious individuals in the same community, i.e., users of the same messaging
app, to behave altruistically [45]. We consider altruism in the form of extending
the utility function to encapsulate the selflessness of the players; they could act
in a way that benefits others at a cost to themselves.

Definition 2 (Altruistic player). A player is altruistic if its utility is directly
affected by the welfare of others.

As opposed to [3], where the entire social welfare is appended to the utility
function of the altruistic players, we add only the privacy loss CP

u of other players
as the motivating factor behind altruism (and the community effect) is privacy
itself. This third term in the utility function is added through a multiplicative
factor referred to as altruistic constant au, indicating the level of altruism (or
selfishness) of the respective user. For a selfish player u, au = 0. On the other
hand, if u is altruistic, this value would be positive, i.e., au > 0. In a sense, au
captures a player’s willingness to cooperate for the greater good (social welfare).
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An intuitive expectation is that ”enough“ altruism would shift the selfish NE
towards the SO [3].

The FMD game is played on a communication graph where a weighted di-
rected edge e(u, v) exists if user u sends at least one message to user v. We
consider the network topology and the corresponding communication pattern as
given: no strategic decisions are made regarding network formation.

In the context of anonymous messaging (and potentially other applications
involving an underlying network), altruism itself could have multiple meanings.
We consider two kinds of altruism: local (i.e., caring about the welfare of your
contacts) and global (i.e., caring about the welfare of the whole society). Al-
though there could be other alternative interpretations, we believe these two
have intuitive and inherent significance in our application scenario.
Local Altruism. In the context of FMD, local altruism pertains to cost-bearing
actions that improve the welfare of directly connected nodes.

Definition 3 (L-FMD Game). The L-FMD Game extends the FMD game
with the cost of local altruism in the utility function for 1 ≤ u ≤ U :

φu(·) = −CP
u − CBW

u − au ·
∑

v:v∼u

CP
v︸ ︷︷ ︸

CLA
u

(2)

where au is the altruistic constant and v ∼ u means that user v has a connection
with user u, i.e., there is message flow (in any direction) between them. The
direction is relaxed as the model regards relationship anonymity (transitive).

Global Altruism. In the context of FMD, global altruism acknowledges other-
regarding behavior affecting the welfare of any node in the communication
network. Such behavior recognizes the ultimate interdependence of online pri-
vacy [6].

Definition 4 (G-FMD Game). The G-FMD Game extends the FMD game
with the cost of global altruism in the utility function for 1 ≤ u ≤ U :

φu(·) = −Cpriv
u − CBW

u − au ·
∑

v∈N/{u}

CP
v︸ ︷︷ ︸

CGA
u

(3)

Intuitively, altruistic players may be able to compensate for the lack of cover
traffic from selfish nodes by setting their false positive detection rate high,
thereby improving the privacy of their immediate neighborhood (local) or the
whole society (global).

4 Experiments

As altruistic FMD games do not lend themselves easily to theoretical analysis
and we wanted to quantify the effect of various system parameters, we took an
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empirical approach [44]. Here, we detail i) the real-world communication pattern
datasets used, ii) the best-response dynamics (BRD) algorithm implemented,
and iii) the importance of choosing the initial candidate strategy distribution
for the BRD. Our code, datasets, and results are available online5.

4.1 Datasets

We simulate FMD game instances on data from real messaging systems6. The
first is the College Instant Messaging dataset [33], referred to as message; it
contains the instant messaging network of college students from the University of
California, Irvine. The graph consists of 1, 899 nodes (students) and 59, 835 edges
(messages) spanning 193 days. The second one is the EU E-mail dataset [34],
denoted as mail ; it contains a collection of emails between members of a large
European research institution. The network consists of 986 nodes (researchers)
and 332, 334 edges (emails) over 803 days. Note that mail represents a much
denser communication network compared to message.

While running the BRD algorithm, we realized that we had to ease the com-
putational burden of our experiments. Therefore, we “halved” both graphs: we
ordered the nodes by degree and discarded every second node along with any
edge connected. The corresponding statistics can be found in Appendix C of
our technical report [11]. We conjecture that betweenness centrality captures
the “importance” of a node well in this context; we define this measure here for
further use.

Definition 5 (Betweenness Centrality (BC) [12]). The betweenness cen-
trality for each vertex is the number of shortest paths (from the set of all possible
shortest paths between all node pairs) that pass through the vertex.

4.2 Best-response dynamics

Applying the BRD to a potential game will always yield an NE; this was also
true for the selfish FMD games, revealing a unique all-zero equilibrium [39]. In
contrast, the inclusion of altruism modifies the objective function such that it no
longer constitutes a potential function. Moreover, the altruism term might add
local minima to the objective function; thus, the BRD might stop at multiple
different equilibria, depending on the initial state. In this paper, we utilize the
ε-BRD [37], which works in a sequential manner where, at each step, a single
player changes its strategy, and each time, its chosen strategy value (false-positive
detection rate pu) can be incremented (decremented). To simplify computations,
we discretize and bound the value set such that pu ∈ {0, 2−10, . . . , 2−1}, in
accordance with the recommendation of the creators of FMD [5]. For simplicity,
we also restricted the possible values for the altruistic constant au; in a single
experiment, all altruistic actors are characterized by either au = 0.1 or au = 1,
5 https://github.com/m9framar/FMD-GT
6 http://snap.stanford.edu/temporal-motifs/data.html
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respectively. We set ε = 10−5 for all experiments. Note that both L-FMD and
G-FMD are defined as one-shot games; the BRD algorithm is just a tool to find
the ε-NE.

Definition 6 (ε-BRD (Maximum Gain) [37]). This algorithm is a slight
modification of the original BRD, where in one iteration, only a single node (the
one corresponding to the highest utility gain) updates its strategy with a single
increment/decrement until no player can increase its payoff by at least ε.

4.3 Initial strategy candidates for BRD

We experimented with various initial false positive detection rate settings to
ensure the comprehensive exploration of the search space and find all possible
ε-NE for both altruism types. We also re-used the same approach to establish
the social optimum. We used three different strategies for initial settings.

1. Thresholding: players’ initial candidate strategy depends on a predeter-
mined value of a node property, either betweenness centrality or degree
number. The false positive detection rate is set to either 2−1 or 2−10 for
the nodes above the threshold. Note that a zero threshold still allows for 0
initial false positive detection rates for nodes with 0 property values.

2. Sorting: players are assigned an initial candidate strategy based on their
relative position in an ordered list according to a node property, either be-
tweenness centrality or degree number. Nodes with the highest values are
assigned 2−1, nodes with the lowest values are assigned 2−10, while the ini-
tial candidate strategies of in-between nodes are calculated based either on
linear (equal cardinality of buckets) or exponential “intrapolation” (size of
the buckets follow [1, 2, 4, . . . ], where the last bucket consists of the rest of
the users).

3. Random: similarly to [39], nodes are randomly assigned a possible strategy.

We set the threshold for the normalized betweenness centrality to 0.01 and
for degree values to 4. With these values the computational burden for the
experiment was still manageable, while they landed themselves on non-trivial
results.

The idea behind the uniform initial strategies 2−1 and 2−10 for Thresholding
is that ε-BRD could possibly reach the same final strategy distribution, but from
the opposite extremum of the search space (a unique equilibrium for the given
parameter settings). On the other hand, if they converge to different equilibria,
that could form the basis for PoA and PoS calculations. The intuition behind
Sorting is the “importance” of nodes could be a good proxy for an efficient
strategy profile.

5 Results

In this section, we first establish the social optimum of the selfish FMD game
(not given in [39]), and then we study altruistic L-FMD/G-FMD games with
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respect to both equilibrium and social optimum. For all experiments, we set
the bandwidth cost of a single message to be f = 1 and the privacy loss L =
|E|−maxu[inu]+1, which yields Lcollege = 14797 and Lmail = 77947, respectively.
As stated before, we used ε = 10−5 for the ε-BRD and studied the impact of
altruism by varying the altruism type (local or global) and the altruism constant:
au ∈ {0.0, 0.1, 1.0}.

5.1 Social Optimum

SO without altruism. To facilitate comparability with [39] and to provide an
easily understandable baseline, we consider a simple scenario where a Mechanism
Designer could only set the false positive rates in a uniform manner (same value
for all nodes). Fig. 2 shows that the corresponding social welfare is the highest
with p = 2−6 and p = 2−7 for the message and mail dataset respectively. It can
be seen that larger cover traffic is optimal for the sparser graph; this is intuitive as
it is easier to infer relationships with fewer nodes and communication flows. Note
how applying zero cover traffic (which is the NE without altruism) corresponds
to the lowest social welfare.

SO With Altruism. Concerning the altruistic game, the social welfare for the
message dataset is maximized with the strategy profile shown in Fig. 3. The top
row corresponds to global and the bottom to local altruism, with the left column
au = 0.1 and the right column au = 1.0. It is visible that the more prominent
the altruism, the more cover traffic is optimal in the system (from bottom to top
and from left to right). Notably, the (local, 0.1) setting yields an SO very close
to the homogeneous selfish SO (2−6 for all). Also, all nodes contribute in every
setting.

Fig. 2: SO without altruism, uniform false positive rates.
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Results are similar for the mail dataset with peaks one step lower (not
shown); this is in line with the homogeneous selfish SO (2−7 for all). Moreover,
all initialization strategies yielded near-identical optimal strategy profiles.

5.2 Equilibrium Analysis

Here, we present various ε-equilibria we found; while there are many potential
equilibria in these large games, our extensive experiments enabled us to identify
the types of equilibria that emerge from altruistic FMD games. We discuss these
through examples grouped by the BRD initialization strategy used to discover
them, allowing us to reflect on the computational aspect organically. Curiously,
the Sorting initialization scheme resulted in NE that i) were not among the best
or worst and ii) did not provide additional insights; hence, we omit them.
Random initialization. The BRD for the mail dataset converges from a
random distribution as shown in Fig. 4. The top row corresponds to global and
the bottom to local altruism, with the left column au = 0.1 and the right column
au = 1.0. Similarly to the SO, the resulting NE means more cover traffic when
altruism is more prominent, i.e., global vs. local, and a higher altruistic constant
au = 1.0. Local altruism encourages the majority of players not to contribute,
while a small subset of nodes (12 or 16, depending on the level of altruism)
provides maximum cover traffic. Note that the global altruistic NE is closer to
the corresponding SO (see Fig. 3), still with some nodes providing maximum
cover traffic but with all nodes contributing.
Thresholding initialization (node degree). Recall that we expected this
initialization strategy to reveal extreme equilibria. Fig. 5 shows the results for the
message dataset with global altruism using the node degree of 4 as the separation
threshold. The top row corresponds to a high pu = 2−1 and the bottom to a
low pu = 2−10 initial setting for non-selfish users, with the left column au = 0.1
and the right column au = 1.0. Again, there is a small set of users in NE
providing maximum cover traffic (leftmost column in every subfigure), while
there are a lot of free-riders (rightmost column). When the BRD is initialized
with minimal cover traffic, the NE is extremely polarized (bottom row); while
with high initial settings, around half of the population is settled at medium
equilibrium values. This result highlights the existence of very different equilibria
in the same scenario. Results for the other dataset and local altruism are similar
in nature (not shown).
Thresholding initialization (betweeness centrality). Fig. 6 displays the
results for the mail dataset with global altruism using betweenness centrality
of 0.01 as the separation threshold. The top row corresponds to global and the
bottom to local altruism, with the left column au = 0.1 and the right column
au = 1.0. From the figure, it is evident that only a few nodes are above the
threshold, and even fewer will provide maximum cover traffic in equilibrium. Note
that the convergence is the shortest with this initialization method: the BRD
algorithm finishes after relatively few steps. Note that the resulting equilibrium
is again a polarized one, with a few players shouldering the burden of cover
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Fig. 3: Strategy profile in SO, message dataset, top: global altruism, bottom:
local a., left: au = 0.1, right au = 1.0.

Fig. 4: Strategy profile in ε-NE, random init., mail dataset, top: global altruism,
bottom: local a., left: au = 0.1, right au = 1.0.

Fig. 5: Strategy profile in ε-NE, threshold init. with node degree of 4, message
dataset, top: init. p0 = 2−1, bottom: init. p0 = 2−10, left: au = 0.1, rightau = 1.0.
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Fig. 6: Strategy profile in ε-NE, threshold init. with betw. centr. of 0.01 and init.
p0 = 2−1 , mail dataset, top: global altruism, bottom: local a., left: au = 0.1,
right au = 1.0.

Fig. 8 Aggregated betw. centr. of users
with NE strategy pu = 2−1, left: au = 0.1,
right:au = 1.0.

Fig. 9 Composition of overall cost: pri-
vacy vs. bandwidth, global altruism, left
(blue): mail, right (orange): message.

Fig. 10: Equilibrium efficiency: PoA and PoS, local and global altruism, left:
mail, right: message, odd: au = 0.1, even: au = 1.0.
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DS A Solution A. model Priv Cost BW Cost BC 10th% BC 50th% BC 90th% Initial setup

M
es

sa
ge

0.1
SO

Local -7694.99 -127389.5 0.8343 1.1985 1.2108 bc, Threshold, all from -10
Global -3880.18 -134877.0 0.8343 1.1985 1.2108 bc, Threshold, all from -10

NE
Local -427417.87 -82507.0 0.8343 1.1985 1.2108 random 2
Global -117871.68 -97305.0 0.8343 1.1985 1.2108 bc, Threshold, all from -10

1.0
SO

Local -1948.76 -142394.5 0.8343 1.1985 1.2108 ’bc’, ’Threshold’, ’all from -10’
Global -501.74 -157243.0 0.8343 1.1985 1.2108 ’bc’, ’Threshold’, ’all from -1’

NE
Local -29810.20 -112517.0 0.8343 1.1985 1.2108 random 0
Global -14699.95 -120205.5 0.8085 1.1985 1.2108 ’degree’, ’Threshold’,’all from -10’

M
ai

l

0.1
SO

Local -26872.01 -792918.5 0.6891 1.1407 1.2064 ’bc’, ’Threshold’, ’all from -10’
Global -13757.53 -831782.0 0.6329 1.1407 1.2064 ’bc’, ’Threshold’, ’all from -1’

NE
Local -1540593.96 -554842.5 0.6508 1.1407 1.2064 random 5
Global -809226.32 -594074.0 0.65 1.1407 1.2064 ’bc’, ’Threshold’, ’all from -10’

1.0
SO

Local -6718.36 -873060.3 0.7233 1.1407 1.2064 ’bc’, ’Threshold’, ’all from -10’
Global -1740.72 -950986.5 0.6802 1.1407 1.2064 ’bc’, ’Threshold’, ’all from -1’

NE
Local -107338.36 -712944.0 0.6809 1.1407 1.2064 random 8
Global -53449.33 -753186.0 0.6644 1.1407 1.2064 ’bc’, ’Threshold’, ’all from -10’

Table 1: “Empirical CDF” percentiles of aggregated betw. centr. and costs over
users ordered by decreasing cover traffic for SO and best-case NE.

traffic. Also, note that we experienced similar behavior when using the same
initialization strategy in other experiments.

Motivated by this result, we wanted to characterize how important the small
set of nodes providing maximum equilibrium cover traffic, pu = 2−1 is (we re-
fer to these nodes as max nodes). As betweenness centrality is a valid node
importance measure when it comes to a communication network [8], we com-
puted the aggregated betweenness centrality of max nodes across all discovered
equilibria for the same dataset. Fig. 8 shows how these partial aggregates stack
up against the network aggregate under both local and global altruism regimes
(mail dataset, normalized betweenness centrality values, left: au = 0.1, right
au = 1.0). We can make three observations: i) max nodes (sometimes only 4%
of the population) correspond to a large proportion (up to 44%) of betweenness
centrality, ii) local altruism results in a stronger concentration of betweenness
centrality in max nodes, and iii) stronger altruism (higher au) also implies more
profound concentration).

We refer the interested reader to Appendix D in our technical report [11]
for more results. Interestingly, a large majority of efficient equilibria (i.e., with
low social cost) are characterized by such a strong concentration of betweenness
centrality. Note that the Threshold initialization strategy based on betweenness
centrality resulted in equilibria with low social cost and the shortest convergence
time.

5.3 Equilibrium versus Social Optimum

The defining difference between the equilibrium and social optimum strategy
profiles is the presence (or absence) of free-riders. Also, SO corresponds to a
larger amount of aggregate cover traffic.

Another somewhat expected result is the change in the composition of over-
all cost: while in an NE, the privacy cost dominates (e.g., > 50% in case of low
altruism), at the SO, the bandwidth cost dominates (< 90%). This is visualized
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Fig. 8: “Empirical CDF” of aggregated betw. centr. over users ordered by de-
creasing cover traffic for SO and best-case NE.

in Fig. 9 for the global altruism regime; left (blue) and right (orange) denote re-
sults for the mail and message dataset, respectively. It is also clear that stronger
altruism, i.e., au = 1.0, reduces the proportion of the privacy cost. In the case of
local altruism, these trends are even more pronounced (see Appendix D in our
technical report [11].

Fig. 8 combined with Table 1 show the change of concentration of aggregated
betweenness centrality in the best NE and at SO over the nodes ordered by their
chosen strategies (decreasing order of false positive detection rate/cover traffic).
It is clear that already the top 10% of contributors correspond to 60 − 70%
of total betweenness centrality, making it a decisive factor in practical optimal
mechanism design. Note that the curves are similar regardless of the dataset,
altruism level, or chosen BRD initialization strategy.

Price of Anarchy and Stability. Price of Stability (PoS) and Price of Anar-
chy (PoA) are valuable for comparing NE and SO as they illustrate the efficiency
of strategic decisions: PoS measures the best-case efficiency loss, while PoA as-
sesses the worst-case loss when players act in their self-interest. Fig. 10 shows
PoA and PoS values for both altruism models, where the worst and best NE
were chosen from the equilibrium outcomes of all related experiments. The left-
most (rightmost) two plots correspond to the mail (message) dataset, where odd
(even) plots belong to low (high) au values.

Generally speaking, PoA values are quite high, while PoS values are com-
parably much lower. The impact of different communication networks is also
apparent: the PoA is much lower with high but local altruism in the message
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network compared to the mail network (fourth plot vs. second plot), while the
opposite is true for high global altruism. We leave it to future work, whether
this can be attributed to the density difference between the two graphs.

These results imply that in order for the FMD system to achieve near-optimal
or optimal operation, a mechanism designer (e.g., the app developer) should
either i) be able to set the cover traffic parameters centrally or ii) re-design
the system incentives in a way to elicit a favorable equilibrium, similar to the
best-case NE in our experiments. With regard to the central optimal design, one
should perform a network analysis to determine the participants’ betweenness
centrality parameter and set the cover traffic parameters accordingly (see Fig. 3).

6 Conclusion

Fuzzy Message Detection has attracted significant academic and some commer-
cial interest since its inception. However, Seres et. al. [39] raised some concerns
about the privacy guarantees that the Fuzzy Message Detection [5] scheme,
gaining popularity and is being integrated into real-world apps, provides. They
conjectured that with selfish users, the system is not viable. In contrast, in this
paper, we showed that the presence of a few altruistic users may alleviate this
situation and yield a viable equilibrium. By means of empirical game-theoretical
analysis, utilizing real-world communication datasets, we i) characterized the
emerging equilibria, ii) quantified the impact of different types and levels of
altruism, and iii) assessed the efficiency of potential outcomes versus socially op-
timal allocations. Furthermore, taking a mechanism design approach, we showed
how the betweenness centrality measure could be utilized to achieve the social
optimum.
Practical considerations. It is not trivial how a messaging app provider can
facilitate (near-)optimal operation in a real-life deployment. First of all, the sys-
tem is dynamic, with nodes and communication patterns changing, even on short
timescales. Second, directly computing betweenness centrality is not feasible ow-
ing to the inherent properties of the anonymous messaging technology. However,
a solution based on secure multi-party computation [24] could be integrated
into the messaging logic. Third, the provider could set favorable homogeneous
default values (see Figure 2), which then would be left unchanged with high
probability [43].
Limitations and Future Work. We have barely scratched the surface of al-
truistic anonymous messaging systems. First, we investigated a simple model
where players have perfect knowledge and perfect rationality and play a one-
shot game. We only provided empirical results, limited the parameter space,
and restricted ourselves to two datasets in order to cope with computational
constraints. Bounded rationality, imperfect knowledge, and the temporal dy-
namics of users and communication patterns could call for more sophisticated
modeling and simulation studies. Furthermore, concepts from cooperative game
theory could be used to integrate rewards into the system.
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Second, we decided to focus our analysis on FMD (and its claimed relation-
ship anonymity), a promising technology gaining popularity. While the utility
functions studied are FMD-specific, we believe our approach could be gener-
alized to other anonymous messaging/payment protocols, also providing group
communication functionality. Even more ambitious and potentially more impact-
ful, we may be able to generalize our empirical game-theoretical analysis to any
hiding-in-the-crowd type privacy-preserving mechanism where a user’s privacy
inherently depends on other users’ actions [6,17].
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