arXiv:2104.03169v2 [eess.SP] 28 Jan 2022

Empowering Prosumer Communities in Smart Grid with Wireless Communications and Federated Edge Learning

Afaf Taïk, Student Member, IEEE, Boubakr Nour, Member, IEEE, and Soumaya Cherkaoui, Senior Member, IEEE

Abstract—The exponential growth of distributed energy resources is enabling the transformation of traditional consumers in the smart grid into prosumers. Such transition presents a promising opportunity for sustainable energy trading. Yet, the integration of prosumers in the energy market imposes new considerations in designing unified and sustainable frameworks for efficient use of the power and communication infrastructure. Furthermore, several issues need to be tackled to adequately promote the adoption of decentralized renewable-oriented systems, such as communication overhead, data privacy, scalability, and sustainability. In this article, we present the different aspects and challenges to be addressed for building efficient energy trading markets in relation to communication and smart decisionmaking. Accordingly, we propose a multi-level pro-decision framework for prosumer communities to achieve collective goals. Since the individual decisions of prosumers are mainly driven by individual self-sufficiency goals, the framework prioritizes the individual prosumers’ decisions and relies on the 5G wireless network for fast coordination among community members. In fact, each prosumer predicts energy production and consumption to make proactive trading decisions as a response to collectivelevel requests. Moreover, the collaboration of the community is further extended by including the collaborative training of prediction models using Federated Learning, assisted by edge servers and prosumer home-area equipment. In addition to preserving prosumers’ privacy, we show through evaluations that training prediction models using Federated Learning yields high accuracy for different energy resources while reducing the communication overhead.

Index Terms—Federated Learning, Smart Grid, Prosumers, Wireless Communication

I. INTRODUCTION

The smart grid is an evolved power system with an integrated two-way flow of energy and information whose purpose is to enhance the efficiency of the system. The ubiquity of wireless communications has broadly promoted the deployment of sustainable power systems and helped monitor and control various operations of smart grids [1]. The higher performance and improved efficiency of fifth-generation (5G) communication networks are expected to reinforce this trend by delivering the ultra-low latency, the massive connectivity, and ultra-reliability required by smart grid services.

Communication technologies have not only changed the nature of the power system in terms of monitoring and operating

A. Taïk, B. Nour, and S. Cherkaoui are with the INTERLAB Research Laboratory, Faculty of Engineering, Department of Electrical and Computer Science Engineering, Université of Sherbrooke, Sherbrooke (QC) J1K 2R1, Canada (emails: afaf.taik@usherbrooke.ca, boubakr.nour@usherbrooke.ca, soumaya.cherkaoui@usherbrooke.ca).

processes, but they have also enabled the emergence of new behaviors and market models. In particular, the emergence of prosumers (i.e., users that can produce and consume energy) is one of the strongest trends in the field of renewable energy in the smart grid. Multiple prosumers can now collectively create a Prosumer Community Group (PCG). PCG aims to producing and sharing energy in large amounts between users and utilities, providing a unified platform for information trading among neighbors within the local community, as well as interfacing with external prosumers and other energy entities. Indeed, PCG can effectively supply distributed generation, storage, and demand response [2]. Nevertheless, with the new opportunities offered by the advent of prosumers, unprecedented challenges are emerging in the management of energy production and demand in the grid. Indeed, the relationship between energy consumption and production is not always equiponderant. Hence, many techniques, including machine learning (ML), have been integrated to predict energy consumption, and adjust the available capacity accordingly. With the emergence of PCGs, there is also a need to forecasting energy production, which is becoming as important as predicting energy consumption, in order to adjust available resources effectively.

Current prediction systems in smart grids are based on collecting demand/production information and analyzing data at cloud servers, where the value chain relies on access to data. In 5G enabled smart grids, it is expected that prosumer systems will involve massive machine type communication (mMTC) where downlink communication is used for power control and uplink communication is used for data collection [3]. However, this data collection model results in considerably large datasets to be fed into the prediction system. More importantly, in many jurisdictions, privacy and data protection legislation requires the development of new operating models in which there is no personal data collection.

Federated Learning (FL) [4], an extension of machine learning, enables multiple devices/servers to collaboratively learn a prediction model in a distributed manner while keeping all training data locally on the device, thus decoupling machine learning capability from the need to store data in a centralized entity. In Federated Edge Learning (FEEL) [5], [6], the global model training is performed at the Edge of the network. FEEL is particularly useful for delay-sensitive applications or congested backhaul networks, and it has been proposed as an interesting tool for household electrical load forcasting [7]. It provides a promising paradigm to enable decentralized learning without compromising data privacy.

The motivation behind this work is not only to design a privacy-aware integration mechanism for prosumers in 5Genabled smart grid architectures but also to enable prosumers to make optimal decisions using short-term and long-term predictions, as well as allow PCGs to build reliable decision processes collaboratively that maximize the length of the energy production-consumption relationships. Coupling the reliable wireless communications provided by 5G networks with intelligent learning supported by FEEL will help maximize stakeholder’s profits in the energy market.

The purpose of this work is twofold:

• To enable a multi-level decision process at the aggregator and the individual prosumer levels.

• To collaboratively build prediction models through federated learning and preserve the eco-system data privacy.

Specifically, the contribution of this work can be summarized as follows: (1) we discuss key elements for 5G empowered energy markets and highlight challenges related to their design, (2) we design a multi-stage energy forecasting framework and a decision process for PCGs empowered with FL using edge equipment, and (3) using real datasets, we evaluate the accuracy of load forecasts and the potential network load gain through simulations.

The remainder of this paper is structured as follows. The next section overviews prosumers’ integration in the smart grid along with existing issues and challenges. Then, we present the proposed architecture and detail the decision process framework using FEEL. Later, we discuss the simulation and obtained results. Finally, we conclude the paper and present some future work.

II. PROSUMERS IN SMART GRID: AN OVERVIEW

In this section, we present the key elements for prosumers’ integration in smart grids. We focus on the integration models, communication, and decisions and planning. Then, we present the existing issues and challenges in relation to these elements.

A. Key Elements in 5G Empowered Prosumers Markets The increase in population and industrial/commercial sectors drives an unprecedented growth in energy demand. This expansion leads to peak times when most users are simultaneously using electricity.

To overcome the electricity shortages, users may contribute to energy production and feed the network when needed. A user that simultaneously produces and consumes energy is known as a prosumer. A prosumer can produce energy using small renewable energy sources and store it in battery banks or Electric Vehicles (EVs) [8], [9] . In fact, an ever-increasing number of customers have local generation capability (i.e., Distributed Energy Resources – DERs), in addition to several adaptable loads, such as thermostatically-controlled loads and distributed energy storage devices. Moreover, EVs are also appealing as controllable loads [10]–[12] because they can be restricted for significant periods of time with no significant impact on end-use function.

The emergence of prosumers imposes new considerations for seamless smart grid integration. These considerations can be labeled into three levels: (i) integration and control model (e.g., market model), (ii) communication (e.g., requests, coordination), and (iii) pro-active decision making (e.g., forecasting).

Prosumers Integration Models: The increasing number of prosumers imposes significant changes on the electricity market and provides various opportunities for exchanging and balancing electricity production and demand. Future strategies require an efficient integration of prosumers into the competitive electricity market. In fact, several promising approaches have been proposed, such as peer-to-peer models, indirect customerto-customer trading, and prosumer community groups.

• Peer-to-Peer (P2P): In this model, prosumers are interconnected directly with each other in a completely decentralized manner. While this approach offers high flexibility and total autonomy, it comes with a high communication overhead underlying the search for suitable trading prosumers. Furthermore, an individual prosumer may not be able to produce energy that sufficient to match the fluctuating demand of a peer.

• Indirect Trading: Due to the nature of P2P networks, the search for suitable trading prosumers may be challenging and time-consuming. A potential solution to overcome this issue is energy brokers. The latter can be used to create a match between producers and consumers. However, relying on a central entity to manage the trading operations is not a scalable solution, as the broker will be overwhelmed when all the individual prosumers send the trading requests simultaneously.

• Prosumer Community Groups: On account of the freedom offered by the P2P paradigm and the organizational aspect of energy brokers, a group of prosumers can collectively – based on their behavior profiles and geographical structures, form a community known as PCG. The goals of a PCG are: (i) achieve a sustainable energy exchange, (ii) fulfill the energy demands for external customers, (iii) increase the income, and (iv) reduce the costs.

The integration of various DERs and EVs provides further opportunities for the development of innovative business models and energy ecosystems. However, the heterogeneous nature of energy sources [1] and their requirements urge novel approaches for prosumers’ market design. Determining the integration model of the prosumers is indispensable to determine the required infrastructure for power distribution and communication.

Communication: Given the high uncertainties of consumption patterns, modern measurement units support fast monitoring with data refresh up to 50 times per second. Such updated frequencies open up enormous possibilities for fine-grained network control to support the complex energy markets’ transition towards more decentralized renewableoriented systems. Smart grids change the way energy is stored and delivered through vital information sharing among all the connected components. Home Area Network (HAN), smart meters, and home energy management systems (HEMSs) are largely used to prompt behavioral changes in energy consumption and storage, while among individual prosumers and PCGs, 5G networks facilitate information management through, for instance, the broadcast of information (e.g., price signal, weather data). Therefore, a reliable communication system is critical for the management of smart grids.

Pro-active Decisions and Planning: Analyzing and predicting prosumers’ behavior profiles are crucial during energy trading planning and future market design. Load forecasting is a key element for proactive decision-making, as it allows to measure the projected energy supply and the future consumption and thus change the operation strategy accordingly. Different horizon forecasts are subject to several studies in smart grids, as each serves a specific purpose according to the length of the forecast duration. For prosumer markets, the following forecast horizons are considered:

• Very short-term forecasting (seconds to minutes ahead) can be used for storage control for Vehicle-to-Grid (V2G), which are used to adjust small fluctuations. It is also necessary for electricity market clearing.

• Short-term forecasting (24 to 72 hours ahead) is crucial for key decision-making problems involved in the electricity market, such as economic dispatch and unit commitment.

• Medium and long-term forecasting (weeks to years ahead) are useful for maintenance scheduling in future systems and market planning.

An overall understanding of the factors that dominate prosumers’ behaviors and their interactions within the smart grid enables designing an efficient decision-making framework. While ML techniques enable designing intelligent and responsive energy markets, many challenges still lack extensive studies.

B. Issues and Challenges

The proliferation of DERs yields many challenges to market design for proactive distribution systems. The limitations of existing work are not essentially based on their working principle; instead, they are more related to security, privacy, with seamless integration into 5G networks. In the following, we dissect the existing challenges and explore the technical requirements for an optimal solution.

Heterogeneous DERs: Heterogeneous DERs, such as wind power and photo-voltaic (PV) are affected by different external conditions. For instance, solar radiation and solar altitude have substantial effects on PV, while wind power is directly related to wind speed. Since accurate predictions of these weather factors are challenging to obtain, their uncertainties inevitably lead to large errors when predicting DER production. Moreover, the topology information is often unavailable due to frequent changes at the individual prosumers level. For instance, EVs can appear once every few hours per day, making it hard for an aggregator to forecast EVs’ willingness to share energy. Besides, these individual prosumers are unable to compete with traditional energy generators, as their energy supply is small and often unpredictable. The high fluctuations in the consumption and generation profiles are due to the volatility of the production and consumption profiles, which motivates coordination among prosumers on a shorter time scale and personalized level to attain more accurate results. The coordinated control of heterogeneous DERs can provide further opportunities for achieving better energy regulation.

Consumption Load Forecasting: While energy production depends heavily on uncertain weather conditions, consumption, on the other hand, is affected by the users’ habits and behavior. Several prediction methods (e.g., Support Vector Regression, Long Short-Term Memory) [7], [13] have been widely used in the literature to predict consumption profiles. Hybrid approaches combining time-series forecasting with other methods, such as decision trees and consumer clustering help improve the forecasting results. Nonetheless, the individual short-term load profiles remain uncertain and hard to predict compared to an aggregate prediction. Therefore, a PCG selling energy to the grid is more reliable in providing a more sustainable energy supply in contrast to individual prosumers.

Communication Overhead: As system operators need to assess the reliability of DERs and measure their participation to maintain the market equilibrium, reliable communication is a crucial enabler for smart energy markets. Moreover, the rapid growth of EVs adoption is paving the way for the deployment of at-scale smart EV chargers offering new ways to communicate with prosumers and near-real-time interfacing with the EV battery management system. However, due to the shift towards decentralized models and the rapid changes in the demand, the energy market imposes extreme communication requirements as metering and decision processes should be performed at very high frequencies. Several solutions have been designed to reduce the communication overhead, such as relying on reinforcement learning [13] and federated learning [7].

Prosumer Group Formation: The formation of stable PCGs is essential for sustainable energy sharing [14], [15] [16]. Therefore, it is essential to design strategies for optimal formation, growth, and management of PCGs. The first approach towards the formation of prosumer groups that can be considered is geographical proximity. As the trading market evolves, the similarity of prosumers’ energy-sharing behaviors can be used to form stable coalitions. Additionally, the efficiency of PCGs can be further enhanced through unified goals, such as fulfilling the energy demands for external customers, maximizing profits, and reducing costs [15].

User & Data Privacy: One of the critical operations in energy market planning is knowledge extraction from historical consumption data. Nonetheless, these data contain sensitive information about users (e.g., device usage, household occupancy), which imposes new requirements related to data privacy and necessitates the design of knowledge extraction methods immune to malicious interception and misuse. The centralized management paradigm is inadequate for the privacy-sensitive power distribution market. In contrast, the decentralized structure for the energy market has become

Fig. 1: Prosumers in smart grid: overview and use-cases.

an essential subject in smart grid literature. Additional techniques, such as Battery-based Data Masking, authentication and authorization, and Federated Learning, have been used in this setting to enhance privacy [17].

An inadequately planned prosumer market and poorly designed decision processes will severely impact consumer empowerment and the sustainability of energy markets. It is, therefore, crucial to take into account different issues when designing architectures and mechanisms for energy markets.

III. SMART GRID PROSUMER COMMUNITY EMPOWERED FEDERATED EDGE LEARNING A. System Architecture

Figure 1 illustrates a reference architecture for a smart grid. A smart grid is mainly built upon a bi-directional communication between users and utilities. The underlying connectivity between smart grid elements is ensured by a wireless 5G network via base stations and gNodeB. A centralized controller (e.g., at the gNodeB level) is employed for traffic monitoring.

To ensure a sustainable energy infrastructure, the grid utilizes a Distributed Generator (DG) and incorporates heterogeneous DERs and produces a time-varying capacity. The integration of DERs requires controlling and monitoring, which can be achieved through computing and communication capabilities of edge and local devices. For instance, smart buildings integrate an agent CPU connected to HAN’s sensors/actuators which allows a seamless management of the appliances.

A set of prosumers within the same administrative domain can collectively form a PCG. A PCG aggregates heterogeneous DERs’ capacities and enables energy sharing among prosumers and with external entities, either for profit or for free [15]. However, due to the heterogeneity of the DERs, price fluctuations, the automation of energy sharing is rather challenging and requires a high level of coordination among different entities. As a result, information (e.g., weather data, pricing data) and commands flow between the utility, the controller, and prosumers.

The main objective is to efficiently utilize each energy source. For example, during the day, PV can be considered the primary source of energy, while batteries, more specifically the V2G model, can help regulate the needs during the day and be the most relied on at night. In doing so, a PCG utilizes forecasted consumption and production values to determine whether the production goals can be met and make trading decisions accordingly.

In this article, we design a multi-stage framework for collaborative and sustainable energy sharing for PCGs.

Figure 2 shows in detail the two processes of the proposed framework: Training and Decision. The training is performed using FEEL, which is mainly privacy-preserving collaborative training of the load forecasting models. While in the decision process, individual prosumers use the resulting models to make predictions to make optimal decisions.

B. Training Process: FEEL-based Short-term Load Forecast- ing Current energy trading markets use one-day ahead predictions. However, these predictions are often inaccurate, which in consequence leads to unmatched energy production. By leveraging the HAN edge equipment and the rapid 5G communication [18], [19], decisions can be taken in near-real-time to match the unpredictable demand [20]. For instance, EVs charging loads are small and unpredictable in the longterm [21], making them inadequate for one-day ahead planning in the V2G context. In contrast, the solar power production curve over a day is usually bell-shaped and can be easily predicted based on weather data. Consequently, prediction

Fig. 2: Training and decision processes of the proposed scheme.

horizons should be chosen depending on the predictability of each DER type and the required data to make the prediction. Values related to residents’ behaviors should have shorter prediction horizons (e.g., a few seconds or minutes ahead ) compared to values that depend on the weather (e.g., up to several hours ahead).

For each prosumer, the prediction model takes as an input a series of surplus power data for the last few intervals and produces an estimation of the surplus or shortage power in the next interval. Targeting more accurate predictions, we use separate models for production and consumption to calculate the estimate. Energy production depends mostly on weather conditions. The required meteorological data for forecasting can be easily obtained by local weather stations and broadcasted by the PCG aggregator. DER power prediction uses models that map historical data to output power through mining the potential rules and relationships of the training data. For instance, the PV production curve is usually bellshaped with fluctuations during the day depending on solar irradiance, whereas wind energy depends on wind speed and direction. While these factors can be forecasted accurately a few hours ahead, load profiles for EVs and consumption can only be forecasted up to a few minutes ahead due to individual behaviors’ uncertainty.

Moreover, the model should be adapted for each individual prosumer. In fact, the consumption load depends on the individual prosumer’s habits, whereas for energy, there are additional factors that affect production, such as the direction solar panels are facing and their position. Due to the scarcity of local data, collaboration among PCG members, in addition to energy sharing, involves a distributed training of the prediction models. FEEL allows training models among the PCG members at the edge of the network while preserving the privacy of the prosumers by keeping data locally [7]. Training models using FEEL ensures that the obtained model is not overfitting as it is trained on a large dataset. In FL, the training of the model takes several communication rounds before converging. Typically, a global model is initialized by the PCG aggregator and sent to a subset of the prosumers who independently train the model using their local historical data and upload their gradient updates to the PCG aggregator. The participating subset is ideally selected at random, however, due to the communication bottleneck in wireless edge networks, the selection is based on the wireless channel state, the computing resources, and the amount and quality of the training data. The received local updates are aggregated by averaging, and a global model is obtained. Afterward, the aggregator sends the global model to a new subset of prosumers, and a new iteration begins where each device computes the gradient updates and uploads it, until the model converges. The final model is then broadcasted to the community. To make the model personalized for each prosumer, the obtained model is retrained locally for each prosumer. The FEEL process is repeated periodically to adapt the models to different changes in the prosumers’ side (e.g., new appliances, different habits) and the external conditions.

C. Multi-stage Decision Process

As mentioned above, the PCG leverages communication and energy storage to achieve collective values and goals. However, individual decisions of prosumers are based first on individual self-sufficiency goals. To maintain PCG stability, the trading decisions should take into account the individual prosumers’ decisions. As a result, the decision process for energy trading comprises two distinct levels:

At the aggregator level: Based on the overall predicted values of production and consumption, the aggregator decides the next action regarding energy trade: (i) sell energy if the local production is higher than the overall consumption, (ii) buy energy from external parties if the local production is less than the overall consumption, and/or (iii) request V2G to regulate small fluctuations in the demand. Regardless of the preliminary decision, the aggregator requests local decisions made by individual prosumers.

At the individual prosumer level: By using local prediction models, each prosumer estimates the difference between short-term local production and overall consumption. The predicted value serves as a basis for the prosumer’s participation or to signal a projected shortage. These values are then sent to the aggregator for finalizing the trading decisions. Individual prosumers may develop different decisions processes depending on their goals and preferences. For instance, a prosumer with altruistic values would use the energy infrastructure to share electricity with the community rather than selling it. In contrast, a prosumer with monetary goals would use it to sell electricity rather and gain revenue than share it.

Forecasting the difference between consumption and production has a significant influence over prosumer decisions for a subsequent period, which is indeed a fundamental operation for all decisions. For production, and for each type of DERs, different factors can be considered in the decision process. For example, each prosumer in V2G may take into account the battery level and estimate the length of time the vehicle will still be charging.

IV. NUMERICAL RESULTS This section first introduces the used dataset and then describes the prediction model and implementation details. Later, we discuss the evaluation results.

Dataset: This research was conducted using real data from the Pecan Street Inc. [22]. We used circuit-level electricity use data at 15 minutes intervals for a PCG, with PV generation and EV charging data for a subset of the PCG. The PCG is simulated by a subset of 18 prosumers who have similar properties from this dataset. A subset of 5 prosumers has EV data, and comprises the same kind of houses (detached-family homes), located in the same areas (i.e., Austin, Texas). The dataset is composed of records between May 2018 and August 2018, with 15 minutes resolution data for PV and overall consumption. We also used one-minute resolution data of EV consumption over a period of two weeks.

Prediction Models: We used identical models for consumption and solar energy production (Model 1), where each has two Long-Short Term Memory (LSTM) hidden layers composed of 128 neurons each. We used the Mean Squared Error as the Loss function and Adam as the optimizer. The models are trained using normalized data, transformed into sliding windows using 48-time steps to predict the next value. For the EVs, we trained a similar model (Model 2) with 200 LSTM cells in each layer, using 15 past minutes to predict the next 5 minutes.

We used 90% of data for training and 10% for testing. Each model is trained over 25 rounds and retrained using 8 epochs locally, with a subset of 5 prosumers chosen randomly in each round. The simulations were conducted on a Laptop with a 2.6 GHz Intel i7 Processor, 16GB of RAM memory, and NVIDIA GeForce RTX 2070 graphic card. We used Tensorflow Federated 0.4.0 with Tensorflow 1.13.1 backend.

Results:

1) Aggregator level models: The aggregator has access to the overall consumption of the PCG and the production of the DERs. In our case, it uses the prediction of the consumption alongside the forecasted PV power to make decisions. Figure 3 shows the prediction and the actual power for the PCG for the first 24 hours in the test set. The Root Mean Square Error (RMSE) of the PV power is negligible 3.99 W , whereas the overall consumption can be predicted with an RMSE of 4.71 W .

2) Prosumer level models: In order to evaluate the models obtained using FEEL, we compared the average RMSE of these models to the average RMSE of a centrally trained model. Table I summarizes the obtained RMSE for different models. In our case, the load forecast is on a granular level

Fig. 3: Overall prediction of production and consumption of the PCG at the aggregator level.

Fig. 4: Prediction of production and consumption of the first 24 hours in the test set for a sample prosumer.

(single house) and on a very short term (i.e., 15 minutes or less); therefore, the values of RMSE are achieved in Table I for various models are reasonable. The error margin is anticipated as similar values have been reported by previous work [7].

Figure 4 illustrates the improvements on predictions using personalization with FEEL for a prosumer from the PCG. Both models (PV and consumption) fit the actual data of the prosumer. As energy trading has high accuracy requirements, the improvement in the precision of the prediction will have a significant impact.

TABLE I: Average Power RMSE for the PCG.

Central Model Personalized Models

PV 0.25 ± 0.05 0.18 ± 0.04

Consumption 0.84 ± 0.28 0.65 ± 0.23

EV (1min) 0.13 ± 0.04 0.12 ± 0.04

EV (5min) 0.265 ± 0.04 0.277 ± 0.04

Fig. 5: Total size of data exchanged over wireless networks when training models using FEEL vs. centralized training.

3) Communication and Computation Overhead: Figure 5 shows the total data size sent over wireless networks when using FEEL compared to sending the data in one-minute resolution. While scheduling a larger number of prosumers in each round is preferable, more updates are exchanged over the network leading to costly communication (e.g., in terms of bandwidth, delay, and quality of experience). By adopting FEEL, where training is performed at the edge level, data exchange is less costly than frequent data uploads to a central server. With the growth of the need of more granular data, the gain when it comes to communication will be even more significant. Additionally, several compression and partial participation techniques can be explored to further reduce the communication overhead [4].

For the computation overhead, our configuration is able to predict the next step for PV and consumption using Model 1 just by taking an average of 0.37 ms, while predicting the next 5 steps using Model 2 for EV power takes an average of 38 ms. The multi-step prediction is a costly operation and requires deeper and more powerful models. Nonetheless, it remains necessary to maintain a sustainable prosumer participation.

V. OPEN ISSUES AND FUTURE RESEARCH DIRECTIONS Through this work, we have identified different open issues and interesting research directions that deserve further investigation:

Prosumers Regrouping: Individual prosumer behavior is impacted by the community’s organization, norms, and goals. A sustainable PCG can be extended through virtualization techniques to make a match among a wider number of prosumers who share similar goals and preferences.

Peer to Peer trading: To achieve a fully decentralized collaboration, Peer-to-Peer FL can be leveraged in the context of smart grid and energy markets. This approach removes the single point of failure that can be inherent in a PCG aggregator-based system. Furthermore, blockchain technology [23] can be used for reliable transactions [16].

Privacy and Security: Although FEEL is designed with privacy in mind, it is still vulnerable to several attacks such as Backdoor attacks and Poisoning attacks [24]. It is, therefore, necessary to investigate mechanisms for more reliable and resilient FEEL in smart grid environments.

VI. CONCLUSION

Managing prosumers over wireless networks in smart grids is a challenging task that requires proactive decisions and optimal planning. Given the stochastic nature of consumption and production load profiles and the privacy-sensitive aspect of these data, building predictive models for energy trading automation becomes a challenging operation. In this article, we presented the key enablers for integrating prosumers in the energy market. We discussed several challenges and issues concerning communication, privacy, and planning. Keeping these issues in mind, we designed a multi-stage energy forecasting framework using decentralized decisions based on short-term predictions. By leveraging edge equipment, we show that FEEL is a promising solution for tackling privacy challenges related to model training in PCGs. Furthermore, we proposed the integration of individual prosumers in the energy trading decisions as a key factor for a sustainable PCG.

ACKNOWLEDGMENTS

The authors would like to thank the Natural Sciences and Engineering Research Council of Canada, for the financial support of this research.

REFERENCES

[1] M. H. Rehmani, M. Reisslein et al., “Integrating renewable energy resources into the smart grid: Recent developments in information and communication technologies,” IEEE Transactions on Industrial Informatics, vol. 14, no. 7, pp. 2814–2825, 2018.

[2] M. Aloqaily, A. Boukerche et al., “An energy trade framework using smart contracts: Overview and challenges,” IEEE Network, vol. 34, no. 4, pp. 119–125, 2020.

[3] GSMA. (2020, Mar) Smart Grid 5G Network Slicing. [Online]. Available: www.gsma.com/futurenetworks/wiki/smart-grid-5g-network-slicing/ [4] J. Konečnỳ, H. B. McMahan et al., “Federated learning: Strategies for improving communication efficiency,” arXiv preprint arXiv:1610.05492, 2016.

[5] A. Tak and S. Cherkaoui, “Federated Edge Learning: Design Issues and Challenges,” IEEE Network, vol. 35, no. 2, pp. 252–258, 2021.

[6] A. Taik et al., “Data-Aware Device Scheduling for Federated Edge Learning,” arXiv:2102.09491 [cs], Feb. 2021, arXiv: 2102.09491. [Online]. Available: http://arxiv.org/abs/2102.09491 [7] A. Taïk and S. Cherkaoui, “Electrical load forecasting using edge computing and federated learning,” in IEEE International Conference on Communications. IEEE, 2020, pp. 1–6.

[8] E. Espe, V. Potdar et al., “Prosumer communities and relationships in smart grids: A literature review, evolution and future directions,” Energies, vol. 11, no. 10, p. 2528, 2018.

[9] D. Said et al., “Scheduling protocol with load managementfor EV charging,” in 2014 IEEE Global Communications Conference, Dec. 2014, pp. 362–367, iSSN: 1930-529X.

[10] D. Said et al., “Advanced scheduling protocol for electric vehicle home charging with time-of-use pricing,” Jun. 2013, pp. 6272–6276, iSSN: 1938-1883.

[11] J. Rezgui et al., “Smart charge scheduling for EVs based on two-way communication,” in 2017 IEEE International Conference on Communications (ICC), May 2017, pp. 1–6, iSSN: 1938-1883.

[12] D. Said et al., “Queuing model for EVs charging at public supply stations,” in 2013 9th International Wireless Communications and Mobile Computing Conference (IWCMC), Jul. 2013, pp. 65–70, iSSN: 2376- 6506.

[13] Y. M. Saputra, D. T. Hoang et al., “Energy demand prediction with federated learning for electric vehicle networks,” in IEEE Global Communications Conference. IEEE, 2019, pp. 1–6.

[14] N. Gensollen, V. Gauthier et al., “Stability and Performance of Coalitions of Prosumers Through Diversification in the Smart Grid,” IEEE Transactions on Smart Grid, vol. 9, no. 2, pp. 963–970, Mar. 2018, iEEE Transactions on Smart Grid.

[15] A. J. D. Rathnayaka, V. M. Potdar et al., “A Methodology to Find Influential Prosumers in Prosumer Community Groups,” IEEE Transactions on Industrial Informatics, vol. 10, no. 1, pp. 706–713, 2014.

[16] F. S. Ali, O. Bouachir et al., “SynergyChain: Blockchain-Assisted Adaptive Cyber-Physical P2P Energy Trading,” IEEE Transactions on Industrial Informatics, vol. 17, no. 8, pp. 5769–5778, Aug. 2021.

[17] A. Triantafyllou, J. A. P. Jimenez et al., “The Challenges of Privacy and Access Control as Key Perspectives for the Future Electric Smart Grid,” IEEE Open Journal of the Communications Society, vol. 1, pp. 1934–1960, 2020.

[18] A. Abouaomar et al., “Resource Provisioning in Edge Computing for Latency-Sensitive Applications,” IEEE Internet of Things Journal, vol. 8, no. 14, pp. 11 088–11 099, Jul. 2021, conference Name: IEEE Internet of Things Journal.

[19] A. Filali et al., “Multi-Access Edge Computing: A Survey,” IEEE Access, vol. 8, pp. 197 017–197 046, 2020, conference Name: IEEE Access.

[20] K. Chen, J. Lin et al., “Trading strategy optimization for a prosumer in continuous double auction-based peer-to-peer market: A predictionintegration model,” Applied Energy, vol. 242, pp. 1121–1133, May 2019.

[21] J. Wu, J. Hu et al., “Multi-time scale energy management of electric vehicle model-based prosumers by using virtual battery model,” Applied Energy, vol. 251, p. 113312, Oct. 2019.

[22] “Pecan Street Inc. Dataport 2021 [Online] https://dataport.pecanstreet.org/.”

[23] H. Moudoud et al., “An iot blockchain architecture using oracles and smart contracts: the use-case of a food supply chain,” in 2019 IEEE 30th Annual International Symposium on Personal, Indoor and Mobile Radio Communications (PIMRC), 2019, pp. 1–6.

[24] A. Taïk et al., “Data-quality based scheduling for federated edge learning,” in 2021 IEEE 46th Conference on Local Computer Networks (LCN), 2021, pp. 17–23.