arXiv:2208.06132v3 [cs.IT] 7 Jun 2024

On the Physical Layer Security of Visible Light Communications Empowered by Gold Nanoparticles

GEONHO HAN^1 , HYUCKJIN CHOI^1 , RYEONG MYEONG KIM^2 , KI TAE NAM^2 , JUNIL CHOI^{1*} , AND THEODOROS A. TSIFTSIS^3

1School of Electrical Engineering, Korea Advanced Institute of Science and Technology, Daejeon 34141, South Korea 2Department of Materials Science and Engineering, Seoul National University, Seoul 08826, South Korea 3Department of Informatics and Telecommunications, University of Thessaly, 35100 Lamia, Greece *Corresponding author: junil@kaist.ac.kr

Compiled June 11, 2024

Visible light is a proper spectrum for secure wireless communications because of its high directivity and impermeability in indoor scenarios. However, if an eavesdropper is located very close to a legitimate receiver, secure communications become highly risky. In this paper, to further increase the level of security of visible light communication (VLC) and increase its resilience against to malicious attacks, we propose to capitalize on the recently synthesized gold nanoparticles (GNPs) with chiroptical properties for circularly polarized light resulting the phase retardation that interacts with the linear polarizer angle. GNP plates made by judiciously stacking many GNPs perform as physical secret keys. Transmitters send both the intended symbol and artificial noise to exploit the channel variation effect by the GNP plates, which is highly effective when an eavesdropper is closely located to the legitimate receiver. A new VLC channel model is first developed by representing the effect of GNP plates and linear polarizers in the circular polarization domain. Based on the new channel model, the angles of linear polarizers at the transmitters and legitimate receiver are optimized considering the effect of GNP plates to increase the secrecy rate in wiretapping scenarios. Simulations verify that when the transmitters are equipped with GNP plates, even if the eavesdropper is located right next to the legitimate receiver, insightful results on the physical layer security metrics are gained as follows: 1) the secrecy rate is significantly improved and 2) the symbol error rate gap between the legitimate receiver and eavesdropper becomes much larger due to the chiroptical properties of GNP plates.

http://dx.doi.org/10.1364/ao.XX.XXXXXX

1. INTRODUCTION

Future wireless communication systems require high data rate, ultra-reliability, and low latency to satisfy the needs of advanced applications while available spectrum is limited. For short range communications, one of the candidates to fulfill these requirements is a visible light communication (VLC) system that usually exploits light emitting diodes (LEDs) as transmitters, and photodiodes (PDs) as receivers [1, 2]. In VLC systems, the shortage of spectrum is not an issue due to the extremely high frequency, i.e., about 400 to 790 THz, of visible light. Moreover, the inherent directivity and impermeability of VLC signals prevent information leakage, which enhance the secrecy rate compared to the wireless communication systems using radio frequency (RF) bands [3, 4]. Due to these advantages, beyond fifth generation (5G) or sixth generation (6G) networks aim to achieve high physical layer security by adopting the visible spectrum [5–7]. There are additional benefits for the VLC systems such as low implementation cost by using existing infrastructure, and dual function of illumination/communications with low power consumption using LEDs [8].

A. Technical Literature Review Various works have been studied for precoding techniques in VLC systems to enhance the physical layer security. In [9], the artificial noise was added to zero-forcing (ZF) precoder to improve the secrecy rate. A signal-to-interference-plus-noise ratio (SINR) maximization problem was performed by optimizing simultaneous beamforming and jamming to avoid wiretapping with a randomly located eavesdropper (Eve) in [10]. In [11], a ZF beamformer was designed to minimize secrecy outage probability with the signal-to-noise ratio (SNR) constraint for a legitimate receiver (Bob) by sampling the SNR space. A robust precoding for VLC systems using imperfect location information of Eve was proposed to guarantee the secrecy rate in

[12]. In [13], the transmit beamformers were designed to maximize the achievable secrecy rate considering the imperfect channel information, and channel mismatch. Robust secure beamforming was developed in simultaneous lightwave information and power transfer (SLIPT) VLC networks to support energylimited users with a nonlinear energy harvesting model in [14]. A hybrid system combining RF and VLC was proposed to maximize the sum secrecy rate of multi-users using joint precoding and user association in [15]. In [16], the inter-symbol interference generated by reflections was compensated by the ZF and artificial noise beamformers with the knowledge of Eve’s channel state information (CSI). In [17–19], quantum key distribution (QKD) protocols led to high secret key rates by considering limitations on Eve’s power collection ability and implementing exclusion zones around Bob.

Recently, intelligent reflecting surface (IRS) has been used in VLC systems to improve security by exploiting the advantages of IRS, e.g., the power of creating favorable multi-paths, low power consumption, and coverage extension. An IRS-aided VLC system was designed to improve the physical layer security by making the signals toward Eve weak using the IRS reflections in [20]. In [21], an IRS was adopted to increase the secrecy rate with an iterative Kuhn-Munkres algorithm in a multi-user situation. In [22], the beamforming weights at LEDs and IRSs were optimized to achieve high secrecy capacity by using deep reinforcement learning.

There also have been many works to improve the secrecy rate of VLC systems by developing modulation schemes. In [23], a constellation design based on generalized space shift keying (GSSK) was proposed to minimize the bit error rates (BERs) of legitimate receivers simultaneously degrading Eve’s BER performance. Secrecy rate bounds were derived in [24] to better exploit spatial modulation that activates one transmitter at each time. A novel modulation technique modified from multiple pulse position modulation (MPPM) was proposed in [25] to provide secure Internet of Things (IoT) connectivity. In [26], pairwise coding (PC)-based multiband carrierless amplitude and phase (mCAP) modulation with chaotic dual-mode index modulation (DM) was developed for secure VLC systems.

B. Motivation

Most of previous works did not put much attention to the polarization of visible light though. In [27–30], linear polarizers were used to generate the orthogonally polarized light with either 0^∘ or 90^∘ degrees to mitigate mutual interference. In [31], polarization division multiplexing (PDM) was developed by representing the polarization states as the Stokes vectors and detecting the polarization using polarimeters. In [32], a hybrid wavelength division multiplexing (WDM) and PDM system was suggested to achieve high capacity by using compressed return to zero advanced modulation.

Motivated by the advancements for PDM discussed in [31, 32], which increased the achievable rates, we propose judiciously exploiting the polarization of visible light to enhance the physical layer security. The detection of polarization using polarimeters in [31], however, is not appropriate for wireless communications since the rotation rate of waveplate in the polarimeter is too slow compared to a symbol period [33]. For practicality, we need to design a secure VLC system incorporating the polarization by only adopting PDs as the receivers.

C. Our Contributions In this paper, we propose a gold nanoparticle (GNP)- empowered secure VLC system with linear polarizers for indoor environments. The GNPs have chiroptical properties that can yield different circular dichroism (CD) and optical rotatory dispersion (ORD) for the incident light, which denote the effects of differential absorption and refraction for left circularly polarized (LCP) and right circularly polarized (RCP) light, by controlling the type, pattern, and size of GNPs [34].

The main contributions of our paper are summarized as follows.

• We first derive the effects of GNP plate, which is a panel composed of GNPs, and linear polarizer in the circular polarization (CP) domain.

• The overall VLC channel model including the effects of GNP plates and linear polarizers is derived when each transmitter is equipped with a GNP plate, a linear polarizer, and an LED, and a receiver is equipped with a linear polarizer and a PD.

• The angles of linear polarizers at the transmitters and Bob are optimized to improve the secrecy rates without the knowledge of Eve in indoor eavesdropping scenarios.

• It is numerically verified that the proposed GNPempowered VLC system can significantly improve the secrecy rate, and symbol error rate (SER) metrics in particular for the locations near Bob.

Since this is the very first work proposing to exploit the GNPs for VLC systems, our work is corroborated by simulation results following the same steps as the development of other wireless communication technologies, e.g., multipleinput multiple-output (MIMO) systems [35, 36], IRSs [37–39], or satellite communications [40, 41]. We plan to perform real experiments to physically verify the effectiveness of proposed GNP-empowered VLC system in the near future.

Note that, although the GNPs require gold to fabricate, the cost can be quite affordable. For a GNP plate with 1 cm × 1 cm size and hexagonal pattern, the total volume of GNPs in the plate can be obtained as V_{tot} =^{Atot}_{Ahex} N_{hex}V_{GNP} where A_{tot} = 1 cm^2 is the total area of the plate, A_{hex} = 12 √ 3 × 10^{−14} m^2 is the area of a hexagon, N_{hex} = 3 is the number of GNPs in a hexagon, and V_{GNP} = (200 nm)^3 is the volume of a GNP. Using V_{tot}, the density of gold, and the price of gold per one gram, this GNP plate production cost becomes just 1.17 cents. Therefore, the mass production of GNPs would be possible, making the GNP-empowered VLC system feasible. For more details of the fabrication of GNP plate, we refer to the section “Methods" in [42], which specifically elaborates the synthesis of GNPs and fabrication process of GNP plate.

This paper is organized as follows. In Section 2, we first show the overall structure of GNP-empowered VLC system and present the chiroptical properties of GNPs and then derive the effective VLC channel model of GNP-empowered system. Taking this model into account, we optimize the linear polarizer angles at the transmitters and Bob to improve the performance and design the precoders for intended symbol and artificial noise in Section 3. In Section 4, we show the performance improvement with respect to the secrecy rate and SER when using GNP-empowered VLC system in indoor scenarios via simulation results. Finally, we conclude the paper in Section 5.

Fig. 1. The conceptual figure of proposed GNP-empowered VLC system.

Fig. 2. The VLC channel paths between a transmitter and a receiver generated by WiThRay [43].

Notation: a, a, and A denote a scalar, vector, and matrix. |a| and ∠a denote the magnitude and angle of a. ‖a‖ represents the Euclidean norm of a. (·)^T, (·)^∗, (·)^{−1}, and (·)^† are the transpose, complex conjugate, inverse, and pseudo inverse. A normal distribution with mean μ and variance σ^2 is denoted as N (μ, σ^2). R_+ represents the set of positive real numbers. 1_N , 0_{M×N}, and I_N denote the N × 1 all-ones vector, all-zeros matrix with the size M × N, and identity matrix with the size N × N. Re(·) and Im(·) are the operations extracting the real and imaginary parts of a given complex number. The Kronecker and Hadamard products of a and b are represented as a ⊗ b and a ⊙ b. max(a, b) is the max function that returns the largest value between a and b. diag(·) denotes the diagonal matrix. E {·} and N (·) are the expectation and null space operators. f^′(·) and f^{′′}(·) denote the first and second derivatives of a function f (·).

2. SYSTEM MODEL

We focus on an indoor GNP-empowered VLC system with N_t transmitters located separately, the legitimate receiver Bob, and a randomly located eavesdropper Eve.^1 The transmitters are uniformly located on the ceiling, and each transmitter is equipped with a GNP plate, a linear polarizer, and an LED, while Bob and Eve are both equipped with only a linear polarizer and a PD. Fig. 1 shows the concept of proposed GNP-

1While we focus only on the single Eve case in this section for simplicity, we consider multiple Eves for numerical studies in Section 4.

Table 1. List of important parameters.

Parameter Description

g_{mn} the n-th path-loss of VLC channel

between the m-th LED and a PD

I_{DC} DC bias

a_{{L,R}} absorption factors for LCP and RCP light

ā_{{L,R}} transmittance for LCP and RCP light

Δφ difference of phase retardation

between LCP and RCP light

θ_m linear polarizer angle at the m-th transmitter

θ_{{B,E}} linear polarizer angles at Bob/Eve

ϑ_{{B,E},n} phases of the n-th path

due to the propagation delay for Bob/Eve

ζ current-to-light conversion efficiency

η PD’s responsivity

(s_I, s_a) intended symbol and artificial noise

(w, W_a) precoders for s and s_a

empowered VLC system. The GNP plates work as physical secret keys; therefore, the proposed system is a hybrid scheme of using both artificial noise and physical secret key to enhance secrecy performance.

Due to the strong directivity of signals in the visible light spectrum, the line-of-sight (LOS) path has larger gain compared to the strongest non-LOS (NLOS) path, i.e., the first reflected path [44–46]. In [47], the average sum rate of VLC system with the LOS blockage is sharply declined. We, however, take into account the NLOS paths as well to consider a realistic VLC channel, which is generated using a versatile ray-tracing simulator (WiThRay) [43]. The VLC channel paths between a transmitter and a receiver are depicted in Fig. 2. The parameters used throughout this paper are listed in TABLE I.

Fig. 3. The chiroptical properties of GNP plates depending on the different sizes with the same pattern.

Fig. 4. The chiroptical properties of GNP plates with respect to the different patterns with the same size. The pitch means the gap between adjacent GNPs.

A. GNP Properties We first explain some important chiroptical properties of GNP that vary the polarization of visible light in this section. The chiroptical properties of GNPs are the CD and ORD, which are the differential absorption and refraction of LCP and RCP light [48]. The differential refraction caused by the GNPs results in differential phase retardation between the incident LCP and RCP light. A GNP plate, which can be fabricated with a low cost, is made by judiciously stacking GNPs with different types and sizes [48]. This elaborated arrangement of GNPs makes it possible to precisely control the amplitudes and phases of outgoing LCP and RCP light. In the CP domain, the chiroptical properties of GNP plate for the polarized incident light can be represented as N = √ 1 − a_L 0 0 √ 1 − a_Re^{jΔφ} = √ ā_L 0 0 √ ā_Re^{jΔφ}

, (1)

where a_L and a_R are the absorption factors (i.e., ā_L and ā_R are the transmittance) for the LCP and RCP light with the range of [0, 1], and Δφ is the difference of phase retardation between the LCP and RCP light. Figs. 3 and 4, which are obtained by measuring the visible light passing through the GNP plates with the same procedure in [48], show the CD and ORD for GNP plates with distinct sizes of GNPs and patterns of GNP plate. It is clear from the figures that, by using different sizes of GNPs and patterns of GNP plate, the CD and ORD significantly change with the wavelength of visible light [42].

Next, we transform the GNP properties specified in the Stokes vector to the Jones vector to handle the VLC signals in the CP domain. Note that the Jones vector provides a straightforward representation for signals, but just for the fully polarized light while the Stokes vector spans the space of all the possible polarization states of electromagnetic radiation including unpolarized and partially polarized light as well as the fully polarized light. Thus, we also use the Stokes vector representation to describe the unpolarized transmit signal radiated from LEDs in Section 2.B.

The Stokes vector, which is associated with the intensity and polarization ellipse parameters of light, indicates the polariza-

tion state of electromagnetic field. The Jones vector [ E_x E_y

]_T

represents the polarization of light as transverse waves. The Stokes vector has the relation with the Jones vector as [33, 49] I I p cos(2χ_1) cos(2χ_2)

I p sin(2χ_1) cos(2χ_2)

I p sin(2χ_2) = |E_x|^2 + |E_y|^2

|E_x|^2 − |E_y|^2

2Re(E_x E^∗_y )

−2Im(E_x E^∗_y )

, (2)

where I is the total intensity of light, p is the degree of polarization for the state of polarization, e.g., completely polarized, partially polarized, and unpolarized, χ_1 and χ_2 denote the ORD and CD, and E_x and E_y are the complex amplitudes of Jones vector in the linear domain, i.e., the Cartesian coordinates. By using this relation, we can define the transformer J {·} from the Stokes vector into the Jones vector as

J |E_x|^2 + |E_y|^2

|E_x|^2 − |E_y|^2

2Re(E_x E^∗_y )

−2Im(E_x E^∗_y ) = E^x E_y

. (3)

The LCP and RCP complex amplitudes E_L and E_R can be obtained using the transformation matrix T_{L→C} for E_x and E_y in (3) as

E^L E_R

= T_{L→C}

E^x

E_y

, T_{L→C} = 1√ 2 1 −j 1 j . (4)

Note that the parameters related to the GNP properties in (1) can be extracted from measurements. For example, by measuring the linearly polarized light with 0^∘ degree passed through a specific GNP, the LCP and RCP complex amplitudes of this GNP E^′_L and E^′_R are first obtained. With these values, the GNP properties in (1) can be extracted from the relation [48] E^{′L} E^′_R = N 1 1 . (5)

B. Effective Channel Modeling In this subsection, we elaborate the signal and effective channel models including the effects of GNP plates and linear polarizers. In the scenarios of interest, N_t LEDs that work as the transmitters transmit direct current (DC)-biased signals, which are composed with the intended symbol for Bob and the artificial noise to disguise Eve. The DC bias is necessary to obtain positive real-valued transmit signals after applying real-valued precoding techniques [50]. The real-valued symbol modulated transmit signals with the DC bias from the LEDs are represented as

x = ζP_{TX}(I_{DC}1_{Nt} + s),

s = ws_I + 1 N_t

W_as_a, (6) where ζ is the current-to-light conversion efficiency, P_{TX} is the optical power at the LED, I_{DC} ∈ R_+ is the DC bias to satisfy |s| ⪯ I_{DC}1_{Nt} with the precoded symbol s, and w and W_a are the precoders for the intended symbol s_I and the artificial noise s_a, respectively, with the constraint such that E { |s_m|^2 } ≤ 1.

We randomly obtain the artificial noise s_a among symbols different from the intended symbol s_I within the constellation set. In (6), x_m, the m-th component of x, represents the intensity of unpolarized transmit signal radiated from the m-th LED, which corresponds to I = x_m and p = 0 in (2). Thus, x_m is represented using the Stokes vector as [51]

x_{S,m} = x_m 0 0 0 . (7)

To increase the secrecy rate by the phase retardation effect of GNP plates, we employ commercially available linear polarizers that can control the phase retardation of light in the CP domain. The linear polarizer with the angle θ in the linear domain is well represented as the Jones matrix

L_{xy}(θ) = cos^2(θ) cos(θ)sin(θ) cos(θ)sin(θ) sin^2(θ)

. (8)

We need the linear polarizer representation in the CP domain to derive the overall channel model with the GNP plates. From the fact that the linear polarization in the CP domain after the transformation by T_{L→C} equals to the transformation by T_{L→C} after linear polarization in the linear domain, the linear polarizer in the CP domain is derived as

L_{LR}(θ) = T_{L→C}L_{xy}(θ)T^{−1}_{L→C} = 1 2 1 e^{−j2θ} e^{j2θ} 1

, (9)

which retards the RCP light by 2θ with respect to the LCP light. We also need to obtain the Müller matrix of linear polarizer in the linear domain to express the Stokes vectors of transmit signals having the unpolarized state as in (7) since the Jones calculus only deals with the polarized light. The Jones matrix can be transformed into the Müller matrix as [52]

M = T_{J→M}(J ⊗ J^∗)T^{−1}_{J→M} (10)

with

T_{J→M} =

1 0 0 1

1 0 0 −1

0 1 1 0

0 j −j 0

, (11)

where J is an arbitrary Jones matrix. Using the Jones matrix of linear polarizer in (8) and the transformation in (10), the Müller matrix of linear polarizer with the angle θ in the linear domain is given as

L^M_{xy}(θ) = 1 2

1 cos(2θ) sin(2θ) 0

cos(2θ) cos^2(2θ) sin(2θ)cos(2θ) 0

sin(2θ) sin(2θ)cos(2θ) sin^2(2θ) 0

0 0 0 0 .

(12)

Using (7) and (12), the transmit signal after passing through the linear polarizer with the angle θ_m at the m-th transmitter is denoted as

L^M_{xy}(θ_m)x_{S,m} = x_m 2

1 cos(2θ_m)

sin(2θ_m) 0 . (13)

The wireless channel model consisting of GNP plates, pathloss by the VLC geometry, and linear polarizer at the receiver can be represented in the CP domain by taking the propagation delay into account as

H̃_C =^{NNLOS}∑ n=0 1 2 I^{Nt} e^{−j2θC} I^{Nt} e^{j2θC} I_{Nt} I_{Nt} × G^{C,n}diag(e^{jϑC,n} )

Ā_{L,C,n} 0_{Nt ×Nt}

0_{Nt ×Nt} G_{C,n}diag(e^{jϑC,n} )Ā_{R,C,n}

(14)

with Ā_{L,C,n} = diag(ā_{L,C,n}),

Ā_{R,C,n} = diag(ā_{R,C,n} ⊙ e^{jΔφ}C,n ). (15)

In (14) and (15), C ∈ {B, E} with B and E denoting Bob and Eve, θ_C is the linear polarizer angle at the receiver, the 0-th path is for the LOS path, N_{NLOS} is the number of NLOS paths obtained through a single reflection, G_{C,n} = diag(g_{C,n}) with g_{C,n} = [√ g_{C,1n}, · · · , √g_{C,Ntn}

]_T where g_{C,mn} is the n-th pathloss g_{mn} for C, ϑ_{C,n} = [ϑ_{C,1n}, · · · , ϑ_{C,Ntn}]^T with ϑ_{C,mn} denoting the phase of the n-th path due to the propagation delay for C, and ā_{L,C,n}, ā_{R,C,n}, and Δφ_{C,n} are the transmittance and the phase retardation differences for the LCP and RCP light of the n-th path toward C, which are obtained from (5).

The received signals before arriving at the PD are

r^{L,C} r_{R,C}

= H̃_C

[T_{L→C}J { L^M_{xy}(θ_1)x_{S,1} } ]_L . . [T_{L→C}J { L^M_{xy}(θ_{Nt} )x_{S,Nt} } ]_L

[T_{L→C}J { L^M_{xy}(θ_1)x_{S,1} } ]_R . . [T_{L→C}J { L^M_{xy}(θ_{Nt} )x_{S,Nt} } ]_R

, (16)

where J {·} is the transformer defined in (3), and [·]_{{L,R}} denotes the LCP or RCP component. In (16),

T_{L→C}J { L^M_{xy}(θ_m)x_{S,m} } is simply given as

T_{L→C}J { L^M_{xy}(θ_m)x_{S,m} } = √ x_m 2 e^{−jθm} e^{jθm}

. (17) y_C = η 16 N_t

∑_{m=1}^{NNLOS}∑_{n=0}^gC,mn^xm (| | | √ ā_{L,C,mn}e^{j(ϑC,mn−θm)} + √ ā_{R,C,mn}e^{j(ϑC,mn−2θC+θm+ΔφC,mn)} | |^2 + | | | √ ā_{L,C,mn}e^{j(ϑC,mn+2θC−θm)} + √ ā_{R,C,mn}e^{j(ϑC,mn+θm +ΔφC,mn)} | | |^2 ) + z_C = η 8 N_t

∑_{m=1}^{NNLOS}∑_{n=0}^gC,mn^xm ( ā_{L,C,mn} + ā_{R,C,mn} + 2 √ ā_{L,C,mn}ā_{R,C,mn}cos(2θ_C − 2θ_m − Δφ_{C,mn}) ) + z_C

= η 8 N_t

∑_{m=1}^heff,C,m^xm^{+ z}C^{= η}_8^{hT}eff,C^{x + z}C^{(20)}

Using (17), the received signals from the m-th transmitter in the CP domain r_{L,C,m} and r_{R,C,m}, which are the m-th components of r_{L,C} and r_{R,C} in (16), before arriving at the PD can be represented as

r_{L,C,m} =

N_{NLOS}

∑_{n=0}

√g_{C,mn}x_m 4 ( √ ā_{L,C,mn}e^{j(ϑC,mn−θm)} + √ ā_{R,C,mn}e^{j(ϑC,mn−2θC+θm +ΔφC,mn)} ) ,

r_{R,C,m} =

N_{NLOS}

∑_{n=0}

√g_{C,mn}x_m 4 ( √ ā_{L,C,mn}e^{j(ϑC,mn+2θC−θm )} + √ ā_{R,C,mn}e^{j(ϑC,mn+θm +ΔφC,mn)} ) . (18)

Since the PD can measure only the intensity of signals [53], the received signal at the PD is represented as

y_C = η

N_t

∑_{m=1}^{(|r}L,C,m^{|2 + |r}R,C,m^{|2) + z}C^{, (19)}

where η is the PD’s responsivity, and z_C ∼ N (0, σ^2_t ) is the thermal noise at the PD [44]. Using (18) for (19), the received signal at the PD is shown in (20) at the top of this page, where h_{eff,C,m} is given as

h_{eff,C,m} =

N_{NLOS}

∑_{n=0}^gC,mn ( ā_{L,C,mn} + ā_{R,C,mn} + 2 √ ā_{L,C,mn}ā_{R,C,mn}cos(2θ_C − 2θ_m − Δφ_{C,mn}) ) , (21)

which is the effective channel including the effects of path-loss, linear polarizers, and GNP plates. The received signal model in (20) clearly shows that the phase ϑ_{C,mn} due to the propagation delay in (14) has no impact on the received signal at the PD. The final received signal model after eliminating the DC bias is represented as

ỹ_C = ρh^T_{eff,C} ( ws + 1 N_t

W_as_a ) + z_C, (22)

where ρ =^{ηζPTX}_8 .

3. PRECODER DESIGN AND LINEAR POLARIZER AN- GLE OPTIMIZATION

A. Precoder design While some works, e.g., [11, 12], are based on the assumption that the transmitters know the information of location and channel of Eve, we design the precoders w and W_a with respect to the effective channel of Bob h_{eff,B} since the information of location and channel of Eve cannot be known at the transmitters. To maximize the SINR of Bob, the precoders w and W_a for the intended symbol and the artificial noise are chosen as

w = h_{eff,B} ‖h_{eff,B}‖ , W_a = I_{Nt} − h_{eff,B}h^†_{eff,B}, (23)

where W_a is the orthogonal projection matrix with respect to h_{eff,B}. From (23), it is clear that the maximum ratio transmission (MRT) precoder is used for the intended symbol to maximize the received power by aligning the phases of h_{eff,B} as

h^T_{eff,B}w = ‖h_{eff,B}‖, (24)

which is also called as matched filter or coherent combining. The ZF precoder is used for the artificial noise, which projects the artificial noise on the nullspace of h_{eff,B} to minimize its impact to Bob while the artificial noise works as interference for Eve as

h^T_{eff,B}W_a = 0^T,

h^T_{eff,E}W_a = h^T_{eff,E} − h^T_{eff,E}h_{eff,B}h^†_{eff,B} ≠ 0^T. (25)

B. Linear polarizer angle optimization

The SINRs of Bob and Eve are highly affected from the angles of linear polarizers. In the angle optimization, we consider the effective channels to verify the feasibility of GNP plates in the wiretapping scenarios. We first optimize the linear polarizer angles at the LEDs θ_m to minimize the effective channel of Eve. It will be clear, however, that the optimized linear polarizer angles are independent of the instantaneous effective channel of Eve, which makes the proposed solution highly practical. Then, the linear polarizer angle at Bob θ_B is obtained to maximize the effective channel of Bob with the optimized angles at the transmitters.

Under the use of precoders w and W_a, we need to obtain optimized linear polarizer angles at the transmitters θ and Bob θ_B to maximize the secrecy rate. The SINRs at Bob and Eve can be represented as

SINR_B = ρ^2h^T_{eff,B}ww^Th_{eff,B}

σ^2_t = ρ^2‖h_{eff,B}‖^2 σ^2_t ,

SINR_E = ρ^2h^T_{eff,E}ww^Th_{eff,E}

ρ^2 N^2_t h T eff,EWaW T a h_{eff,E} + σ^2_t = N^2_t

h^{Teff,E} I+ N2t σ2t ρ2 ‖heff,E ‖2 I

heff,E

h^T_{eff,E} h_{eff,B} h^T_{eff,B} h_{eff,E} − 1

= N^2_t 1 f (h_{eff,B},h_{eff,E} ) − 1

, (26)

where

f (h_{eff,B}, h_{eff,E}) = h^T_{eff,E}h_{eff,B}h^T_{eff,B}h_{eff,E}

h^T_{eff,E} I + N2t σ2t ρ2 ‖h_{eff,E} ‖^2 I

h_{eff,E}

. (27)

According to (26), ‖h_{eff,B}‖^2 should be maximized to enhance SINR_B while f (h_{eff,B}, h_{eff,E}) needs to be minimized to degrade SINR_E. Simultaneously maximizing ‖h_{eff,B}‖^2 and minimizing f (h_{eff,B}, h_{eff,E}), however, is not possible in general. Therefore, we take a more practical approach in the following. Note that the components of h_{eff,E} are independent of each other due to the receiving mechanism of PD that measures each intensity of received signal as in (19). Assuming the angle of linear polarizer at Eve as θ_E = 0 (because this information cannot be known at the transmitters), the optimization problem to minimize the effective channel of Eve is represented as

min_{θm} ‖h_{eff,E}‖^2

s.t. − π 2 ≤ θ_m ≤ π 2 ∀m, (28)

which is represented using (21) as min θ_1,··· ,θ_{Nt}

f_E(θ_1, · · · , θ_{Nt} ) = N_t

∑_{m=1}^{NNLOS}∑_{n=0}^gE,mn^{cos(2θ}m^{+ Δφ}E,mn^) × ( cos(2θ_m + Δφ_{E,mn}) + √ ā_{L,E,mn} ā_{R,E,mn} + √ ā_{R,E,mn} ā_{L,E,mn} )

s.t. − π 2 ≤ θ_m ≤ π 2 ∀m. (29)

We first obtain stationary points of the objective function in (29) by solving f^′_E(θ_1, · · · , θ_{Nt} ) = 0 as

f^′_E(θ_1, · · · , θ_{Nt} ) = −

N_t

∑_{m=1}^{NNLOS}∑_{n=0}^{2g}E,mn^{sin(2θ}m^{+ Δφ}E,mn^) × ( 2 cos(2θ_m + Δφ_{E,mn}) + u_{E,mn} ) = 0, (30)

where u_{E,mn} =

√_{āL,E,mn}

ā_{R,E,mn} +

√_{āR,E,mn}

ā_{L,E,mn} > 2 is self-evident for

ā_{L,E,mn} ≠ ā_{R,E,mn}, which always holds for GNPs with the chiroptical properties. Therefore, the stationary points are the angles that satisfy ∑^{NNLOS}_{n=0} g̃_{E,mn}(θ_m)sin(2θ_m + Δφ_{E,mn}) = 0 with

g̃_{E,mn}(θ_m) = g_{E,mn} ( 2 cos(2θ_m + Δφ_{E,mn}) + u_{E,mn} ) . The solution, however, requires to have the exact value of the difference of phase retardation of Eve Δφ_{E,mn}, which is a function of the location of Eve. To have a practical, but suboptimal, solution, we set θ^∗ ≈ ( kπ 2 − E {Δφ_{E,mn}} 2 ) 1_{Nt} = θ^∗1_{Nt} , (31)

since the m-th element of optimal solution θ^∗_{opt} can be obtained from the i-th iteration satisfying ‖θ^i_{opt,m} − θ^{i−1}_{opt,m}‖ < ϵ with an arbitrary small value ϵ as

θ^i_{opt,m} = kπ 2 + 1 2 ∠ ∑ N_{NLOS}

n=0 g̃_{E,mn}(θ^{i−1}_{opt,m})e^{−jΔφE,mn}

∑^{NNLOS} n=0 g̃_{E,mn} (θ^{i−1}_{opt,m})e^{jΔφE,mn} (a) ≈ kπ 2 + 1 2 ∠ g̃^{E,m0}(θ^{i−1opt,m})e^{−jΔφE,m0} g̃_{E,m0}(θ^{i−1}_{opt,m})e^{jΔφE,m0} = kπ 2 − Δφ_{E,m0} 2 (b) ≈ kπ 2 − E {Δφ_{E,mn}} 2 , (32)

where k is an integer that satisfies the constraints in (29) and f^{′′}_E (θ^∗, · · · , θ^∗) > 0. In (32), (a) is from the fact that the LOS component has much larger channel gain compared to other NLOS components [44–46], and (b) is due to the unknown location of Eve, i.e., assuming the difference of phase retardation Δφ_{E,mn} lies in the range of [Δφ_L, Δφ_U] with the lower bound Δφ_L and the upper bound Δφ_U, we set E {Δφ_{E,mn}} =^{ΔφL +ΔφU}_2 to minimize the difference in average sense between the suboptimal solution θ^∗ and the optimal solution θ^∗_{opt}. In Section 4, we verify that the gap between secrecy rates when using the suboptimal solution and the optimal one is negligible.

Because of the narrow range of [Δφ_L, Δφ_U] as shown in [48], it is reasonable to assume

|kπ| ≫ |E {Δφ_{E,mn}} − Δφ_{E,mn}| for k ≠ 0 ∀m, n. (33)

Then, the second derivative of f_E(θ_1, · · · , θ_{Nt} ) can be approximated as

f^{′′}_E (θ^∗, · · · , θ^∗) = −

N_t

∑_{m=1}^{NNLOS}∑_{n=0}^gE,mn × ( 8 cos(2kπ − 2E {Δφ_{E,mn}} + 2Δφ_{E,mn})

+ 4 cos(kπ − E {Δφ_{E,mn}} + Δφ_{E,mn})u_{E,mn} )

≈ − N_t

∑_{m=1}^{NNLOS}∑_{n=0} ( 8 + 4(−1)^ku_{E,mn} ) . (34)

Note that k = 1 makes f^{′′}_E (θ^∗, · · · , θ^∗) > 0 due to u_{E,mn} > 2 for ā_{L,E,mn} ≠ ā_{R,E,mn}. Thus, a specific suboptimal linear polarizer angle can be obtained by plugging in k = 1 into (31) as

θ^∗ = π 2 − E {Δφ_{E,mn}} 2 . (35)

With θ^∗ obtained in (35), the linear polarizer angle at Bob θ_B can be optimized as

max_{θB} ‖h_{eff,B}‖^2

s.t. − π 2 ≤ θ_B ≤ π 2 , (36)

(a) : −

N_t

∑_{m=1}^{NNLOS}∑_{n=0}^{2g}B,mn^{sin(θ̃}B^{− Δφ}B,mn^{) (2 cos(θ̃}B^{− Δφ}B,mn^{) + u}B,mn^{) = 0}

(b) : A_1 sin(θ̃_B) cos(θ̃_B) + A_2(sin^2(θ̃_B) − cos^2(θ̃_B)) + A_3 sin(θ̃_B) + A_4 cos(θ̃_B) = 0

(c) : −jA_1((t − t^{−1})(t + t^{−1})) − A_2((t − t^{−1})^2 + (t + t^{−1})^2) − j2A_3(t − t^{−1}) + 2A_4(t + t^{−1}) = 0

(d) : (−jA_1 − 2A_2)t^4 + (−j2A_3 + 2A_4)t^3 + (j2A_3 + 2A_4)t + jA_1 − 2A_2 = 0 (40)

Fig. 5. The channel variation effect by elaborated arrangement of GNPs.

which can be represented in the same way of (29) as

max_{θB} f_B(θ_B) =

N_t

∑_{m=1}^{NNLOS}∑_{n=0}^gB,mn^{cos(ω}B,mn^) × ( cos(ω_{B,mn}) + √ ā_{L,B,mn} ā_{R,B,mn} + √ ā_{R,B,mn} ā_{L,B,mn} )

s.t. − π 2 ≤ θ_B ≤ π 2 (37)

with

ω_{B,mn} = 2θ_B − 2θ^∗ − Δφ_{B,mn} = 2θ_B − π + E {Δφ_{E,mn}} − Δφ_{B,mn}. (38)

Similar to (30), the stationary points of f_B(θ_B) are first obtained by solving f^′_B(θ_B) = 0 as

f^′_B(θ_B) = −

N_t

∑_{m=1}^{NNLOS}∑_{n=0}^{2g}B,mn^{sin(ω}B,mn^) × ( 2 cos(ω_{B,mn}) + √ ā_{L,B,mn} ā_{R,B,mn} + √ ā_{R,B,mn} ā_{L,B,mn} ) = 0. (39)

The solution of (39) can be obtained by solving the quadratic equation as shown in (40) at the top of this page with the following variables:

θ̃_B = 2θ_B − π + E {Δφ_{E,mn}} , t = e^{jθ̃}B ,

u_{B,mn} = √ ā_{L,B,mn} ā_{R,B,mn} + √ ā_{R,B,mn} ā_{L,B,mn} ,

A_1 =

N_t

∑_{m=1}^{NNLOS}∑_{n=0}^gB,mn^{(2 cos2(Δφ}B,mn^{) − 2 sin2(Δφ}B,mn^{)),}

A_2 =

N_t

∑_{m=1}^{NNLOS}∑_{n=0}^{2g}B,mn^{sin(Δφ}B,mn^{) cos(Δφ}B,mn^{),}

A_3 =

N_t

∑_{m=1}^{NNLOS}∑_{n=0}^gB,mn^{cos(Δφ}B,mn^{)u}B,mn^,

A_4 = −

N_t

∑_{m=1}^{NNLOS}∑_{n=0}^gB,mn^{sin(Δφ}B,mn^{)u}B,mn^{. (41)}

In (40), the equation (b) is obtained from (a) using the difference formulas of trigonometric functions sin(α − β) = sin α cos β − cos α sin β and cos(α − β) = cos α cos β + sin α sin β, and the equation (c) is derived from (b) by the definitions of trigonometric functions in terms of the complex exponentials as sin γ =

e^{jγ}−e^{−jγ}

j2 and cos γ =^{ejγ+e−jγ}_2 . After straightforward, but tedious derivations using the Cardano and Ferrari formulas [54], the closed-form expression for the quadratic equation (40), t^∗, can be obtained, which is omitted because of its tedious expression. With t^∗, we have θ̃^∗_B = ∠t^∗. Then, the linear polarizer angle at Bob can be set as

θ^∗_B = π − E {Δφ_{E,mn}} + θ̃^∗_B 2 , (42)

which satisfies the constraint in (37) and f^{′′}_B (θ^∗_B) < 0.

C. Analysis of proposed design As shown in the previous subsections, the proposed GNPempowered VLC system does not require any knowledge of Eve’s CSI or location compared to previous VLC systems [11, 12]. While [9] also adopted the artificial noise, as in our approach, in addition to the ZF precoder without any knowledge of Eve’s CSI or location, [9] may not work well when Eve is located near Bob since the effective channels of Bob and Eve become quite similar. In our proposed GNP-empowered VLC system, however, because the GNP plates at the transmitters can make the channels to all directions different using their chiroptical properties, i.e., the channels vary significantly even with small location variation thanks to the elaborated arrangement of GNPs as in Fig. 5, exploiting the GNP plates would be a good solution to increase the security at all possible locations.

4. SIMULATION RESULTS

We present simulation results considering indoor eavesdropping scenarios to evaluate the proposed GNP-empowered VLC

Fig. 6. The gap between secrecy rates by the suboptimal solution in (31) and the optimal one.

system in this section. Even though we demonstrate the performance of GNP-empowered VLC system by numerical simulations without an experimental setup, the realistic parameter setting from references assures the feasibility of GNP-empowered VLC system. The size of indoor room is 20 m × 20 m, the number and locations of LEDs are N_t = 4 and (±2.2, ±2.2, 4) m, the number of NLOS paths is N_{NLOS} ∈ [204, 295] depending on the location of Eve, and Bob and Eve are located in (0, 0, 1) m and (α, β, 1) m for α and β with the range of −10 ≤ α, β ≤ 10. The rest of simulation parameters are set as follows: the field of view (FOV) FOV =^π_2 , the area of PD A_{PD} = 1 cm^2, the current-to-light conversion efficiency ζ = 0.44 W/A, the PD’s responsivity η = 0.54 A/W, the DC bias I_{DC} = 3 A, and the thermal noise variance σ^2_t = −133.8 dBm [44, 55, 56]. From [48], the lower and upper bounds of phase retardation difference are Δφ_L = 0.6144 and Δφ_U = 0.8308 in radian, and the absorption factors for the signals toward Bob and Eve randomly generated in the ranges of^2 a_{L,B,mn} ∈ [0.1, 0.11], a_{R,B,mn} ∈ [0.25, 0.26], a_{L,E,mn} ∈ [0.1, 0.4], and a_{R,E,mn} ∈ [0.25, 0.75]. We set the optical power P_{TX} = 10 dBm.

We first consider the secrecy rate, i.e., the difference between the achievable rates of Bob and Eve defined as

R_s = max(R_B − R_E, 0) (43)

with the achievable rates of Bob, R_B, and Eve, R_E, given as [57]

R_B ≈ 1 2 log_2 ( 1 + e 2π · SINR_B ) , R_E ≈ 1 2 log_2 ( 1 + e 2π · SINR_E ) , (44)

where we simply assume the lower bound of capacity for VLC channel as the achievable rate since the closed-form expression for the exact capacity is unknown [58].

In Fig. 6, we first verify whether the suboptimal solution θ^∗ in (31) is indeed effective. Fig. 6 shows a histogram for the gap between secrecy rates depending on the averaged difference of

2Using multiple LEDs that have distinct phase retardation differences respect to the GNP plate at each transmitter, the assumption of less absorption factors for Bob than those for Eve seems to be reasonable since specific LEDs can be selected at each transmitter based on Bob’s location such that the transmitted signals for Bob passed through the GNPs are absorbed the least.

linear polarizer angles E { |θ^∗ − θ^∗_{opt}| } whose maximum value is about 2.4^∘. The figure clearly shows that the gap is negligible even with the maximum polarizer angle difference, which shows the effectiveness of the suboptimal solution θ^∗.

With the suboptimal linear polarizer angles at the transmitter θ^∗, we now show the benefit of the GNP plates. Fig. 7 shows the secrecy rates depending on the location of Eve for 1) the VLC system using the precoding techniques with the artificial noise in [9] and 2) the proposed GNP-empowered VLC system with different linear polarizer angles at Eve. The transmitters of VLC system in [9] use the MRT precoder for intended symbol and precoder constituted of bases in the null space of^3 g̃_B as W_a ∈ N (g̃_B) for artificial noise, where g̃_B = [ ∑^{NNLOS} n=0 g_{B,1n}, · · · , ∑^{NNLOS}_{n=0} g_{B,Ntn} ] . In Fig. 7a, it is possible for [9] to obtain high secrecy rates due to the artificial noise except the locations around Bob. This result is because the artificial noise works as strong interference to Eve. If Eve is close to Bob, however, the secrecy rate decreases significantly since the geometric channels of Bob and Eve become quite similar to each other. In Fig. 7b, the pessimistic case of proposed GNP-empowered VLC system when Eve can set the linear polarizer angle the same as Bob, which is usually not possible in practice, shows reduced secrecy rates compared to Fig. 7a due to the absorption factor and eavesdropping of θ_B. On the contrary, in Fig. 7c when Eve does not know the polarizer angle of Bob and just set θ_E = 0, it is shown that the proposed GNP-empowered VLC system can provide high secrecy rates for all regions, even right next to Bob. Even though Eve tries to eavesdrop the intended symbol by estimating the integration of linear polarizer angles at transmitters and phase retardation for Eve with the exhaustive search, transmitters and Bob also can vary the linear polarizer angles to prevent eavesdropping. Fig. 7d shows that we still have high secrecy rates even with a randomly selected θ and θ_B obtained by (42) according to θ. These results clearly show that it is possible to implement extremely secure VLC systems by exploiting the GNP plates.^4 The square lines at the edges of the room in Fig. 7 are generated by the effects of NLOS paths, which can either enhance or attenuate the secrecy rates.

Fig. 8 shows the secrecy rates depending on the location of Bob with (x m, 0 m, 1 m) for the fixed location of Eve at (−5 m, −5 m, 1 m). We compare four cases for the linear polarizer angles at Bob and Eve (θ_B, θ_E). The gap between the secrecy rates by the suboptimal solution of θ_B and the optimal one is negligible as in Fig. 6 since it is determined by optimality of θ. The secrecy rates vary with the location of Bob and notably decrease for the unfavorable scenarios of θ_E = θ_B while high secrecy rates are achieved thanks to the channel variation effect of GNP plates for θ_E ≠ θ_B.

In Fig. 9, we verify improved secrecy rates of proposed technique for a scenario with three Eves. Two Eves are located at (-2, 0, 1) and (3, 4, 1) while the last Eve is randomly located. The secrecy rate in Fig. 9 is obtained as

R_s = max (R_B − R_{E,max}, 0) , (45)

where R_{E,max} denotes the maximum of Eves’ achievable rates. We assume Eves located at (-2, 0, 1) and (3, 4, 1) set the linear

3While the proposed precoder design in Section 3.A is similar to [9], our precoder exploits the effective channel h_{eff,B} while [9] relies on the geometric channel g̃_B to send the artificial noise.

4We also verified the VLC system in [9] and proposed VLC system have similar secrecy rate performance tendency for a different number of LEDs.

(a) (b)

(c) (d)

Fig. 7. The secrecy rate performances of (a) the VLC system in [9], (b) the GNP-empowered VLC system with θ_B in (42) and θ_E = θ_B, (c) the GNP-empowered VLC system with θ_B in (42) and θ_E = 0, and (d) the GNP-empowered VLC system with θ =^{4π}_9 1_{Nt} ≠ θ^∗1_{Nt} , θ_B obtained by (42) according to θ, and θ_E = 0.

polarizer angles as θ_{E,fixed,1} = 0 and θ_{E,fixed,2} = θ_B, where one Eve can eavesdrop the linear polarizer angle of Bob, while the last Eve randomly located sets its angle as θ_E = 0. In Fig. 9a, the VLC system in [9] has overall reduced secrecy rates compared to Fig. 7a due to Eves located at (-2, 0, 1) and (3, 4, 1) that are close to Bob. On the contrary, Fig. 9b shows high secrecy rates for all region compared to Fig. 7c, which means even Eves located near Bob are almost impossible to eavesdrop the intended symbol. These results show that the GNP-empowered VLC system outperforms the VLC system in [9] improving the secrecy rates even with multiple Eves. In particular, the high secrecy rates around Bob are due to the effect of channel variation by the GNP plates.

Fig. 10 shows the SER depending on Eve’s locations where the symbol detection at Bob and Eve is performed by the maximum likelihood (ML) detection with the full CSI, where the intended symbol s_I and artificial noise s_a are randomly selected from the 4-pulse amplitude modulation (PAM) constellation. The SER is defined as

SER = 1 N_I

N_I

∑_{i=1}^{I (|s}I,i^{− ŝ}I,i^{|) , (46)}

where I(v) is the indicator function giving 1 for v ≠ 0 and 0 otherwise, N_I is the number of iteration, and (s_{I,i}, ŝ_{I,i}) are the true and detected intended symbols at the i-th iteration. In Fig. 10, the SER plots clearly show the GNP-empowered VLC system indicated as “Bob/Eve GNP” shows much larger SER gap compared to the VLC system in [9] marked as “Bob/Eve [9]”. The gap between the SERs of Bob is not large while the SERs for Eve show huge difference since it is much difficult for Eve to detect the intended symbol in the GNP-empowered VLC system. Because of the various arrangement of GNPs with different types, patterns, and sizes inside the GNP plates, the channels for all radiation directions are significantly different, making the artificial noise designed in Section 2.B highly effective to Eve. On the contrary, the eavesdropping in the high SNR region is still possible when using the technique of [9] even though Eve is located far from Bob as in Fig. 10d.

Note that due to the absorption of GNP plates, the SER performance of Bob in the GNP-empowered VLC system is degraded compared to that in the VLC system of [9], and the enhanced physical layer security comes from the greater deterioration in the SER performance of Eve. While the proposed GNP-empowered VLC system makes it almost impossible for

Fig. 8. The secrecy rates depending on the location of Bob with (x m, 0 m, 1 m) for the fixed location of Eve at (−5 m, −5 m, 1 m).

Eve to detect the transmitted symbols with the cost of Bob’s SER performance, the degradation is negligible in practice since the practical power driving range of indoor LED bulbs is more than 30 dBm [59]. Moreover, the GNP plates may experience less absorption with more advanced fabricating techniques [60, 61], making it possible to further improve the performance of proposed GNP-empowered VLC system.

The performance of proposed GNP-empowered VLC system is determined by mainly the linear polarizer angles at transmitters and Bob and the chiroptical properties of GNPs. To effectively enhance the physical layer security with the proposed system, however, there are several practical issues to be considered. The tilt angles of linear polarizers may occur the received power degradation by increasing the incident angle at the PD. The chiroptical properties of GNPs shared between transmitters and Bob can be varied by the location of Bob due to the elaborated arrangement of GNPs. Also, a receiver located in a specific location may be affected from multiple GNPs due to the multiple light sources deployed in different positions within each LED. These challenges should be properly addressed to make the proposed GNP-empowered VLC system practical.

5. CONCLUSION

GNPs are recently synthesized metamaterials that can differentially absorb and retard LCP and RCP light. In this paper, we proposed a secure GNP-empowered VLC system with linear polarizers. The transmitters are equipped with well-structured GNP plates, which consist of various types of GNPs, to prevent wiretapping by exploiting the chiroptical properties of GNP plate. A novel VLC channel model considering the GNP plates and linear polarizers was derived in the CP domain to obtain the received signal model. Then, the precoder design and linear polarizer angle optimization were performed to achieve the high secrecy rate. Numerical results showed that the use of GNP plates leads to a notable enhancement of the secrecy rates in the regions around Bob. Also, it was verified that the GNP plates make the symbol detection at Eve almost impossible even for high SNR region. The proposed GNP-empowered VLC system can be adopted to many wireless communication scenarios that require high level security, e.g., military and vehicular communications.

There are many possible future works for the GNPempowered VLC system. Robust beamformers can be adopted for more practical scenario with imperfect channel information of Bob by limited feedback [13]. The angle diversity receiver having a wide field of view to receive signals from multiple directions also needs to be considered since the receiver is not always non-stationary. The GNP-empowered VLC system also can be adapted to WDM as well as spatial multiplexing to achieve higher data rates [62].

FUNDING

This research was supported in part by the Challengeable Future Defense Technology Research and Development Program(912909601) of Agency for Defense Development in 2022, and in part by Institute of Information & communications Technology Planning & Evaluation (IITP) grant funded by the Korea government(MSIT) (No.2021-0-00847, Development of 3D Spatial Satellite Communications Technology).

REFERENCES

1. P. H. Pathak, X. Feng, P. Hu, and P. Mohapatra, “Visible Light Communication, Networking, and Sensing: A Survey, Potential and Challenges,” IEEE Commun. Surv. Tutor., vol. 17, no. 4, pp. 2047–2077, 2015.

2. A. Jovicic, J. Li, and T. Richardson, “Visible Light Communication: Opportunities, Challenges and the Path to Market,” IEEE Commun. Mag., vol. 51, no. 12, pp. 26–32, 2013.

3. S. Zvanovec, P. Chvojka, P. A. Haigh, and Z. Ghassemlooy, “Visible Light Communications towards 5G,” Radioengineering, vol. 24, no. 1, pp. 1–9, 2015.

4. H. Sadat, M. Abaza, A. Mansour, and A. Alfalou, “A Survey of NOMA for VLC Systems: Research Challenges and Future Trends,” Sensors, vol. 22, no. 4, p. 1395, 2022.

5. D. P. M. Osorio, I. Ahmad, J. D. V. Sánchez, A. Gurtov, J. Scholliers, M. Kutila, and P. Porambage, “Towards 6G-Enabled Internet of Vehicles: Security and Privacy,” IEEE Open Journal of the Communications Society, vol. 3, pp. 82–105, 2022.

6. M. S. J. Solaija, H. Salman, and H. Arslan, “Towards a Unified Framework for Physical Layer Security in 5G and Beyond Networks,” IEEE Open Journal of Vehicular Technology, vol. 3, pp. 321–343, 2022.

7. F. Irram, M. Ali, M. Naeem, and S. Mumtaz, “Physical Layer Security for Beyond 5G/6G Networks: Emerging Technologies and Future Directions,” Journal of Network and Computer Applications, vol. 206, p. 103431, 2022.

8. D. Karunatilaka, F. Zafar, V. Kalavally, and R. Parthiban, “LED Based Indoor Visible Light Communications: State of the Art,” IEEE Commun. Surv. Tutor., vol. 17, no. 3, pp. 1649–1678, 2015.

9. A. Mostafa and L. Lampe, “Physical-Layer Security for Indoor Visible Light Communications,” in Proc. IEEE Int. Conf. Commun. (ICC), 2014, pp. 3342–3347.

10. S. Cho, G. Chen, and J. P. Coon, “Enhancement of Physical Layer Security With Simultaneous Beamforming and Jamming for Visible Light Communication Systems,” IEEE Trans. Inf. Forensics Secur., vol. 14, no. 10, pp. 2633–2648, 2019.

11. ——, “Zero-Forcing Beamforming for Active and Passive Eavesdropper Mitigation in Visible Light Communication Systems,” IEEE Trans. Inf. Forensics Secur., vol. 16, pp. 1495–1505, 2020.

12. A. Mostafa and L. Lampe, “Physical-Layer Security for MISO Visible Light Communication Channels,” IEEE J. Sel. Areas Commun., vol. 33, no. 9, pp. 1806–1818, 2015.

13. ——, “Optimal and Robust Beamforming for Secure Transmission in MISO Visible-Light Communication Links,” IEEE Transactions on Signal Processing, vol. 64, no. 24, pp. 6501–6516, 2016.

(a) (b)

Fig. 9. The secrecy rate performances with three Eves. Two Eves are located at (-2, 0, 1) and (3, 4, 1) while the last Eve is randomly located. (a) the VLC system in [9]; (b) the GNP-empowered VLC system with θ_E = 0 for the randomly located Eve, θ_{E,fixed,1} = 0 for Eve located at (-2, 0, 1), and θ_{E,fixed,2} = θ_B for Eve located at (3, 4, 1).

14. X. Liu, Y. Wang, F. Zhou, S. Ma, R. Q. Hu, and D. W. K. Ng, “Beamforming Design for Secure MISO Visible Light Communication Networks With SLIPT,” IEEE Transactions on Communications, vol. 68, no. 12, pp. 7795–7809, 2020.

15. I. Da Silva, E. Olivo, M. Katz, and D. Osorio, “Secure Precoding and User Association for Multiuser Hybrid RF/VLC Systems,” TechRxiv preprint: 10.36227/techrxiv. 20412177. v2, 2023.

16. C. Albayrak, S. Cetinkaya, K. Turk, and H. Arslan, “Physical Layer Security for Visible Light Communication in Reflected Indoor Environments With Inter-Symbol Interference,” IEEE Transactions on Information Forensics and Security, 2023.

17. Z. Pan and I. B. Djordjevic, “Secret Key Distillation Over Satellite-to- Satellite Free-Space Optics Channel With a Limited-Sized Aperture Eavesdropper in the Same Plane of the Legitimate Receiver,” Optics Express, vol. 28, no. 25, pp. 37 129–37 148, 2020.

18. ——, “Exclusion Zone Analysis on Secret Key Distillation Over a Realistic Satellite-to-Satellite Free-Space Channel,” Journal of Optical Communications and Networking, vol. 14, no. 10, pp. 771–779, 2022.

19. ——, “An Overview of Geometrical Optics Restricted Quantum Key Distribution,” Entropy, vol. 23, no. 8, p. 1003, 2021.

20. S. Sun, T. Wang, F. Yang, J. Song, and Z. Han, “Intelligent Reflecting Surface-Aided Visible Light Communications: Potentials and Challenges,” IEEE Vehicular Technology Magazine, vol. 17, no. 1, pp. 47– 56, 2021.

21. S. Sun, F. Yang, J. Song, and Z. Han, “Optimization on Multiuser Physical Layer Security of Intelligent Reflecting Surface-Aided VLC,” IEEE Wireless Communications Letters, vol. 11, no. 7, pp. 1344–1348, 2022.

22. D. A. Saifaldeen, B. S. Ciftler, M. M. Abdallah, and K. A. Qaraqe, “DRL- Based IRS-Assisted Secure Visible Light Communications,” IEEE Photonics Journal, vol. 14, no. 6, pp. 1–9, 2022.

23. N. Su, E. Panayirci, M. Koca, A. Yesilkaya, H. V. Poor, and H. Haas, “Physical Layer Security for Multi-User MIMO Visible Light Communication Systems With Generalized Space Shift Keying,” IEEE Transactions on Communications, vol. 69, no. 4, pp. 2585–2598, 2021.

24. J.-Y. Wang, H. Ge, M. Lin, J.-B. Wang, J. Dai, and M.-S. Alouini, “On the Secrecy Rate of Spatial Modulation-Based Indoor Visible Light Communications,” IEEE Journal on Selected Areas in Communications, vol. 37, no. 9, pp. 2087–2101, 2019.

25. M. A. S. Sejan and W.-Y. Chung, “Secure VLC for Wide-Area Indoor IoT Connectivity,” IEEE Internet of Things Journal, vol. 10, no. 1, pp. 180–193, 2022.

26. Y. Nie, W. Zhang, Y. Yang, X. Deng, M. Liu, and C. Chen, “Pairwise

Coded mCAP With Chaotic Dual-Mode Index Modulation for Secure Bandlimited VLC Systems,” in Photonics, vol. 9, no. 3. MDPI, 2022, p. 141.

27. C. Yeh, H. Chen, Y. Liu, and C. W. Chow, “Polarization-Multiplexed 2× 2 Phosphor-LED Wireless Light Communication Without Using Analog Equalization and Optical Blue Filter,” Opt. Commun., vol. 334, pp. 8–11, 2015.

28. Y.-C. Yang, C.-H. Yeh, S.-K. Liaw, C.-W. Chow, W.-H. Hsu, and B.-Y.

Wang, “Analysis and Investigation of Dual-Polarized Color LED Based Visible Light Communication System,” in Photonics, vol. 8, no. 6. MDPI, 2021, p. 210.

29. Y. Wang, C. Yang, Y. Wang, and N. Chi, “Gigabit Polarization Division Multiplexing in Visible Light Communication,” Opt. Lett., vol. 39, no. 7, pp. 1823–1826, 2014.

30. J. De Bruycker, W. Raes, S. Zvánovec, and N. Stevens, “Polarization Differential Visible Light Communication: Theory and Experimental Evaluation,” Sensors, vol. 20, no. 19, p. 5661, 2020.

31. D. Ivanovich, S. B. Powell, V. Gruev, and R. D. Chamberlain, “Polarization Division Multiplexing for Optical Data Communications,” in Optical Interconnects XVIII, vol. 10538. SPIE, 2018, pp. 160–178.

32. M. S. Turke and Lovkesh, “Hybrid WDM-PDM Visible Light Communication System Incorporating Compressed Spectrum Return to Zero Advance Modulation Format,” Journal of Optical Communications, no. 0, 2023.

33. B. Schaefer, E. Collett, R. Smyth, D. Barrett, and B. Fraher, “Measuring the Stokes Polarization Parameters,” Am. J. Phys., vol. 75, no. 2, pp. 163–168, 2007.

34. J. W. Kim, N. H. Cho, Y.-C. Lim, S. W. Im, J. H. Han, and K. T. Nam, “Controlling the Size and Circular Dichroism of Chiral Gold Helicoids,” Mater. Adv., vol. 2, no. 21, pp. 6988–6995, 2021.

35. D. J. Love, R. W. Heath, and T. Strohmer, “Grassmannian Beamforming for Multiple-Input Multiple-Output Wireless Systems,” IEEE transactions on information theory, vol. 49, no. 10, pp. 2735–2747, 2003.

36. D. J. Love and R. W. Heath, “Equal Gain Transmission in Multiple-Input Multiple-Output Wireless Systems,” IEEE Transactions on Communications, vol. 51, no. 7, pp. 1102–1110, 2003.

37. Q. Wu and R. Zhang, “Intelligent Reflecting Surface Enhanced Wireless Network via Joint Active and Passive Beamforming,” IEEE transactions on wireless communications, vol. 18, no. 11, pp. 5394–5409, 2019.

38. M. Cui, G. Zhang, and R. Zhang, “Secure Wireless Communication via Intelligent Reflecting Surface,” IEEE Wireless Communications Letters, vol. 8, no. 5, pp. 1410–1414, 2019.

(a) (b)

(c) (d)

Fig. 10. The SER comparison for proposed technique with θ_E = 0 and [9] depending on Eve locations. (a) (1, 1, 1); (b) (2.5, 2.5, 1); (c) (5, 5, 1); (d) (7.5, 7.5, 1).

39. B. Zheng and R. Zhang, “Intelligent Reflecting Surface-Enhanced OFDM: Channel Estimation and Reflection Optimization,” IEEE Wireless Communications Letters, vol. 9, no. 4, pp. 518–522, 2019.

40. L. You, K.-X. Li, J. Wang, X. Gao, X.-G. Xia, and B. Ottersten, “Massive MIMO Transmission for LEO Satellite Communications,” IEEE Journal on Selected Areas in Communications, vol. 38, no. 8, pp. 1851–1865, 2020.

41. A. Talgat, M. A. Kishk, and M.-S. Alouini, “Stochastic Geometry-Based Analysis of LEO Satellite Communication Systems,” IEEE Communications Letters, vol. 25, no. 8, pp. 2458–2462, 2020.

42. R. M. Kim, J.-H. Huh, S. Yoo, T. G. Kim, C. Kim, H. Kim, J. H. Han, N. H.

Cho, Y.-C. Lim, S. W. Im et al., “Enantioselective Sensing by Collective Circular Dichroism,” Nature, vol. 612, no. 7940, pp. 470–476, 2022.

43. H. Choi, J. Oh, J. Chung, G. C. Alexandropoulos, and J. Choi, “WiTh- Ray: A Versatile Ray-Tracing Simulator for Smart Wireless Environments,” IEEE Access, vol. 11, pp. 56 822–56 845, Jun. 2023.

44. T. Komine and M. Nakagawa, “Fundamental Analysis for Visible-Light Communication System Using LED Lights,” IEEE Trans. Consum. Electron., vol. 50, no. 1, pp. 100–107, 2004.

45. K. Lee, H. Park, and J. R. Barry, “Indoor Channel Characteristics for Visible Light Communications,” IEEE communications letters, vol. 15, no. 2, pp. 217–219, 2011.

46. G. A. Mapunda, R. Ramogomana, L. Marata, B. Basutli, A. S. Khan, and J. M. Chuma, “Indoor Visible Light Communication: A Tutorial and Survey,” Wireless Communications and Mobile Computing, vol. 2020,

2020.

47. S. Aboagye, A. R. Ndjiongue, T. M. Ngatched, O. A. Dobre, and H. V.

Poor, “RIS-Assisted Visible Light Communication Systems: A Tutorial,” IEEE Communications Surveys & Tutorials, 2022.

48. H.-E. Lee, H.-Y. Ahn, J. Mun, Y. Y. Lee, M. Kim, N. H. Cho, K. Chang, W. S. Kim, J. Rho, and K. T. Nam, “Amino-Acid-and Peptide-Directed Synthesis of Chiral Plasmonic Gold Nanoparticles,” Nature, vol. 556, no. 7701, pp. 360–365, 2018.

49. T. A. Eftimov, W. J. Bock, J. Chen, and P. Mikulic, “Müller–Stokes Analysis of Long-Period Gratings Part I: Uniformly Birefringent LPGs,” J. Light. Technol., vol. 27, no. 17, pp. 3752–3758, 2009.

50. H. Qian, S. Yao, S. Cai, and T. Zhou, “Adaptive Postdistortion for Nonlinear LEDs in Visible Light Communications,” IEEE Photonics J., vol. 6, no. 4, pp. 1–8, 2014.

51. W. S. Bickel and W. M. Bailey, “Stokes Vectors, Mueller Matrices, and Polarized Scattered Light,” American Journal of Physics, vol. 53, no. 5, pp. 468–478, 1985.

52. R. Simon, “The Connection between Mueller and Jones Matrices of Polarization Optics,” Optics Communications, vol. 42, no. 5, pp. 293– 297, 1982.

53. S. Fuada, A. P. Putra, and T. Adiono, “Analysis of Received Power Characteristics of Commercial Photodiodes in Indoor LoS Channel Visible Light Communication,” Int. J. Adv. Comput. Sci. Appl. (IJSACSA), vol. 8, pp. 164–172, 2017.

54. K. Fujii, “A Modern Introduction to Cardano and Ferrari Formulas in the Algebraic Equations,” Far East Journal of Mathematical Education, vol. 10, no. 2, p. 175, 2013.

55. S. Cho, G. Chen, and J. P. Coon, “Cooperative Beamforming and Jamming for Secure VLC System in the Presence of Active and Passive Eavesdroppers,” IEEE Transactions on Green Communications and Networking, vol. 5, no. 4, pp. 1988–1998, 2021.

56. L. Qian, X. Chi, L. Zhao, and A. Chaaban, “Secure Visible Light Communications via Intelligent Reflecting Surfaces,” in ICC 2021-IEEE International Conference on Communications. IEEE, 2021, pp. 1–6.

57. M. Elamassie, L. Bariah, M. Uysal, S. Muhaidat, and P. C. Sofotasios, “Capacity Analysis of NOMA-Enabled Underwater VLC Networks,” IEEE Access, vol. 9, pp. 153 305–153 315, 2021.

58. L. Yin and H. Haas, “Physical-Layer Security in Multiuser Visible Light Communication Networks,” IEEE Journal on Selected Areas in Communications, vol. 36, no. 1, pp. 162–174, 2017.

59. A. G. Calderón, L. N. Fernández, L. M. C. Moreno, and J. S. Barba, “LED Bulbs Technical Specification and Testing Procedure for Solar Home Systems,” Renewable and Sustainable Energy Reviews, vol. 41, pp. 506–520, 2015.

60. S. Lee, Y.-C. Lim, H. Kim, D. H. Seo, J. Na, H. Kim, K. T. Nam, and Y. Jeong, “Random Lasing With a High Degree of Circular Dichroism by Chiral Plasmonic Gold Nanoparticles,” ACS Photonics, vol. 9, no. 2, pp. 613–620, 2022.

61. S. Kim, Y.-C. Lim, R. M. Kim, J. E. Fröch, T. N. Tran, K. T. Nam, and I. Aharonovich, “A Single Chiral Nanoparticle Induced Valley Polarization Enhancement,” Small, vol. 16, no. 37, p. 2003005, 2020.

62. C. Chen, S. Huang, I. Tavakkolnia, M. Safari, and H. Haas, “Spatial and Wavelength Division Joint Multiplexing System Design for Visible Light Communications,” arXiv preprint arXiv:2209.09525, 2022.