arXiv:2212.14115v1 [cs.LG] 28 Dec 2022

Proceedings of Machine Learning Research vol XX:1–15, 2023

Certifying Safety in Reinforcement Learning under Adversarial Perturbation Attacks

Junlin Wu JUNLIN.WU@WUSTL.EDU Hussein Sibai SIBAI@WUSTL.EDU Yevgeniy Vorobeychik YVOROBEYCHIK@WUSTL.EDU Computer Science & Engineering Washington University in Saint Louis

Abstract

Function approximation has enabled remarkable advances in applying reinforcement learning (RL) techniques in environments with high-dimensional inputs, such as images, in an end-to-end fashion, mapping such inputs directly to low-level control. Nevertheless, these have proved vulnerable to small adversarial input perturbations. A number of approaches for improving or certifying robustness of end-to-end RL to adversarial perturbations have emerged as a result, focusing on cumulative reward. However, what is often at stake in adversarial scenarios is the violation of fundamental properties, such as safety, rather than the overall reward that combines safety with efficiency. Moreover, properties such as safety can only be defined with respect to true state, rather than the high-dimensional raw inputs to end-to-end policies. To disentangle nominal efficiency and adversarial safety, we situate RL in deterministic partially-observable Markov decision processes (POMDPs) with the goal of maximizing cumulative reward subject to safety constraints. We then propose a partially-supervised reinforcement learning (PSRL) framework that takes advantage of an additional assumption that the true state of the POMDP is known at training time. We present the first approach for certifying safety of PSRL policies under adversarial input perturbations, and two adversarial training approaches that make direct use of PSRL. Our experiments demonstrate both the efficacy of the proposed approach for certifying safety in adversarial environments, and the value of the PSRL framework coupled with adversarial training in improving certified safety while preserving high nominal reward and high-quality predictions of true state. Keywords: Adversarial Reinforcement Learning, Safe Reinforcement Learning, Certified Robustness

1. Introduction

Recent years have seen remarkable advances in reinforcement learning (RL) techniques using deep neural networks to represent either value and Q functions, or policies, with applications ranging from autonomous driving to healthcare (Panesar, 2019; Kiran et al., 2021). As we aspire to transition advances to practice in high-stakes applications, however, safety becomes a critical concern. Indeed, a series of demonstrations have shown that small perturbations to observations that constitute inputs into the deep neural networks can successfully subvert learned policies to nearly arbitrary adversarial ends (Pattanaik et al., 2017; Sun et al., 2020). In response, a number of approaches have been proposed to augment traditional reinforcement learning algorithms in order to improve empirical robustness (Lütjens et al., 2020; Oikarinen et al., 2021; Wu and Vorobeychik,

© 2023 J. Wu, H. Sibai & Y. Vorobeychik.

2022; Zhang et al., 2020). In parallel, several recent efforts proposed techniques for certifying robustness of learned policies to adversarial perturbations (Kumar et al., 2022; Wu et al., 2022).

What seems notably missing in prior work on robustness of RL to adversarial perturbations is any explicit consideration of safety, except as abstractly embedded in the reward signal along with other important, but conceptually orthogonal, aspects such as efficiency. Conflating these two issues is consequential: in practice, adversarial events are quite rare, and when they occur, we are most concerned about safety, rather than efficiency. On the other hand, safety verification is a central concern in formal analysis of dynamical systems and control (Duggirala et al., 2015; Fan et al., 2017; Chen et al., 2013; Bayen et al., 2002; Huang et al., 2014). An important feature in the latter is that state is relatively low-dimensional and interpretable, so that safety properties can be specified with respect to it. In contrast, robust reinforcement learning and robustness certification methods have been designed for end-to-end approaches that map high-dimensional uninterpretable perceptual inputs directly into low-level controls. However, as safety properties cannot be meaningfully specified over such inputs, it is not explicitly considered.

To bridge the gap between robustness certification approaches in adversarial RL and verification methods in dynamical systems and control, we begin by explicitly modeling the environment as a deterministic partially-observable Markov decision process (POMDP). States in this POMDP are low-dimensional and interpretable (and, therefore, amenable to safety specification); observations are high-dimensional and uniterpretable. Thus, conventional control would verify properties of the true state of this POMDP (usually, with additional assumptions about its structure), whereas conventional end-to-end RL would map observations directly to actions, effectively treating observations as state. Like conventional verification, we define safety with respect to the true state, and set the goal of the agent as maximizing cumulative reward over a finite horizon subject to safety constraints. In addition, although the true state of a POMDP is not observable at decision time, we assume that it can be observed during training. For any safety-critical application, this assumption is natural, as one must carefully log and annotate the training phase just for the purposes of testing and debugging.

Our first contribution is a partially-supervised reinforcement learning framework (PSRL) that couples supervised learning used to predict state from observations with reinforcement learning that learns a control policy over a low-dimensional predicted system state. Supervision can in principle be done independently from RL (e.g., one can use a pretrained prediction model, e.g., mapping an image to locations of obstacles on the road), but it would typically be best to at least fine-tune such models during RL to better match performance to the policy-induced input distribution. The PSRL framework can be viewed as a simplified model of the far more complex compositions of perception, learning and control, that are commonly adopted in safety-critical environments, such as autonomous driving.

Our second contribution is an approach for adversarial safety certification of PSRL policies over a finite time horizon. Specifically, we develop an algorithm that computes a lower bound on the greatest magnitude of adversarial perturbations to observations such that safety constraints (specified with respect to true states) are not violated.

Finally, we propose adversarial training approaches that make use of the PSRL framework. An important tension in this context is between end-to-end adversarial training updates, which is most directly tuned to decisions, and adversarial training updates to the supervised and RL components, which most leverages the available supervised signal. We investigate several variations of adversarial training that balance these considerations in alternative ways, and find that a hybrid approach that combines end-to-end and supervised updates yields a good balance of high nominal reward, adversarial certified safety, and accurate state predictions.

Related Work Our work is situated in the broad area of adversarial machine learning, which is concerned with adversarial tampering with data used for either learning or predictions (Huang et al., 2011; Vorobeychik and Kantarcioglu, 2018). The most significant progress in this field has been in the context of supervised learning, with a broad array of approaches proposed to improve robustness of learning to adversarial perturbations to either training data (Kearns and Li, 1993; Long and Servedio, 2011; Liu et al., 2017) or to inputs at prediction time (Cai et al., 2018; Madry et al., 2018). While many of the approaches for improving ML robustness focus on empirical robustness measures, a number aspire to formally verify robustness to adversarial perturbations (Chiang et al., 2020; Cohen et al., 2019; Wang et al., 2021; Xu et al., 2021), and to train models that exhibit improved verified or certified, rather than merely empirical robustness (Salman et al., 2019; Wong and Kolter, 2018). Our contribution is most connected to this latter line of work.

Modern reinforcement learning approaches have also been shown to suffer from adversarial perturbations (Pattanaik et al., 2017; Sun et al., 2020). A number of approaches have been proposed to improve RL robustness (Lütjens et al., 2020; Oikarinen et al., 2021; Wu and Vorobeychik, 2022; Zhang et al., 2020), although the efficacy of these varies a great deal by domain. Several recent efforts address the robustness certification problem in reinforcement learning by adapting the randomized smoothing technique from supervised to reinforcement learning (Kumar et al., 2022; Wu et al., 2022). However, these are limited to certifying either policy invariance or reward lower bounds, rather than safety.

There is a rich literature in control theory and formal methods tackling the settings of adversarial perturbations of states and observations of dynamical systems. Research problems such as stability, reachability, robustness, formal safety verification, and correct-by-construction control synthesis in such settings have been extensively studied in the past few decades (Mitra, 2021; Tabuada, 2009; Duggirala et al., 2015; Fan et al., 2017; Chen et al., 2013; Frehse et al., 2011; Bak and Duggirala, 2017; Althoff, 2015; Meyer et al., 2019). More recently, a promising line of research resulted in methods for verifying safety properties input-output inclusion properties of various neural networks (NN) and for dynamical systems with machine-learned, usually NN, controllers (Ivanov et al., 2019; Dutta et al., 2019; Tran et al., 2020; Huang et al., 2019). However, most prior work has assumed relatively low-dimensional systems and inputs. There is an emerging line of research focused on assuring the robustness and safety of control systems with high-dimensional sensor inputs (Dean et al., 2020b,a; Dean and Recht, 2021; Santa Cruz and Shoukry, 2022; Katz et al., 2022). So far, the results are restricted to scenarios where the map from sensor inputs to semantic outputs of the perception module is smooth, the state remains near training data of the perception module, an accurate generative model mapping semantic states to realistic high-dimensional sensor inputs is available, or an accurate model of the environment is known.

2. Model

We build on the formal model of deterministic finite-horizon partially observable Markov decision processes (POMDPs). A POMDP is defined by a tuple (S, A, O, r, τ, f, d), where S is the state space, A is the set of actions, O is the set of observations, r(s, a) is the reward function, which is a function of the current state s and action a, τ(s, a) is the (deterministic) transition function that returns the next state s^′ = τ(s, a), f(s) is the deterministic observation function, with o = f(s) for observation o and state s, and d is the probability distribution over the initial states. Moreover, we consider the setting where the agent must also abide by a safety constraint that certain unsafe states should never be visited. Let U denote the set of all unsafe states s.

We assume that d, P , f, and r are unknown, and the agent must therefore learn how to act in this POMDP environment. In addition, we assume that the state space S ⊆ R^m and the observation space O ⊆ R^n , where n ≫ m. This setup captures settings in which the true state s is comprised of a collection of semantically meaningful variables, while the observations o = f(s) are based on high-dimensional perceptual inputs, such as images, LiDAR point clouds, etc.

At any point in time t, the agent knows the history of observations, h_t = {o_0, . . . , o_t}. In general, a policy π depends on the full history of observations. If the state and observation spaces are finite, one can use belief state as a sufficient statistic. However, this is difficult in our setting since observations are high-dimensional. Consequently, a common approach in applying deep reinforcement learning to partially-observable environments with high-dimensional observations is to condition policies only on a finite sequence of preceding observations. To simplify exposition, we assume that policies depend only on the latest observation o; extension of our approaches to dependence on finite histories is straightforward. We denote a policy by π(o), mapping an observation o to an action a. By treating o effectively as a proxy for the true state s, we can now apply any standard reinforcement learning method directly; and, indeed, this has been done with considerable success (Bojarski et al., 2016; Peng et al., 2021; Zhang, 2019).

Define H_T (π) = {o_0, s_0, o_1, s_1, . . . , o_T , s_T } to be the sequence of observations and states induced by a policy π, and suppose that S_T (π) ⊂ H_T be the set of states in H_T (π). The goal of the agent is to maximize the total expected sum of rewards over a finite time horizon T , subject to the constraint that no unsafe states are visited along the way. Formally, the agent’s goal is to solve

max_π E [_T ∑ t=0 r_t|π ] s.t. : U ∩ S_T (π) = ∅, (1)

where the expectation is with respect to any randomness in the agent’s decisions and initial states.

Our primary focus is robustness to adversarial perturbations to observations o. Specifically, let δ be the adversarial perturbation which results in the observed state o^′ = o + δ. As is common (Vorobeychik and Kantarcioglu, 2018), we assume that the magnitude of δ is constrained to be in an ℓ_p ϵ-ball, i.e., ‖δ‖_p ≤ ϵ, for an exogenously specified ϵ ≥ 0 and norm p ∈ N ∪ {∞}. The adversary’s goal is to cause the violation of the safety constraint over the finite POMDP horizon. To formalize, let Δ = {δ_0, . . . , δ_{T −1}} be the sequence of adversarial perturbations, H_T (π, Δ) be the history of the perturbed sequence of observations and states, and S_T (π, Δ) be the associated subset of states. The adversary’s goal is to identify a perturbation sequence Δ such that ‖δ_t‖_p ≤ ϵ for all t, and U ∩ S_T (π, Δ) ≠ ∅.

3. Partially-Supervised Reinforcement Learning

In modeling the underlying environment as a deterministic POMDP, we have introduced an explicit way to refer to (true/semantic) states s over which safety constraints U are defined. One can still, in principle, make use of conventional deep RL techniques to learn policies π that map observed inputs to low-level control a ∈ A. However, there are a host of reasons why this is undesirable in safety-critical domains. First, when things go wrong, it is difficult to use the policy π(o) to yield actionable insights into why, as it does not provide sufficient semantic information. Second, there are often large datasets from complementary domains that allow us to learn semantically meaningful mappings g(o) from sensory inputs, such as images, to states, such as the location of the ego vehicle, as well as other objects and vehicles in the scene. Consequently, it is common in such domains to eschew end-to-end RL in favor of approaches that compose perceptual learning and reasoning with learning how to act.

We propose a partially-supervised reinforcement learning (PSRL) framework as a stylized way to capture the typically far more complex compositional approaches for learning to act in high-stakes domains. The key idea in PSRL is to take advantage of many situations in which the true state s is known at training time, and only unknown at decision time. For example, if we are to train an autonomous vehicle using simulations, the true state is actually available. It is only as we transition a working vehicle to a physical environment that it must navigate with only perceptual information. In PSRL, we construct a policy π(o) as a composition of perceptual prediction module g(o) and a semantic policy π_s(s) which maps the predicted state s to an action. Thus, the goal in PSRL is to learn both g and π. At decision time, we implement π(o) = π_s(g(o)). Significantly, we can apply supervised learning to learn g(o; θ_g ), which maps high-dimensional observations o to relatively low-dimensional states s, and can apply standard RL to learn π_s(s; θ_s) over the low-dimensional predicted states s. Below, we make use of standard regression loss for g, with l_2 loss l(g(o), s) = ‖g(o) − s‖^2, and use DDQN (Van Hasselt et al., 2016) deep Q-learning approach to learn an actionvalue function Q(s, a), with π_s(s) = arg max_a Q(s, a). However, any standard approach for these would work. During each training iteration, we update both g using the supervised loss and Q using the standard DDQN approach.

In the sequel, we address two key problems in using PSRL to obtain high-quality policies that remain safe even under adversarial perturbations to high-dimensional inputs o:

1. Formally certify safety properties of learned policies at decision time with respect to adversarial perturbations.

2. Learn policies with strong certified safety guarantees under adversarial perturbations.

4. Certifying Safety under Adversarial Perturbations

We begin with the problem of certifying safety of PSRL policies, π(o) = π_s(g(o)). The goal of robustness certification in supervised learning is to either ascertain whether a prediction is robust (i.e., invariant) under a given perturbation budget ϵ, or to certify a budget ϵ so that no perturbation under this budget constraint can possibly cause the prediction to change. Two extensions of this idea to reinforcement learning involve either certifying that a policy is invariant under adversarial perturbations, or certifying a lower bound on total reward. In our context, however, our sole concern is to certify safety under adversarial perturbations. The reason is that we view adversarial encounters as exceedingly rare, and expect the nominal policy to work well in most cases when it is deployed (as otherwise, it would not even be deployed). However, when these do occur, we are typically far less concerned with issues such as efficiency (which is what rewards most naturally capture) and far more concerned with issues of safety (that the vehicle, for example, doesn’t crash).

We formally define the adversarial safety certification (ASC) problem as follows:

Given a policy π, identify the highest ϵ^∗(π) such that U ∩ S_T (π, Δ) = ∅ for all Δ such that ‖δ_t‖_p ≤ ϵ^∗(π) and for all 0 ≤ t ≤ T − 1.

In practice, it will typically be infeasible to actually find ϵ^∗(π), and our goal will be to return a provable lower bound ϵ̄ ≤ ϵ^∗(π). If even the nominal (that is, unperturbed) policy is unsafe, ϵ^∗(π) ≡ 0. Clearly, the ASC problem definition requires the knowledge of whether a state s encountered is unsafe. We assume that this information is easy to obtain when one actually enters an unsafe state (e.g., when the car crashes, it is not difficult to verify that it has crashed).^1

We assume that we can simulate transition τ(s, a) for any state s and action a. This is a significantly weaker assumption than those commonly made in verification of dynamical systems literature, where either the dynamical model is assumed to be fully known, or one assumes specific structure (such as discrepancy functions) (Fan et al., 2017; Hsieh et al., 2021; Santa Cruz and Shoukry, 2022; Sun et al., 2019). Next, we present our algorithm for adversarial safety certification, TASC (tree-based adversarial safety certification algorithm).

Consider a given observation o, policy π_s(s), state prediction function g(o), and a bound on adversarial perturbation ϵ. The key building block in the certification procedure is to return a set of actions A_ϵ(o) with the property that the adversary cannot cause the policy to select an action not in that set A \ A_ϵ(o). In the PSRL framework, this entails two steps: first, we certify a set of states S_ϵ(o) such that g(o) ∈ S_ϵ(o), and second, we certify a set of actions A_ϵ(o) = A(S_ϵ(o)) as the only actions that any state s ∈ S_ϵ(o) can induce. Our approach is to treat these two steps as separate robustness certification problems under ℓ_p-bounded input perturbations. Specifically, our certification of the policy π_s takes the smallest ℓ_∞-norm γ such S_ϵ(o) ⊆ B_γ (s), where B_γ (s) is a γ-ball around the predicted state s = g(o). We can then use, e.g., the α, β-CROWN approach (Xu et al., 2021; Wang et al., 2021) to calculate the upper/lower bound of Q values, Q(s, a) and Q(s, a) for each action a for s = g(o), on which π_s is based (recall that we assume the use of Q-learning). We can then use the bounds on the Q values to determine the action set A_ϵ(o) as the set of all actions a for which Q(s, a) ≥ max_a′ Q(s, a^′).

For the problem of certifying g(o) above, we appeal to two distinct approaches depending on the norm ℓ_p. Specifically, if we consider adversarial perturbations to observations o to be bounded in ℓ_∞ norm, we can apply, e.g., the α, β-CROWN approach. On the other hand, if perturbations are bounded in ℓ_2 norm, we can make use of median smoothing (Chiang et al., 2020) to obtain interval bounds for each coordinate of s, which is now the median of the smoothed prediction. Either approach in fact directly yields an ℓ_∞-ball B_γ (s) that we can then use to certify the policy π_s as described above.

Armed with this setup for certifying an action set for a given observation and ϵ, we can now describe our full ASC algorithm. ASC proceeds through a pre-defined discrete set {0, ϵ_1, ϵ_2, . . . , ϵ_N } (e.g., by discretizing ϵ between 0 and 1 if inputs are normalized to the [0,1] interval). Let T_v be the verification horizon (which may be different from the reward horizon T ), and consider the nominal history H_{Tv} (π) and associated set of states S_{Tv} (π) generated by the policy π we are verifying from a known initial state s_0.^2 The first step is to check whether U ∩ S_{Tv} (π) = ∅; if not, we simply return ϵ^∗(π) = 0. Otherwise, we proceed through a series of iterations of certification.

1. In the case where we only simulate potential future during decision-time certification, we can alternatively leverage supervised learning to predict whether we have entered an unsafe state. There is no concern about adversarial perturbations here, since this is done only for the purposes of certification and does not involve actual interaction with the environment.

2. The assumption that the initial state is known is without loss of generality, since we can always define a dummy initial state before the beginning of the scenario.

In each iteration i, we know to have verified ϵ̄ = ϵ_{i−1}, and we attempt to verify ϵ_i. In addition, through iterations 0, . . . , i − 1, we have expanded a tree defined by sequences of actions beginning from the initial state s_0 (root node of the tree). This tree is typically a very sparse subtree of the full tree defined by all possible T_v-long sequences of actions starting with s_0. Each node r in this tree corresponds to a state s_r (equivalently, a sequence of actions taken starting with s_0), as well as the associated observation o_r. In addition, for each node r we have previously verified a set of actions A^{i−1}_r . Since we know the initial state, we begin with the node that follows, and proceed along the nominal path H_T (π). For each node r thereby encountered, we certify the set of actions A^i_r under ϵ_i. If A^i_r = A^{i−1}_r , we can update the certificate for node r to ϵ_i (and do not need any additional exploration of the subtree rooted at r). If A^i_r ≠ A^{i−1}_r , let A^i_{r,i} be the set of new actions added by ϵ_i as compared to ϵ_{i−1}. Each action a ∈ A^i_{r,i} induces a nominal history H_{T (r)}(π, r), where T (r) is the remaining verification horizon starting at node r, with associated set of states S_{T (r)}(π, r). If U ∩ S_{T (r)}(π, r) ≠ ∅, we immediately return ϵ̄ = ϵ_{i−1}, since we can no longer verify safety for ϵ_i. Otherwise, we expand the subtree rooted at r one node at a time in a depth-first fashion, certifying an action set for each node under ϵ_i, and return as soon as any unsafe state is encountered. If the entire subtree is expanded without observing an unsafe state, we verify ϵ_i for node r, and continue along the nominal trajectory. If we successfully complete T_v steps along the nominal trajectory in this fashion, we can now verify ϵ̄ = ϵ_i, and we continue with the next iteration. The complete TASC algorithm is provided in the full version of the paper (see https://vorobeychik.com/psrl_safety_cert.pdf).

TASC has three important properties. First, it is straightforward to make it “real-time”, that is, to have it return a certified adversarial safety bound ϵ̄ after an arbitrary time limit. Second, as long as the procedure for certifying a set of actions A_ϵ(o) is sound, TASC is also sound. Third, if A_ϵ(o) is also complete, then TASC is complete. Next, we formalize the latter two properties.

Let CERT(π, o, ϵ) return a set of action A_ϵ(o) that are certified robust for policy π in observation o under a given bound on adversary’s budget ϵ for some given norm ℓ_p.

Definition 1 CERT(π, o, ϵ) is sound if there does not exist an action a^′ /∈ A_ϵ(o) where ∃δ with ‖δ‖_p ≤ ϵ such that π(o + δ) = a^′. It is complete if ∀a^′ ∈ A, ∃δ : π(o + δ) = a^′ and ‖δ‖_p ≤ ϵ ⇒ a^′ ∈ A_ϵ(o). An ASC algorithm is sound if it returns ϵ̄ ≤ ϵ^∗(π). It is γ-complete if ϵ^∗(π) − ϵ̄ ≤ γ.

Proposition 2 If CERT(π, o, ϵ) is sound, then TASC is sound. If CERT(π, o, ϵ) is also complete, then TASC is γ-complete, where γ = max_{i≥1}(ϵ_i − ϵ_{i−1}) for the finite discrete schedule of adversarial noise bounds {ϵ_i}, where ϵ_N is the absolute upper bound.

Proof [Proof Sketch] Suppose CERT(π, o, ϵ) is sound, and let TASC returns ϵ̄ = ϵ_i for some i in the discrete sequence of adversarial noise bounds. Consider the tree expanded before the algorithm moves forward with ϵ_{i+1}. Since CERT(π, o, ϵ) is sound, the tree has expanded all actions in A_ϵ(o) for every node o through depth T_v, and there can be no more actions to expand. Consequently, the tree contains all nodes that the adversary could reach with ϵ̄. Since TASC did not identify any of these to be unsafe, soundness follows.

For completeness, consider the same setting as above, and note that either i = N, in which case it’s complete since ϵ_N is the absolute upper bound, or i < N, in which case a subtree generated for ϵ_{i+1} was found to contain an unsafe state. Since CERT(π, o, ϵ) is complete, it follows that no actions were expanded unnecessarily. Thus, there exists a path from the starting state to an unsafe state that an adversary can induce with perturbations up to ϵ_{i+1}. This means that ϵ^∗(π) ∈ [ϵ_i, ϵ_{i+1}), and the result follows.

5. Learning Robust Policies

A natural complement to certification is the problem of bolstering robustness through learning. As mentioned above, the goal of conventional learning is to maximize total reward subject to the safety constraints (Equation (1)). This learning problem, however, is focused solely on nominal reward, and only avoids safety violations on the nominal (that is, prior to adversarial perturbations) sequence of states. In certified robust learning, we add a third goal: to maximize the certification bound ϵ^∗(π) of the learned policy π. Thus, the combined problem is max π:U∩S_T (π,Δ)=∅ αE [_T ∑ t=0 r_t|π ] + (1 − α)ϵ^∗(π), (2)

where Δ = {δ_t} with ‖δ_t‖_p ≤ ϵ^∗.

Note that Problem (2) is substantively different from the typical goal of robust reinforcement learning, which is to maximize worst-case sum of rewards, where certification would simply play the role of constructing a lower bound on the worst-case cumulative reward. We maintain, rather, that it is crucial to separate the primary goal operative under normal circumstances, which is to maximize the sum of nominal rewards, and robustness pertains primarily to critical considerations, such as violation of safety constraints, in the rare adversarial encounters.

One of the most basic techniques for boosting robustness of machine learning techniques— including reinforcement learning—is adversarial training (Madry et al., 2018; Oikarinen et al., 2021). In DDQN, adversarial training augments the DDQN loss with an adversarial counterpart. There are a number of ways to implement the adversarial loss, but the most basic is to replace the actor Q function, Q_{actor}(o, a) (using observation o as a proxy for state, as is common) with its adversarial counterpart Q_{actor}(o + δ, a), where the adversarial perturbation δ is generated by solving min_δ ∑ a π_a(o)Q_{actor}(o + δ, a) using projected gradient descent, where π_a(o) is the policy induced by the actor Q function by passing the Q function through a softmax layer (Wu and Vorobeychik, 2022). We refer to this baseline version of adversarial training as simply AT.

An alternative, proposed by Oikarinen et al. (2021), is to use provably bounds on the actor Q-function obtained using interval bound propagation (IBP) (Gowal et al., 2018) to maximize the difference the lower bound on the Q function value for the action prescribed by the nominal policy and the upper bound Q value for every other action. We refer to this approach as RADIAL. Note that both AT and RADIAL effectively collapse the PSRL architecture into a single Q function (and, consequently, policy) architecture.

In addition, we propose two novel approaches to adversarial training that take advantage of the PSRL compositional architecture. The first, PSRL-AT, makes use of IBP in both the loss for the policy π_s (or, rather, the associated Q function), as well as the supervised loss for g. For the former, the approach is analogous to RADIAL. For the latter, the adversarial counterpart of the ℓ_2 loss becomes ‖g(o) − s‖^2 + ‖g(o) − s‖^2, where g and g are the upper and lower bounds on g, respectively, which can be computed by IBP in the case of ℓ_∞ loss. In the case of ℓ_2 loss, we take an approach similar to Salman et al. (2019), combining randomized smoothing with the approach for generating bounds on the actor Q function described above.

Our second proposed approach is a hybrid of RADIAL and PSRL-AT. Specifically, we first use the RADIAL loss function to update the full composite Q function (backpropagating all the way through the supervised component g). In addition, we use only the adversarial supervised loss g to perform a second update over the same minibatch. We refer to this approach as PSRL-HYBRID.

6. Experiments

Experiment Setup Our experiments use the Highway autonomous driving environment (Leurent, 2018), which we customized to our setting (see the full version of the paper for details). We experiment on three scenarios within this environment: Highway, Twoway, and Exit. In our experiments, we assume that the position of the ego vehicle is known to slightly simplify the setup. In Highway scenario, all vehicles are heading in the same direction on a three-lane road, with vehicles other than the ego vehicle traveling at constant speed. The ego vehicle receives the reward of 0.1 for staying in the rightmost lane, 0.5 for high speed (between 20-30), and -1 for reaching an unsafe state, which we define as either collision or being within 1 unit of distance of other vehicles. In the Twoway scenario, the vehicles drive on a two-lane road in opposite directions. There are 3 vehicles at the same lane as the ego vehicle, and 2 in the opposite lane. The ego vehicle receives the reward of 0.5 for high speed, with the same penalty for unsafe states and collision as above. The Exit scenario is similar to the Highway scenario, except there is an exit lane appearing on the right, with a reward of 1 for a successful exit. We assume we know the distance to the exit.

Our safety certification uses T_v ∈ {5, 10, 15}. PSRL in our context involves two neural networks: g(o), which maps the image input into the positions of other vehicles in the observed scene, and the Q network, which takes the predicted state s (i.e., predicted positions of two vehicles closest to ego vehicle in the scene) as input. However, we always use the true state to check for safety violation and collision. First, we use standard DDQN (Van Hasselt et al., 2016) to train the Q network. We train for 2000 episodes in the Highway scenario, for 3000 episodes for the Twoway scenario, and 50,000 steps for the Exit scenario. Next, we use the policy learned by DDQN to sequentially train g, using a γ-greedy policy (i.e., following the learned policy π_s(s) with probability 1 − γ, and taking a random action otherwise), with parameter γ decreasing over time as in DDQN. We train g for 500 episodes in the Highway scenario, for 1500 episodes in the Twoway scenario, and for 1000 episodes in the Exit scenario.

For all our variants of adversarial training, we train for 40,000 steps. The ϵ for adversarial training is increased linearly over the first 25,000 steps and then remains at the target level thereafter. We consider three values for a target ϵ for adversarial training: {1, 2, 3}/255. Here we present the results for ℓ_∞ perturbations; results for ℓ_2, and full details of the experiment setup, are provided in the full version of the paper.

Efficacy of TASC We begin by evaluating the efficacy of the proposed TASC adversarial safety certification algorithm. We set the maximum total number of nodes allowed to be explored to M = 500; however, this was saturated in only a few cases in our experiments, and does not affect the medians reported below. We find that even for a relatively short horizon, TASC only needs to explore a small fraction of the search tree, in all cases below 5%, and in many cases under 1% of the nodes. This becomes even more pronounced as the horizon increases. For T_v = 10, TASC explores fewer than 0.0001 fraction of all nodes in all cases in all scenarios, while when T_v = 15, it explores fewer than 0.00001 fraction of nodes. Complete details are provided in the full version of the paper.

Efficacy of Adversarial Training Next, we evaluate the efficacy of the adversarial training approaches described in Section 5. We compare PSRL with no adversarial training, which we refer to as Vanilla, AT (standard adversarial training), RADIAL (Oikarinen et al., 2021) adapted to our setting by backpropagating adversarial error through the combined π(o) = π_s(g(o)) policy, PSRL- AT, and PSRL-Hybrid. We consider three measures of efficacy: nominal reward, certified safety, and three measures of mean squared error (MSE) of state prediction: prediction based on actual observation o (avg err), and upper (avg err (ub)) and lower (avg err (lb)) bounds of prediction error after adversarial perturbation with ϵ = 1/255, computed by β-CROWN (Wang et al., 2021).

Figure 1 presents the results for nominal reward (left column) and certified safety (right column). PSRL has a reliably high nominal reward, but neither PSRL nor AT yield meaningful safety certification, as we would expect, with AT often also suffering in terms of nominal reward. PSRL-Hybrid consistently performs well on both nominal reward and safety certification, while both RADIAL and PSRL-AT vary in this regard, scoring the best in some cases, and relatively poorly in others. Thus, the hybrid approach indeed appears to yield the best balance of nominal reward and certified safety across the three scenarios.

Figure 1: Average reward (left), certified safety (middle), and MSE of state prediction error (right) for Highway (top), Twoway (middle) and Exit (bottom).

When it comes to MSE, both PSRL-AT and PSRL-Hybrid typically outperform other adversarial training alternatives, and PSRL-AT in particular is far better than all alternatives. PSRL-style adversarial training methods thus yield the additional advantage of consistency in performance and interpretability (in correctly predicting state based on observations) over end-to-end approaches.

7. Conclusion

We presented the first framework for adversarial safety certification in reinforcement learning in the context of a POMDP system model. We present a highly effective adversarial safety certification algorithm, TASC, as well as several adversarial training methods, several of which rely on a novel composition of supervised and reinforcement learning, PSRL, which leverages observations of true state at training time. We show that making use of PSRL in adversarial training can yield strong nominal performance, high adversarially certified safety, and also obtain high-quality predictions of state, enabling a high level of interpretability.

References

M. Althoff. An introduction to cora 2015. In Proc. of the Workshop on Applied Verification for Continuous and Hybrid Systems, 2015.

Stanley Bak and Parasara Sridhar Duggirala. Hylaa: A tool for computing simulation-equivalent reachability for linear systems. In Proceedings of the 20th International Conference on Hybrid Systems: Computation and Control, pages 173–178. ACM, 2017.

Alexandre M. Bayen, Eva Cruck, and Claire Tomlin. Guaranteed overapproximations of unsafe sets for continuous and hybrid systems: solving the hamilton-jacobi equation using viability techniques. In Claire Tomlin and Mark R. Greenstreet, editors, HSCC, volume 2289 of LNCS, pages 90–104. Springer, 2002. ISBN 3-540-43321-X.

Mariusz Bojarski, Ben Firner, Beat Flepp, Larry Jackel, Urs Muller, Karol Zieba, and Davide Del Testa. End-to-end deep learning for self-driving cars. NVIDIA Developer Technical Blog, 2016.

Qi-Zhi Cai, Chang Liu, and Dawn Song. Curriculum adversarial training. In International Joint Conference on Artificial Intelligence, pages 3740–3747, 2018.

Xin Chen, Erika Ábrahám, and Sriram Sankaranarayanan. Flow*: An analyzer for non-linear hybrid systems. In Natasha Sharygina and Helmut Veith, editors, Computer Aided Verification, volume 8044 of Lecture Notes in Computer Science, pages 258–263. Springer Berlin Heidelberg, 2013.

Ping-yeh Chiang, Michael Curry, Ahmed Abdelkader, Aounon Kumar, John Dickerson, and Tom Goldstein. Detection as regression: Certified object detection with median smoothing. Neural Information Processing Systems, 33:1275–1286, 2020.

Jeremy M. Cohen, Elan Rosenfeld, and J. Zico Kolter. Certified adversarial robustness via randomized smoothing. In International Conference on Machine Learning, 2019.

Sarah Dean and Benjamin Recht. Certainty equivalent perception-based control. In Proceedings of the 3rd Conference on Learning for Dynamics and Control, volume 144 of Proceedings of Machine Learning Research, pages 399–411. PMLR, 07 – 08 June 2021. URL https://proceedings.mlr.press/v144/dean21a.html.

Sarah Dean, Nikolai Matni, Benjamin Recht, and Vickie Ye. Robust guarantees for perceptionbased control. In Alexandre M. Bayen, Ali Jadbabaie, George Pappas, Pablo A. Parrilo, Benjamin Recht, Claire Tomlin, and Melanie Zeilinger, editors, Proceedings of the 2nd Conference on Learning for Dynamics and Control, volume 120 of Proceedings of Machine Learning Research, pages 350–360. PMLR, 10–11 Jun 2020a. URL https://proceedings.mlr.press/v120/dean20a.html.

Sarah Dean, Andrew J. Taylor, Ryan K. Cosner, Benjamin Recht, and A. Ames. Guaranteeing safety of learned perception modules via measurement-robust control barrier functions. ArXiv, abs/2010.16001, 2020b.

Parasara Sridhar Duggirala, Sayan Mitra, Mahesh Viswanathan, and Matthew Potok. C2e2: A verification tool for stateflow models. In Christel Baier and Cesare Tinelli, editors, Tools and

Algorithms for the Construction and Analysis of Systems, pages 68–82, Berlin, Heidelberg, 2015. Springer Berlin Heidelberg.

Souradeep Dutta, Xin Chen, and Sriram Sankaranarayanan. Reachability Analysis for Neural Feedback Systems Using Regressive Polynomial Rule Inference, page 157–168. Association for Computing Machinery, New York, NY, USA, 2019. ISBN 9781450362825. URL https://doi.org/10.1145/3302504.3311807.

Chuchu Fan, Bolun Qi, Sayan Mitra, and Mahesh Viswanathan. Dryvr: Data-driven verification and compositional reasoning for automotive systems. In Computer Aided Verification, page 441–461. Springer International Publishing, 2017.

Goran Frehse, Colas Le Guernic, Alexandre Donzé, Scott Cotton, Rajarshi Ray, Olivier Lebeltel, Rodolfo Ripado, Antoine Girard, Thao Dang, and Oded Maler. Spaceex: Scalable verification of hybrid systems. In CAV, 2011.

Sven Gowal, Krishnamurthy Dvijotham, Robert Stanforth, Rudy Bunel, Chongli Qin, Jonathan Uesato, Relja Arandjelovic, Timothy Mann, and Pushmeet Kohli. On the effectiveness of interval bound propagation for training verifiably robust models. arXiv preprint arXiv:1810.12715, 2018.

Chiao Hsieh, Keyur Joshi, Sasa Misailovic, and Sayan Mitra. Verifying controllers with convolutional neural network-based perception: a case for intelligible, safe, and precise abstractions. arXiv preprint arXiv:2111.05534, 2021.

Chao Huang, Jiameng Fan, Wenchao Li, Xin Chen, and Qi Zhu. Reachnn: Reachability analysis of neural-network controlled systems. ACM Trans. Embed. Comput. Syst., 18(5s), oct 2019. ISSN 1539-9087. doi: 10.1145/3358228. URL https://doi.org/10.1145/3358228.

Ling Huang, Anthony D Joseph, Blaine Nelson, Benjamin IP Rubinstein, and J Doug Tygar. Adversarial machine learning. In ACM workshop on Security and Artificial Intelligence, pages 43–58, 2011.

Zhenqi Huang, Chuchu Fan, Alexandru Mereacre, Sayan Mitra, and Marta Z. Kwiatkowska. Invariant verification of nonlinear hybrid automata networks of cardiac cells. In CAV, volume 8559 of Lecture Notes in Computer Science, pages 373–390. Springer, 2014.

Radoslav Ivanov, James Weimer, Rajeev Alur, George J Pappas, and Insup Lee. Verisig: verifying safety properties of hybrid systems with neural network controllers. In ACM HSCC, 2019.

Sydney M. Katz, Anthony L. Corso, Christopher A. Strong, and Mykel J. Kochenderfer.

Verification of image-based neural network controllers using generative models. Journal of Aerospace Information Systems, 0(0):1–11, 2022. doi: 10.2514/1.I011071. URL https://doi.org/10.2514/1.I011071.

Michael Kearns and Ming Li. Learning in the presence of malicious errors. SIAM Journal on Computing, 22(4):807–837, 1993.

B Ravi Kiran, Ibrahim Sobh, Victor Talpaert, Patrick Mannion, Ahmad A Al Sallab, Senthil Yogamani, and Patrick Pérez. Deep reinforcement learning for autonomous driving: A survey. IEEE Transactions on Intelligent Transportation Systems, 2021.

Aounon Kumar, Alexander Levine, and Soheil Feizi. Policy smoothing for provably robust reinforcement learning. In International Conference on Learning Representations, 2022.

Edouard Leurent. An environment for autonomous driving decision-making.

https://github.com/eleurent/highway-env, 2018.

Chang Liu, Bo Li, Yevgeniy Vorobeychik, and Alina Oprea. Robust linear regression against training data poisoning. In ACM Workshop on Artificial Intelligence and Security, pages 91–102, 2017.

Phil Long and Rocco Servedio. Learning large-margin halfspaces with more malicious noise. In Neural Information Processing Systems, 2011.

Björn Lütjens, Michael Everett, and Jonathan P How. Certified adversarial robustness for deep reinforcement learning. In Conference on Robot Learning, pages 1328–1337, 2020.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu. Towards deep learning models resistant to adversarial attacks. In International Conference on Learning Representations, 2018. URL https://openreview.net/pdf?id=rJzIBfZAb.

Pierre-Jean Meyer, Alex Devonport, and Murat Arcak. Tira: Toolbox for interval reachability analysis. In Proceedings of the 22nd ACM International Conference on Hybrid Systems: Computation and Control, HSCC ’19, page 224–229, New York, NY, USA, 2019. Association for Computing Machinery. ISBN 9781450362825. doi: 10.1145/3302504.3311808. URL https://doi.org/10.1145/3302504.3311808.

Sayan Mitra. Verifying Cyber-Physical Systems: A Path to Safe Autonomy. MIT Press, 2021. ISBN 978-0-262-04480-6. URL https://mitpress.mit.edu/contributors/sayan-mitra.

Tuomas Oikarinen, Wang Zhang, Alexandre Megretski, Luca Daniel, and Tsui-Wei Weng. Robust deep reinforcement learning through adversarial loss. In Neural Information Processing Systems, pages 26156–26167, 2021.

Arjun Panesar. Machine learning and AI for healthcare. Springer, 2019.

Anay Pattanaik, Zhenyi Tang, Shuijing Liu, Gautham Bommannan, and Girish Chowdhary. Robust deep reinforcement learning with adversarial attacks. arXiv preprint arXiv:1712.03632, 2017.

Baiyu Peng, Qi Sun, Shengbo Eben Li, Dongsuk Kum, Yuming Yin, Junqing Wei, and Tianyu Gu.

End-to-end autonomous driving through dueling double deep q-network. Automotive Innovation, 4(3):328–337, 2021.

Hadi Salman, Jerry Li, Ilya Razenshteyn, Pengchuan Zhang, Huan Zhang, Sebastien Bubeck, and Greg Yang. Provably robust deep learning via adversarially trained smoothed classifiers. In Neural Information Processing Systems, 2019.

Ulices Santa Cruz and Yasser Shoukry. Nnlander-verif: A neural network formal verification framework for vision-based autonomous aircraft landing. In NASA Formal Methods: 14th International Symposium, NFM 2022, Pasadena, CA, USA, May 24–27, 2022, Proceedings, page 213–230, Berlin, Heidelberg, 2022. Springer- Verlag. ISBN 978-3-031-06772-3. doi: 10.1007/978-3-031-06773-0 11. URL https://doi.org/10.1007/978-3-031-06773-0_11.

Jianwen Sun, Tianwei Zhang, Xiaofei Xie, Lei Ma, Yan Zheng, Kangjie Chen, and Yang Liu.

Stealthy and efficient adversarial attacks against deep reinforcement learning. In AAAI Conference on Artificial Intelligence, volume 34, pages 5883–5891, 2020.

Xiaowu Sun, Haitham Khedr, and Yasser Shoukry. Formal verification of neural network controlled autonomous systems. In ACM International Conference on Hybrid Systems: Computation and Control, pages 147–156, 2019.

Paulo Tabuada. Verification and Control of Hybrid Systems: A Symbolic Approach. Springer Publishing Company, Incorporated, 1st edition, 2009. ISBN 1441902236.

Hoang-Dung Tran, Xiaodong Yang, Diego Manzanas Lopez, Patrick Musau, Luan Viet Nguyen, Weiming Xiang, Stanley Bak, and Taylor T. Johnson. Nnv: The neural network verification tool for deep neural networks and learning-enabled cyber-physical systems. In Shuvendu K. Lahiri and Chao Wang, editors, CAV, 2020. ISBN 978-3-030-53288-8.

Hado Van Hasselt, Arthur Guez, and David Silver. Deep reinforcement learning with double Qlearning. In AAAI Conference on Artificial Intelligence, 2016.

Yevgeniy Vorobeychik and Murat Kantarcioglu. Adversarial Machine Learning. Morgan and Claypool, 2018.

Shiqi Wang, Huan Zhang, Kaidi Xu, Xue Lin, Suman Jana, Cho-Jui Hsieh, and J Zico Kolter. Beta-CROWN: Efficient bound propagation with per-neuron split constraints for neural network robustness verification. In Neural Information Processing Systems, 2021. URL https://openreview.net/forum?id=ahYIlRBeCFw.

Eric Wong and J. Zico Kolter. Provable defenses against adversarial examples via the convex outer adversarial polytope. In International Conference on Machine Learning, 2018.

Fan Wu, Linyi Li, Zijian Huang, Yevgeniy Vorobeychik, Ding Zhao, and Bo Li. Crop: Certifying robust policies for reinforcement learning through functional smoothing. In International Conference on Learning Representations, 2022.

Junlin Wu and Yevgeniy Vorobeychik. Robust deep reinforcement learning through bootstrapped opportunistic curriculum. In International Conference on Machine Learning, pages 24177– 24211, 2022.

Kaidi Xu, Huan Zhang, Shiqi Wang, Yihan Wang, Suman Jana, Xue Lin, and Cho-Jui Hsieh. Fast and complete: Enabling complete neural network verification with rapid and massively parallel incomplete verifiers. In International Conference on Learning Representations, 2021. URL https://openreview.net/forum?id=nVZtXBI6LNn.

Huan Zhang, Hongge Chen, Chaowei Xiao, Bo Li, Mingyan Liu, Duane Boning, and Cho-Jui Hsieh.

Robust deep reinforcement learning against adversarial perturbations on state observations. In Neural Information Processing Systems, volume 33, pages 21024–21037, 2020.

Jiakai Zhang. End-to-End Learning for Autonomous Driving. PhD thesis, New York University, USA, 2019.