arXiv:2301.01276v1 [cs.IT] 3 Jan 2023

Age of Information of a Power Constrained Scheduler in the Presence of a Power Constrained Adversary

Subhankar Banerjee Sennur Ulukus Anthony Ephremides Department of Electrical and Computer Engineering University of Maryland, College Park, MD 20742 sbanerje@umd.edu ulukus@umd.edu etony@umd.edu

Abstract—We consider a time slotted communication network consisting of a base station (BS), an adversary, N users and Ns communication channels. In the first part of the paper, we consider the setting where Ns communication channels Ns are heterogeneously divided among N users. The BS transmits an update to the ith user on a subset of the communication channels Ns,i where Ns,i ∩ Ns,j is not necessarily an empty set. At each time slot, the BS transmits an update packet to a user through a communication channel and the adversary aims to block the update packet sent by the BS by blocking a communication channel. The BS has n discrete transmission power levels to communicate with the users and the adversary has m discrete blocking power levels to block the communication channels. The probability of successful transmission of an update packet depends on these power levels. The BS and the adversary have a transmission and blocking average power constraint, respectively. We provide a universal lower bound for the average age of information for this communication network. We prove that the uniform user choosing policy, the uniform communication channel choosing policy with any arbitrary feasible transmission power choosing policy is 4 optimal; and the max-age user choosing policy, the uniform communication channel choosing policy with any arbitrary feasible transmission power choosing policy is 2 optimal. In the second part of the paper, we consider the setting where the BS chooses a transmission policy and the adversary chooses a blocking policy from the set of randomized stationary policies and Ns,i = Ns for all i, i.e., all users can receive updates on all channels. We show that a Nash equilibrium may or may not exist for this communication network, and identify special cases where a Nash equilibrium always exists.

I. INTRODUCTION We consider a wireless communication system consisting of N users, one base station (BS), N_s communication channels and an adversary. A communication channel can have different channel gains to different users, and thus, all the subcarriers may not be available to all the users for transmission of an update packet. We consider the static setting. Thus, the communication channels are divided into N potentially overlapping sets, where each set corresponds to a user. We denote the set of communication channels available to user i as N_{s,i}. A sub-carrier can be an element of multiple sets, and thus, the set N_{s,i} ∩ N_{s,j} is not necessarily empty. The cardinality of N_{s,i} is N_{s,i}. The set of all available channels is N_s = ⋃ i N_{s,i}, and has cardinality N_s. There are n discrete power levels available to the BS for transmission of an update packet to the users and m discrete power levels available to the adversary to block the transmission of an update packet. We consider a slotted time model. At each time slot, the BS chooses a transmission power to transmit an update packet to a user via a communication channel and the adversary chooses a communication channel and a blocking power to block any update packet that is being sent on the chosen channel.

A large amount of work has been done on the analysis of age of information for various applications and system models, such as, scheduling policies for wireless networks, gossip networks, caching systems, source coding problem, remote estimation, energy harvesting systems and many more, see e.g., [1]–[41]. These papers consider systems without an adversary. The age of information in the presence of an adversary in a wireless communication network has been studied in the recent literature [42]–[50]. In particular, [49], [50] consider an adversarial gossip network. In this paper, we do not consider a gossip network, rather we consider that a central node, i.e., the BS transmits the update packets to the users. [42], [43] consider an adversary which decreases the signal to noise ratio of a communication link through jamming, due to which the rate of the communication decreases which results in a higher age for the communication system. In this paper, we consider that when the adversary blocks a communication channel it completely eliminates the update packet with a positive probability. [44] considers an adversary which blocks the communication channel for a duration in time which increases the average age of the system by disabling communication in that interval. In this paper, we consider that the adversary blocks the communication channel in a time slotted manner. [45], [46] consider an adversary which completely eliminates the update packet, however, they do not consider any power constraint on the adversary. In this paper, we consider a power constrained adversary. [47], [48] consider a power constrained adversary which completely eliminates the update packet. They have considered that on the time horizon T , the adversary blocks αT time slots where 0 < α < 1. On the contrary, in this paper, we consider that at each time slot t, the adversary chooses one of the m blocking power levels with a pmf d(t) and the expected power to be less than or equal to a power constraint. Different than the adversary in [47], [48], the adversary in this paper completely eliminates the update packet with a positive probability (strictly less than 1), and this probability depends on the blocking power chosen by the adversary and the transmission power chosen by the BS.

In the first part of this paper, we propose algorithms to minimize the average age of information for the described wireless communication network. We show that the uniform user choosing policy together with the uniform communication channel choosing policy and any arbitrary feasible transmission power choosing policy is 4 optimal, and in a special case, it is 2 optimal. We show that the maximum-age user choosing policy together with the uniform communication channel choosing policy and any arbitrary feasible transmission power choosing policy is 2 optimal.

In the second part of this paper, we relax the system model and consider that at each time slot the BS can choose any one of the N_s sub-carriers for transmission of an update packet to any one of the N users, i.e., N_{s,i} = N_s, for all i. We also restrict the action space of the BS and the action space of the adversary only to the stationary policies. If the power level choosing algorithms are not fixed for the BS and for the adversary and if those are included in the action space of the BS and the action space of the adversary, then we show that in the stationary policy regime a Nash equilibrium may not exist. We give a counter example to prove this. We also show a special case in which the Nash equilibrium exists. However, when the power level choosing algorithms for the BS and for the adversary are fixed, i.e., those are not included in the list of the actions of the BS and the list of the actions of the adversary, then the Nash equilibrium always exists.

II. SYSTEM MODEL AND PROBLEM FORMULATION At each time slot, the BS schedules a user i out of N users, N > 1, with a user choosing algorithm π_u and chooses a communication channel out of N_{s,i} communication channels, N_{s,i} > 1, with a communication channel choosing algorithm π_s to transmit an update packet to the scheduled user i. In this paper, we use sub-carrier and communication channel interchangeably. We consider that n discrete transmission powers, namely {p_1, p_2, · · · , p_n} are available to the BS, and at each time slot the BS chooses one of these n transmission powers, following a power choosing algorithm π_p. Thus, an action of the BS is a triplet (π_u, π_s, π_p) and we call a valid triplet as a BS scheduling algorithm π. We call the set of all causal scheduling algorithms as Π. Let us consider that π_p is such that at time slot t the BS chooses the ith transmission power with probability e_i(t). We consider the following power constraint for the BS, n∑ i=1 e_i(t)p_i ≤ p̄, t ∈ {1, · · · , T } (1) We consider that an adversary is present in the system as well. At each time slot, the adversary chooses a sub-carrier out of N_s sub-carriers following an algorithm ψ_s to block any update packet that is being transmitted by the BS in that subcarrier. We consider that m discrete blocking powers, namely {p^′_1, p^′_2, · · · , p^′_m} are available to the adversary and at each time slot the adversary chooses one of these powers, following a blocking power choosing algorithm ψ_p, to block any update packet on the sub-carrier chosen by ψ_s. Thus, an action of the adversary is a pair (ψ_s, ψ_p) and we call a valid pair as an adversarial action ψ. We call the set of all valid adversarial actions as Ψ. Let us consider that ψ_p is such that at time slot t, the adversary chooses the ith blocking power with probability d_i(t). We consider the following power constraint for the adversary, m∑ i=1 d_i(t)p^′_i ≤ p̃, t ∈ {1, · · · , T } (2) We create an n × m matrix F , whose (i, j)th element, f_{i,j} , represents the probability of successful transmission of an update packet corresponding to the BS transmission power p_i and adversary blocking power p^′_j . Thus, at time slot t if the BS schedules the user k, and chooses the sub-carrier l to transmit an update packet with power p_i and if the adversary blocks the sub-carrier l with power p^′_j , then with probability f_{i,j} the age of the kth user at time slot (t + 1) becomes 1 and with probability 1 − f_{i,j} the age of the kth user at time slot t + 1 increases by one.

The age of user i at time slot t is defined as t−t_i(t), where t_i(t) is the last time slot when the ith user has successfully received an update packet. Note that the minimum value for the age of user i is 1. We consider that at each time slot the BS has a fresh update packet to transmit for every user present in the system. Here by fresh update packet, we mean the update packet for the ith user at time slot t is generated at time slot t. As we are interested in freshness, we assume that if the ith user does not receive the corresponding update packet at time slot t, then that update packet gets dropped at the BS without any cost. This is a valid assumption used in [45]–[48].

The adversary has the knowledge of π_u, π_s and π_p. However, as the BS uses a randomized algorithm at time slot t, the adversary has no knowledge about which user will get scheduled, which sub-carrier will get chosen and which transmission power will get used at time slot t^′ when t ≤ t^′ ≤ T . However, at time slot t it has full knowledge about all these for time slot t^′ when 1 ≤ t^′ < t, and the adversary can optimize its future actions based on these available information. The adversary has full knowledge about the elements of each set N_{s,i}. The age of user i at time slot t corresponding to a BS scheduling algorithm π and adversarial action ψ is denoted as v^{(π,ψ)}_i (t), thus, v^{(π,ψ)}_i (t) = t − t_i(t), and the expected age of user i at time slot t, is denoted as Δ^{(π,ψ)}_i (t). Note that, if the BS successfully transmits an update packet to user i at time slot t, then v^{(π,ψ)}_i (t+1) = 1, otherwise v^{(π,ψ)}_i (t+1) = v^{(π,ψ)}_i (t)+1. The average age of the overall system corresponding to the BS scheduling algorithm π and adversarial action ψ is,

Δ^{(π,ψ)} = lim sup_{T →∞} 1 T T∑ t=1 1 N N∑ i=1 Δ^{(π,ψ)} i (t) (3)

For the simplicity of presentation, in the rest of the paper we ignore the superscript (π, ψ), unless we specify otherwise.

Now, as the BS has no control over the adversary, we consider the following constrained optimization problem,

Δ^∗ = sup_{ψ∈Ψ} inf_{π∈Π} Δ^{(π,ψ)}

s.t. (1), (2) (4)

For the second part of the paper, we consider a relaxed system model. We consider that at each time slot, all the N_s sub-carriers are available to the BS to transmit an update packet to any one of the N users, i.e., N_{s,i} = N_s for all i. The BS chooses a scheduling algorithm and the adversary chooses an adversarial action from the corresponding sets of stationary randomized policies. In other words, π_u is such that at each time slot the BS chooses a user following a pmf u = [u_1, u_2, · · · , u_N ], π_s is such that at each time slot the BS chooses a sub-carrier following a pmf s = [s_1, s_2, · · · , s_{Ns} ] and π_p is such that at each time slot the the BS chooses a power following a pmf e = [e_1, e_2, · · · , e_n]. Similarly, ψ_s is such that at each time slot the adversary blocks a sub-carrier following a pmf a = [a_1, a_2, · · · , a_{Ns} ] and ψ_p is such that at each time slot the adversary chooses a blocking power following a pmf d = [d_1, d_2, · · · , d_m]. Thus, the power constraints for the adversary and the BS become ∑_m i=1 d_ip^′(i) ≤ p̃ and ∑_n i=1 e_ip(i) ≤ p̄, respectively. When we restrict ourselves only to the stationary randomized policies, instead of writing Δ^{π,ψ} as in (3), we write the average age of the overall system corresponding to pmfs u, s, e (these three pmfs are chosen by the BS) and the pmfs a, d (these two pmfs are chosen by the adversary) as Δ^{u,s,e,a,d}. We denote the expected age of user i at time slot t as Δ^{u,s,e,a,d}_i (t). Thus, the average age for the ith user becomes Δ^{u,s,e,a,d} i = lim sup_{T →∞} 1 T T∑ t=1 Δ^{u,s,e,a,d} i (t) (5)

Let us assume that the set of all valid user choosing pmfs, the set of all valid sub-carrier choosing pmfs and the set of all valid transmission power choosing pmfs are F_u, F_s and F_e, respectively. Similarly, the set of all valid sub-carrier blocking pmfs and the set for all valid blocking power choosing pmfs are F_a and F_d, respectively. For a given adversarial action, namely a sub-carrier blocking pmf a, and a blocking power level choosing pmf d, the BS aims to minimize the average age of the overall system by selecting a scheduling algorithm, namely a user choosing pmf u, a sub-carrier choosing pmf s and a transmission power choosing pmf e from the set B(a, d), where B(a, d) is defined as follows,

B(a, d) = arg min (u∈F_u,s∈F_s,e∈F_e, ∑_n i=1 e_ip_i ≤p̄) Δ^{u,s,e,a,d} (6) Similarly, for a given scheduling algorithm, i.e., a triplet of pmfs (u, s, e), the adversary aims to maximize the average age by choosing a pair of pmfs, namely (a, d) from the set B(u, s, e), where B(u, s, e) is defined as

B(u, s, e) = arg max (a∈F_a,d∈F_d, ∑_m i=1 d_ip^′ (i)≤p̃) Δ^{u,s,e,a,d} (7)

We call a 5-tuple of pmfs, namely (u, s, e, a, d) as a Nash equilibrium point if and only if (u, s, e) ∈ B(a, d) and (a, d) ∈ B(u, s, e). In the previous Nash equilibrium setting we consider that the transmission power choosing pmf e and blocking power choosing pmf d are components of the action space of the BS and the action space of the adversary, respectively. However, if e and d are fixed and not included in the action space of the BS and the action space of the adversary, respectively, then we define,

B(a) = arg min (u∈F_u,s∈F_s) Δ^{u,s,e,a,d} (8) Similarly, we write,

B(u, s) = arg max (a∈F_a) Δ^{u,s,e,a,d} (9) We call a triplet of pmfs, namely (u, s, a) as a Nash equilibrium point if and only if (u, s) ∈ B(a, ) and a ∈ B(u, s).

III. ALGORITHM AND ANALYSIS OF AGE We find a fundamental lower bound for the optimization problem in (4). Let us define x = arg max_{i∈{1,··· ,m}} p^′_i ≤ p̃. Consider the following adversarial action: at each time slot the adversary blocks any one of the N_s sub-carriers with a uniform pmf and chooses the power level p_x. We denote this adversarial action as ψ̄ = (ψ̄_s, ψ̄_p). At each time slot, if the BS schedules the user which has the maximum age and breaks the tie with scheduling the lower indexed user, we call that user choosing policy as the max-age policy. (In this paper, we will present our results in a sequence of lemmas and theorems, with some explanations. The proofs are skipped here due to space limitations, and will be provided in the journal version.)

Lemma 1. For the adversarial action ψ̄, an optimal user choosing policy is the max-age policy; and if the ith user gets chosen by the max-age policy, then an optimal sub-carrier choosing policy is to choose a sub-carrier in N_{s,i} uniformly.

Let us define ȳ = arg min_{i∈{1,··· ,n}} p_i ≥ p̄.

Theorem 1. The average age of the communication network defined in (3) is lower bounded by^{(N+1)Ns}_{2(Ns−1+fȳ,x)} .

Now, we consider that at each time slot the BS schedules a user i with probability^1_N and chooses one of the N_{s,i} subcarriers with probability^1_{Ns,i} , to transmit an update packet to the scheduled user with transmission power p_y with probability β and with transmission power p_ȳ with probability (1 − β), where β satisfies the following identity:

βp_y + (1 − β)p_ȳ = p̄ (10)

Let us denote this BS scheduling policy as ^̃π. Let us define x̄ = arg min_{i∈{1,··· ,m}} p^′_i ≥ p̃. Theorem 2. The average age of the communication system when the BS employs the scheduling algorithm ^̃π is upper bounded by 2N; when N_{s,i} = N_s for all i, then the average age is upper bounded by^{NNs} N_s−1+βf_{y,x̄} +(1−β)f_{ȳ,x̄} .

Now, we consider that at each time slot the BS schedules the max-age user, i, and chooses one of the N_{s,i} sub-carriers with probability^1_{Ns,i} . We also consider that the BS chooses power p_y with probability β and power p_ȳ with probability 1 − β, where β satisfies (10). Denote this BS scheduling policy as π̃.

Theorem 3. The average age of the communication system when the BS employs the scheduling algorithm π̃ is upper bounded by^{(N+1)N̄s}

2(N̄_s−1+βf_{y,x̄}+(1−β)f_{ȳ,x̄}) , where

N̄_s = min {N_{s,1}, N_{s,2}, · · · , N_{s,N} }. Next, we make some concluding remarks about the findings of this section. From Theorem 1 and Theorem 2, we see that in the general setting, ^̃π is^{4N(Ns−1+fȳ,x)}

(N+1)N_s optimal, where

4N(N_s − 1 + f_{ȳ,x}) (N + 1)N_s

≤ 4 (11)

For the special case, when N_{s,i} = N_s, for all i, ^̃π is

2(N+1)(N_s−1+f_{ȳ,x} )

N(N_s−1+f_{y,x̄} ) optimal, where

2(N + 1)(N_s − 1 + f_{ȳ,x}) N(N_s − 1 + f_{y,x̄}) ≤ 2(N_s − 1 + f_{ȳ,x}) (N_s − 1 + f_{y,x̄})

(12) ≤ 2N_s N_s − 1

(13)

≤4 (14)

If N_s is large, then the right side of (13) can be approximated as 2. Thus, for the aforementioned special case and for large N_s, ^̃π is 2 optimal.

From Theorem 1 and Theorem 3, we see that the scheduling policy π̃ is^{N̄s}_{N̄s−1} optimal and as N_{s,i} > 1, for all i, π̃ is 2 optimal. Note that when p̄ exactly matches with one of the powers from the sets {p_1, p_2, · · · , p_n} and N_{s,i} = N_s, for all i, then π̃ is the optimal scheduling policy.

IV. EQUILIBRIUM POINTS OF THE AVERAGE AGE FOR RANDOMIZED STATIONARY ACTION SPACE Let us assume that at each time slot the BS chooses a user following a pmf u, chooses a sub-carrier following a pmf s, chooses a transmission power with a pmf e and the adversary chooses a sub-carrier with a pmf a and chooses a blocking power following a pmf d. Recall that for this section we use a relaxed system model, where we consider that N_{s,i} = N_s, for all i. At some time slot t, user i successfully receives an update packet transmitted by the BS and then after waiting for Γ_i time slots it again receives another update packet from the BS. Note that Γ_i is a random variable. The evolution of the age for the ith user is a renewal process and Γ_i is a renewal interval. Thus, from the renewal reward theorem, Δ^{u,s,e,a,d} i = E [ Γ^2_i + Γ_i ] 2E [Γ_i]

(15)

Let the probability of successful transmission of the update packet to user i be q_i. Then, Γ_i is geometrically distributed with success probability q_i. Thus, (15) simplifies as, Δ^{u,s,e,a,d} i = 1 q_i (16)

Theorem 4. The optimal sub-carrier choosing pmf s, for a given adversarial action, namely, a pair of pmfs (a, d), depends only on a and is independent of user choosing pmf u, transmission power choosing pmf e and d. Moreover, if the adversary blocks any l sub-carriers with lowest probability then the optimal choice for the BS is to choose any subset of these l sub-carriers with probability 1. Similarly, the optimal user scheduling pmf u does not depend on a, s, d, e. The optimal user scheduling pmf is the uniform pmf.

Theorem 5. The optimal sub-carrier blocking pmf, a, for a given BS scheduling policy depends only on s and is independent of u, e and d. Moreover, if the BS chooses any l sub-carriers with the highest probability, then the optimal choice for the adversary is to block any subset of these l subcarriers with probability 1.

Without loss of generality, let p_1 ≤ p_2 ≤ · · · ≤ p_n and p^′_1 ≤ p^′_2 ≤ · · · ≤ p^′_m. Thus, we have f_{1,j} ≤ f_{2,j} ≤ · · · ≤ f_{n,j} and f_{i,1} ≥ f_{i,2} ≥ · · · ≥ f_{i,m}, i = 1, · · · , n, j = 1, · · · , m. Algorithm 1 below provides an optimal transmission power choosing pmf e for a given blocking power choosing pmf d. The algorithm states that, if p̄ < p_1, then there does not exist a feasible e; if p_n < p̄, then the optimal e is to choose the power p_n with probability 1; If these two cases do not occur, then we define x = arg max_{i∈{1,··· ,n},pi<p̄} i and y = arg min_{i∈{1,··· ,n},pi>p̄} i. Clearly, x < y. We define a constant, g_i = ∑_m j=1 d_j f_{i,j} , i = 1, · · · , n. We call the constant ( g_i + g_x^{py −pi}_{px−py} − g_y^{px−pi}_{px−py} ) as the coefficient for power p_i, i ∈ {1, · · · , n}\{x, y}. Then, we traverse from power p_{y+1} to power p_n, we call this procedure as the first traversing procedure. During this traversing process, if we find that ( g_j + g_x^{py −pj}_{px−py} − g_y^{px −pj}_{px−py} ) , j > y, is a strictly positive number, then we change the coefficient of the power p_k as ( g_k + g_x^{pj −pk}_{px−pj} − g_j^{px−pk}_{px−pj} ) , k ∈ {1, · · · , n}\{x, j}. We keep on doing this procedure till we reach p_n. Let us assume that during this traversing procedure p_i is the last power for which we get a positive coefficient, then we define y = i. Then, we start performing a second traversing procedure from the power p_{x−1} to the power p_1. During this traversing process, if we find that the coefficient of p_l, l < x, is a strictly positive number, then we change the coefficient of the power p_k as ( g_k + g_l^{py −pk}_{pl −py} − g_y^{pl−pk}_{pl−py} ) , k ∈ {1, · · · , n}\{l, y}. We keep on doing this procedure till we reach p_1. Let us assume that during this second traversing procedure p_r is the last power for which we get a positive coefficient, then we define x = r. Now, if p̄ exactly matches one of the powers from the set {p_1, p_2, · · · , p_n}, without loss of generality assume that p_i = p̄, then we compare the two vectors z_i and (_{p̄−py} p_x −p_y zx + p_x−p̄ p_x−p_y zy ) and select the one which minimizes

(15), otherwise we select (_{p̄−py} p_x−p_y zx + p_x−p̄ p_x−p_y zy ) , where z_i is the ith basis vector of R^n .

We note that, Algorithm 1 finds an optimal solution in O(n) time. Next, we state the optimality of Algorithm 1.

Algorithm 1 For a given d finding an optimal e

Inputs: d, F , p, p̄ Define: g = (g_1, g_2, · · · , g_n), where g_i = ∑_m j=1 d_j f_{i,j} , x = arg max_{i∈{1,2,··· ,n},pi<p̄} i and y = arg min_{i∈{1,2,··· ,n},pi>p̄} i, z_i is the ith basis vector for R^n , x_1 = x, y_1 = y if p̄ < p_1 then

Return: Solution does not exist else if p_n < p̄ then

Return: z_n for i = y + 1 : n do if ( g_i + g_x^{py −pi}_{px−py} − g_y^{px−pi}_{px−py} ) > 0 then y = i for i = 1 : x − 1 do if ( g_i + g_x^{py −pi}_{px−py} − g_y^{px−pi}_{px−py} ) > 0 then x = i Define: e = (_{p̄−py} p_x −p_y zx + p_x−p̄ p_x−p_y zy ) if x_1 + 1 = y_1 − 1 then if ∑_n i=1 e_i ∑_m j=1 d_j f_{i,j} ≤ ∑_m j=1 d_j f_{x1+1,j} then Return: z_{x+1} else

Return: e else

Return: e

Theorem 6. For a given blocking power pmf d, Algorithm 1 gives an optimal transmission power pmf e.

Algorithm 2 provides an optimal blocking power choosing pmf d for a given e. In Algorithm 2, we perform a similar traversing procedure as Algorithm 1. The only difference is while traversing in Algorithm 1, we change the coefficient of a power level if the corresponding coefficient is strictly positive, in Algorithm 2, we change the coefficient if it is strictly negative. Next, we state the optimality of Algorithm 2.

Theorem 7. For a given transmission power choosing pmf e, Algorithm 2 gives an optimal blocking power pmf d.

Next, we present a counter example which suggests that when the transmission power choosing pmf and the blocking power choosing pmf are not fixed and are part of the action space of the BS and the action space of the adversary, respectively, then a Nash equilibrium may not exist. Consider a system where the BS has three power levels and the adversary has also three power levels, i.e., n = m = 3. Both the power constraint for the BS and the adversary is 3.5 watts. The feasible powers for the BS and for the adversary are the same, which is [1, 3, 5]. The matrix F is chosen as F = 0.5 0.35 0.2 0.6 0.55 0.4 0.8 0.7 0.65

(17)

We can show that for this example, for a given d, e cannot be of the form [e_1, e_2, e_3], where e_i > 0, i ∈ {1, 2, 3} and satisfy

∑_3

i=1 e_ip_i ≤ p̄. Now, from Algorithm 1, we know that

Algorithm 2 For a given e finding an optimal d

Inputs: e, F , p, p̄ Define: g = (g_1, g_2, · · · , g_m), where g_i = ∑_n j=1 e_j f_{j,i}, x = arg max_{i∈{1,2,··· ,m},p}′_{i<p̃} i and y = arg min_{i∈{1,2,··· ,m},p}′_{i>p̃} i, z_i is the ith basis function for R^n , x_1 = x, y_1 = y if p̃ < p^′_1 then

Return: Solution does not exist else if p^′_n < p̃ then

Return: z_n for i = y + 1 : n do if ( g_i + g_x^{p′y −p′i}_{p′x−p′y} − g_y^{p′x−p′i}_{p′x−p′y} ) < 0 then y = i for i = 1 : x − 1 do if ( g_i + g_x^{p′y −p′i}_{p′x−p′y} − g_y^{p′x−p′i}_{p′x−p′y} ) < 0 then x = i Define: d = (_{p̃−p′y} p^′_x−p^′_y zx + p^′_x −p̃ p^′_x −p^′_y zy ) if x_1 + 1 = y_1 − 1 then if ∑_m j=1 d_j ∑_n i=1 e_if_{i,j} ≤ ∑_n i=1 e_if_{i,x1+1} then Return: d else

Return: z_{x+1} else

Return: d

if the adversary chooses powers 3 and 5, then the optimal choice for the BS is to choose powers 3 and 5, similarly, if the adversary chooses powers 1 and 5, then the optimal choice for the BS is to choose powers 1 and 5. From Algorithm 2, we know that if the BS chooses powers 1 and 5, then the optimal choice for the adversary is to choose powers 3 and 5, similarly, if the BS chooses powers 3 and 5, then the optimal choice for the adversary is to choose powers 1 and 5. Thus, a Nash equilibrium does not exist for this example.

In the next theorem, we consider the Nash equilibrium when the transmission power choosing pmf and the blocking power choosing pmf are not included in the action space of the BS and in the action space of the adversary, respectively.

Theorem 8. The triplet of actions (û, ŝ, â) is the Nash equilibrium point, where â and ŝ are the uniform pmfs over N_s sub-carriers and û is the uniform pmf over N users.

Next, we present a special case in which the Nash equilibrium exists even when the transmission power choosing pmf and the blocking power choosing pmf are part of the action space of the BS and the action space of the adversary, respectively. Consider that the matrix F has the property, f_{i,j} − f_{1,j} = l_i, j ∈ {1, · · · , m}, i ∈ {1, · · · , n} (18) where l_i are non-negative constants. Consider a fixed blocking power choosing pmf d. Then, g_i in Algorithm 1 is

g_i = m∑ j=1 d_j f_{i,j} = m∑ j=1 d_j f_{1,j} + l_i (19)

Thus,

g_i + g_x p_y − p_i p_x − p_y − g_y p_x − p_i p_x − p_y = m∑ j=1 d_j f_{1,j} ( 1 + p_y − p_i p_x − p_y − p_x − p_i p_x − p_y ) + l_x p_y − p_i p_x − p_y − l_y p_x − p_i p_x − p_y + l_i (20)

Thus, the sign of g_i +g_x^{py −pi}_{px−py} −g_y^{px−pi}_{px−py} does not depend on d, which implies that the optimal transmission power choosing pmf is the same for all d. Similarly, the sign of g_i +g_x^{p′y −p′i}_{p′x −p′y} − g_y^{p′x −p′i} p^′_x−p^′_y in Algorithm 2 does not depend on e, in other words

the optimal blocking power choosing pmf is independent of e. Now, run Algorithm 1 for any arbitrary d and denote the output as ê, similarly run Algorithm 2 for any arbitrary e and denote the output as d̂. Then, using Theorem 8, we have that the 5-tuple (b̂, ĉ, ê, â, d̂) is the unique Nash equilibrium.

REFERENCES

[1] A. Kosta, N. Pappas, and V. Angelakis. Age of information: A new concept, metric, and tool. Foun. Trends Networ., 12(3):162–259, 2017.

[2] Y. Sun, I. Kadota, R. Talak, and E. Modiano. Age of information: A new metric for information freshness. Synthesis Lectures on Communication Networks, 12(2):1–224, December 2019.

[3] R. D. Yates, Y. Sun, R. Brown, S. K. Kaul, E. Modiano, and S. Ulukus.

Age of information: An introduction and survey. IEEE Journal on Selected Areas in Communications, 39(5):1183–1210, May 2021.

[4] I. Kadota, A. Sinha, E. Uysal-Biyikoglu, R. Singh, and E. Modiano.

Scheduling policies for minimizing age of information in broadcast wireless networks. IEEE/ACM ToN, 26(6):2637–2650, December 2018.

[5] E. Najm, R. D. Yates, and E. Soljanin. Status updates through M/G/1/1 queues with HARQ. In IEEE ISIT, June 2017.

[6] A. Soysal and S. Ulukus. Age of information in G/G/1/1 systems: Age expressions, bounds, special cases, and optimization. IEEE Trans. on Information Theory, 67(11):7477–7489, November 2021.

[7] R. D. Yates. The age of information in networks: Moments, distributions, and sampling. IEEE Trans. Info. Theory, 66(9):5712–5728, Sep. 2020.

[8] S. Farazi, A. G. Klein, and D. R. Brown III. Average age of information for status update systems with an energy harvesting server. In IEEE Infocom, April 2018.

[9] X. Wu, J. Yang, and J. Wu. Optimal status update for age of information minimization with an energy harvesting source. IEEE Trans. on Green Communications and Networking, 2(1):193–204, March 2018.

[10] S. Leng and A. Yener. Age of information minimization for an energy harvesting cognitive radio. IEEE TCCN, 5(2):427–43, June 2019.

[11] A. Arafa and S. Ulukus. Timely updates in energy harvesting twohop networks: Offline and online policies. IEEE Trans. on Wireless Communications, 18(8):4017–4030, August 2019.

[12] Y. Gu, Q. Wang, H. Chen, Y. Li, and B. Vucetic. Optimizing information freshness in two-hop status update systems under a resource constraint. IEEE JSAC, 39(5):1380–1392, March 2021.

[13] A. Arafa, J. Yang, S. Ulukus, and H. V. Poor. Age-minimal transmission for energy harvesting sensors with finite batteries: Online policies. IEEE Trans. on Information Theory, 66(1):534–556, January 2020.

[14] Q. He, D. Yuan, and A. Ephremides. Optimal link scheduling for age minimization in wireless systems. IEEE Trans. on Information Theory, 64(7):5381–5394, July 2018.

[15] B. Buyukates, A. Soysal, and S. Ulukus. Scaling laws for age of information in wireless networks. IEEE Trans. on Wireless Communications, 20(4):2413–2427, April 2021.

[16] M. Abd-Elmagid, H. Dhillon, and N. Pappas. A reinforcement learning framework for optimizing age of information in RF-powered communication systems. IEEE Trans. on Comm., 68(8):4747–4760, May 2020.

[17] B. Buyukates, A. Soysal, and S. Ulukus. Age of information in multihop multicast networks. Jour. Comm. Netw., 21(3):256–267, July 2019.

[18] Y. Hsu. Age of information: Whittle index for scheduling stochastic arrivals. In IEEE ISIT, June 2018.

[19] J. Liu, X. Wang, and H. Dai. Age-optimal trajectory planning for UAVassisted data collection. In IEEE Infocom, April 2018.

[20] E. Ceran, D. Gunduz, and A. Gyorgy. A reinforcement learning approach to age of information in multi-user networks. In IEEE PIMRC, September 2018.

[21] B. Buyukates and S. Ulukus. Timely distributed computation with stragglers. IEEE Trans. on Comm., 68(9):5273–5282, September 2020.

[22] H. H. Yang, A. Arafa, T. Q. S. Quek, and H. V. Poor. Age-based scheduling policy for federated learning in mobile edge networks. In IEEE ICASSP, May 2020.

[23] E. Ozfatura, B. Buyukates, D. Gunduz, and S. Ulukus. Age-based coded computation for bias reduction in distributed learning. In IEEE Globecom, December 2020.

[24] B. Buyukates and S. Ulukus. Timely communication in federated learning. In IEEE Infocom, May 2021.

[25] M. Wang, W. Chen, and A. Ephremides. Reconstruction of counting process in real-time: The freshness of information through queues. In IEEE ICC, July 2019.

[26] M. Bastopcu and S. Ulukus. Who should Google Scholar update more often? In IEEE Infocom, July 2020.

[27] Y. Sun, Y. Polyanskiy, and E. Uysal. Remote estimation of the Wiener process over a channel with random delay. In IEEE ISIT, June 2017.

[28] J. Chakravorty and A. Mahajan. Remote estimation over a packetdrop channel with Markovian state. IEEE Trans. on Automatic Control, 65(5):2016–2031, July 2020.

[29] M. Bastopcu and S. Ulukus. Age of information for updates with distortion: Constant and age-dependent distortion constraints. IEEE/ACM Trans. on Networking, 29(6):2425–2438, December 2021.

[30] N. Rajaraman, R. Vaze, and G. Reddy. Not just age but age and quality of information. IEEE JSAC, 39(5):1325–1338, 2021.

[31] J. Zhong, R. D. Yates, and E. Soljanin. Timely lossless source coding for randomly arriving symbols. In IEEE ITW, November 2018.

[32] P. Mayekar, P. Parag, and H. Tyagi. Optimal source codes for timely updates. IEEE Trans. on Info. Theory, 66(6):3714–3731, March 2020.

[33] M. Bastopcu, B. Buyukates, and S. Ulukus. Selective encoding policies for maximizing information freshness. IEEE Trans. on Communications, 69(9):5714–5726, September 2021.

[34] R. D. Yates, P. Ciblat, A. Yener, and M. Wigger. Age-optimal constrained cache updating. In IEEE ISIT, June 2017.

[35] M. Bastopcu and S. Ulukus. Information freshness in cache updating systems. IEEE Trans. Wireless Comm., 20(3):1861–1874, March 2021.

[36] B. Abolhassani, J. Tadrous, A. Eryilmaz, and E. Yeh. Fresh caching for dynamic content. In IEEE Infocom, May 2021.

[37] P. Kaswan, M. Bastopcu, and S. Ulukus. Freshness based cache updating in parallel relay networks. In IEEE ISIT, July 2021.

[38] R. D. Yates. The age of gossip in networks. In IEEE ISIT, July 2021. [39] B. Buyukates, M. Bastopcu, and S. Ulukus. Age of gossip in networks with community structure. In IEEE SPAWC, September 2021.

[40] M. Bastopcu, B. Buyukates, and S. Ulukus. Gossiping with binary freshness metric. In IEEE Globecom, December 2021.

[41] C. Kam, S. Kompella, and A. Ephremides. Age of incorrect information for remote estimation of a binary Markov source. In Infocom, July 2020.

[42] A. Garnaev, W. Zhang, J. Zhong, and R. D. Yates. Maintaining information freshness under jamming. In IEEE Infocom, May 2019.

[43] G. D. Nguyen, S. Kompella, C. Kam, J. E. Wieselthier, and A. Ephremides. Impact of hostile interference on information freshness: A game approach. In IEEE WiOpt, May 2017.

[44] Y. Xiao and Y. Sun. A dynamic jamming game for real-time status updates. In IEEE Infocom, April 2018.

[45] S. Banerjee, R. Bhattacharjee, and A. Sinha. Fundamental limits of ageof-information in stationary and non-stationary environments. In IEEE ISIT, June 2020.

[46] R. Bhattacharjee and A. Sinha. Competitive algorithms for minimizing the maximum age-of-information. In ACM Perf. Eval., September 2020.

[47] S. Banerjee and S. Ulukus. Age of information in the presence of an adversary. In IEEE Infocom, May 2022.

[48] S. Banerjee and S. Ulukus. Game theoretic analysis of an adversarial status updating system. In IEEE ISIT, June 2022.

[49] P. Kaswan and S. Ulukus. Age of gossip in ring networks in the presence of jamming attacks. In Asilomar Conference, October 2022.

[50] P. Kaswan and S. Ulukus. Susceptibility of age of gossip to timestomping. In IEEE ITW, November 2022.