arXiv:2304.14676v1 [cs.IT] 28 Apr 2023

Quantum Cross Subspace Alignment Codes via the N-sum Box Abstraction

Yuxiang Lu, Syed A. Jafar

Center for Pervasive Communications and Computing (CPCC) University of California Irvine, Irvine, CA 92697 Emails: {yuxiang.lu,syed}@uci.edu

Abstract—Cross-subspace alignment (CSA) codes are used in various private information retrieval (PIR) schemes (e.g., with secure storage) and in secure distributed batch matrix multiplication (SDBMM). Using a recently developed N-sum box abstraction of a quantum multiple-access channel (QMAC), we translate CSA schemes over classical multiple-access channels into efficient quantum CSA schemes over a QMAC, achieving maximal superdense coding gain. Because of the N-sum box abstraction, the underlying problem of coding to exploit quantum entanglements for CSA schemes, becomes conceptually equivalent to that of designing a channel matrix for a MIMO MAC subject to given structural constraints imposed by the N-sum box abstraction, such that the resulting MIMO MAC is able to implement the functionality of a CSA scheme (encoding/decoding) over-the-air. Applications include Quantum PIR with secure and MDS-coded storage, as well as Quantum SDBMM.

I. INTRODUCTION A central challenge in sending classical information over quantum communication networks is to find coding schemes that exploit quantum entanglements to improve communication efficiency. The challenge is compounded when the goal is secure/private computation. Particularly relevant for our purpose are the recent works in [1]–[3] that develop coding schemes for quantum private information retrieval (QPIR), i.e., private retrieval of classical information over an ideal quantum multiple-access channel (QMAC), where the communication takes place via qudits instead of classical dits.^1

Recall that the goal in PIR [4] is for a user to efficiently [5] retrieve a desired message from a set of servers where multiple messages are stored, without revealing which message is desired. To do so, the user sends queries to the servers that reveal nothing about the desired message index. The servers respond with their answers, and from the answers the user retrieves the desired message. The communication from the servers to the user constitutes a multiple-access channel (MAC). The multiple-access aspect is trivial in classical PIR because each server has a separate channel to the user over which classical symbols (dits) can be transmitted. In QPIR [1]–[3], however, instead of dits, the servers send qudits to the user, into which they encode their classical answers through local quantum operations. While the servers still send their qudits through separate quantum channels, what makes the QMAC nontrivial is that the qudits available to the servers are entangled

1A dit is a classical q-ary symbol, e.g., a symbol in a finite field F_q when q is a power of a prime, whereas a qudit is a q-dimensional quantum system.

with each other. The entanglements are designed a priori, i.e., independent of messages and queries, each server can only manipulate its own qudits locally, and the servers cannot directly communicate with each other (except for collusions that may be tolerated). Yet the QMAC setting is non-trivial because the local operations (quantum gates) can be carefully chosen by the servers based on their classical answers, to create a new entangled state that can more efficiently convey the desired information to the user through quantum measurement. Indeed, coding schemes in [1]–[3] exploit quantum entanglements to reduce the user’s total download cost by upto a factor of 2 (maximal superdense coding gain).^2 In addition to QPIR [1], these prior works also explore variants that allow upto T colluding servers (QTPIR) [2] and MDS coded storage (QMDSTPIR) [3], developing quantum schemes for each setting that are counterparts of the corresponding classical schemes developed in [7]–[10].

As noted in [11], coding schemes for PIR often find applications beyond PIR. Particularly noteworthy are cross subspace alignment (CSA) codes which originated in the studies of PIR with X-secure (XSTPIR) [12] and MDS coded (MDSXSTPIR) storage [13], later found use in coded computing, and were applied, e.g., to secure distributed batch matrix multiplication (SDBMM) in [14], [15]. If classical CSA codes can be translated into quantum coding schemes for the QMAC, it would open the door not only to code designs for broader QPIR settings (e.g., QXSTPIR and QMDSXSTPIR), but also to quantum secure distributed batch matrix multiplication (QSDBMM). This is the goal that we pursue in this work.

While the goal ostensibly involves quantum coding, the approach in this work requires little quantum-expertise because of the N-sum box abstraction [16]. Conceptually, the technical problem that we need to solve can be interpreted as designing the channel matrix for a wireless MIMO MAC to efficiently implement the CSA encoder/decoder structure over-the-air. The main distinctions from the multiple antenna wireless setting are 1) the channel matrix is over a finite field (F_q ) rather than complex numbers, and 2) instead of being generated randomly by nature, the channel matrix can be freely designed for the desired CSA code functionality as long as it

2Superdense coding refers to the capability of each qudit to deliver more than 1 dit (maximally 2 dits) of classical information. The key is to exploit entanglements (without which qudits are worth no more than dits [6]). This is challenging to accomplish when the data is distributed, as in the QMAC.

is strongly self-orthogonal (SSO).^3 This is because the N-sum box abstraction [16] guarantees that a stabilizer based quantum coding protocol exists that achieves the same functionality as a classical MIMO MAC setting for any SSO channel matrix, with the quantum communication cost of N qudits. The CSA scheme and the N-sum box abstraction are explained next.

A. Cross Subspace Alignment (CSA) Code

Conceptually, the setting for a CSA coding scheme (over a finite field F_q ) is the following. We have N distributed servers. The servers locally compute their answers A_n, n ∈ [N] to a user’s query. Each answer A_n is a linear combination of L symbols that are desired by the user, say δ_1, δ_2, · · · , δ_L, and N − L symbols of undesired information (interference), say ν_1, ν_2, · · · , ν_{N−L}. The linear combinations have a Cauchy- Vandermonde structure that is the defining characteristic of CSA schemes, such that the desired terms appear along the dimensions corresponding to the Cauchy terms, while the interference appears (aligned) along the dimensions corresponding to the Vandermonde terms. The i^{th} instance of a CSA scheme is represented as,

A_1(i) . . A_N (i) A(i)

= 1 f_1 −α_1 · · · 1 f_L−α_1 1 α1 · · · α N−L−1 1 1 f_1 −α_2 · · · 1 f_L−α_2 1 α2 · · · α N−L−1 2 . . . . . . . . . . . . . . 1 f_1 −α_N · · · 1 f_L−α_N 1 αN · · · α N−L−1 N CSA^q_{N,L}(α,f ) δ_1(i) : δ_L(i) ν_1(i) : ν_{N − L}(i) X_{δν} (i) The CSA scheme requires that all the α_i, f_j are distinct elements in F_q (needs q ≥ N + L), which guarantees that the N ×N matrix CSA^q_{N,L}(α, f) is invertible. After downloading A_n from each Server n, n ∈ [N], the user is able to recover the desired symbols δ_1(i), · · · , δ_L(i) by inverting CSA^q_{N,L}(α, f). Thus, each instance of the CSA scheme allows the user to retrieve L desired symbols at a cost of N downloaded symbols. The rate of the scheme, defined as the number of desired symbols recovered per downloaded symbol, is L/N. The reciprocal, N/L, is the download cost per desired symbol.

Remark 1: A noteworthy aspect of CSA schemes is that the number of servers can be reduced, i.e., the CSA scheme can be applied to N^′ < N servers, with a corresponding reduction in the number of desired symbols L^′ < L, as long as the dimension of interference is preserved, i.e., N − L = N^′ − L^′. In the classical setting, this flexibility is not useful as it leads to a strictly higher download cost, i.e., N^′/L^′ = (N −L)/L^′ + 1 > (N − L)/L + 1 = N/L. In the quantum setting, however, this will lead to a useful simplification.

B. N-Sum Box Abstraction as a MIMO MAC

Let F_q be a finite field. An N-sum box [16] is a MIMO MAC setting described as, y = Mx, where x = [x_1 x_2 · · · x_{2N} ]^⊤ ∈ F^{2N×1}_q is the input, M ∈ F^{N×2N}_q is the ‘channel’ matrix and y ∈ F^{N×1}_q is the output. As shown in [16], if M^⊤ is strongly self-orthogonal (SSO), then

3A matrix G ∈ F^{2N ×N}_q is strongly self-orthogonal (SSO) iff rk(G) = N and G^T JG = 0, where J ≜ (_{0 −IN} IN 0 ) .

Tx1x_1x_4Tx2x^2x^5

Tx3x_3x_6

Receiver y_1y2y^3 y_1 y_2 y_3 = M_{1,1} · · · M_{1,6} . . . . . . M_{3,1} · · · M_{3,6} x_1 x_2 . . x_6

y ∈ F^{3×1}_q , x ∈ F^{6×1}_q , M ∈ F^{3×6}_q

M^T JM = 0, rk(M) = 3 (SSO)

[Quantum Comm. Cost: 3 qudits]

Fig. 1. The N-sum box [16] is illustrated as a MIMO MAC for N = 3.

this N-sum box functionality is achievable in a QMAC with N servers, with N entangled q-dimensional qudits distributed among the servers, such that the n^{th} server, who has the n^{th} qudit, controls the classical inputs x_n, x_{N+n} in the MIMO MAC, ∀n ∈ [N]. An example is illustrated in Fig. 1. For any feasible channel matrix M, it is shown in [16] that there exists an initial entangled state of the N qudits, such that each transmitter can encode its classical inputs x_n, x_{n+N} into its qudit through local quantum operations (X, Z gates), and there exists a quantum measurement such that once all N q-dimensional qudits are sent to the receiver (quantum communication cost N q-dimensional qudits), the receiver obtains the classical value y from the measurement.

An alternative, equivalent description of feasible channel matrices M in [16] that is better suited to our purpose is the following. For any G ∈ F^{2N×N}_q , H ∈ F^{2N×N}_q such that G is SSO and the square matrix (G H) has full rank 2N, there exists an N-sum box over F_q with the channel matrix,

M = (0_N I_N )(G H)^{−1}. (1)

C. Overview of Contribution

Since the MIMO MAC obtained from the N-sum box abstraction produces linear combinations of the inputs at the receiver, and the channel matrix M can be carefully chosen subject to certain (SSO) constraints, there is the opportunity to design a suitable channel matrix (and therefore an efficient quantum code for the underlying QMAC), that facilitates the CSA encoder/decoder operations, by implementing them ‘over-the-air’ as it were (actually through quantumentanglements), as much as possible. As our main contribution we find a feasible channel matrix construction, i.e., a feasible M, and thereby a Quantum CSA scheme for N servers, that retrieves min(1, 2r) desired classical q-ary dits per downloaded q-dimensional qudit, if the corresponding classical CSA scheme retrieves r desired dits per downloaded dit. The QCSA scheme achieves the same rate improvements for QXSTPIR, QMDSXSTPIR and QSDBMM, compared to the classical rates achieved by CSA schemes for XSTPIR, MDSXSTPIR and SDBMM. Furthermore, since QPIR, QTPIR, and QMD- STPIR are special cases of these settings, the rates achieved in prior works [1]–[3] can also be obtained as a special case of the QCSA scheme developed in this work.

Notation: For integers a, b s.t. a ≤ b, define [a : b] ≜ {a, a+ 1, · · · , b}, and [b] ≜ [1 : b]. Diag(v) denotes the diagonal matrix with entries of v along the diagonal. For an m × n matrix A, A(a : b, c : d), where 1 ≤ a ≤ b ≤ m and 1 ≤ c ≤ d ≤ n, denotes the matrix comprised of the entries of A whose row indices are in [a : b] and column indices are in [c : d]. We use A(:, c : d) to denote the c^{th} to d^{th} columns of A and A(a : b, :) to denote the a^{th} to b^{th} rows. ⟨A⟩_{col} and ⟨A⟩_{row} denote the column space and row space of A, respectively. A^⊤ is the transpose, and rk(A) is the rank of A.

II. DEFINITIONS Let F_q be a finite field. We need the following definitions.

Definition 1: (GRS Code) Define

GRS^q_{n,k}(α, u) ≜ u_1 u_1α_1 u_1α^2_1 · · · u_1α^{k−1}_1 u_2 u_2α_2 u_2α^2 · · · u_2α^{k−1}_2 . . . . . . . . . . u_n u_nα_n u_nα^2_n · · · u_nα^{k−1}_n n×k as the generator matrix of an [n, k] Generalized Reed Solomon (GRS) code over F_q , where α = (α_1, α_2, · · · , α_n) ∈ F^{1×n}_q , u = (u_1, u_2, · · · , u_n) ∈ F^{1×n}_q , u_i ≠ 0 and α_i ≠ α_j for all distinct i, j ∈ [n]. The corresponding [n, k] GRS code is the column-span of the generator matrix, C = ⟨GRS^q_{n,k}(α, u)⟩_{col}.

Definition 2: (Dual Code) For an [n, k] linear code C ⊂ F^{n×1}_q , the dual code C^⊥ ≜ {v ∈ F^{n×1}_q : ⟨v, c⟩ = 0, ∀c ∈ C}. The dual code of a GRS code is also a GRS code, e.g., according to the following construction [17].

Definition 3: (Dual GRS Code) [17] For v = (v_1, v_2, · · · , v_n) ∈ F^{1×n}_q defined as,

v_j = 1 u_j ∏ i∈[n],i≠j (α_j − α_i) −1 ∀j ∈ [n], (2) where u_j ≠ 0, we have ( GRS^q_{n,k}(α, u) )_⊤ GRS^q_{n,n−k}(α, v) = 0_{k×(n−k)}, (3) i.e., GRS^q_{n,n−k}(α, v) generates an [n, n − k] code that is the dual of the code generated by GRS^q_{n,k}(α, u).

Definition 4: (QCSA Matrix) Define the N × N matrix, QCSA^q_{N,L}(α, β, f) as in (4), where α = (α_1, α_2, · · · , α_N ) ∈ F^{1×N}_q , β = (β_1, β_2, · · · , β_N ) ∈ F^{1×N}_q , f = (f_1, f_2, · · · , f_L) ∈ F^{1×L}_q , all β_i, i ∈ [N] are non-zero, the terms α_1, · · · , α_N , f_1, · · · , f_L are L + N distinct elements of F_q , q ≥ L + N, L ≤ N/2. The sub-matrices GRS^q_{N,⌊N/2⌋}(α, β) and GRS^q_{N,⌈N/2⌉}(α, β) identified in (4), are the generator matrices of [N, ⌊^N_2 ⌋] and [N, ⌈^N_2 ⌉] GRS codes, respectively (identical, when N is even). As a special case, setting β_1 = · · · = β_N = 1, we have,

CSA^q_{N,L}(α, f) = QCSA^q_{N,L}(α, [1 1 · · · 1], f). (5)

Remark 2: QCSA^q_{N,L}(α, β, f) is the product of an N × N diagonal matrix Diag(β_1, β_2, · · · , β_N ) and the N ×N Cauchy- Vandermonde matrix CSA^q_{N,L}(α, f) invoked by CSA schemes (cf. (11) of [13]). The former is full rank since β_n ≠ 0, ∀n ∈

[N], and the latter is full rank according to Lemma 1 of [13] because α_1, · · · , α_N , f_1, · · · , f_N are distinct (q ≥ L + N). Since multiplication with an invertible square matrix preserves rank, QCSA^q_{N,L}(α, β, f) is an invertible square matrix.

III. RESULTS

Given a CSA scheme over F_q , we translate it into a QCSA scheme over a QMAC by the following three steps. 1) From the CSA matrix CSA^q_{N,L}(α, f), construct two QCSA matrices QCSA^q_{N,L}(α, u, f) ≜ Q^u_N and QCSA^q_{N,L}(α, v, f) ≜ Q^v_N .

2) From Q^u_N , Q^v_N , construct a feasible N-sum Box, i.e., a MIMO MAC with channel matrix M_Q.

3) Over the MIMO MAC, realize ‘over-the-air’ decoding of two instances of the CSA scheme. By the N-sum Box abstraction, this automatically maps to a quantum protocol (a QCSA scheme), and the efficiency gained by ‘over-the-air’ decoding in the MIMO MAC translates into the superdense coding gain over the QMAC.

These steps are explained next.

Step 1: CSA^q_{N,L}(α, f) → QCSA^q_{N,L}(α, u, f) ≜ Q^u_N , and QCSA^q_{N,L}(α, v, f) ≜ Q^v_N Let u = [u_1 u_2 · · · u_N ] ∈ F^{1×N}_q and v = [v_1 v_2 · · · v_N ] ∈ F^{1×N}_q . First, let u_1, · · · , u_N be N arbitrary non-zero elements in F_q . Then, we choose v_j ∈ F_q as

v_j = 1 u_j ∏ i∈[N],i≠j (α_j − α_i) −1 ∀j ∈ [N], (6)

such that the sub-matrix GRS^q_{N,⌈ N2 ⌉}(α, u) of QCSA^q_{N,L}(α, u, f) ≜ Q^u_N and the sub-matrix GRS^q_{N,⌊ N2 ⌋}(α, v) of QCSA^q_{N,L}(α, v, f) ≜ Q^v_N satisfy ( GRS^q_{N,⌈ N2 ⌉}(α, u) )_⊤ GRS^q_{N,⌊ N2 ⌋}(α, v) = 0_⌈ N_{2 ⌉×⌊} N_{2 ⌋}, (7)

according to (2) and (3). As compact notation for the resulting QCSA matrices, let us define Q^u_N ≜ QCSA^q_{N,L}(α, u, f) and Q^v_N ≜ QCSA^q_{N,L}(α, v, f). Step 2: A suitable N-Sum Box (M_Q)

The N-sum box is specified by the following theorem. Theorem 1: For the Q^u_N and Q^v_N constructed in Step 1, there exists a feasible N-sum box y = M_Qx in F_q with the N × 2N channel matrix,

M_Q =

I_L 0_{L×⌈N/2⌉} 0 0 0 0 0 0 I_{⌊N/2⌋−L} 0 0 0 0 0 0 I_L 0_{L×⌊N/2⌋} 0 0 0 0 0 0 I_{⌈N/2⌉−L}

[ Q^u_N 0 0 Q^v_N ]_{−1}

(8) A proof of Theorem 1 is presented in Section IV.

QCSA^q_{N,L}(α, β, f) ≜ β_1 f_1 −α_1 β_1 f_2 −α_1 · · · β_1 f_L−α_1

GRS^q_{N,⌊N/2⌋}(α, β) β_1 β_1α_1 · · · β_1α^{⌊N/2⌋−1}_1 β_1α^{⌈N/2⌉−1}_1 β_1α^{⌈N/2⌉}_1 · · · β_1α^{N−L−1}_1

β_2 f_1 −α_2 β_2 f_2 −α_2 · · · β_2 f_L−α_2 β2 β2α2 · · · β2α ⌊N/2⌋−1 2 β_2α^{⌈N/2⌉−1} 2 β_2α^{⌈N/2⌉}_2 · · · β_2α^{N−L−1}_2 . . . . . . . . . . . . . . . . . . . . H̃^β (:, 1 : L) β_N f_1 −α_N β_N f_2 −α_N · · · β_N f_L−α_N GRS^q_{N,⌈N/2⌉}(α, β) β_N β_N α_N · · · β_N α^{⌊N/2⌋−1}_N β_N α^{⌈N/2⌉−1}_N H̃^β (:, L + 1 : ⌊N/2⌋) β_N α^{⌈N/2⌉}_N · · · β_N α^{N−L−1}_N (4)

Step 3: QCSA Scheme as ‘Over-the-Air’ CSA

Using the MIMO MAC with channel matrix M_Q identified in Step 2, we now describe how to achieve ‘over-the-air’ decoding of several instances of CSA schemes.

First consider the case where we are given a CSA scheme with L ≤ N/2. With 2 instances of the CSA scheme, we have, [ A(1) A(2) ] = [ CSA^q_{N,L}(α, f) 0 0 CSA^q_{N,L}(α, f) ] [ X_{δν} (1) X_{δν} (2) ]

which retrieves 2L desired symbols at the download cost of 2N symbols. Now the corresponding QCSA scheme (overthe-air MIMO MAC) is obtained as follows.

y_1 . . y_N y = M_Q [ Diag(u) 0 0 Diag(v) ] [ A(1) A(2) ]

x (9)

= M_Q [ Diag(u) 0

0 Diag(v) ]

· [ CSA^q_{N,L}(α, f) 0 0 CSA^q_{N,L}(α, f) ] [ X_{δν} (1) X_{δν} (2) ] (10)

= M_Q [ Q^u_N 0 0 Q^v_N ] [ X_{δν} (1) X_{δν} (2) ] (11)

= I_L 0_{L×⌈N/2⌉} 0 0 0 0 0 0 I_{⌊N/2⌋−L} 0 0 0 0 0 0 I_L 0_{L×⌊N/2⌋} 0 0 0 0 0 0 I_{⌈N/2⌉−L} [ X_{δν} (1) X_{δν} (2) ]

= [ δ_1(1), · · · , δ_L(1), ν_{(↽)}(1), δ_1(2), · · · , δ_L(2), ν_{(↽)}(2) ]_⊤ where the N entries of u are non-zero, and v is specified in (6) and we used the compact notation for the interference symbols, i.e., ν_{(↽)}(1) to represent the last ⌊N/2⌋ − L symbols of the vector ν(1) = (ν_1(1), · · · , ν_{N−L}(1)), and ν_{(↽)}(2) to represent the last ⌈N/2⌉ − L symbols of the vector ν(2) = (ν_1(2), · · · , ν_{N−L}(2)). Multiplication by Block-Diag(Diag(u), Diag(v)) in (9) simply involves each Server j, j ∈ [N] scaling its answers of the two instances of the CSA scheme A_j (1), A_j (2) by u_j , v_j respectively and applying u_j A_j (1), v_j A_j (2) to the inputs of the N-sum box (MIMO MAC) corresponding to that server. Evidently, all 2L desired symbols are recovered, and the total download cost is N qudits (one qudit from each server), for a normalized download cost of N/(2L) qudits per desired dit. The improvement from N/L (classical CSA) to N/2L (QCSA) reflects the factor of 2 superdense coding gain in communication efficiency.

If L > N/2, we discard ‘redundant’ servers (see Remark 1) and only employ N^′ = 2N − 2L < N servers, choosing a CSA scheme with L^′ = N^′/2, such that N −L = N^′ −L^′, i.e., the dimensions of interference are preserved, which results in a download cost of N^′/(2L^′) = 1 qudit per desired symbol.

IV. PROOF OF THEOREM 1 For a permutation π : [2N] → [2N], define,

P_π ≜ [ e_{π(1)} e_{π(2)} · · · e_{π(2N)} ] , (12)

where e_i is the i^{th} column of I_{2N} . When P_π is multiplied to the right of a 2N × 2N matrix A, the columns of A will be permuted according to the permutation π. Also, note that P^{−1}_π = P_π−1 = P^⊤_π , where π^{−1} is the inverse permutation of π. Now let us prove Theorem 1 by specifying the N-sum box construction according to (1). Following the CSS construction [18], [19], i.e., the fact that placing the generator matrices of two codes that are dual to each other on the diagonal creates an SSO matrix, let us define,

G̃ = [ GRS^q_{N,⌈N/2⌉}(α, u) 0 0 GRS^q_{N,⌈N/2⌉}(α, v) ] , (13)

where GRS^q_{N,⌈N/2⌉}(α, u) and GRS^q_{N,⌈N/2⌉}(α, v) are submatrices of Q^u_N and Q^v_N , respectively. If N is even, then G̃ is a 2N × N square matrix, and we will choose G = G̃ for the N-sum Box construction as in (1). If N is odd, then G̃ is a 2N × (N + 1) matrix, i.e., it has an extra column. In this case we will choose G as the 2N × N left-sub-matrix of G̃, leaving out the (N + 1)^{th} column. Thus,

G = G̃(:, 1 : N) (14) = [ GRS^q_{N,⌈N/2⌉}(α, u) 0 0 GRS^q_{N,⌊N/2⌋}(α, v) ] . (15)

Note that G is a sub-matrix of Block-Diag(Q^u_N , Q^v_N ) = [ Q^u_N 0 0 Q^v_N ] . Let H in (1) be chosen as the remain-

ing columns of Block-Diag(Q^u_N , Q^v_N ) after eliminating the columns that are present in G. Thus, [ G H ] 2N×2N = [_~

G(:, 1 : N)

H̃^u 0 0 H̃^v (:, 1 : L)

G̃(:, N + 1) 0 H̃^v (:, L + 1 : ⌊^N_2 ⌋) ] (16) = [ Q^u_N 0 0 Q^v_N ] P_π , (17)

The column G̃(:, N + 1) does not appear in (16) (i.e., it is empty) if N is even, because in that case G̃ has only N columns. H̃^u = [~ H^u(:, 1 : L) H̃^u(:, L + 1 : ⌊^N_2 ⌋) ] , H̃^v(:

, 1 : L) and H̃^v(:, L + 1 : ⌊^N_2 ⌋) are specified in (4). Evidently, the 2N × 2N matrix [ G H ] has full rank 2N as required for an N-sum Box construction (1), because Q^u_N , Q^v_N have full rank N, the rank of a block-diagonal matrix is the sum of the ranks of its blocks so Block-Diag(Q^u_N , Q^v_N ) has rank 2N, and P_π is an invertible square matrix which preserves rank. The permutation π is explicitly expressed as,

π = (π(1), · · · , π(2N)) (18) = ( L + 1, L + 2, · · · , L + ⌈N/2⌉, N + L + 1, N + L + 2, · · · , N + L + ⌊N/2⌋ 1, 2, · · · , L, L + ⌈N/2⌉ + 1, L + ⌈N/2⌉ + 2, · · · , N, N + 1, N + 2, · · · , N + L, (19) N + L + ⌊N/2⌋ + 1, N + L + ⌊N/2⌋ + 2, · · · , 2N ) . Note that P_π moves the columns of Block-Diag(Q^u_N , Q^v_N ),

with indices in [ L + 1 : L + ⌈N/2⌉ ] ∪ [ N + L + 1 : N + L + ⌊N/2⌋ ] , to the left-most part.

To establish the feasibility of this N-sum Box as in (1), it remains to prove that G is SSO (see definition in Footnote 3, and originally in [16]). Since [ G H ] has full rank 2N, it follows that G has rank N. Furthermore, the SSO property follows from the CSS construction [18], [19], also easily verified next in (21)-(22), where we use the compact notation, Γ ≜ GRS^q_{N,⌈N/2⌉}(α, u), Γ ≜ GRS^q_{N,⌊N/2⌋}(α, v). (20) G^⊤JG = [ Γ^⊤ 0 0 Γ^⊤ ] [ 0 −I_N I_N 0 ] [ Γ 0 0 Γ ] (21)

= [ Γ^⊤ 0 0 Γ^⊤ ] [ 0 −Γ Γ 0 ]_{(7)}

= 0_{N×N} (22)

Therefore, this N-sum box is feasible according to (1).

For the specified G, H matrices, the transfer matrix M_Q is,

M_Q = [ 0_N I_N ] [ G H ]_{−1} (23) = [ 0_N I_N ] P^{−1}_π [ Q^u_N 0 0 Q^v_N ]_{−1} (24)

Recall that P^{−1}_π = P_π−1 . Now it is easily verified that [0_N I_N ]P^{−1}_π in (24) is the same as the matrix in (8). □

V. CONCLUSION Using the N-sum box abstraction [16], this work translated existing CSA coding schemes for classical MAC settings into Quantum CSA coding schemes, for entanglementassisted QMACs. This leads to immediate applications to Quantum PIR with secure and MDS-coded storage (Q-MDS- XSTPIR), as well as Quantum SDBMM. In both cases, the rate achieved with the QCSA scheme can be expressed as R^Q = min{1, 2R^C}, where R^C is the rate achieved by the CSA scheme in the corresponding classical setting. Recent results in QPIR, QTPIR, QMDSTPIR can be recovered as special cases. An important direction for future work is to explore settings where certain qudits are erased or lost, which would extend the scope of QCSA schemes to allow stragglers.

ACKNOWLEDGMENT The authors gratefully acknowledge helpful discussions with M. Allaix from Aalto University and Y. Yao from UC Irvine.

REFERENCES

[1] S. Song and M. Hayashi, “Capacity of quantum private information retrieval with multiple servers,” IEEE Transactions on Information Theory, vol. 67, no. 1, pp. 452–463, 2020.

[2] ——, “Capacity of quantum private information retrieval with colluding servers,” IEEE Transactions on Information Theory, vol. 67, no. 8, pp. 5491–5508, 2021.

[3] M. Allaix, S. Song, L. Holzbaur, T. Pllaha, M. Hayashi, and C. Hollanti, “On the capacity of quantum private information retrieval from MDScoded and colluding servers,” IEEE Journal on Selected Areas in Communications, vol. 40, no. 3, pp. 885–898, 2022.

[4] B. Chor, E. Kushilevitz, O. Goldreich, and M. Sudan, “Private information retrieval,” Journal of the ACM, vol. 45, no. 6, pp. 965–981, 1998.

[5] H. Sun and S. A. Jafar, “The capacity of private information retrieval,” IEEE Transactions on Information Theory, vol. 63, no. 7, pp. 4075– 4088, 2017.

[6] A. S. Holevo, “Bounds for the quantity of information transmitted by a quantum communication channel,” Problemy Peredachi Informatsii, vol. 9, no. 3, pp. 3–11, 1973.

[7] H. Sun and S. A. Jafar, “The capacity of robust private information retrieval with colluding databases,” IEEE Trans. on Information Theory, vol. 64, no. 4, pp. 2361–2370, 2017.

[8] K. Banawan and S. Ulukus, “The capacity of private information retrieval from coded databases,” IEEE Transactions on Information Theory, vol. 64, no. 3, pp. 1945–1956, 2018.

[9] H. Sun and S. Jafar, “Private information retrieval from MDS coded data with colluding servers: Settling a conjecture by Freij-Hollanti et al.” IEEE Trans. on Information Theory, vol. 64, no. 2, pp. 1000–1022, 2017.

[10] R. Tajeddine, O. W. Gnilke, D. Karpuk, R. Freij-Hollanti, and C. Hollanti, “Private information retrieval from coded storage systems with colluding, Byzantine, and unresponsive servers,” IEEE Transactions on information theory, vol. 65, no. 6, pp. 3898–3906, 2019.

[11] S. Ulukus, S. Avestimehr, M. Gastpar, S. A. Jafar, R. Tandon, and C. Tian, “Private retrieval, computing, and learning: Recent progress and future challenges,” IEEE Journal on Selected Areas in Communications, vol. 40, no. 3, pp. 729–748, 2022.

[12] Z. Jia, H. Sun, and S. A. Jafar, “Cross subspace alignment and the asymptotic capacity of X-secure T -private information retrieval,” IEEE Trans. on Information Theory, vol. 65, no. 9, pp. 5783–5798, Sep. 2019.

[13] Z. Jia and S. A. Jafar, “X-secure T -private information retrieval from MDS coded storage with Byzantine and unresponsive servers,” IEEE Transactions on Information Theory, vol. 66, no. 12, pp. 7427–7438, 2020.

[14] ——, “On the capacity of secure distributed batch matrix multiplication,” IEEE Transactions on Information Theory, vol. 67, no. 11, pp. 7420– 7437, 2021.

[15] Z. Chen, Z. Jia, Z. Wang, and S. A. Jafar, “GCSA codes with noise alignment for secure coded multi-party batch matrix multiplication,” IEEE Journal on Selected Areas in Information Theory, vol. 2, no. 1, pp. 306–316, 2021.

[16] M. Allaix, Y. Lu, Y. Yao, T. Pllaha, C. Hollanti, and S. Jafar, “N-sum box: An abstraction for linear computation over many-to-one quantum networks,” CPCC Technical Report, 2023. [Online]. Available: http://escholarship.org/uc/item/44p655jp [17] F. J. MacWilliams and N. J. A. Sloane, The Theory of Error-Correcting Codes. Elsevier, 1977, vol. 1.

[18] A. R. Calderbank and P. W. Shor, “Good quantum error-correcting codes exist,” Physical Review A, vol. 54, no. 2, p. 1098, 1996.

[19] A. Steane, “Multiple-particle interference and quantum error correction,” Proceedings of the Royal Society of London. Series A: Mathematical, Physical and Engineering Sciences, vol. 452, no. 1954, pp. 2551–2577, 1996.