arXiv:2307.04420v1 [cs.DC] 10 Jul 2023

FedDCT: A Dynamic Cross-Tier Federated Learning Scheme in Wireless Communication Networks

Peng Liu^{1,2}, Youquan Xian^{1,2}, Chuanjian Yao^{1,2}, Xiaoyun Gan^{1,2}, Lianghaojie Zhou^{1,2}, Jianyong Jiang^{1,2} and Dongcheng Li^{1,2*}

1* Key Lab of Education Blockchain and Intelligent Technology, Ministry of Education, Guangxi Normal University, Guilin, 54104, China.

2 Guangxi Key Lab of Multi-Source Information Mining and Security, Guangxi Normal University, Guilin, 54104, China.

*Corresponding author(s). E-mail(s): ldc@gxnu.edu.cn;

Contributing authors: liupeng@gxnu.edu.cn; xianyouquan@stu.gxnu.edu.cn;

yaochuanjian@stu.gxnu.edu.cn; ganxiaoyun@stu.gxnu.edu.cn; zhoulianghaojie@stu.gxnu.edu.cn; jiangyong@stu.gxnu.edu.cn;

Abstract With the rapid proliferation of Internet of Things (IoT) devices and the growing concern for data privacy among the public, Federated Learning (FL) has gained significant attention as a privacy-preserving machine learning paradigm. FL enables the training of a global model among clients without exposing local data. However, when a federated learning system runs on wireless communication networks, limited wireless resources, heterogeneity of clients, and network transmission failures affect its performance and accuracy. In this study, we propose a novel dynamic cross-tier FL scheme, named FedDCT to increase training accuracy and performance in wireless communication networks. We utilize a tiering algorithm that dynamically divides clients into different tiers according to specific indicators and assigns specific timeout thresholds to each tier to reduce the training time required. To improve the accuracy of the model without increasing the training time, we introduce a cross-tier client selection algorithm that can effectively select the tiers and participants. Simulation experiments show that our scheme can make the model converge faster and achieve a higher accuracy in wireless communication networks.

Keywords: federated learning; wireless networks; IoT; heterogeneity

1 Introduction

With the rapid proliferation of intelligent services and applications powered by artificial intelligence (AI), the Internet of Things (IoT) is permeating various aspects of our daily lives. Traditional AI techniques rely on centralized data collection and processing, which may not be feasible in real-world scenarios due to escalating concerns about data privacy and the high scalability of modern IoT networks. In this context, Federated Learning (FL) has emerged as a distributed and collaborative AI approach that enables training on distributed IoT devices without data sharing, making numerous intelligent IoT applications attainable [1, 2].

1

2 Article Title

In wireless communication networks, IoT clients have different computing and communication resources, and unavoidable transmission failures, which can cause straggler problems. Although stragglers result in model drift and affect model convergence [3, 4], the straggling caused by heterogeneous clients and communication failure are different; the former is relatively stable and predictable, while the latter is unpredictable. Furthermore, local data samples of different clients are usually not independent and identically distributed (non-iid), which prolongs the training time and reduces the accuracy of the model [5]. To address these problems, asynchronous federated learning [6] is used with the expectation that clients can improve their training performance in a single round, without waiting for stragglers. However, asynchronous FLs usually require more iterations and communication overheads to train and are difficult to integrate into existing privacy protection schemes [4, 7]. To improve the training performance, TiFL [7] divides clients into different tiers according to their training response time and randomly selects clients for training in a tier. However, although TiFL reduces the training time increased by heterogeneous clients, it does not consider the impact of communication failures in wireless communication networks.

In this study, we propose a new dynamic crosstier federated learning scheme named FedDCT for existing FL applications. FedDCT consists of two algorithms: a dynamic tiering algorithm and a cross-tier client selection algorithm. Specifically, the dynamic tiering algorithm is used to evaluate the training time of clients and divide them into different logical tiers, and before each training round, the cross-tier client selection algorithm is used to select the tiers and participants. FL distributes the latest global model to selected clients for training. Through the dynamic tiering algorithm, timeout thresholds are assigned for each tier to increase training performance. If the training time of a client exceeds their tier’s threshold, they will be removed from the training process and re-evaluated. However, if the training time of a client does not exceed their threshold, their average training time is updated.

Our main contributions are as follows:

• To reduce the delay in training time caused by stragglers, we designed a dynamic tiering algorithm that aims to divide clients dynamically into different tiers according to their training time and assign different timeout thresholds for each tier. For clients that exceed the threshold, we used an evaluation program to reduce the impact of stragglers and improve training performance.

• To reduce training time and improve model accuracy, we proposed a cross-tier client selection algorithm. The algorithm uses different strategies for selecting tiers and participants to achieve a balance between training time and accuracy.

• FedDCT considers both data heterogeneity and different types of stragglers in wireless communication networks. Extensive experiments showed that the FedDCT can achieve better training performance and training accuracy under different degrees of data heterogeneity, client heterogeneity, and network reliability.

The remainder of this paper is organized as follows: Section 2 summarizes related research in federated learning, Section 3 provides a preliminary introduction to FL, and the technical details of FedDCT are presented in Section 4. Section 5 summarizes the experimental results and discussion, and Section 6 concludes the paper.

2 Related Work

In recent years, many schemes have been proposed to reduce the influence of data heterogeneity, resource heterogeneity, and stragglers in FL to improve the training performance and accuracy of wireless communication networks.

To reduce the impact of data heterogeneity in training and to improve model accuracy, Wang et al. [8] suggested using Deep Q-Network (DQN) to select participants because they believed that the distribution of training samples was related to the model weight. Furthermore, Fraboni et al. [9] claimed that the current FL sampling algorithm was biased and unstable and proposed to select participants by introducing cluster sampling. Although the above schemes can effectively reduce the impact of data heterogeneity on FL, they do not consider the impact of the training

Article Title 3

time of the selected clients on the overall training time.

To reduce the impact of resource heterogeneity in training and improve training performance, Nishio et al. [10] proposed the FedCS algorithm, which dynamically selects clients for training according to their resource status, enables the server to aggregate as many model updates from the clients as possible, and significantly accelerates the training speed. In addition, Abdulrahman et al. [11] proposed the FedMCCS algorithm, which considers the computational resources and communication capabilities of the clients, predicts whether the clients can complete the task, and maximizes the number of clients selected to improve the overall convergence speed. However, this approach does not consider the effect of data heterogeneity, and excessive participants can increase network load [12]. Leng et al. [13] considered the channel and learning quality of clients in a wireless communication network, selected participants, and assigned subchannels to them. Zhang et al. [14] used reinforcement learning to select participants to whom different local iteration epochs and radio resources are allocated. TiFL divides clients into different tiers based on their training time and randomly selected participants from each tier in a round [7]. Although the above method can effectively improve the convergence speed of the model, the problem of stragglers due to network failures and other problems in wireless communication networks still significantly increases the training time of FL.

Asynchronous FL eliminates the need to wait for other clients to upload the model parameters in each training round, which can greatly improve the training performance [15]. Xie et al. [6] designed an adaptive weight algorithm according to the staleness of the model and updated the global model using the weighted average. Wang et al. [16] proposed a new aggregation weight that considers the effect of training data size and model staleness on global model convergence through combination. Chai et al. [17] proposed FedAT, an asynchronously federated learning system that enables clients in each tier to be trained simultaneously and uses gradient quantization and sparsification techniques to minimize communication. However, asynchronous FL aggravates different degrees of participation in training among clients, which may cause model drift and affect model accuracy [12]. Therefore, the current asynchronous FL method is difficult to fit into the currently available FL privacy protection schemes [7].

Luo et al. [18] proposed that the training time can be reduced while ensuring convergence by adjusting the basic variables of each training round (number of selected nodes and number of local iterations). Chen et al. [19] used the upper confidence bound (UCB) algorithm to predict the computational and communication capabilities of clients and assign different numbers of local iterations to them. Chen et al. [20] used a dynamic learning step to compensate for clients with high data volume and poor communication status. Liu et al. [21] noted that the bias of the local model is initially large and decreases as training progresses; therefore, they proposed an adaptive number of aggregation models to improve the convergence speed of the global model. However, none of the above schemes consider the impact of stragglers in wireless communication networks on FL training.

Although there have many related studies trying to improve the training accuracy and performance of FL systems in wireless communication networks. The impact of stragglers caused by various factors on FL training in wireless communication networks requires further investigation. Therefore, this paper proposes the FedDCT scheme, which considers different stragglers and data heterogeneity to improve model accuracy and training performance in wireless communication networks.

3 Preliminary Introduction on FL

FL algorithms typically involve training tens of thousands of remote clients on their local datasets and jointly training a global shared model under the coordination of an aggregation server [22]. FL is an iterative process in which the selected clients use the latest global model and local data for training. The server then aggregates the trained models to form a new global model.

Where C represents the set of all available clients and |C| represents the number of available clients.

The basic flow of the FL algorithm is briefly summarized in Algorithm. 1, as follows.

4 Article Title

Algorithm 1 Federated Averaging Training Algorithm

1: Aggregator: initialize weight w^0 2: for each round r = 0 → N − 1 do 3: C_r = (random set of |C| clients) 4: for each client c ∈ C_r in parallel do 5: w^{r+1}_c = T rainClient(c) 6: s_c = (training size of c) 7: end for 8: w^{r+1} = ∑_{|C|} c=1 w^{r+1}_c ×^{sc}∑_{|C|c=1 sc} 9: end for

1. The aggregation server first initializes the weight of the global model w^0 randomly.

2. At the beginning of each round, the aggregation server randomly selects the set of participants C_r and sends the latest global model w^r to them.

3. The selected clients use the global model w^r and local data for training. They then return the trained model to the aggregation server.

4. The aggregation server waits for the selected clients to upload model w^{r+1}_c , and aggregates the trained models to form a new global model w^{r+1}.

Steps 2–4 are repeated until either a predetermined number of training rounds has been completed or the model convergence satisfies the necessary accuracy standards.

4 FedDCT: Dynamic Cross Tier Federated Learning

In this section, we introduce the framework and algorithm flow of FedDCT. First, we effectively improve the training performance using the dynamic tiering algorithm. Second, we use the cross-tier client selection algorithm to select more clients to participate in the training process without increasing the training time to improve the training accuracy. Table 1 summarizes the main symbols used in this study.

4.1 System Overview

FedDCT consists of two main components: 1) The dynamic tiering algorithm is used to evaluate the training time of the client, and divide the client into different tiers based on the training time of

Table 1: Main notations

Notation Description

C The set of all available clients |C| The number of available clients C_i Selected clients set in round i t Currently selected tier υ_i Accuracy of the model in round i w The global model w^i The global model for round i w^i_j The global model uploaded by client j in round i M The number of total tiers D^t_{max} The timeout threshold of tier t ct The successful rounds of clients at The history average training time of clients ts The clients contained in each tier β The timeout tolerance of clients in the tier κ The rounds number of evaluation Ω The maximum timeout time m The number of clients from one tier τ The number of clients selected from one tier μ The probability of a straggler appearing in training

each client. 2) The client selection and tier timeout threshold algorithm selects the tier according to the accuracy change of the global model, then selects the participating clients according to the training information of the clients in the tier, and assigns a specific timeout threshold to each tier of clients.

We illustrate the training process of FedDCT in Fig. 1 and explain its specific implementation in Algorithm 2. First, the dynamic tiering algorithm evaluates the training time of all participants and divides them into M tiers according to the training time of each client: {tier_1, ..., tier_M }, with tier_1 being the fastest tier and tier_M being the slowest.

Before each training round, FedDCT selects the participants for the round, based on the difference in model accuracy and the successful rounds of clients, and distributes the latest global model w^i to them. The selected clients use the global model and their local data to train the model and return it. The server aggregates the successfully uploaded models to form a new global model and updates the most recent client training time. For example, in round 1, the server selects clients in tier_1 and tier_2 to participate in the training process. All clients selected from tier_1 complete training and uploads their models within the timeout threshold D^{1,1}_{Max}. Some of the clients in tier_2 , who are considered stragglers (highlighted in red in Fig. 1), cannot complete the task within

Article Title 5

Fig. 1: Overview of FedDCT.

the timeout threshold D^{1,2}_{Max}, the server does not wait for them. In addition, the dynamic tiering algorithm re-evaluate the training time of the stragglers in each training round.

4.2 Dynamic Tiering Algorithm

The resources of clients in wireless communication networks are usually heterogeneous, increasing the training time between clients and affecting the training efficiency. An effective solution is to select clients with similar training time to participate in the training process. First, the server performs κ rounds of pre-training and divides the clients into M tiers based on their average training time at. Clients whose average training time exceeds the threshold Ω are considered stragglers and are thus not allowed to participate in subsequent rounds [7]. As shown in Fig. 2, the training time of clients from tier_1 to tier_M increases sequentially, while clients in the same tier have a similar training time.

at[i] = { at[i], at[i] < Ω dropout, at[i] ≥ Ω (1) Although this algorithm can effectively reduce the training time caused by the difference in client resources, such a fixed-tiering algorithm does not adapt to dynamic changes in the wireless communication network. Owing to problems such as

Algorithm 2 FedDCT Training Process

Server: Initialize w^1, τ, κ, t = 1, υ_0 = 0, m = C_M , at, ct, ts to empty list.

for each client c ∈ C in parallel do at[c] = (Evaluate c with κ rounds of training) end for for each round r = 1 to N do ts = T iering(at, m) C_r, D_{max}, υ_r, t = CST T (t, υ_{r−1}, w^r, ts, at, ct, τ) for each client c ∈ C_r in parallel do w^{r+1}_c = T rainClient(c) s_c = (training size of c) st = (training time of c) ti = (tier to which c belongs) if st >= D^{ti}_{max} then Remove c from C_r Async: at[c] = (Evaluate c with κ rounds of training)

else at[c] =^{at[c]×ct[c]+st} ct[c]+1 ct[c] = ct[c] + 1 end if end for w^{r+1} = ∑ c∈C_r w r+1 c ×^{sc∑}_{c∈Cr sc} end for

network failure, there may be a large number of stragglers. On the one hand, if these clients are

6 Article Title

Fig. 2: Overview of tiering

discarded directly, the model will have low accuracy. However, if they are selected to participate in the training, they will increase the training time in a single round.

To reduce the training time in a wireless communication network, we have designed a dynamic tiering algorithm. As shown in Algorithm 3, we first conduct κ rounds of training in the initial stage and evaluate the training time of clients to divide them into different tiers. In the subsequent rounds, we update at using the real training time of clients t_{train}. For stragglers joining subsequent rounds, our scheme does not wait for them in the current round and places them in a parallel evaluation program, which allows stragglers to update their average training time by completing training tasks whose results are not aggregated.

at[i] = at[i] × ct[i] + t_{train} ct[i] + 1 (2) Clients exceeding the tier timeout threshold D^t_{max} (the red part of Fig. 1) are not selected in subsequent rounds until κ rounds of evaluations are completed. After κ rounds of evaluations are completed properly, their new average training time is ∑_κ i=1 t_{train} κ . Finally, they are re-tiered according to their updated average training time, and re-participate in the following rounds.

4.3 Cross Tier Client Selection Algorithm

Based on the above analysis, we propose a crosstier client selection algorithm. If we choose clients in a tier with a short training time to participate in the training, we can reduce the single-round training time of FL. However, selecting only the

Algorithm 3 Tiering

Input: at, m. Output: ts.

function Tiering(at, m) do for each client c, time t in at do tmp[c] = (c, t) end for tmp = SortAscByT ime(tmp) for each index i, client c in tmp do ts[(i/m) + 1][(i%m) + 1] = c end for retrun ts end function

Fig. 3: client selection with cross tier

clients in a tier with a short training time leads to insufficient training of the clients in the other tiers and consequent model drift [12]. In this regard, we thoroughly examine how client selection affects the overall accuracy and training time, and define the issue of reducing the training time while maintaining model convergence performance. For example, if the clients in tier 1 can help the global model converge faster, a specific part of them are selected rather than those in slower tiers to reduce the training time.

Article Title 7

To evaluate the performance of the system, we use the variation in accuracy υ_i produced by the newly aggregated model as the criterion. If the current accuracy υ_i is higher than the accuracy υ_{i−1} from the last round, this means that the clients in the t^{th} tier currently used can still improve the global model accuracy. Therefore, we need to select only the clients in the t−1^{th} tier for the next round. However, if υ_i is lower than υ_{i−1}, the data in the current tier may not be able to help the global model effectively converge, and more data would have to be added to help the global model converge. Therefore, clients in the t + 1^{th} tier should be selected in the next round.

t = { min(t + 1, M), υ_i < υ_{i−1} max(t − 1, 1), υ_i ≥ υ_{i−1} (3)

In wireless communication networks, stragglers may result in different training rounds in the tiers, while non-stragglers are selected more frequently than stragglers, leading to global model drift. To solve this problem, we design a weighted client selection algorithm for tiers. Clients with fewer successful rounds have a higher probability of being selected, which can accelerate the model convergence. Therefore, we assign different selection probability probs based on the number of rounds ct on all participant clients in tier t. Finally, the lowest τ clients C_r are selected as the participant clients in the r^{th} round according to probs of the clients in the tier.

probs[i] = ct[i] ∑ i∈ts[t] ct[i] (4) FedDCT selects a tier at each training round, and randomly selects τ clients from that tier as participants C_r in the current round. The final training time D^t is affected by actual clients’ training time D^i_{train} ∈ C_r , timeout threshold of the current tier D^t_{max}, and max timeout threshold Ω.

D^t = min(max(D^1_{train}, ..., D^τ_{train}), D^t_{max}, Ω) (5) However, this approach is inefficient. Clients in tier t complete the training and upload their models within a certain time period, causing a significant amount of idle time in a single round. To improve the training performance, we select the clients not only from tier t, but also from tiers {1...t−1} to participate in the current round. The eventual training time D of this round depends on the longest training time of tier {1...t}.

D = max(D^1, ..., D^t) (6)

Algorithm 4 Client Selection And Timeout Threshold(CSTT)

Input: t, υ_{r−1}, w^r, ts, at, ct, τ Output: C_r , D_{max}, acc, t. function ClientAndTT(t, υ_{r−1}, w^r, ts, at, ct, τ) do υ_r = Evaluation(w_r, T estData) if υ_r ≥ υ_{r−1} then t = max(t − 1, 1) else t = min(t + 1, M) end if for each tier k = 1 to t do for each client c in ts[k] do probs[c] =^{ct[c]} ∑ i∈ts[k] ct[i] end for clients = (select the lowest τ clients from tier k with probs) C_r add clients end for for each tier i = 1 to t do D^i_{max} = min( ∑ j∈ts[i] at[j] ∑ j∈ts[i] 1 × β, Ω) end for return C_r, D_{max}, acc, t end function

In wireless communication networks, the actual training time of clients may exceed their expectations, as shown in Fig. 3. If a client in the first tier fails to complete the training and upload within the estimated training time because of network delays or other reasons, it may delay the upload actions of clients in the subsequent tiers and thereby prolong the training time. Therefore, we take advantage of the tiering feature to set separate timeout thresholds D^t_{max} for each client tier.

8 Article Title

First, we set the timeout tolerance to β and use the average training time ∑ i∈ts[t] at[i] ∑ i∈ts[t] 1 of each tier

multiplied by β as the timeout threshold D^t_{max} of each tier. We also set a maximum timeout threshold Ω to prevent D^t_{max} from becoming too large. Meanwhile, we allow clients to upload the model in tolerable time (green part in Fig. 3). D^t_{max} can restrict that each tier of clients to upload models within a certain time interval, thus alleviating interference between clients. Because the channel bandwidth of a wireless communication network is limited, numerous simultaneous upload behaviors can lead to network congestion. Therefore, we introduce D^t_{max} to provide a time guarantee for the cross-tier client selection algorithm, which ensures that clients in the t^{th} tier cannot excessively interfere with the normal activities of clients in the t + 1^{th} tier.

D^t_{max} = min( ∑ i∈ts[t] at[i] ∑ i∈ts[t] 1 × β, Ω) (7)

5 Experimental Evaluation

5.1 Experimental Design

We use PyTorch to implement FedDCT and other FL baseline methods, referring to the implementation methods in FedLab [23]. We use a highperformance server with 2 x Intel(R) Xeon(R) Gold 6230 CPU, 128GB memory, and 2 x NVIDIA Tesla V100 FHHL graphics cards to simulate an aggregation server and 50 clients.

In this experiment, we used three common datasets for verification.

• MNIST[24] is a classic experimental data set in the field of image classification, which consists of 60,000 training data and 10,000 test data. Each piece of data is a 28×28 grayscale image, containing a total of 10 categories of images.

• CIFAR-10[25] dataset consists of 60,000 32×32 color images from 10 categories, with 6,000 images per category. It total consists of 50,000 training images and 10,000 test images.

• Fashion-MNIST[26] contains 10 classes of images; the dataset consists of 60,000 training data and 10,000 test data images; each example is a 28x28 grayscale image.

In the experiment, two classical neural network models, CNN and RestNet8 were used. We trained the CNN with the MNIST and Fashion-MNIST datasets. For MNIST, the network architecture includes two convolutional layers, each with 32 and 64 filters, followed by 2×2 max pooling and two fully connected layers with units of 512 and 10. For Fashion-MNIST, the network architecture includes two convolutional layers, each with 32 and 64 filters, followed by 2×2 max pooling, flattened and two fully connected layers with units of 128 and 10. We trained RestNet8 with the same network structure using CIFAR-10 as in [27].

We compared FedDCT with three synchronous and asynchronous FL methods:

• FedAvg: Baseline synchronized FL method proposed by McMahan et al. [28] In each round, a certain proportion of total clients is randomly selected for training, and server averages the weights received from the selected clients to form a new global model.

• FedAsync: Xie et al. [6] used the asynchronous FL method that weights aggregation to train all clients simultaneously. When the server receives the model from any client, the model is weighted and averaged with the current global model to obtain the latest global model.

• TiFL[7]: Based on the training delay, the clients are divided into different tiers. In each round, one tier is selected based on the adaptive selection algorithm base on the test accuracy across all tiers, and some clients are chosen at random for training. The aggregation method used for TiFL is FedAvg.

The learning rate was set to 0.001. For each method, we use the following configuration for training: local epoch E = 1, batch size = 10, M = 5, τ = 5, β = 1.2, κ=1 , Ω = 30s; we used the same parameters for the other FL schemes. Other schemes choose five clients to participate in training by default in each round, but for FedDCT, the number of clients selected in each round changes with the selected tier.

Clients in FL are often edge devices such as smartphones and IoT clients and possess varying computing and communication capabilities. First, we divide all clients into M parts and then assign them random training delays satisfying a Gaussian distribution with a variance of 2, whose expectations are 5, 10, 15, 20, and 25 s, respectively,

Article Title 9

Dataset CIFAR-10 Fashion-MNIST MNIST (#noniid) iid #0.3 #0.5 #0.7 #0.7 #0.7

FedAvg

Accuracy 0.7843 0.7407 0.7150 0.6592 0.8914 0.9892 Time(s) 1617.0 2403.5 3416.2 3033.8 2544.1 1481.9

TiFL

Accuracy 0.7826 0.7401 0.7071 0.6475 0.8862 0.9894 Time(s) 1980.8 1945.5 3389.9 2363.2 2431.4 1261.6

FedAsync

Accuracy 0.7718 0.7252 0.7001 0.6234 0.8786 0.9868 Time(s) 3709.6 4885.5 6268.6 7435.5 6417.0 2427.4

FedDCT

Accuracy 0.7920 0.7526 0.7287 0.6897 0.9080 0.9897 Time(s) 685.6 618.5 1479.4 1077.3 965.8 864.7 impr.(a) 0.98% 1.60% 1.91% 4.62% 1.86% 0.03% impr.(b) 57.6% 68.2% 56.3% 54.4% 60.2% 31.4%

Table 2: Comparison of the best average accuracy and time which reach the preset accuracy of each baseline algorithm. # represents the percentage of primary class label in each client. Accuracy shows the best average accuracy achieved after convergence. Time represents the time taken by the model to converge to the specified precision(s). For CIFAR-10, Fashion-MNIST, and MNIST, the convergence accuracy is preset as 0.7, 0.88, and 0.98, respectively (CIFAR-10 #=0.7 is preset as 0.6 separately). impr.(a) and (b) represent the improved training accuracy of FedDCT and the reduced time of convergence to the specified accuracy compared with the best baseline FL method, respectively.

to simulate the training time difference caused by different client resources. In a wireless communication network, clients vary not only in terms of resources, but also due to the possibility of any client dropping out due to communication failure, client failure, etc. We randomly added a 30-60 s training delay to simulate the occurrence of various failures and used μ to control the probability of their appearance in the training process. To investigate the training effect under different data distributions, we assigned a master class to each client at random, with #% of the data in the client belonging to this category and the remaining data belonging to the other categories.

5.2 Experimental Results

Table 2 shows the best average accuracy across all datasets and the time required to achieve the preset accuracy. The experimental results show that FedDCT improved the accuracy by 1.91% and reduced the time cost by 56.3% over the best baseline for CIFAR-10 when #=0.5. FedDCT achieves higher training accuracy in all experiments under the same experimental configuration and significantly reduced the time cost of training. This was because of the following factors:

1) Dynamic tiering can more effectively adapt to dynamic environments, improve client tier division, and cut down the time required for training. 2) The cross-tier client selection algorithm selects more clients to participate in the training process to increase the precision of the model without increasing training time. When μ > 0, TiFL could not achieve satisfactory training accuracy and training time because it mistakenly classified clients and abandoning more clients during the initial stage. Fig. 6 shows that TiFL performs best in a steady environment without any unpredicted stragglers.

Fig. 4 illustrates how FedDCT improves the training effect across several datasets in heterogeneous environments, including the ultimate training accuracy and training time. Furthermore, FedDCT can reach the target accuracy faster than FedAvg because its selection algorithm caps the selection frequency of the slowest tier. Because FedAvg is entirely random, it has more chances to select the slowest tier, which results in a longer training time. In addition, we discovered that FedDCT typically has a higher ultimate training accuracy than TiFL, as TiFL abandons stragglers

10 Article Title

(d) RestNet8 @ CIFAR-10 (e) CNN @ Fashion-MNIST (f) CNN @ MNIST

Fig. 4: The effect of different datasets on training when # = 0.7. In the figure above, the results are average smoothed for every 60 global rounds. The figure below shows the time taken for each FL method to reach the specified model accuracy.

(d) iid (e) #=0.3 (f) #=0.7

Fig. 5: The effect of different # on training.

who unintentionally drop out during training, which can reduce the training accuracy.

As shown in Fig. 5, to study the influence of data heterogeneity on FL training, the CIFAR-10 dataset is divided into different non-iid degrees for training. For μ = 0.1, we set # equal to iid, 0.3, and 0.7, respectively. The results match our expectations, and the proposed scheme can achieve good results under different data distributions. Taking iid as an example, it is observed that our scheme converges to 0.7 precision in only 685.69s. Our scheme can converge faster, and its final training accuracy is higher than that of other baseline schemes. FedDCT may cause training accuracy fluctuation because of it balancing training accuracy and time; however, its fluctuation time is very short. By comparing the three groups of graphs in Fig. 5, it can be observed that in Fig. 5d - 5f,

Article Title 11

(d) μ=0 (e) μ=0.2 (f) μ=0.4

Fig. 6: The effect of different μ on training.

the training accuracy decreases with an increase in the heterogeneity of the data distributions. Meanwhile, the training time of FedDCT and TiFL is affected by not only the data heterogeneity but also stragglers, as shown in Fig. 5d - 5e. FedDCT and TiFL tend to select faster tiers to train; if stragglers occur more frequently in the faster tiers, it has a greater impact on the training time.

As shown in Fig. 6, to study the influence of various failures in wireless communication networks on FL training, we have experiment with CIFAR-10. In the case of # = 0.5, we set μ to 0, 0.2, and 0.4, to test the performance of each scheme. The training time of the FL increased as the μ increased. As μ increased, the number of stragglers in the training process and the training time also increased. At the same time, we also find that μ has relatively little influence on Fed- DCT because the dynamic tiering algorithm and cross-tier client selection of FedDCT can greatly decrease the impact of stragglers on FL.

As shown in Fig. 7, to study the performance of FL training in a more complex network environment, we have increased the difference in resources between clients. To simulate the difference in resources between clients, we increased the expectation of the Gaussian random distribution corresponding to the client’s training delays: 1, 3, 10, 30, and 100 s. We evaluated various FL methods using the Fashion-MNIST dataset. When the environment is more complicated, using a dynamic

Fig. 7: Training in the complex network environment.

tiering scheme has a greater convergence benefit than the other baseline schemes. The successful training rounds of clients differ more in a complex network environment, but our scheme limits the training time, which significantly speeds up convergence.

As depicted in Fig. 8, we train in a stable network (no varied failures), and the dynamic tiering technique is eliminated to confirm the effectiveness of our cross-tier client selection algorithm. Our

12 Article Title

(c) Fashion-MNIST (d) MNIST

Fig. 8: Training in the stable network environment.

cross-tier client selection algorithm achieved good results for different datasets due to our scheme can use more client data for training at the same time cost. Meanwhile, in conjunction with Fig. 4 - 8, we can see that FedAsync typically lags other schemes in training accuracy and time, which makes it difficult for the model to converge because of its staleness of model. Additionally, the convergence effect of FedAsync and FedAvg is subpar compared to other baseline schemes because they fail to utilize existing information, such as training time, effectively.

Fig. 9: The changes of the selected tier during the training.

Finally, to explore why our cross-tier client selection algorithm could converge faster, we recorded the changes of the tier in FedDCT during the training process, averaged it every 10 rounds, and fitted it with a linear regression model. As shown in Fig. 9, the overall trend of the tier increases with training rounds, with more fluctuations in the middle. This is consistent with the expectations of the proposed design. FedDCT first uses the clients in the tier with a short training time for training until it is difficult to improve the accuracy of the global model, and then uses the clients in the other tier with a longer training time. In the middle of the training, tier selection can be temporarily caught in the tradeoff between time and accuracy, causing it to fluctuate.

6 Conclusion

In this study, we proposed a novel dynamic crosstier federated learning scheme FedDCT to reduce the adverse impact of wireless communication networks on FL training. FedDCT adopts the method of dynamic tiering to reduce the waiting time caused by heterogeneous resources and varied failures in the training process, and improves the performance of training. Additionally, we designed a cross-tier client selection algorithm to effectively select participants based on their training information to improve training accuracy and performance. Finally, we verified the influence of various factors in wireless communication networks for FL training, such as data heterogeneity, network failures, and resource heterogeneity. Experiments showed that our scheme is superior to the traditional FL scheme in various heterogeneous scenarios both in terms of training accuracy and performance.

Acknowledgements

The research was supported in part by the National Natural Science Foundation of China (Nos. 62166004,U21A20474), the Guangxi Science and Technology Major Project (No. AA22068070), the Basic Ability Enhancement Program for Young and Middle-aged Teachers of Guangxi (No.2022KY0057 ), the Key Lab of Education Blockchain and Intelligent Technology, the Center for Applied Mathematics of Guangxi, the Guangxi ”Bagui Scholar” Teams for Innovation and Research Project, the Guangxi Talent Highland Project of Big Data Intelligence and Application, the Guangxi Collaborative Center of Multisource Information Integration and Intelligent Processing.

Article Title 13

References

[1] Dinh C Nguyen, Ming Ding, Pubudu N Pathirana, Aruna Seneviratne, Jun Li, and H Vincent Poor. Federated learning for internet of things: A comprehensive survey. IEEE Communications Surveys & Tutorials, 23(3):1622–1658, 2021.

[2] Ahmed Imteaj, Urmish Thakker, Shiqiang Wang, Jian Li, and M Hadi Amini. A survey on federated learning for resourceconstrained iot devices. IEEE Internet of Things Journal, 9(1):1–24, 2021.

[3] Tiansheng Huang, Weiwei Lin, Li Shen, Keqin Li, and Albert Y Zomaya. Stochastic client selection for federated learning with volatile clients. IEEE Internet of Things Journal, 2022.

[4] Chenhao Xu, Youyang Qu, Yong Xiang, and Longxiang Gao. Asynchronous federated learning on heterogeneous devices: A survey. arXiv preprint arXiv:2109.04269, 2021.

[5] Peter Kairouz, H Brendan McMahan, Brendan Avent, Aurélien Bellet, Mehdi Bennis, Arjun Nitin Bhagoji, Kallista Bonawitz, Zachary Charles, Graham Cormode, Rachel Cummings, et al. Advances and open problems in federated learning. Foundations and Trends® in Machine Learning, 14(1–2):1– 210, 2021.

[6] Cong Xie, Sanmi Koyejo, and Indranil Gupta.

Asynchronous federated optimization. arXiv preprint arXiv:1903.03934, 2019.

[7] Zheng Chai, Ahsan Ali, Syed Zawad, Stacey Truex, Ali Anwar, Nathalie Baracaldo, Yi Zhou, Heiko Ludwig, Feng Yan, and Yue Cheng. Tifl: A tier-based federated learning system. In Proceedings of the 29th International Symposium on High-Performance Parallel and Distributed Computing, pages 125–136, 2020.

[8] Hao Wang, Zakhary Kaplan, Di Niu, and Baochun Li. Optimizing federated learning on non-iid data with reinforcement learning. In IEEE INFOCOM 2020-IEEE Conference on Computer Communications, pages 1698– 1707. IEEE, 2020.

[9] Yann Fraboni, Richard Vidal, Laetitia Kameni, and Marco Lorenzi. Clustered sampling: Low-variance and improved representativity for clients selection in federated learning. In International Conference on Machine Learning, pages 3407–3416. PMLR, 2021.

[10] Takayuki Nishio and Ryo Yonetani. Client selection for federated learning with heterogeneous resources in mobile edge. In ICC 2019-2019 IEEE international conference on communications (ICC), pages 1–7. IEEE, 2019.

[11] Sawsan AbdulRahman, Hanine Tout, Azzam Mourad, and Chamseddine Talhi. Fedmccs: Multicriteria client selection model for optimal iot federated learning. IEEE Internet of Things Journal, 8(6):4723–4735, 2020.

[12] Tiansheng Huang, Weiwei Lin, Wentai Wu, Ligang He, Keqin Li, and Albert Y Zomaya. An efficiency-boosting client selection scheme for federated learning with fairness guarantee. IEEE Transactions on Parallel and Distributed Systems, 32(7):1552–1564, 2020.

[13] Jichao Leng, Zihuai Lin, Ming Ding, Peng Wang, David Smith, and Branka Vucetic. Client scheduling in wireless federated learning based on channel and learning qualities. IEEE Wireless Communications Letters, 2022.

[14] Jiawei Zhang, Suhong Chen, Xiaochen Zhou, Xudong Wang, and Yi-Bing Lin. Joint scheduling of participants, local iterations, and radio resources for fair federated learning over mobile edge networks. IEEE Transactions on Mobile Computing, 2022.

[15] Michael R Sprague, Amir Jalalirad, Marco Scavuzzo, Catalin Capota, Moritz Neun, Lyman Do, and Michael Kopp. Asynchronous federated learning for geospatial applications. In Joint European Conference on Machine Learning and Knowledge Discovery in Databases, pages 21–28. Springer, 2018.

14 Article Title

[16] Zhongyu Wang, Zhaoyang Zhang, Yuqing Tian, Qianqian Yang, Hangguan Shan, Wei Wang, and Tony QS Quek. Asynchronous federated learning over wireless communication networks. IEEE Transactions on Wireless Communications, 2022.

[17] Zheng Chai, Yujing Chen, Ali Anwar, Liang Zhao, Yue Cheng, and Huzefa Rangwala. Fedat: a high-performance and communication-efficient federated learning system with asynchronous tiers. In Proceedings of the International Conference for High Performance Computing, Networking, Storage and Analysis, pages 1–16, 2021.

[18] Bing Luo, Xiang Li, Shiqiang Wang, Jianwei Huang, and Leandros Tassiulas. Costeffective federated learning design. In IEEE INFOCOM 2021-IEEE Conference on Computer Communications, pages 1–10. IEEE, 2021.

[19] Shuai Chen, Xiumin Wang, Pan Zhou, Weiwei Wu, Weiwei Lin, and Zhenyu Wang. Heterogeneous semi-asynchronous federated learning in internet of things: A multi-armed bandit approach. IEEE Transactions on Emerging Topics in Computational Intelligence, 2022.

[20] Yujing Chen, Yue Ning, Martin Slawski, and Huzefa Rangwala. Asynchronous online federated learning for edge devices with non-iid data. In 2020 IEEE International Conference on Big Data (Big Data), pages 15–24. IEEE, 2020.

[21] Juncai Liu, Jessie Hui Wang, Chenghao Rong, Yuedong Xu, Tao Yu, and Jilong Wang. Fedpa: An adaptively partial model aggregation strategy in federated learning. Computer Networks, 199:108468, 2021.

[22] Qiang Yang, Yang Liu, Tianjian Chen, and Yongxin Tong. Federated machine learning: Concept and applications. ACM Transactions on Intelligent Systems and Technology (TIST), 10(2):1–19, 2019.

[23] Xiangjing Hu Dun Zeng, Siqi Liang and Zenglin Xu. Fedlab: A flexible federated learning framework. arXiv preprint arXiv:2107.11621, 2021.

[24] Yann LeCun, Léon Bottou, Yoshua Bengio, and Patrick Haffner. Gradient-based learning applied to document recognition. Proceedings of the IEEE, 86(11):2278–2324, 1998.

[25] Alex Krizhevsky, Geoffrey Hinton, et al.

Learning multiple layers of features from tiny images. 2009.

[26] Han Xiao, Kashif Rasul, and Roland Vollgraf. Fashion-mnist: a novel image dataset for benchmarking machine learning algorithms. arXiv preprint arXiv:1708.07747, 2017.

[27] Xinyi Shang, Yang Lu, Gang Huang, and Hanzi Wang. Federated learning on heterogeneous and long-tailed data via classifier re-training with federated features. arXiv preprint arXiv:2204.13399, 2022.

[28] Brendan McMahan, Eider Moore, Daniel Ramage, Seth Hampson, and Blaise Aguera y Arcas. Communication-efficient learning of deep networks from decentralized data. In Artificial intelligence and statistics, pages 1273–1282. PMLR, 2017.