arXiv:2308.08170v1 [quant-ph] 16 Aug 2023

Network Centralities in Quantum Entanglement Distribution due to User Preferences

Dibakar Das, Senior Member, IEEE, Shiva Kumar Malapaka, Jyotsna Bapat, Member, IEEE, and Debabrata Das, Senior Member, IEEE

Abstract—Quantum networks are of great interest of late which apply quantum mechanics to transfer information securely. One of the key properties which are exploited is entanglement to transfer information from one network node to another. Applications like quantum teleportation rely on the entanglement between the concerned nodes. Thus, efficient entanglement distribution among network nodes is of utmost importance. Several entanglement distribution methods have been proposed in the literature which primarily rely on attributes, such as, fidelities, link layer network topologies, proactive distribution, etc. This paper studies the centralities of the network when the link layer topology of entanglements (referred to as entangled graph) is driven by usage patterns of peer-to-peer connections between remote nodes (referred to as connection graph) with different characteristics. Three different distributions (uniform, gaussian, and power law) are considered for the connection graph where the two nodes are selected from the same distribution. For the entangled graph, both reactive and proactive entanglements are employed to form a random graph. Results show that the edge centralities (measured as usage frequencies of individual edges during entanglement distribution) of the entangled graph follow power law distributions whereas the growth in entanglements with connections and node centralities (degrees of nodes) are monomolecularly distributed for most of the scenarios. These findings will help in quantum resource management, e.g., quantum technology with high reliability and lower decoherence time may be allocated to edges with high centralities.

Index Terms—centrality, edge, node, quantum, networks, power law, monomolecular

I. INTRODUCTION

Q^{UANTUM networks are of great research interest in}

recent years [1] [2] [3]. These networks apply quantum mechanics principles of quantum entanglement, teleportation, etc., to transfer data between two remote nodes. Due to quantum channel losses with distances and over time, a multi-hop route with quantum repeaters is prepared to connect remote nodes. Each node has quantum and classical interfaces with its neighbours. Also, nodes generate and transmit entangled pairs, and also store entangled pairs in quantum memory for future usage. At each hop, entanglement swapping is applied which essentially sets up entanglement between two nodes without a direct quantum link via a third node in the middle which is in turn entangled with the other two. This process is repeated to set up long-distance entanglement [4]. Quantum

Dibakar Das is a researcher at IIIT Bangalore, Electronics City, Bangalore - 560100.

E-mail: dibakard@ieee.org

Shiva Kumar Malapaka, Jyotsna Bapat, and Debabrata Das are faculties at IIIT Bangalore.

Manuscript received TBD; revised August TBD.

teleportation is the process of sending a qubit in any arbitrary state to its peer. This process requires a classical channel to convey the results of quantum measurement on the entangled qubits to its receiver and those are used by the latter to retrieve the original qubit.

For large quantum networks, it is necessary to distribute entanglement among remote nodes so that they can transfer data, e.g., via teleportation, based on user requests. Several protocols have been proposed for entanglement generation and distribution, such as, efficient routing to meet end-to-end capacities [5] [6], opportunistic entanglement generation [7], connection-oriented and connectionless entanglement distribution [8] [9], shortest path based approach [10], and average connection time and average largest entanglement cluster size based mechanisms [11]. Some of the works have focussed on-demand based entanglement generation [12] [13] [14] [15] [16]. The need for proactive entanglement distribution to meet application demands has also been highlighted [13] [17] [18].

Most of the prior works on quantum networks assume topologies for the perspective of the link layer only and define mechanisms for entanglement generation rate and distribution. However, as observed in the classical internet, the internet hop-count has scaling laws [19] [20] and the application world wide web shows scale-free properties [21]. Thus, the deployment pattern of the classical internet behaves quite differently from the usage pattern of the same. Drawing parallels from the classical internet, the usage pattern of the quantum networks can be very different from the underlying link network. Thus, two graphs are likely to emerge. The lower layers graph deal with the reliable entanglement generation and distribution (referred to as entangled graph) whereas the upper layers graph emerges out of the user preferences for endto-end connection (referred to as connection graph). In such a setting, it would be interesting to study how the user behaviour and preferences which build the connection graph impact the usage of entanglement distribution in the entangled graph. The question this work tries to answer is, Do any network centralities emerge in the entangled graph based on the user requested end-to-end connections in the connection graph? As discussed latter in this paper, the answer is yes and there are certain centralities and emergent patterns in entanglement distribution.

This paper considers three different types of connection graphs (uniform, gaussian and power law) separately to depict the usage pattern of the users where the two end points which need to be entangled are drawn from the same distribution. Uniform distributions are more applicable to small networks where each node may connect to all others. Gaussian distributions are considered because of their theoretical importance. The world wide web application of the internet shows a scalefree distribution [21] whereas the internet hop counts reveal scaling laws [19] [20]. Hence, a power law is also included in the connection graph. The entangled graph is the same as in [18] with proactive entanglement distribution which is in agreement with some of the recent works that advocate such a need under different circumstances [13] [17]. Under such a two-graph network topology, the centralities of the entangled graph are studied which are driven by the three different user connection request patterns, in the connection graph. For edge centrality, the frequency of the edges used during entanglement generations across the networks is evaluated since quantum entanglements are used peer-to-peer for information transfer. For node centrality, the growth in the degree of nodes in the entangled graph is studied. Results show that the edge centralities follow a power law (of the form 𝑦 = 𝐴𝑥^{−𝐵}) properties whereas the growth in entanglements and degree centralities with the increase in the number of connections show monomolecular distribution (of the form 𝑦 = 𝐶−𝐷𝑒^{−𝐸 𝑥} ). These results can help in quantum resource management in the network and also suggest the choice of quantum technology to be deployed along edges. For example, a reliable entanglement generation with short decoherence times can be deployed across edges with high centralities since they are more likely to be consumed quickly without losses. To the best of the knowledge of the authors, none of the previous work in the literature has studied this aspect.

The rest of the paper is organized as follows. Section II surveys some of the relevant and recent works on entanglement distribution and related topics. The system model is described in section III. Results are discussed in section IV. Section V concludes this along with some possible future directions of research.

II. LITERATURE SURVEY

There is significant interest in quantum networks in the research community. [22] presents a vision for the quantum internet. A key part of the quantum internet is entanglement distribution. A network coding based approach for entanglement distribution has been proposed [23]. A set of novel protocols for entanglement generation simultaneously for multiple user pairs with enhanced performance for quantum repeaters have been developed [5] [6]. Application of graph state rather than maximal entanglement of EPR pairs for long-distance routing has been described [24]. [25] recommends parallel routing of feasible paths to destinations using the entanglement gradient coefficient to evaluate the shortest distance. [7] describes a mechanism to opportunistically distribute entanglements using local minimums of a cost function with quantum memory error and predict evolved entanglement fidelities. A hybrid entanglement distribution scheme between nodes using entanglement swapping with different quantum devices has been presented in [26]. Formulation of the problem to maximize entanglement distribution rate satisfying end-to-end fidelity requirements has been put forward in [27]. To reduce the influence of quantum decoherence, [8] proposes a connectionoriented entanglement distribution protocol. [10] applies graph based routing mechanism for finding the shortest paths to set up entanglement. [11] uses average connection time and average largest entanglement cluster size to extend entanglement with repeaters within quantum memory decoherence time. To minimize network latency, [12] applies distributed routing with continuous on-demand entanglement generation. [28] proposes an iterative routing algorithm for purification during multiple source-destination EPR generation with guaranteed fidelity. [29] takes into account the parameters, such as, entanglement generation rate, decoherence time, etc., and applies stochastic methods to study optimal routing.

[9] proposes protocols for connection and connectionless network of quantum routers along with a hybrid combination for the network layer of the protocol stack. The application of quantum paths and their usage in multipartite entanglement distributions has been discussed in [30]. The need to take a global view for the deployment of large-scale quantum internet and the importance of network topology has been highlighted in [31]. A quantum overlay storage network to store EPR pairs as a proactive step to handle subsequent network loads to speed up delays has been proposed in [13]. Using a markov decision process and reinforcement learning, considering short coherence times, link losses and asymmetric links, [32] proposes fast long-distance entanglement distribution with high fidelity. [33] proposes a protocol to determine the transmitter and receiver to use the EPR pair in multipartite entanglements without using classical channel signaling. A Sagnac-based orbital angular momentum sorter has been used for multiplexed continuous variable entanglement, which is distributed and measured with the different users in a quasicomplete star network configuration, has been demonstrated in [34]. [35] proposes a connection-oriented entanglement distribution protocol with guaranteed and reliable EPR generation to reduce the effect of quantum decoherence. Using maximally entangled (GHZn) states and graph state formalism, [36] proposes an interesting multipartite entanglement distribution with only local measurements at nodes and with one qubit of memory per user for any arbitrary network topology. [37] proposes an algorithm to generate multipartite entanglement among quantum nodes with noisy quantum repeaters and imperfect quantum memories which is optimal for 3 qubits GHZ state and maximizes both final state fidelity rate of entanglement distribution and final state fidelity. A deep neural network based routing mechanism to find a path that maximizes the number of source and destination nodes within a time window observing the current state of the network has been proposed in [14]. [38] proposes two algorithms, namely, Sequential Multi-path Scheduling Algorithm and Min- Cut-based Multi-path Scheduling Algorithm to perform 𝑘entangled routing which connects all 𝑘 source and destination pairs. A mechanism to maximize the number of peer users and also their throughput has been modeled in [15]. Using 𝑛qubit Greenberger-Horne-Zeilinger (GHZ) measurements, [39] proposes a novel method to generate 𝑛-entanglements each with EPR pairs along 𝑛 edges at a node. [40] describes the distributed generation and automatically prioritized entanglement flows using a quantum router with quantum memories in a photonic switchboard to enable entanglements having high fidelity. [16] proposes a greedy algorithm to generate a path for entanglement swapping and maximize the number of satisfied demands concerning start and end times along with the number of entangled pairs. A mechanism to find the shortest path for entanglement distribution with nested purification of qubits has been proposed in [41]. Authors present a real-time and preestablished entanglement distribution in [17]. [42] describes a hybrid continuous variable-discrete variable (CV-DV) quantum network which can distribute a large number of entanglements for multi-hop nodes. [18] proposes a proactive entanglement distribution using the history of actual qubits used along each physical link. The history is an indirect measure of user demands.

From the above survey, it is evident that there is a huge effort in ensuring quick and efficient entanglement distribution. Some of the works have also focussed on meeting user demand for entanglement generation. Most of the proposals are based on a bottom-up approach to meet user demands. The main motivation of this work is to understand how usage patterns can impact entanglement distribution in terms of edge and node centralities. As observed from the above survey, such an effort to understand the network centralities of entanglement distribution has not been attempted. This work is thus relevant as the quantum internet grows in size and its characteristics emerge to its classical counterpart.

III. SYSTEM MODEL

Firstly, the basics of quantum communications are discussed and then the model is explained.

A. Quantum Basics

1) Quantum States: Quantum bits (qubits) are in a superposition of their orthonormal basis states. A single qubit can be represented as |𝜙⟩ = 𝛼|0⟩ + 𝛽|1⟩ where |𝛼|^2 + |𝛽|^2 = 1, |0⟩ and |1⟩ are the orthonormal basis states. Similarly, a two-qubit can be represented as |𝜓⟩ = 𝛾_1|00⟩ + 𝛾_2 |01⟩ + 𝛾_3 |11⟩ + 𝛾_4|10⟩ where |𝛾_1|^2 + |𝛾_2 |^2 + |𝛾_3 |^2 + |𝛾_4 |^2 = 1, |00⟩, |01⟩, |11⟩ and |10⟩ are the orthonormal basis states. Measurement of a qubit leads to the collapse of the qubit to one of its basis states. For example, 𝜓 when measured will collapse to one of its four orthonormal states with probability |𝛾_𝑥 |^2, where 𝑥 = 1, 2, 3, 4.

2) Quantum Entanglement: A two-qubit system can be in a special state which cannot be expressed as a tensor product of two other states. Lets consider a qubit |𝜓_1⟩ = 𝛿_1|01⟩ + 𝛿_2|11⟩. This can be represented as |𝜓_1⟩ = (𝛿_1|0⟩ + 𝛿_2|1⟩) ⊗ |1⟩ where ⊗ is the tensor product. However, a special two-qubit of the form |𝜓_2⟩ = 𝛿_1|00⟩ + 𝛿_2|11⟩ cannot be represented as a tensor product to two states as |𝜓_1⟩. These special states are called entangled states. There are four maximally entangled states also known as Bell pairs or EPR pairs, namely,^{|00⟩+|11⟩}√_2 ,

|00⟩−|11⟩ √ 2 ,^{|01⟩+|10⟩}√_2 and^{|01⟩−|10⟩}√_2 . If the first qubit of the EPR pair is given to one node and the other to the second, and a measurement is performed on the EPR pair then their states are highly deterministic. For example,^{|01⟩+|10⟩}√_2 will collapse with the first node having a value 0 and the other having a value 1, and vice versa when measured.

3) Quantum Entanglement Swapping: If a node 𝐴 is entangled to 𝐵 and 𝐵 in turn is entangled to 𝐶 then 𝐴 and 𝐶 can be entangled with the measurement of the two individual entanglements. This is known as Quantum Entanglement Swapping. This process can be repeated over multiple hops to create a long-distance entanglement.

4) Quantum Teleportation: In a nutshell, quantum teleportation is a method of transferring any arbitrary qubit Ψ from one source to another using a Bell pair shared between them. It requires a classical channel to communicate the results of the measurement to the receiver. Using the result, the receiver applies linear transforms to recreate Ψ.

B. Model Description

Let there be 𝑁 nodes in a quantum network. There are 𝐸 edges in the network indexed with 𝑖. A node 𝑗 can have uniform random number of edges 𝑋^{( 𝑝)}_𝑗 in the range 1 to ⌊𝛼𝑁⌋, 0 < 𝛼 ≤ 1, with other nodes. These 𝑋^{( 𝑝)}_𝑗 are designated as physical edges which can be used to set up direct entanglements between the connected nodes.

These entangled physical edges can help in setting up entanglement between nodes that are not physically connected using quantum entanglement swapping. For example, if node A is entangled with B and B in turn is entangled with C then applying entanglement swapping A and C can get entangled. Such edges which connect two remote entangled nodes set up using entanglement swapping are designated as virtual edges 𝑋^{(𝑣)}_𝑗 . Thus, the total number of edges that connect node 𝑗 to its entangled neighbours (physical and virtual) is denoted by 𝑋_𝑗. Thus, 𝑋_𝑗 = 𝑋^{( 𝑝)}_𝑗 + 𝑋^{(𝑣)}_𝑗 (1)

This process of entanglement generation either directly through a physical link or indirectly through entanglement swapping can provide valuable insights (e.g., the centrality of edges) on how each physical edge 𝑒^{( 𝑝)}_𝑖 or a virtual 𝑒^{(𝑣)}_𝑖 edge is involved in entanglement generation for a large quantum network when entanglements are needed between two remote nodes based on user connection setup requests 𝑘. Traditionally, edge centrality measures are based on the shortest paths between nodes. Since, quantum entanglements are used on a peer-to-peer basis (when measurements are performed) usage frequencies ( 𝑓_𝑒( 𝑝)_𝑖 or 𝑓_𝑒(𝑣)_𝑖 ) of links during the entanglement generation and distributions are used as a measure of edge centrality in this paper. Generally, 𝑓_{𝑒𝑖} denotes the usage frequency of any edge either physical or virtual in an entanglement setup. The higher the usage of a link the larger is its edge centrality.

As mentioned above, an edge (physical or virtual) is created in the graph of the quantum network when the two nodes share an entanglement. In the process of edges getting added, the degree centrality (the degree of the node) of the nodes also increases. Thus, degree centralities can also provide a key insight into quantum resource allocation. The degree centrality of node 𝑗 is designated with 𝑑_𝑗.

In [18], authors proposed a mechanism for proactive entanglement distribution among some nodes quicker end-to-end connection setup in large quantum networks. The proactive entanglement distributions are based on the historical count of qubits transmitted along the edges. The process described in [18] involves the following steps. Each physical edge has a certain historical count of qubits transferred over it. To set up proactive entanglements, some of the nodes are uniformly randomly selected. Each node first calculates the mean of historical counts with its neighbours. It then calculates the squared differences between the mean and the corresponding historical counts of its neighbours. The node with the minimum difference is chosen for the entanglement setup. This process is performed by all randomly selected nodes to set up entanglements. After these entanglements are set up, entanglement swaps are applied wherever applicable to set up further entanglements. These entanglements are set up proactively and saved in quantum memory to help in speeding up the end-to-end connection requested by the user at a later point in time. Based on the user connection setup request, the end-to-end entanglement is setup which is later used by teleportation for data transfer. A classical channel is needed for teleportation and also for routing the connection setup message [18].

When a large number of connections are set up in the network, two graphs emerge. One is for the entanglements (entangled graph) and the other is for end-to-end user connection requests (connection graph). The paper aims to study the emergent properties of the entanglement graph as a large number of connections are set up with different user request patterns. Three scenarios are considered where the two end nodes for connection setups are drawn from the same uniform, gaussian and power law distribution. Uniform distribution may apply to a small quantum network. Considering today’s world wide web follows a power law, the application of the same on a quantum network has practical importance. Gaussian distribution is studied for its theoretical significance.

Fig. 1. Example Quantum Network

Fig. 1 shows an example quantum network. All blue lines show the physical quantum links, brown dashed lines are the entanglements set up either directly or through entanglement swaps and red lines with small dashes are the connection requests from users. For example, entanglements (1) and (2) setups are based on HCs proactively as explained in [18]. (3) is set up with an entanglement swap proactively. The usage frequencies of (1) and (2), namely, 𝑓_𝑒( 𝑝)_1 and 𝑓_𝑒( 𝑝)_2 respectively, increase by one to create (3). Let’s assume there is a user connection request (a) for B and E. Now, B does not have any entanglement, it sets up with C and increases 𝑓_𝑒( 𝑝)_4 . To set up an entanglement between B and E, an entanglement swap with (3) and (4) will create entanglement (5) and complete connection (a). This will increase the usage frequencies 𝑓_𝑒(𝑣)_3 and 𝑓_𝑒( 𝑝)_4 . Let’s consider another user connection request (b) between A and F. Node A sets up entanglement C, i.e., (6). When the connection request reaches D, it sets up entanglement with F, i.e., (7). Proactively, entanglement (8) is set up. This process futher increases 𝑓_𝑒( 𝑝)_1 and 𝑓_𝑒( 𝑝)_7 . Finally, a Q- SWAP with (6) and (8) creates (9) and increase 𝑓_𝑒( 𝑝)_6 , 𝑓_𝑒( 𝑝)_8 and 𝑓_𝑒( 𝑝)_9 respectively.

This process of connection setup also leads to growth in the degree centralities of the nodes in terms of quantum entanglements. The final degree centralities, i.e., 𝑑_𝑗 s, namely, 𝑑_𝐴, 𝑑_𝐵, 𝑑_𝐶 , 𝑑_𝐷, 𝑑_𝐸 and 𝑑_𝐹, are 2, 2, 5, 3, 3 and 3 respectively.

The emergent behaviours of the following parameters are studied from the edge centrality perspective. 1) The behaviour of usage frequencies of edges during entanglement distribution, i.e., 𝑠 𝑓_{𝑒𝑖} s’. Also, it would be interesting to see the usage patterns of physical (i.e., 𝑓_𝑒( 𝑝)_𝑖 s’) and virtual edges (i.e., 𝑓_𝑒(𝑣)_𝑖 s’) separately for three distributions of user connection setup requests (uniform, gaussian and power law). This will provide an understanding of the centralities of the edges where quantum resources are likely to be more consumed. 2) The behaviour of the above frequencies with the increase in the number of connections for the three distributions is also interesting since it explains whether the observed behaviour scale with the number of connections. 3) For the gaussian distribution, the behaviour of the above frequencies with the increase in standard deviations is also studied. 4) For power law distribution, the same behaviour is studied with decreasing exponent 5) Also, it would be beneficial to compare the behaviour of these usage frequencies for all three distributions. 6) The behaviour of entanglement build up with increasing connections for the three distributions will indicate the dynamics of the overall network. 7) As a use case, it would be valuable to find out how the edges with maximum usage, i.e., 𝑚𝑎𝑥( 𝑓_{𝑒𝑖} ), 𝑚𝑎𝑥( 𝑓_𝑒( 𝑝)_𝑖 ) and 𝑚𝑎𝑥( 𝑓_𝑒( 𝑝)_𝑖 ) behave with the increasing number of connections for all the three distributions.

Some of the behaviours of interest from node perspective are as follows. 1) It would be of interest how the degree of a node 𝑑_𝑗 evolves as a function of the number of connections 𝑘, i.e., 𝑑_𝑗 (𝑘) for the three connection setup distributions. 2) Also, it is important to find out the cummulative growth in the degree of nodes, i.e.,

�_{𝑀𝑘=1} [𝑑_𝑗 (𝑘 + 1) − 𝑑_𝑗 (𝑘)], where 𝑀 is the maximum number of connections, for the three user connection setup patterns.

The model assumes the following points including those from [18]. 1) Once entanglement between two is set up it is perpetually used. 2) Reliable generation of qubits is ensured between any two entangled nodes. 3) Only one connection setup attempt is made between two remote nodes. Unlike [18], multiple retries are not allowed. 4) Each node has classical and quantum interfaces. 5) Each node can generate entanglement directly over the physical quantum link or virtual using an entanglement swap. 6) Each node saves entangled qubits in stable quantum memory for data transfer. The historical counts are stored in classical memory. 7) All control procedures, such as, connection setup procedures are performed over the classical interface and data transfer through teleportation over entangled edges (with support from the classical interface).

IV. RESULTS AND DISCUSSION This section presents the simulation results based on the above system model. The simulation model is implemented in R language. The parameters used in the simulation are listed in table I.

TABLE I SIMULATION PARAMETERS

Parameter Value Description 𝑁 100 Maximum number of nodes 𝑀 10^3, 10^4, 10^5 Maximum number of connections 𝛼_𝑖 25% Maximum percentage of physical quantum links of 𝑖^{𝑡ℎ} node 𝜇 50 mean for gaussian distribution 𝜎 20 standard distribution for gaussian distribution 𝐵 −0.75 power law exponent 𝐴 10^2, 10^3, 10^4 power law coefficients for 10^3, 10^4, 10^5 connections respectively

A. Edge properties

1) Connection setup endpoints drawn from uniform distribution: For connection setup, any two nodes from the quantum network of 100 nodes are drawn from uniform distribution and a hundred thousand connection setup requests are made.

Fig. 2 shows the usage of all entangled edges, physical as well as virtual. The indices of the edges (i.e., 𝑖 of 𝑒^{( 𝑝)}_𝑖 or 𝑒^{(𝑣)}_𝑖 ) are shown along x-axis whereas the frequencies of usage of entangled edges ( 𝑓_𝑒(𝑣)_𝑖 or 𝑓_𝑒(𝑣)_𝑖 ) used to setup further entanglement is shown along y-axis. The result from the simulation is shown with the red line which exhibits a power law behaviour. This is confirmed by the fitted power law curve in green with coefficient 147.4696 and exponent −0.253105. This result shows that even though the nodes for connection setup are drawn from uniform distribution some of the entangled edges are more frequently used than others. More quantum resources need to be assigned to these edges. Also, qubits with technologies with shorter decoherence time but with more reliability may be assigned along these edges since they are more likely to be consumed before they lose fidelity. For low usage edges, qubits with technologies with longer decoherence time may be applied. Fig. 3 shows the behaviour for the physical entangled edges only. This also depicts a similar power law pattern as Fig .2 with coefficient 87.23075 and exponent −0.2292402. Fig. 4 shows the behaviour for the

Fig. 2. Connection Setup - Uniform Distribution, physical and virtual entanglements, Curve fit 𝑓_{𝑒𝑖} = 147.4696𝑖^{−0.253105} where 𝑖 is the edge

Fig. 3. Connection Setup - Uniform Distribution, physical entanglements only, Curve fit 𝑓_{𝑒( 𝑝)𝑖} = 87.23075𝑖^{−0.2292402} where 𝑖 is the physical edge

virtual entangled edges only. A similar power law pattern is observed with coefficient 147.4696 and exponent −0.253105.

The behaviour of usage frequencies of entangled edges (both virtual and physical) with the increasing number of connection requests is shown in Fig. 5. The indices of the edges are shown along x-axis and the usage frequencies are along y-axis. There are a couple of observations. Firstly, as the number of connections increases the usage frequencies of entangled edges also grow. Secondly, roughly the same first 100 edges show exponentially higher usages with an increasing number of connection setup requests. Fig. 6 and Fig. 7 show the behaviour of physical and virtual edges respectively with the increasing number of connections. Both of them show similar behaviours with virtual edges showing slightly higher usages than the physical ones.

2) Connection setup end points drawn from gaussian distribution: The behaviour of usage frequencies of entangled edges when the nodes for connection setup requests are selected from a gaussian distribution with a mean of 50 and standard deviation of 10 is shown in Fig. 8. The indices of the edges

Fig. 4. Connection Setup - Uniform Distribution, virtual entanglements only, Curve fit 𝑓_{𝑒(𝑣)𝑖} = 147.4696𝑖^{−0.253105} where 𝑖 is the virtual edge

Fig. 5. Entangled edges usage with the increasing number of connections

are shown along x-axis and the usage frequencies are along y-axis. The simulation curve in red shows a similar increasing behaviour as uniform distribution. Although, a power law curve fit does not show a good match as before, still it is not that bad either. Fig. 9 and Fig. 10 show similar behaviours for physical and virtual entangled edges respectively. With the increase in standard deviation keeping the mean same for the guassian distribution there is a decrease in the centrality of the usage of edges as shown in Fig. 11. The physical entangled and virtual entangled edges also show similar behaviour in Fig. 12 and Fig. 13 respectively.

3) Connection setup end points drawn from power law distribution: If power law distribution is considered for connection setup, then as can be expected the entangled edges have frequencies which are also power law distributed with a coefficient of 424.8808 and exponent of −0.4023611 as shown in Fig. 14. The physical edges (Fig. 15) and virtual edges (Fig. 16) also show similar behaviours. Fig. 17 shows the behaviour of edge usages for power law distribution of connection setups with decreasing exponents of −0.25, −0.50 and −0.75. It is observed that with lower exponents the centrality of edges increases. Similar behaviours are observed for both physical and virtual edges in Fig. 18 and Fig. 19 respectively.

Fig. 6. Entangled edges (Physical only) usage with the increasing number of connections

Fig. 7. Entangled edges (Virtual only) usage with the increasing number of connections

4) Compare Uniform, Gaussian and Power Law: Fig. 20 compares the behaviour of usage of entangled edges for uniform, gaussian and power law distributions. For uniform and power law distributions, about 100 edges show higher centralities and the rest have lower usages. However, the gaussian distribution shows more edges having higher usages and the rest of them are close to zero akin to gaussian behaviour. Fig. 21 and Fig. 22 respectively show similar behaviour for physical and virtual entangled edges.

5) Entanglement build up with connections: The number of entanglements that occur in the quantum network as connection setups are made following uniform, gaussian and power law distributions for end node selections is shown in Fig. 23. While x-axis shows the number of connections, y-axis is the cummulative number of entanglements. Though, there are 100,000 connections in the simulation, it is observed that the entanglements build up to their maximum value within the first 200 connections. Hence, all the connections are not shown. It is observed that the maximum number of entanglements is almost the same for power law and uniform distributions but lower for gaussian. Also, power law reaches its highest value first, quickly followed by the gaussian and much later by the

Fig. 8. Connection Setup - Gaussian Distribution, physical and virtual entanglements, 𝑓_{𝑒𝑖} = 684876.1𝑖^{−1.604152} where 𝑖 is the edge

Fig. 9. Connection Setup - Gaussian Distribution, physical entanglements only, 𝑓_{𝑒( 𝑝)𝑖} = 17348.56𝑖^{−1.387009} where 𝑖 is the physical edge

uniform distribution. All three growths can be approximated with monomolecular function. Figs. 24, 25 and 26 show the growths for uniform, normal and power law distribution connection setups along with their fitted monomolecular curve fits. For power law and uniform, the curve fits are better whereas the gaussian has a gap in between but matches well in most parts of the graph. A composite function of multiple monomolecular curves may fit better for the gaussian case though it will be complex.

Fig. 27 shows the usage frequency of the highest used virtual edge, i.e., 𝑚𝑎𝑥( 𝑓_𝑒(𝑣)_𝑖 ) for all the three distributions. For gaussian, the growth is almost linear throughout. However, for the uniform and power law cases, there is an initial spike and then there is a gradual linear increase. Similar behaviour is also observed for the highest used physical edge, i.e, 𝑚𝑎𝑥( 𝑓_𝑒( 𝑝)_𝑖 ), in Fig. 28 for all the three cases. The only difference is the growth for power law is more than that of uniform for the physical edge.

Fig. 10. Connection Setup - Gaussian Distribution, physical entanglements only, curve fit 𝑓_{𝑒( 𝑝)𝑖} = 684876.1𝑖^{−1.604152} where 𝑖 is the virtual edge

Fig. 11. Entangled edges (Physical and Virtual) usage with increasing standard deviation and same mean

B. Node properties

This section presents the node centrality properties when the connection graph is uniform, gaussian and power law distributed. The final degrees distribution entangled graphs for the three scenarios are shown in Figs. 29, 34 and 39 respectively after 𝑀 = 100, 000 connections. The degree distribution of the corresponding connection graphs is shown in Figs. 30, 35 and 40 respectively. If the two end nodes of a connection are drawn from uniform and power law distributions, the degree of the nodes for both entangled and connection graphs are more or less uniform. This is because in both the cases all the nodes participate (at least once) during large number of connection setups which in turn leads to uniform entanglement distribution. However, the entangled graph for gaussian distributed connection setups has a bowl shaped form. This is due to the fact that some of the nodes do not participate in connection setups (owing to gaussian behaviour of near zero probability of selecting some nodes) and hence have zero degrees in the entangled graph.

The growth of node degrees of the entangled graphs is studied next. The sum of growth in the degree of nodes,

Fig. 12. Entangled edges (Physical) usage with increasing standard deviation and same mean

Fig. 13. Entangled edges (Virtual) usage with increasing standard deviation and same mean

i.e., Δ𝑑_𝑗 =

�_{𝑀𝑘=1} [𝑑^{(𝑘+1)}_𝑗 − 𝑑^{(𝑘)}_𝑗 ] for the three distributions of connection graphs is shown in Figs. 31, 36 and 41 respectively. Interestingly, two levels are clearly seen. Some of the nodes have low proactive entanglements in the beginning so they have higher changes and vice versa in the bar charts.

The node with the highest changes 𝑚𝑎𝑥(Δ𝑑_𝑗) for the three distributions along with the curve fits are shown in Fig. 32, (37) and 42. Corresponding plots for 𝑚𝑖𝑛(Δ𝑑_𝑗 ) are depicted in Figs. 33, 37 and 43 respectively. For all three distributions, the cummulative degree distribution follows the monomolecular distribution. The only difference for gaussian is that the starting value of the node with 𝑚𝑖𝑛(Δ𝑑_𝑗 ) also starts at low values with 0 till 44 connections. All the six previous plots are a function of the number of connections, i.e., 𝑘. Hence, if the number of connections 𝑘 is broadcasted in the entire network then any node can estimate their quantum resource requirement following the curve fits.

C. Discussion

From the results above, several important inferences can be made which can help in providing an estimate of quantum resource allocation in the network. For all three connection setup distributions, namely, uniform, gaussian and power law,

Fig. 14. Connection Setup - Power Law Distribution, physical and virtual entanglements, curve fit 𝑓_{𝑒𝑖} = 424.8808𝑖^{−0.4023611} where 𝑖 is the edge

Fig. 15. Connection Setup - Power Law Distribution, physical entanglements only, curve fit 𝑓_{𝑒( 𝑝)𝑖} = 201.4059𝑖^{−0.4014564} where 𝑖 is the physical edge

the usage frequencies of edges, both physical and virtual, in entangled graphs can be approximated with a power law function. Comparing all three distributions for the connection graph, the power law curve fit for edges in entangled graphs is more pronounced for power law and uniform scenarios. With an increased number of connections, the edge centralities of the entangled graph also get amplified. For gaussian distribution, the edge centralities (physical and virtual) get amplified with decreasing standard deviations. For power law distribution, similar behaviours are observed for decreasing exponents. Total cummulative entanglements with increasing connections follow patterns similar to monomolecular function. The degree distribution of each node shows a monomolecular growth with an increasing number of connections for all three distributions. The sum of changes in degrees with increasing connections shows two distinct levels partly due to the proactive entanglements for all three connection setup distributions. Both scenarios with the highest and lowest degree changes show monomolecular growths with different parameters.

Fig. 16. Connection Setup - Power Law Distribution, virtual entanglements only, curve fit 𝑓_{𝑒(𝑣)𝑖} = 424.8808𝑖^{−0.4023611} where 𝑖 is the virtual edge

Fig. 17. Entangled edges (Physical and Virtual) usage with decreasing exponent

V. CONCLUSION AND FUTURE WORK

The paper studied the effects of centralities of entanglements due to different connection patterns. It is considered a quantum network model which consists of two graphs, namely, the entangled graph and the connection graph. The entangled graph contains the physical quantum links and those that are created by entanglement swaps. The connection graph is driven by three different usage patterns, namely, uniform, gaussian and power law. Both edge centralities (measured as the frequencies of edges used in the formation of the entangled graph) and node centralities (degree of nodes in the entangled graph) were investigated using simulations. Results showed that the edge centralities of the entangled graph showed power law distribution for most cases and the node centralities followed monomolecular distribution. Growth in entanglements with the number of connections also follows the monomolecular distribution. These results can help in the allocation of quantum resources. For example, quantum technologies with high reliability but low decoherence time may be deployed along the edges with high centralities since they are more likely to be used frequently. Also, virtual links

Fig. 18. Entangled edges (Physical) usage with decreasing exponent

Fig. 19. Entangled edges (virtual) usage with decreasing exponent

with high centralities could be upgraded to physical edges as a deployment strategy. Node centralities give an estimate of the number of entanglements that will be handled as connections increase.

Future work will consider the tradeoff between proactive and reactive entanglements on centralities. Also, further studies are required to understand the impact on centralities following other approaches of entanglement distribution in the literature.

ACKNOWLEDGMENT The authors would like to thank Mphasis NextLab for sponsoring this research.

REFERENCES

[1] J. Illiano, M. Caleffi, A. Manzalini, and A. S. Cacciapuoti, “Quantum internet protocol stack: A comprehensive survey,” Computer Networks, vol. 213, p. 109092, 2022. [Online]. Available: https://www.sciencedirect.com/science/article/pii/S1389128622002250 [2] A. Singh, K. Dev, H. Siljak, H. D. Joshi, and M. Magarini, “Quantum internet - applications, functionalities, enabling technologies, challenges, and research directions,” IEEE Communications Surveys & Tutorials, vol. 23, no. 4, pp. 2218–2247, 2021.

[3] L. Gyongyosi and S. Imre, “Advances in the quantum internet,” Commun. ACM, vol. 65, no. 8, pp. 52–63, jul 2022. [Online]. Available: https://doi.org/10.1145/3524455

Fig. 20. Connection Setup - Compare Uniform, Normal and Power Law Distributions (Physical and Virtual)

Fig. 21. Connection Setup - Compare Uniform, Normal and Power Law Distributions (Physical)

[4] A. Dahlberg, M. Skrzypczyk, T. Coopmans, L. Wubben, F. Rozpedek, M. Pompili, A. Stolk, P. Pawelczak, R. Knegjens, J. de Oliveira Filho, and et al., “A link layer protocol for quantum networks,” Proceedings of the ACM Special Interest Group on Data Communication, Aug 2019. [Online]. Available: http://dx.doi.org/10.1145/3341302.3342070 [5] M. Pant, H. Krovi, D. Towsley, L. Tassiulas, L. Jiang, P. Basu, D. Englund, and S. Guha, “Routing entanglement in the quantum internet,” npj Quantum Information, vol. 5, no. 1, p. 25, Mar 2019. [Online]. Available: https://doi.org/10.1038/s41534-019-0139-x [6] S. Pirandola, “End-to-end capacities of a quantum communication network,” Communications Physics, vol. 2, no. 1, p. 51, May 2019. [Online]. Available: https://doi.org/10.1038/s42005-019-0147-3 [7] L. Gyongyosi and S. Imre, “Opportunistic entanglement distribution for the quantum internet,” Scientific Reports, vol. 9, no. 1, p. 2219, Feb 2019. [Online]. Available: https://doi.org/10.1038/s41598-019-38495-w [8] J. Li, Q. Jia, K. Xue, D. S. Wei, and N. Yu, “A connection-oriented entanglement distribution design in quantum networks,” IEEE Transactions on Quantum Engineering, pp. 1–1, 2022.

[9] H. Zhang, Y. Li, C. Zhang, and T. Huang, “Connection-oriented and connectionless quantum internet considering quantum repeaters,” 2022.

[10] L. Gyongyosi and S. Imre, “Decentralized base-graph routing for the quantum internet,” Physical Review A, vol. 98, no. 2, aug 2018. [Online]. Available: https://doi.org/10.1103%2Fphysreva.98.022310 [11] S. Khatri, C. T. Matyas, A. U. Siddiqui, and J. P. Dowling, “Practical figures of merit and thresholds for entanglement distribution in quantum networks,” Phys. Rev. Research, vol. 1, p. 023032, Sep 2019. [Online]. Available: https://link.aps.org/doi/10.1103/PhysRevResearch.1.023032 [12] K. Chakraborty, F. Rozpedek, A. Dahlberg, and S. Wehner, “Distributed routing in a quantum internet,” 2019. [Online]. Available: https://arxiv.org/abs/1907.11630

Fig. 22. Connection Setup - Compare Uniform, Normal and Power Law Distributions (Virtual)

Fig. 23. Entanglement build up with connections - Compare Uniform, Normal and Power Law Distributions

[13] S. Pouryousef, N. K. Panigrahy, and D. Towsley, “A quantum overlay network for efficient entanglement distribution,” 2022.

[14] L. Le and T. N. Nguyen, “Dqra: Deep quantum routing agent for entanglement routing in quantum networks,” IEEE Transactions on Quantum Engineering, vol. 3, pp. 1–12, 2022.

[15] Y. Zeng, J. Zhang, J. Liu, Z. Liu, and Y. Yang, “Multi-entanglement routing design over quantum networks,” in IEEE INFOCOM 2022 - IEEE Conference on Computer Communications. IEEE Press, 2022, pp. 510–519. [Online]. Available: https://doi.org/10.1109/INFOCOM48880.2022.9796810 [16] A. K. Pandey, A. Srivastava, S. Handoo, B. R. Tamma, and M. P. Rao, “Greedy algorithms for finding entanglement swap paths in quantum networks,” in Proceedings of the 24th International Conference on Distributed Computing and Networking, ser. ICDCN ’23. New York, NY, USA: Association for Computing Machinery, 2023, pp. 237–244. [Online]. Available: https://doi.org/10.1145/3571306.3571408 [17] Y. Wang, X. Yu, Y. Zhao, A. Nag, and J. Zhang, “Pre-established entanglement distribution algorithm in quantum networks,” Journal of Optical Communications and Networking, vol. 14, no. 12, pp. 1020– 1033, 2022.

[18] D. Das, S. K. Malapaka, J. Bapat, and D. Das, “A proactive connection setup mechanism for large quantum networks,” in 2022 IEEE International Conference on Electronics, Computing and Communication Technologies (CONECCT), 2022, pp. 1–6.

[19] P. Van Mieghem, G. Hooghiemstra, and R. van der Hofstad, “A scaling law for the hopcount in internet,” Delft University of Technology, report, vol. 2000125, 2000.

[20] F. Begtasevic and P. Van Mieghem, “Measurements of the hopcount in internet,” in PAM2001, A workshop on Passive and Active Measurements, Amsterdam, the Netherlands, April 23-24, 2001, 2001.

Fig. 24. Entanglement build up with connections - Uniform distribution. Curve fit 𝐸^{(𝑡𝑜𝑡𝑎𝑙)} = 4725 − 5100𝑒^{−0.15𝑘}

Fig. 25. Entanglement build up with connections with Gaussian sampling of end nodes. Curve fit 𝐸^{(𝑡𝑜𝑡𝑎𝑙)} = 3900 − 3400𝑒^{−0.125𝑘}

[21] L. A. Adamic and B. A. Huberman, “Power-law distribution of the world wide web,” Science, vol. 287, no. 5461, pp. 2115–2115, 2000. [Online]. Available: https://www.science.org/doi/abs/10.1126/science.287.5461.2115a [22] S. Wehner, D. Elkouss, and R. Hanson, “Quantum internet: A vision for the road ahead,” Science, vol. 362, no. 6412, 2018. [Online]. Available: https://science.sciencemag.org/content/362/6412/eaam9288 [23] H. V. Nguyen, Z. Babar, D. Alanis, P. Botsinis, D. Chandra, M. A. Mohd Izhar, S. X. Ng, and L. Hanzo, “Towards the quantum internet: Generalised quantum network coding for large-scale quantum communication networks,” IEEE Access, vol. 5, pp. 17 288–17 308, 2017.

[24] F. Hahn, A. Pappa, and J. Eisert, “Quantum network routing and local complementation,” npj Quantum Information, vol. 5, no. 1, p. 76, Sep 2019. [Online]. Available: https://doi.org/10.1038/s41534-019-0191-6 [25] L. Gyongyosi and S. Imre, “Entanglement-gradient routing for quantum networks,” Scientific Reports, vol. 7, no. 1, p. 14255, Oct 2017. [Online]. Available: https://doi.org/10.1038/s41598-017-14394-w [26] G. Guccione, T. Darras, H. Le Jeannic, V. B. Verma, S. W. Nam, A. Cavaillès, and J. Laurat, “Connecting heterogeneous quantum networks by hybrid entanglement swapping,” Science Advances, vol. 6, no. 22, 2020. [Online]. Available: https://advances.sciencemag.org/content/6/22/eaba4508 [27] K. Chakraborty, D. Elkouss, B. Rijsman, and S. Wehner, “Entanglement distribution in a quantum network: A multicommodity flow-based approach,” IEEE Transactions on Quantum Engineering, vol. 1, pp. 1–21, 2020.

[28] J. Li, M. Wang, Q. Jia, K. Xue, N. Yu, Q. Sun, and J. Lu, “Fidelity-guarantee entanglement routing in quantum networks,” 2021. [Online]. Available: https://arxiv.org/abs/2111.07764 [29] M. Caleffi, “Optimal routing for quantum networks,” IEEE Access, vol. 5, pp. 22 299–22 312, 2017.

[30] A. S. Cacciapuoti, J. Illiano, M. Viscardi, and M. Caleffi, “Quantum internet: The dawn of the quantum paths,” in Proceedings of

Fig. 26. Entanglement build up with connections with Power law sampling of end nodes. Curve fit 𝐸^{(𝑡𝑜𝑡𝑎𝑙)} = 4750 − 4750𝑒^{−0.175𝑘}

Fig. 27. Frequencies of highest used virtual edge - Compare Uniform, Normal and Power Law Distributions

the 9th ACM International Conference on Nanoscale Computing and Communication, ser. NANOCOM ’22. New York, NY, USA: Association for Computing Machinery, 2022. [Online]. Available: https://doi.org/10.1145/3558583.3558860 [31] R. Yu, R. Dutta, and J. Liu, “On topology design for the quantum internet,” IEEE Network, vol. 36, no. 5, pp. 64–70, 2022.

[32] S. Haldar, P. J. Barge, S. Khatri, and H. Lee, “Improved protocols for fast, high-fidelity, and long-distance entanglement distribution,” 2023.

[33] J. Illiano, M. Viscardi, S. Koudia, M. Caleffi, and A. S. Cacciapuoti, “Quantum internet: from medium access control to entanglement access control,” 2022.

[34] Y. Ren, X. Wang, Y. Lv, D. Bacco, and J. Jing, “Distribution of multiplexed continuous-variable entanglement for quantum networks,” Laser & Photonics Reviews, vol. 16, no. 11, p. 2100586, 2022. [Online]. Available: https://onlinelibrary.wiley.com/doi/abs/10.1002/lpor.202100586 [35] J. Li, Q. Jia, K. Xue, D. S. L. Wei, and N. Yu, “A connectionoriented entanglement distribution design in quantum networks,” IEEE Transactions on Quantum Engineering, vol. 3, pp. 1–13, 2022.

[36] V. Mannalath and A. Pathak, “Multiparty entanglement routing in quantum networks,” 2022.

[37] L. Bugalho, B. C. Coutinho, F. A. Monteiro, and Y. Omar, “Distributing Multipartite Entanglement over Noisy Quantum Networks,” Quantum, vol. 7, p. 920, Feb. 2023. [Online]. Available: https://doi.org/10.22331/q-2023-02-09-920 [38] T. N. Nguyen, K. J. Ambarani, L. Le, I. Djordjevic, and Z.-L. Zhang, “A multiple-entanglement routing framework for quantum networks,” 2022.

[39] A. Patil, M. Pant, D. Englund, D. Towsley, and S. Guha, “Entanglement generation in a quantum network at distance-independent rate,” npj Quantum Information, vol. 8, no. 1, p. 51, May 2022. [Online]. Available: https://doi.org/10.1038/s41534-022-00536-0

Fig. 28. Frequencies of highest used physical edge - Compare Uniform, Normal and Power Law Distributions

Fig. 29. Uniform - Degree of nodes with entanglements

[40] Y. Lee, E. Bersin, A. Dahlberg, S. Wehner, and D. Englund, “A quantum router architecture for high-fidelity entanglement flows in quantum networks,” npj Quantum Information, vol. 8, no. 1, p. 75, Jun 2022. [Online]. Available: https://doi.org/10.1038/s41534-022-00582-8 [41] S. Santos, F. A. Monteiro, B. C. Coutinho, and Y. Omar, “Shortest path finding in quantum networks with quasi-linear complexity,” IEEE Access, vol. 11, pp. 7180–7194, 2023.

[42] I. B. Djordjevic, “Hybrid cv-dv quantum communications and quantum networks,” IEEE Access, vol. 10, pp. 23 284–23 292, 2022.

Fig. 30. Uniform - Degree of nodes with connections

Fig. 31. Uniform - Increases in node degree growth with connections

Fig. 32. Uniform - Cummulative degree of the node with highest changes vs. connection. Curve fit 𝑑^{(𝑘)}_𝑗 = 96 − 450𝑒^{−0.75𝑘} for 𝑘 > 6, 0 otherwise

Fig. 33. Uniform - Cummulative degree of the node with highest changes vs. connection. Curve fit 𝑑^{(𝑘)}_𝑗 = 96 − 225𝑒^{−0.8𝑘}

Fig. 34. Gaussian - Degree of nodes with entanglements

Fig. 35. Gaussian - Degree of nodes with connections

Fig. 36. Gaussian - Increases in node degree growth with connections

Fig. 37. Gaussian - Cummulative degree of the node with highest changes vs. connection. Curve fit 𝑑^{(𝑘)}_𝑗 = 87 − 185𝑒^{−0.40𝑘}

Fig. 38. Gaussian - Cummulative degree of the node with lowest changes vs. connection. Curve fit 𝑑^{(𝑘)}_𝑗 = 87 − 450𝑒^{−0.80𝑘} for 𝑘 > 44, 0 otherwise

Fig. 39. Power law - Degree of nodes with entanglements

Fig. 40. Power law - Degree of nodes with connections

Fig. 41. Power law - Increases in node degree growth with connections

Fig. 42. Power law - Cummulative degree of the node with highest changes vs. connection. Curve fit 𝑑^{(𝑘)}_𝑗 = 96 − 600𝑒^{−0.90𝑘}

Fig. 43. Power law - Cummulative degree of the node with lowest changes vs. connection. Curve fit 𝑑^{(𝑘)}_𝑗 = 96 − 375𝑒^{−0.90𝑘}