arXiv:2311.07829v2 [cs.IT] 25 Feb 2024

A Coding Scheme for Unresponsive and Byzantine Server Resilient Quantum X-Secure T -Private Information Retrieval

Yuxiang Lu, Syed A. Jafar

Center for Pervasive Communications and Computing (CPCC) University of California Irvine, Irvine, CA 92697 Email: {yuxiang.lu, syed}@uci.edu^*

Abstract

Building on recent constructions of Quantum Cross Subspace Alignment (QCSA) codes, this work develops a coding scheme for QEBXSTPIR, i.e., classical private information retrieval with X-secure storage and T -private queries, over a quantum multiple access channel, that is resilient to any set of up to E erased servers (equivalently known as unresponsive servers, or stragglers) together with any set of up to B Byzantine servers. The scheme is accordingly labeled QEBCSA, with the ‘E’ and ‘B’ indicating resilience to erased and Byzantine servers respectively. The QEBCSA code structure may be broadly useful for problems such as quantum coded secure distributed computation, where security, straggler resilience, and distributed superdense coding gains are simultaneously required. The X-security property is further exploited to improve the communication rate when ϵ-error decoding is allowed.

1 Introduction

Recent interest in entanglement assisted computation over quantum multiple access (QMAC) networks adds fundamentally novel dimensions to the rapidly expanding theory of distributed communication and computation, beyond its classical cornerstones such as secret-sharing [1–4], distributed storage, private information retrieval (PIR) [5–11], coded distributed computation and computation networks [12–15]. Ideas from these diverse perspectives are encapsulated in various specialized coding structures — Reed-Solomon (RS) codes [16], Cross Subspace Alignment (CSA) [17], Lagrange Coded Computing [18], CSS codes [19, 20], and the recently developed Nsum box abstraction [21], to name a few. Developing new schemes to assimilate the specialized coding structures as much as possible is essential for a unified theory that can facilitate a broader array of applications. This work represents such an endeavor, with the goal of developing a coding scheme for QEBXSTPIR [17], i.e., quantum X-secure T -private information retrieval that is also resilient to E erased servers (equivalently referred to as unresponsive servers or stragglers) and B Byzantine servers.

In the QEBXSTPIR [17] setting there are N servers equipped in advance (independent of the classical data) with entangled quantum digits (qudits). K classical messages (files, datasets) are distributed among the servers in an X-secure fashion, so that even if any X servers collude they learn nothing about the messages. A user wishes to efficiently retrieve one of the K messages by

*The results of this work will be presented in part at IEEE ICC 2024.

querying the N servers T -privately, so that even if any T servers collude they learn nothing about which message is desired by the user. Each server manipulates its qudits locally based on the user’s queries and the messages available to that server. The qudits are then sent as answers from the servers to the user. Here we allow up to E stragglers, i.e., any E servers may be unresponsive, equivalently their answers may be lost over the QMAC, and B Byzantine servers whose answers are subject to arbitrary errors. The lost qudits are erasures in the sense that while the user’s queries are sent without knowledge of which servers may turn out to be stragglers, once the user receives the qudits in response, it knows which servers’ answers were erased, i.e, which servers did not respond. The identities of the Byzantine servers are not directly revealed to the user from the answers. This corresponds to general errors in the context of error correcting codes where the position of error is unknown. Unresponsive and Byzantine server resilience means that we require that regardless of which E servers are erased, and which B servers are Byzantine, the coding scheme must allow the user to recover its desired message by measuring the qudits that it is able to receive.

Our solution centers around the CSA coding scheme that was originally introduced in the setting of XSTPIR, i.e., PIR with X-secure storage and T -private queries [22], and subsequently shown to be applicable to a number of classical variants of PIR, coded computing and private readwrite designs for federated submodel learning [23]. The classical CSA scheme was generalized to a QCSA scheme (quantum CSA scheme) for XSTPIR over the QMAC in [8], and resilience to eavesdroppers was explored in [9]. The main challenge noted in [8] for future generalizations is to achieve resilience to erasures and Byzantine servers, which is our goal in this work.

Note that QEBXSTPIR reduces to QEXSTPIR when B = 0, and QBXSTPIR when E = 0. In terms of erasure-resilience, recent work in [4] explores secret-sharing jointly with symmetric T - private Quantum PIR. Secret sharing and erasure-resilience are related because in both cases the goal is to recover the desired information from a subset of answers. Indeed, if we ignore the Xsecure storage constraint, then the approach in [4] should yield an erasure resilient QTPIR scheme. However, the scheme is based on random coding which is not directly compatible with X-security. Connections to [4] are further elaborated in Remark 5 later in this work. Moreover, erasure resilience of QCSA code structure is particularly important due to the broad applications of CSA codes, e.g., to coded distributed computation (CDC) [24]. A study of the resilience against Byzantine servers under zero-error criterion is initiated most recently in [11]. While certain details of the coding scheme of [11] are unclear to us^1 let us note that under the zero-error condition, a Byzantine server is as harmful as 2 unresponsive servers. On the other hand, we show in this paper that under an ϵ-error formulation a Byzantine server can be only as harmful as 1 unresponsive server, by harnessing the X-security property of the PIR scheme.

In this paper we first explore the QEXSTPIR problem. In order to achieve X-security and Eerasure resilience simultaneously, we explicitly construct an N-sum box [21] based on classical erasure-resilient CSA codes. As explained in [21] the N-sum box is specified by G, H matrices. The choice of G is subject to a strong self-orthogonality constraint, but H can be relatively unstructured as it only needs to be a complement of G. For our QECSA code design, we let the

1To the best of our understanding, [11] appears to achieve rate 1 even in certain settings with B ≥ 1 Byzantine servers. Let us note that even if the identities of the B Byzantine servers are revealed to the user (reduced to B erasures), N − B qudits can at most carry N − B classical dits of information according to the Holevo bound [25] which limits the rate to (N − B)/N which is strictly less than 1. For example, under the setting X = T = B = 1, N = 8, from [11] it seems that rate max {0, min {1, 2(1 − (X + T + 2B)/N)}} = 1 is achievable, while the Holevo bound indicates that the rate of any scheme cannot exceed 7/8.

Vandermonde part of the CSA code (which carries undesired noise and interference terms) determine G. The Vandermonde structure is compatible with GRS codes which possess the required duality properties. Erasure resilience is then guaranteed by replacing sufficiently many of the Cauchy dimensions (that would otherwise be used to send desired information) with the standard basis vectors in the H matrix to allow recovery from arbitrary X, Z errors, and using the fact that the ability to recover from arbitrary X, Z errors on selected qudits also guarantees recovery from erasures of those qudits.

QBXSTPIR and QEBXSTPIR schemes that enable perfect recovery of the desired message by the user are then proposed. These schemes are a combination of the QEXSTPIR scheme along with combinatorial decoding arguments. Similar to the reasoning that a general error is as harmful as 2 erasures in error correcting codes, in our scheme a Byzantine server is as bad as 2 unresponsive servers. That is to say, a QEXSTPIR scheme with E = 2B is applied to the QBXSTPIR setting. In a nutshell, the user first guesses a realization of the N − B non-Byzantine servers. For every B servers from these N −B servers, the user pretends that those servers together with the remaining B potentially-Byzantine servers are erased, and decodes accordingly. If all the (_{N−B} B ) decoding results agree then the guess must be correct and the decoding is successful.

However, in an ϵ-error setting, we show that a Byzantine server is only as harmful as 1 unresponsive server. A QEXSTPIR scheme with E = B is applied to solve a QBXSTPIR problem under ϵ-error criterion. In a nutshell, the user first decodes with the qudits from any N − B servers that it assumes to be non-Byzantine. If the assumption is incorrect, then we will show that the user can detect the decoding error with high probability. This is possible due to the X-security condition. Since any X or fewer servers know nothing about the messages, it is possible to design a test that reveals to the user if the decoding result is a valid message, such that any Byzantine servers who do not know the messages cannot make the erroneous decoding result pass the test with high probability. Similar ideas are used in the authentication capacity of adversarial channels [26], distributed storage system with adversarial attacks [27], and communication-efficient secret sharing with malicious adversary [28]. For example, suppose a message W , appended with some hash function of itself h(W ) is transmitted to a receiver as the tuple (W, h(W )). An attacker introduces errors e_w, e_h so that (W +e_w, h(W )+e_h) is received instead. If the errors are chosen independently of W , i.e., with no knowledge of W , then the manipulated hash will not be the hash of the manipulated message with high probability, i.e., h(W + e_w) ≠ h(W ) + e_h. Meanwhile, since the size of the hash of a message can be negligible compared with the size of original message, it introduces almost no communication overhead to transmit a message together with its hash.

Notation: For two integers a, b, the set {a, a + 1, · · · , b} is denoted as [a : b]. For compact notation, [1 : b] is denoted as [b]. For a set S, |S| denotes its cardinality, and for any k ≤ |S|, (_S k ) ≜ {S | S ⊂ S, |S| = k}. For an r × c matrix A, A(A, B) denotes the submatrix of A whose row indices are in A and column indices in B. A or B will be replaced by : if they contain the entire rows or columns respectively. If A is a vector, we simply write A(S) to denote the subvector of A whose indices are in S. colspan(A) denotes the vector subspace spanned by the columns of A. For a length n vector v, Diag(v) denotes the diagonal n × n matrix whose diagonal elements are entries of v. 0 denotes the all zero matrix whose dimension will be clear according to the contexts. I_n is the n × n identity matrix. e_{n,k} represents the k^{th} column of I_n. | · | outputs the cardinality of a set. For a length-2N vector c = [c_1 c_2 · · · c_{2N} ]^⊤, its symplectic weight swt(c) =| {n ∈ [N] | (c_n, c_{n+N} ) ≠ (0, 0)} |.

Throughout this paper, let F_q be a finite field with order q where q = p^r is a prime power. Let tr(·): F_q → F_p be the field trace that is an F_p -linear map from F_q to F_p . For quantum systems A_1, A_2, · · · , A_N , let A_{[N]} = A_1A_2 · · · A_N denote the composite quantum system of all the N quantum systems. Let |A| denote the dimension of the quantum system A. If |A| = q, we call it a q-dimensional qudit. Let {|a⟩}_{a∈Fq} be the computational basis of a q-dimensional qudit. For any x, z ∈ F_q , we define the general X(x) and Z(z) operators as the operators such that when acting on a q-dimensional qudit |a⟩ , a ∈ F_q , X(x) |a⟩ = |a + x⟩ and Z(z) |a⟩ = ω^{tr(az)} |a⟩ where ω = e^{2πι/p}, ι = √ −1. 2 Problem Statement

The messages, storage, queries are classical and defined as in [17]. For completeness, let us restate the definitions here. Specifically, there are K independent messages W_1, W_2, · · · , W_K ∈ [M] each of which is uniform over [M].

These K messages are X-securely shared among N servers where server n, n ∈ [N] gets the share S_n ∈ S, such that any X or fewer servers learn nothing about the messages, i.e.,

[X − Security] I(W_{[K]}; S_X ) = 0, ∀X ⊂ [N], |X | ≤ X. (1)

A user wishes to retrieve the θ^{th}, θ ∈ [K], message W_θ from the servers by sending the T - private queries Q_1, Q_2, · · · , Q_N ∈ Q to the N servers such that any T or fewer servers learn nothing about θ, i.e.,

[T − Privacy] I(θ; Q_T ) = 0, ∀T ⊂ [N], |T | ≤ T. (2)

There is a random set E ∈ (_{[N]} E ) of E unresponsive servers and another random set B ∈ (_{[N]} B ) of B Byzantine servers. B, E are disjoint, B ∩ E = ∅, and independent of the messages.

Next let us formulate the classical setting which will serve as a baseline for comparison.

2.1 Classical Setting

In the classical setting, there is a set of encoding functions {Λ_n : S × Q → [d]}_{n∈[N]}. The unresponsive servers and Byzantine servers in E ∪ B generate their answers as an arbitrary number in [d]. Each server n ∈ [N] \ (E ∪ B) generates the answer A_n ∈ [d] as a function of its storage and the query it received from the user, i.e.,

[Encoding] A_n = Λ_n(S_n, Q_n) ∈ [d], ∀n ∈ [N] \ (E ∪ B). (3)

The servers then send their answers back to the user. There is a set of decoding functions {Γ_E : [d]^{N−E} × Q^N × [K] → [M]}_{E∈}([N]_E ). The user applies the decoding function Γ_E to decode the desired message based on the N − E answers, queries, and θ, i.e., the decoding result is

[Decoding] Ŵ_θ = Γ_E (A_{[N]\E} , Q_{[N]}, θ) ∈ [M]. (4)

Note that the user immediately knows which servers are unresponsive, but not which servers are Byzantine. Thus, the decoding scheme depends on E but not on B.

The probability of decoding error, given that the set of unresponsive servers is E = E, the set of Byzantine servers is B = B and the wrong answers A_{E∪B} = a_{E∪B}, is

[Error Probability] P^e_{E,B,aE∪B} ≜ Pr ( Γ_E (A_{[N]\E} , Q_{[N]}, θ) ≠ W_θ | E = E, B = B, A_{E∪B} = a_{E∪B} ) . (5)

The rate of a classical EBXSTPIR scheme is defined as the number of desired message bits recovered per answer bit that is downloaded from the servers, i.e.,

R^{EBXSTPIR} c ≜ log(M) N log(d)

. (6)

A rate R^{EBXSTPIR}_c is said to be 0-error achievable if there exists an EBXSTPIR scheme with rate greater than or equal to R^{EBXSTPIR}_c such that [0 − Error] P^e_{E,B,aE∪B} = 0, ∀E ∈ ( [N] E ) , B ∈ ( [N] B ) , a_{E∪B} ∈ [d]^{|E∪B|}. (7) An asymptotic rate R^{EBXSTPIR}_{c,∞} is said to be ϵ-error achievable if there exists a sequence of EBXST- PIR schemes of rate greater than or equal to^{log(M)}_{log(M)+o(log(M))} R^{EBXSTPIR}_{c,∞} , where lim_{M→∞}^{o(log(M))}_{log(M)} = 0, such that [ϵ − Error] lim_{M→∞} P^e_{E,B,aE∪B} = 0, ∀E ∈ ( [N] E ) , B ∈ ( [N] B ) , a_{E∪B} ∈ [d]^{|E∪B|}. (8) 2.2 Quantum Setting In the quantum setting, a composite quantum system A^{ini}_{[N]} = A^{ini}_1 A^{ini}_2 · · · A^{ini}_N is initialized in the state given by the density matrix ρ^{ini} that is independent of the messages and any randomness included in the PIR scheme. Subsystem A^{ini}_n , n ∈ [N] has dimension |A^{ini}_1 | = d and is distributed to server n.

Let U denote the set of all unitary matrices and let M denote all completely-positive and tracepreserving operations that are applicable to a d-dimensional quantum system. There is a set of encoding functions {Φ_n : S × Q → U}_{n∈[N]}. Any server n ∈ E ∪ B applies an arbitrary quantum operation M_n ∈ M to its quantum subsystem while any server n, n ∈ [N] \ (E ∪ B), that is neither unresponsive nor Byzantine, applies a unitary operator,

[Encoding] U_n = Φ_n(S_n, Q_n), (9)

which is a deterministic function of its storage and received query, to its own quantum subsystem.

The composite system is thus transformed into A_{[N]} = A_1A_2 · · · A_N , with the resulting state ρ, and sent to the user as such. Let ρ_{[N]\E} be the partial state of quantum subsystem A_{[N]\E} that is received by the user. A POVM specified by a set of operators {Ξ_{E ,y}}_{y∈YE} is applied to ρ_{[N]\E} so that the measurement result Y = y ∈ Y_E with probability

Pr(Y = y) = Tr(ρ_{[N]\E} Ξ_{E ,y}). (10)

Finally, there is a set of decoding functions {Ψ_E : Y_E × Q^N × [K] → [M]}_{E∈}([N]_E ). The user uses the decoding function Ψ_E (·) to decode the desired message based on the N − E answers, queries, and θ, i.e., the decoding result is

[Decoding] Ŵ_θ = Ψ_E (Y, Q_{[N]}, θ) ∈ [M]. (11)

Again, the measurement and decoding depend on E as the user can tell which servers are unresponsive after receiving answers from responsive servers.

The probability of decoding error, given the set of unresponsive servers is E = E, the set of Byzantine servers is B = B and the quantum operations M_{E∪B} = M_{E∪B}, is

[Error Probability] P^e_{E,B,ME∪B} ≜ Pr ( Ψ_E (Y, Q_{[N]}, θ) ≠ W_θ | E = E, B = B, M_{E∪B} = M_{E∪B} ) . (12)

The rate of a QEBXSTPIR scheme is defined as the number of desired message bits recovered per qubit downloaded from the servers, i.e.,

R^{QEBXSTPIR} q ≜ log(M) N log(d)

. (13)

A rate R^{QEBXSTPIR} q is said to be 0-error achievable if there exists a QEBXSTPIR scheme with rate greater than or equal to R^{QEBXSTPIR}_q such that [0 − Error] P^e_{E,B,ME∪B} = 0, ∀E ∈ ( [N] E ) , B ∈ ( [N] B ) , M_{E∪B} ∈ M^{|E∪B|}. (14) An asymptotic rate R^{QEBXSTPIR}_{q,∞} is said to be ϵ-error achievable if there exists a sequence of QE- BXSTPIR schemes of rate greater than or equal to^{log(M)}_{log(M)+o(log(M))} R^{QEBXSTPIR}_{q,∞} such that [ϵ − Error] lim_{M→∞} P^e_{E,B,ME∪B} = 0, ∀E ∈ ( [N] E ) , B ∈ ( [N] B ) , M_{E∪B} ∈ M^{|E∪B|}. (15) Recall that the main difference between the unresponsive and Byzantine servers is that the user knows which servers are unresponsive but not which servers are Byzantine immediately after receiving the answers from the servers. The (Q)EXSTPIR and (Q)BXSTPIR settings are special cases of (Q)EBXSTPIR, with only E unresponsive servers (B = 0) and only B Byzantine servers (E = 0) respectively.

3 Main Results

The main results of this paper include a QEXSTPIR, QBXSTPIR, QEBXSTPIR and an ϵ-error QE- BXSTPIR scheme. The QEXSTPIR scheme combines the classical EXSTPIR scheme [17] and the N-sum box [21], and achieves a higher rate compared with the classical scheme. The QBXSTPIR scheme and QEBXSTPIR scheme are built upon the QEXSTPIR scheme combined with decoding under all possible sets of B Byzantine errors. Both schemes outperform their classical counterparts. An ϵ-error QEBXSTPIR scheme where Byzantine servers are only as harmful as unresponsive servers is also proposed. We have the following theorems.

Theorem 1. For quantum X-secure T -private information retrieval with N servers out of which at most E servers are unresponsive, the rate

R^{QEXSTPIR} q = 2(N−X−T −E) N , N ≥ (N − E) > (X + T ) ≥ N/2 max (_{N−2E} N ,^{N−X−T −E}_N ) , N ≥ (N − E) ≥ N/2 > (X + T ) N−X−T −E N , N/2 > (N − E) > (X + T ) (16)

is achievable.

Proof. The achievability of the third regime N/2 > (N − E) > (X + T ) is trivial since a qdimensional qudit can always be used to transmit a classical q-ary symbol and the classical scheme in [17] can be directly applied. The achievability of the first regime N ≥ (N −E) > (X +T ) ≥ N/2 will be proved by the QEXSTPIR scheme presented in Section 5.

The achievability of the second regime N ≥ (N − E) ≥ N/2 > (X + T ) follows from a simple combination of the schemes for the first and third regimes. First of all,^{N−X−T −E}_N is always achievable by the classical scheme. For the achievability of^{N−2E}_N , intuitively, when N/2 > (X+T ), one can always use the scheme that has more demanding privacy constraints, i.e., the scheme with T̄ -privacy such that X + T̄ = N/2 and T̄ ≥ T . The X-secure T̄ PIR falls into the first regime and the rate can be calculated accordingly. Note that such a choice of T̄ needs N to be even so that N/2 is an integer. The case when N is odd will be addressed in Remark 6. ■

Remark 1. In the first regime, we note the rate of the quantum scheme is twice of the classical scheme, which matches the maximal superdense coding gain observed thus far in other quantum settings of PIR [6, 7, 21], secret sharing [4] or secure multi-party computation [10, 29].

Theorem 2. For quantum X-secure T -private information retrieval with N servers out of which at most B servers are Byzantine, the rate

R^{QBXSTPIR} q = 2(N−X−T −2B) N , N ≥ (N − 2B) > (X + T ) ≥ N/2 max (_{N−4B} N ,^{N−X−T −2B} N ) , N ≥ (N − 2B) ≥ N/2 > (X + T ) N−X−T −2B N , N/2 > (N − 2B) > (X + T ) (17)

is achievable.

Proof. The achievability of the first regime is proved in Section 6. The achievability of the last two regimes can be argued similarly as in the proof of Theorem 1. ■

Theorem 3. For quantum X-secure T -private information retrieval with N servers out of which at most E servers are unresponsive and B servers are Byzantine, the rate

R^{QEBXSTPIR} q = 2(N−X−T −E−2B) N , N ≥ (N − E − 2B) > (X + T ) ≥ N/2 max (_{N−2E−4B} N ,^{N−X−T −E−2B} N ) , N ≥ (N − E − 2B) ≥ N/2 > (X + T ) N−X−T −E−2B N , N/2 > (N − E − 2B) > (X + T ) (18)

is achievable.

Proof. The achievability of the first regime is proved in Section 7. The achievability of the last two regimes can be argued similarly as in the proof of Theorem 1. ■

Theorem 4. For quantum X-secure T -private information retrieval with N servers out of which at most E servers are unresponsive and B ≤ X servers are Byzantine, with ϵ-error, the asymptotic rate

R^{ϵ−QBXSTPIR,∞} q,∞ = 2(N−X−T −E−B) N , N ≥ (N − E − B) > (X + T ) ≥ N/2 max (_{N−2E−2B} N ,^{N−X−T −E−B} N ) , N ≥ (N − E − B) ≥ N/2 > (X + T ) N−X−T −E−B N , N/2 > (N − E − B) > (X + T ) (19)

is achievable.

Proof. The achievability of the first regime is proved in Section 8. It is not difficult to verify that the error detection scheme of Section 8 can also be applied to the classical scheme, thus the achievability of the last two regimes follows similarly as in the proof of Theorem 1. ■

4 Building Blocks of the QPIR Schemes

Let us introduce the building blocks of our QPIR schemes.

4.1 Cross Subspace Alignment (CSA) Code for EXSTPIR [17]

The QEBXSTPIR scheme is mainly based on the QEXSTPIR scheme which is based on EXSTPIR. As an example, suppose N = 4, E = 1, X = 1, T = 1. Let α_1, · · · , α_4, f_1 be 5 distinct elements over F_q (q ≥ 5). Let every message be a scalar from F_q . The storage at Server n, n ∈ [4] is

S_n = 1 f_1 − α_n

W + Z ∈ F^{1×K}_q , (20)

where W = [W_1 W_2 · · · W_K ] ∈ F^{1×K}_q is the collection of all the K messages, Z ∈ F^{1×K}_q is the random noise whose entries are uniform over F_q to protect the X = 1 security of the messages.

The query sent from the user to Server n is

Q_n = e_{K,θ} + (f_1 − α_n)Z^′ ∈ F^{K×1}_q , (21)

where e_{K,θ} is the θ^{th} column of I_K , used for choosing the θ^{th} entry of W , and Z^′ is the random noise whose entries are uniform over F_q to protect the T = 1 privacy of the desired message.

The answer from server n is,

A_n = S_nQ_n = 1 f_1 − α_n W e_{K,θ} W_θ + W Z^′ + Ze_{K,θ} + f_1ZZ^′

ν_1 +α_n (−ZZ^′) ν_2

(22)

where W_θ is the desired messages and ν_1, ν_2 are two interference symbols comprised of undesired information.

The collection of the answers from the 4 servers can be represented as

A_1 A_2 A_3 A_4 = 1 f_1−α_1 1 α1 1 f_1−α_2 1 α2 1 f_1−α_3 1 α3 1 f_1−α_4 1 α4

W_θ ν_1 ν_2 . (23)

Due to the fact that any 3 rows of the matrix in (23) form an invertible submatrix according to [17], the desired message can be recovered from any N − E = 3 responses, by inverting the corresponding submatrix.

In general, for arbitrary N, X, T, E with N > X + T + E, in the EXSTPIR scheme of [17], we have M = q^L where

L = N − (X + E + T ), q = p^r ≥ L is a prime power. (24)

That is to say, the k^{th} message

W_k ≡ W_k = [W_{k,1} W_{k,2} · · · W_{k,L}], ∀k ∈ [K] (25)

consists of L symbols from F_q .

Let f_1, f_2, · · · , f_L, α_1, α_2, · · · , α_N be N + L distinct elements in F_q . The answers from the N servers are,

A_1 . . A_N = 1 f_1−α_1 · · · 1 f_L−α_1 1 α1 · · · α X+T −1 1 1 f_1−α_2 · · · 1 f_L−α_2 1 α2 · · · α X+T −1 2 . . . . . . . . . . . . . . 1 f_1−α_N · · · 1 f_L−α_N 1 αN · · · α X+T −1 N CSA^{q,(α,f )}_{N,L,X+T}

W_{θ,1} : W_{θ,L} ν_1 : ν_{X + T} (26)

where W_{θ,1}, · · · , W_{θ,L} are L symbols of desired messages, α = [α_1 · · · α_N ] and f = [f_1 · · · f_L]. Since every answer is a symbol in F_q we have d = q. According to [17], any N − E rows of CSA^{q,(α,f )} N,L,X+T form an invertible submatrix. Thus even with E unresponsive servers, the L symbols

of the desired message can be retrieved.

Similar to [4], all the requested answers, whether received successfully or erased, are counted towards the download cost. Given the fact that L = N − E − X − T symbols are retrieved with the download cost of N symbols, the rate of the scheme is,

R^{EXSTPIR} c = N − (X + T + E) N . (27)

Remark 2. Let us note that CSA codes are not necessary for the cases with L = 1 as in the previous example. In such cases, RS code based schemes can also achieve the same rate. When L ≥ 2, the CSA code based scheme in [22] is the best-known scheme that achieves better interference alignment and thus higher rate. For details, see [22, Section VI-A].

4.2 N-sum Box Abstraction as a MIMO MAC [8, 21]

The functionality of an N-sum box over a finite field F_q , where q = p^r a prime power, can be described by

y = Mx, y ∈ F^{N×1}_q , M ∈ F^{N×2N}_q , x ∈ F^{2N×1}_q , (28)

which can be regarded as a MIMO MAC over F_q [8, 21]. The input vector to the MIMO MAC is x = [x_1 x_2 · · · x_{2N} ]^⊤, whose n^{th} and (n + N)^{th} entries for n ∈ [N], i.e., (x_n, x_{n+N} ) are controlled by transmitter Tx-n. The vector y is the output obtained by the receiver. There are three key properties of an N-sum box.

1. Communication cost: An N-sum box is realized by distributing N pre-entangled qudits A^{ini}_1 , A^{ini}_2 , · · · , A^{ini}_N , each of which is a quantum system with dimension |A^{ini}_n | = q, ∀n ∈ [N], to the N transmitters. Each Tx-n, n ∈ [N] applies the quantum gates X(x_n)Z(x_{n+N} ) [21, Section II] to its qudit according to its input (x_n, x_{n+N} ) and then sends its qudit to the receiver. The receiver measures the N qudits to obtain y. Thus, the communication cost is N q-dimensional qudits.

2. Transfer function: According to [21], M must be of the form M = [ 0 I_N ] [ G H ]_{−1} (29) where G, H ∈ F^{2N×N}_q , [G H] is invertible (has rank 2N), and G is strongly self-orthogonal (S.S.O.). By S.S.O., we mean

G^⊤JG = 0, where J = [ 0 I_N −I_N 0 ] . (30)

3. The initial pre-entangled state of the N qudits and the measurement depend on G but is independent of the choice of H. Different choices of H just produces different labelings of the measurement result.

4.3 Discretization of Quantum Errors [30]

Arbitrary errors, including erasures, on a subset of q-dimensional qudits can be corrected if arbitrary X(·), Z(·) errors on those qudits can be corrected [31], [30, Section II]. Throughout the QPIR schemes in this paper, the quantum subsystem owned and transmitted by a server will just be a q-dimensional qudit. Thus, without loss of generality throughout this paper, instead of assuming that the qudits from the E unresponsive servers are not received by the user, we assume that those E qudits are subject to arbitrary X(·), Z(·) errors and are then received by the user, who already knows which qudits are subjected to the X(·), Z(·) arbitrary errors, but not the realizations of those errors. Similarly, instead of assuming that the B Byzantine servers return arbitrary qudits as the answers, we assume that those B qudits are subject to arbitrary X(·), Z(·) errors. But which B qudits are subjected to the errors is not known to the user as the user does not know which servers are Byzantine.

5 QEXSTPIR Scheme for the First Regime

This scheme is a combination of two instances of a modified CSA scheme over F_q and over-the-air computation (decoding) through the underlying MIMO MAC of an N-sum box over the same F_q . Recall that in each instance of a CSA scheme each message has L = N − X − T − E F_q symbols where q ≥ L. Therefore, with two instances, we have 2L symbols from F_q ,

M = q^{2L}, (31)

i.e., for any k ∈ [K], W_k ≡ { W^1_k = [ W^1_{k,1} · · · W^1_{k,L} ] , W^2_k = [ W^2_{k,1} · · · W^2_{k,L} ]} (32) where W^i_{k,l} ∈ F_q , ∀k ∈ [K], l ∈ [L], i ∈ [2]. The N servers play the role of the N transmitters and the user plays the role of the receiver in the N-sum box. Since in the N-sum box every transmitter sends a q-dimensional qudit to the receiver, here d = q. The two instances of the modified classical scheme are the inputs to the N-sum box.

5.1 Two Instances of Modified Classical Scheme

In the modified classical scheme, when generating answers from servers, we will substitute CSA^{q,(α,f )}_{N,L,X+T} in (26) with QCSA^q_{N,L,X+T} (α, f, β) such that, QCSA^{q,(α,f ,β)} N,L,X+T = Diag(β)CSA q,(α,f ) N,L,X+T (33) β = [β_1 β_2 · · · β_N ], β_n ∈ F^×_q , ∀n ∈ [N] (34)

The specific form of QCSA^q_{N,L,X+T} (α, f, β) is shown in (35)

QCSA^{q,(α,f ),β} N,L,X+T ≜ β_1 f_1−α_1 · · · β_1 f_L−α_1 β1 β1α1 · · · β1α X+T −1 1 β_2 f_1−α_2 · · · β_2 f_L−α_2 β2 β2α2 · · · β2α X+T −1 2 . . . . . . . . . . . . . .

≜ GC^{q,(α,f ,β)} N,L

β_N f_1−α_N · · · β_N f_L−α_N ≜ GRS^{q,(α,β)} N,X+T β_N β_N α_N · · · β_N α^{N−L−1}_N (35)

Remark 3. These answers can be generated by letting each server n multiply its original answer generated according to (26) by β_n. For any subset R ⊂ [N], |R| = N − E, note that QCSA^{q,(α,f ,β)} N,L,X+T (R, :) = Diag(β(R))CSA q,(α,f ) N,L,X+T (R, :). (36) Thus, any N−E rows of QCSA^{q,(α,f ),β}_{N,L,X+T} form an invertible matrix due to the invertibility of Diag(β(R))

and the invertibility of corresponding rows of CSA^{q,(α,f )}_{N,L,X+T} (R, :).

Given distinct α_1, · · · , α_N , f_1, · · · , f_L, let us choose u = [u_1 · · · u_N ], v = [v_1 · · · v_N ] ∈ F^×_q^{1×N} so that

v_n = u_n ∏ i∈[N],i≠n (α_n − α_i) −1 , ∀n ∈ [N] (37) and thus the GRS matrices defined in (35) satisfy GRS^{q,(α,β)} N,X+T ( :, 1 : ⌈ N 2 ⌉)_⊤ GRS^{q,(α,β)} N,X+T ( :, 1 : ⌊ N 2 ⌋) = 0 (38)

according to [8, 16].

The first instance and the second instance of QEXSTPIR will be encoded by QCSA^{q,(α,f ,u)}_{N,L,X+T} and QCSA^{q,(α,f ,v)} N,L,X+T respectively.

Specifically, putting the answers from the N servers of the two instances together, we have, [ A^1 A^1_2 · · · A^1_N A^2_1 A^2 · · · A^2_N ]_⊤ A∈F^{2N ×1} q = [ QCSA^{q,(α,f ,u)} N,L,X+T 0 0 QCSA^{q,(α,f ,v)} N,L,X+T ]

[ W^1_{θ,1} · · · W^1_{θ,L} ν^1_1 · · · ν^1_{X + T}

W^2_{θ,1} · · · W^2_{θ,L} ν^2_1 · · · ν^2_{X + T} ]_⊤ (39) where the superscripts denote the indices of the two instances.

For compact notation, let us define, Γ = GRS^{q,(α,u)}_{N,X+T} ( :, 1 : ⌈ N 2 ⌉) , Λ = GRS^{q,(α,u)}_{N,X+T} ( :, ⌈ N 2 ⌉ + 1 : X + T )

Γ = GRS^{q,(α,v)}_{N,X+T} ( :, 1 : ⌊ N 2 ⌋) , Λ = GRS^{q,(α,v)}_{N,X+T} ( :, ⌊ N 2 ⌋ + 1 : X + T ) (40)

so that QCSA^{q,(α,f ,u)} N,L,X+T = [ GC^{q,(α,f ,u)} N,L Γ Λ ] QCSA^{q,(α,f ,v)} N,L,X+T = [ GC^{q,(α,f ,v)} N,L Γ Λ ] (41)

where the GC matrix is defined in (35) and

W^1_θ = [ W^1_{θ,1} · · · W^1_{θ,L} ] W^2_θ = [ W^2_{θ,1} · · · W^2_{θ,L} ] ν^1_⇁ = [ ν^1_1 · · · ν^1_{⌈N/2⌉} ] ν^2_⇁ = [ ν^2_1 · · · ν^2_{⌊N/2⌋} ]

ν^1_↽ = [ ν^1_{⌈N/2⌉+1} · · · ν^1_{X+T} ] ν^2_↽ = [ ν^2_{⌊N/2⌋+1} · · · ν^2_{X+T} ] (42)

Thus the answers in (39) are written as, A = [ Γ 0 GC^{q,(α,f ,u)} N,L 0 Λ 0

≜ G 0 Γ ≜ H_h 0 GC^{q,(α,f ,v)} N,L 0 Λ ] [ ν^1_⇁ ν^2_⇁ W^1_θ W^2_θ ν^1_↽ ν^2_↽ ]_⊤ (43)

Note that we permute the columns of the matrix and the rows of the vectors accordingly in the RHS of (39) to form (43). Thus the matrix in (43) has 2(N − E) columns as L = N − X − T − E so that QCSA^{q,(α,f ,u)} N,L,X+T , QCSA q,(α,f ,v) N,L,X+T both have N − E columns. We have defined the left N columns

of the matrix in (43) to be G while the remaining N − 2E columns are denoted H_h (which turns out to be the G and part of the H that specified the N-sum box for over-the-air decoding).

5.2 Specification of G, H

We will apply different H for different realizations of E ∈ (_{[N]} E ) . Thus, it is better to define a set of matrices {H_E }_{∀E∈}([N]_E ) so that the user will set H = H_E . Specifically, let G, H_E specify the N-sum box used for decoding over-the-air when the unresponsive servers are E .

For ease of description of H_E and further discussion, for any subset V = {n_1, n_2, · · · , n_{|V|}} ⊂ [N], let us define

E_V ≜ [ e_{N,n1} · · · e_{N,n|V|} 0 0 e_{N,n1} · · · e_{N,n|V|} ] (44)

The values of G, left N−2E columns of H_E , last 2E columns of H_E , for any E = {n_1, n_2, · · · , n_E } ∈

(_{[N]} E ) are then specified as G ≜ [ Γ 0 0 Γ ] (45)

H_E (:, 1 : N − 2E) = H_h ≜ [ GC^{q,(α,f ,u)} N,L 0 Λ 0 0 GC^{q,(α,f ,v)} N,L 0 Λ ] (46)

H_E (:, N − 2E + 1 : N) = E_E = [ e_{N,n1} · · · e_{N,nE} 0 0 e_{N,n1} · · · e_{N,nE} ] (47)

Note that, the first N − 2E columns of H_E remain the same across all E. However, the last 2E columns depend on E.

Let us then prove that for any E ∈ (_{[N]} E ) , the matrices G, H_E specify a valid N-sum box. First of all, it can be easily shown that the G chosen in (45) is S.S.O. as G^⊤JG = 0 is simply implied by Γ^⊤Γ = 0 according to (38) and (40).

Next, let us prove [G H_E ] has rank 2N, for any E ∈ (_{[N]} E ) . On the one hand, since [G H_E (:, 1 :

N − 2E)] = [G H_h] is just a permutation of Block-Diag(QCSA^{q,(α,f ,u)}_{N,L,X+T} , QCSA^{q,(α,f ,v)}_{N,L,X+T} ), its rank is 2N −2E as the rank of each QCSA matrix is N −E. On the other hand, note that H_E (:, N −2E +1 : N) has rank 2E, which suffices to prove the following lemma. Lemma 1.

colspan ([G H_E (:, 1 : N − 2E)]) ∩ colspan (H_E (:, N − 2E + 1 : N)) = colspan (0_{2N×1}) , ∀E ∈ ( [N] E )

(48)

Proof. Note that any N − E rows of a QCSA matrix form an invertible submatrix, thus for any β = u or β = v, the column span of QCSA^{q,(α,f ,β)}_{N,L,X+T} forms a [N, N − E, E + 1] MDS code with minimal weight of non-zero codewords being E + 1. Thus,

∀c ≠ 0 ∈colspan ([G H_E (:, 1 : N − 2E)])

= colspan ([ QCSA^{q,(α,f ,u)} N,L,X+T 0 0 QCSA^{q,(α,f ,v)} N,L,X+T ])

swt(c) ≥ E + 1. (49)

Meanwhile, for the H_E (:, N − 2E + 1 : N) chosen in (47), it can be easily verified that

∀c^′ ≠ 0 ∈colspan (H_E (:, N − 2E + 1 : N)) , swt(c^′) ≤ E (50)

since only the n^{th}_1 , n^{th}_{1+N} , · · · n^{th}_E , n^{th}_{E+N} entries of c^′ can be non-zero. Lemma 1 is thus proved. ■ Remark 4. The dependence of the last 2E columns of H’s on the unresponsive servers does not mean that the encoding operations at the transmitters depend on which servers are unresponsive. It does not mean the measurement of the quantum system depends on the unresponsive servers either. As mentioned in Section 4.2, H only impacts the choice of the user’s ‘representation’ of the measurement result. Thus, the user can decide the form of H(:, N − 2E + 1 : N) after receiving the qudits from servers and determining which servers are unresponsive. Also, the user can find the representation of the measurement result in all choices of H_E , E ∈ (_{[N]} E ) simultaneously with just one measurement. This is important because measurements of quantum systems are not reversible operations.

Remark 5. Connections between the parameters of our construction and those in [4] are noteworthy. The G specified in (45), H_E (:, 2L+1 : N −2E) specified in (47), and H_E (:, 1 : 2L) specified in (46) correspond to the G^{(1)}, G^{(2)}, F in [4, Section V-C] respectively, which are the same as those in [4, Thm. 2,Section V-A]. Note that N, X + T, N − E, L in this paper correspond to n, t, r, r − t in [4, Thm. 2,Section V- A] respectively, and the fact that (X + T ) ≥ N/2 essesntially implies that 2t ≥ n in [4]. Furthermore, note that the (r, t, n) − CQMMSP condition in [4, Definition 10] is satisfied, which by itself means our construction could also yield a quantum (X +T ) private PIR scheme. Note, however, that it is the additional CSA structure of our code that enables X-security.

5.3 Decoding via the N-sum Box

Now let us specify the input x to the N-sum box.

First, let server n, n ∈ [N] apply X(A^1_n)Z(A^2_n) to its own qudit, where A^1_n, A^2_n are specified in (39) and (43).

Then as mentioned in Section 4.3, suppose the E qudits from the E unresponsive servers are subject to some X(·), Z(·) errors and are then received by the user. Specifically, let E = {n_1, · · · , n_E } ∈ (_{[N]} E ) , and for any e ∈ [E], X(Δ^1_{ne} )Z(Δ^2_{ne} ), Δ^1_{ne} , Δ^2_{ne} ∈ F_q error operator is also applied to server n_e’s qudit. Thus, the operator

X(Δ^1_{ne} )Z(Δ^2_{ne} )X(A^1_{ne} )Z(A^2_{ne} ) ≡ X(A^1_{ne} + Δ^1_{ne} )Z(A^2_{ne} + Δ^2_{ne} ) (51)

is applied to server n_e’s qudit. Note that the equivalence holds up to a scalar according to [21].

Let the input x = [x_1 · · · x_{2N} ]. According to the above discussion, we have

(x_n, x_{n+N} ) = { (A^1_n, A^2_n) n ∈ [N] \ E (A^1_n + Δ^1_n, A^2_n + Δ^2_n) n ∈ E

(52)

Thus, the input to the N-sum box,

x = A + E_E [ ≜ Δ^1_E

Δ^1_{n1} Δ^1_{n2} · · · Δ^1_{nE}

≜ Δ^2_E

Δ^2_{n1} Δ^2_{n2} · · · Δ^2_{nE} ]_⊤ (53)

(43) = [ G H_h ] [ ν^1_⇁ ν^2_⇁ W^1_θ W^2_θ ν^1_↽ ν^2_↽ ] + E_E [ Δ^1_E Δ^2_E ]_⊤ (54)

(46),(47) = [ G H_E ] [ ν^1_⇁ ν^2_⇁ W^1_θ W^2_θ ν^1_↽ ν^2_↽ Δ^1_E Δ^2_E ]_⊤ (55)

The output of the underlying MIMO MAC of the N-sum box specified by G, H_E can then be written as

y = [0 I_N ][G H_E ]^{−1}x = [ W^1_θ W^2_θ ν^1_↽ ν^2_↽ Δ^1_E Δ^2_E ]_⊤ (56)

Note that W^1_θ , W^2_θ in total contain 2L = 2(N − X − T − E) symbols of the desired messages and can be recovered by the user. Thus, the rate R^{QEXSTPIR}_q = 2(N − X − T − E)/N is achieved.

Remark 6. The scheme requires X + T ≥ N/2 so that the corresponding GRS matrices have more than N/2 columns as required in (38). Consider the second regime N ≥ (N − E) ≥ N/2 > X + T , where N is odd. Though it is not possible to find an integer T̄ > T such that X + T̄ = N/2, one can find T_1 > T, T_2 ≥ T, T_1 = T_2 + 1 such that X + T_1 + X + T_2 = N. This means that while constructing the two instances of classical scheme, we have X security with T_1 privacy for the first instance, and X security with T_2 privacy for the second instance. By such choice of T_1, T_2, we have X + T_1 = ⌈N/2⌉ and X + T_2 = ⌊N/2⌋, so the above scheme can be used. In the first instance, L_1 = N − E − X − T_1 symbols of desired message are delivered, and in the second instance, L_2 = N − E − X − T_2 symbols are delivered. Thus, in total L_1 + L_2 = 2N − (X + T_1 + X + T_2) − 2E = N − 2E symbols are delivered. The rate R_q = (N − 2E)/N is thus achieved.

Remark 7. In this section, we always use the N-sum box specified by G, H_E for decoding. We discuss in Appendix A.1 what the output will be when the servers in a random set V ⊂ [N] (whose realization is not known to the user) introduce errors to the answers while the N-sum box specified by G, H_E , E ∈ (_{[N]} E ) is utilized for decoding.

5.4 Example: N = 4, E = X = T = 1

Let us present an example to clarify the details of the QECSA scheme. Let us consider the quantum version of the example in Section 4.1. L = N − X − T − E = 1. Let F_q be F_5 , i.e., integers modulo 5, and let

α_1 = 0, α_2 = 1, α_3 = 2, α_4 = 3, f_1 = 4, u_1 = u_2 = u_3 = u_4 = 1. (57)

According to (37), entries of v can be calculated as

v_1 = 4, v_2 = 3, v_3 = 2, v_4 = 1. (58)

The two instances of the classical scheme, can be written as

A^1 A^1_2 A^1_3 A^1_4 A^2_1 A^2 A^2_3 A^2_4

=

u_1 f_1−α_1 u1 u1α1 0 0 0 u_2 f_1−α_2 u2 u2α2 0 0 0 u_3 f_1−α_3 u3 u3α3 0 0 0 u_4 f_1−α_4 u4 u4α4 0 0 0

0 0 0^{v1}_{f1−α1} v_1 v_1α_1 0 0 0^{v2}_{f1−α2} v_2 v_2α_2 0 0 0^{v3}_{f1−α3} v_3 v_3α_3 0 0 0^{v4}_{f1−α4} v_4 v_4α_4

W^1_θ ν^1_1 ν^1_2 W^2_θ ν^2_1 ν^2_2

After permutations and substitution of the corresponding values, this can be represented as

u_1 u_1α_1 0 0^{u1}_{f1−α1} 0 u_2 u_2α_2 0 0^{u2}_{f1−α2} 0 u_3 u_3α_3 0 0^{u3}_{f1−α3} 0 u_4 u_4α_4 0 0^{u4}_{f1−α4} 0 0 0 v_1 v_1α_1 0^{v1}_{f1−α1} 0 0 v_2 v_2α_2 0^{v2}_{f1−α2} 0 0 v_3 v_3α_3 0^{v3}_{f1−α3} 0 0 v_4 v_4α_4 0^{v4}_{f1−α4} ν^1_1 ν^1_2 ν^2_1 ν^2_2 W^1_θ W^2_θ =

1 0 0 0 4 0 1 1 0 0 2 0 1 2 0 0 3 0 1 3 0 0 1 0 0 0 4 0 0 1 0 0 3 3 0 1 0 0 2 4 0 1 G 0 0 1 3 H h 0 1 ν^1_1 ν^1_2 ν^2_1 ν^2_2 W^1_θ W^2_θ

(59)

It is easily verified that the G specified in (59) is S.S.O. Server n, n ∈ [4] then applies X(A^1_n)Z(A^2_n) to its qudit. The initial state of the 4 qudits shared to the 4 servers can be determined by G.

Suppose server 3 is the unresponsive server, and X(Δ^1_3)Z(Δ^2_3) is also applied to its qudits, then after all

X(Δ^1_3)Z(Δ^2_3)X(A^1_n)Z(A^2_n) ≡ X(A^1_3 + Δ^1_3)Z(A^2_3 + Δ^2_3) (60)

is applied to server 3’s qudit. The input to the N-sum box is thus x = [ A^1 A^1_2 (A^1_3 + Δ^1_3) A^1_4 A^2_1 A^2 (A^2_3 + Δ^2_3) A^2_4 ]_⊤ (61)

Let H_{{3}}(:, 1 : 2) = H_h which is specified in (59), and let

H_{{3}}(:, 3 : 4) = [ e_{4,3} 0 0 e_{4,3} ] (62)

It can be easily verified that the G, H_{{3}} specified in (59) and (62) spans the entire 2N = 8 dimensional space. The input x can be further written as x = [ G H_{{3}} ] [ ν^1_1 ν^1_2 ν^2_1 ν^2_2 W^1_θ W^2_θ Δ^1_3 Δ^2_3 ]_⊤ (63)

From the output of the N-sum box, W^1_θ , W^2_θ , Δ^1_3, Δ^2_3 can be recovered. Thus, two desired symbols from F_5 are recovered with four 5-dimensional qudits downloaded. The rate 1/2 is achieved.

6 QBXSTPIR Scheme for the First Regime

Next, let us consider the case where there is no unresponsive server, i.e., E = 0, while, there are B Byzantine servers. We will show that the QEXSTPIR scheme proposed above will also work for the QBXSTPIR setting with B ≤ ⌊_E 2 ⌋ . Intuitively, it is analogous to the scenario that a classical error correcting code that is capable of correcting d − 1 erasures (known-position errors) is capable of correcting ⌊_{d−1} 2 ⌋ general (unknown-position) errors. Note that the N-sum box specified above functions similar to a stabilizer based quantum error correcting code so its capability of correcting errors introduced by Byzantine servers up to half the amount of the correctable erasures is not surprising.

Before converting the QEXSTPIR scheme to a QBXSTPIR scheme, let us start from an example where we are given a classical error correcting code which we know how to decode under erasures, and we would like to decode with general errors instead based on the erasure decoding scheme.

6.1 Example: From Erasures to General Errors – An [n = 4, k = 2, d = 3] Classical Code

Suppose we are given a classical code [n = 4, k = 2, d = 3] C ⊂ F^{4×1}_q . By definition, there exists the encoding function Enc: F^{2×1}_q → F^{4×1}_q . For any message w = [w_1, w_2]^⊤ ∈ F^{2×1}_q , let

x = [x_1 x_2 x_3 x_4]^⊤ = Enc(w)

be its codeword. This code is able to correct d − 1 = 2 erasures. Suppose for any erasure set E ⊂ [4], |E| = 2, there exists the decoding function Dec_E : F^{2×1}_q → F^{2×1}_q such that when its input is the two unerased symbols, the output is the encoded message, i.e.,

w = Dec_E (x_{[4]\E} ).

Now, let us construct the decoding scheme for general ⌊_{d−1} 2 ⌋ = 1 error. The receiver will ‘guess’ the position of the error. Suppose the receiver guesses that the error is in x_4, then, with the 3 remaining codeword symbols, it considers each one of them, one at a time, to be erased together with x_4, and decodes correspondingly, to get 3 decoding results. The following observations are crucial.

1. Since there can be at most one error, at least one of the three decoders Dec_{{1,4}}(x_2, x_3), Dec_{{2,4}}(x_1, x_3), Dec_{{3,4}}(x_1, x_2), must produce the correct w.

2. If the guess was correct, i.e., x_4 is in error, then all three decoders (because they do not rely on x_4) produce the correct w, i.e.,

Dec_{{1,4}}(x_2, x_3) = Dec_{{2,4}}(x_1, x_3) = Dec_{{3,4}}(x_1, x_2) = w.

Therefore, whenever the three decoders agree, the decoding is correct. Also, for the correct guess the three decoders must agree. Thus, by trying all 4 possible guesses for the symbol in error, the user is guaranteed to decode the message correctly.

Thus, for the [4, 2, 3] code in the example, the decoding procedure with 1 general error whose position is not known can be summarized as: Guess the position of error and decode based on each pair of symbols of the remaining 3 symbols. If the decoding results match, the decoding is successful. Otherwise, the guess is wrong. Guess another position, repeat the previous steps till the decoding results match.

6.2 QBXSTPIR Based on QEXSTPIR with E = 2B

Now let us construct the QBXSTPIR scheme that is resilient to B Byzantine servers based on the QEXSTPIR scheme proposed in Section 5 that tolerates E unresponsive servers with E = 2B.

Let us briefly describe the way of constructing QBXSTPIR based on QEXSTPIR before we formally present it as an algorithm. Similar to the previous classical error correction example, the user first guesses a B̂ ∈ (_{[N]} B ) as the Byzantine servers. Then for any B̃ ∈ (_{[N]\B̂} B ) , the user pretends the E servers in B̂ ∪ B̃ are unresponsive and applies the decoding scheme Dec^{QEXT}_{B̂∪B̃} specified in Definition 3 in Appendix A.1. If all the decoding results agree with each other, the user claims the decoding result is correct. Otherwise, the user concludes that the guess was wrong and repeats the previous steps until the decoding results are the same. It is important to recall Remark 4 from Section 5.2 in this regard, i.e., while the user iteratively applies different decoding schemes which utilize different ‘representations’ of the classical outcome of the measurement result, the measurement is only performed once.

The algorithmic characterization is as follows:

Algorithm 1 Input: N qudits from the servers. Output: 2L symbols of desired message W^1_{θ,1}, · · · , W^1_{θ,L}, W^2_{θ,1}, · · · , W^2_{θ,L} 1: for B̂ ∈ (_{[N]} B ) do {Guess the B Byzantine servers} 2: for B̃ ∈ (_{[N]\B̂} B ) do {Pretend the E servers in B̂ ∪ B̃ are unresponsive} 3: [W^1_{θ,B̂∪B̃} W^2_{θ,B̂∪B̃}]^⊤ ← Dec^{QEXT}_{B̂∪B̃} 4: end for 5: if W^1_{B̂∪B̃} = Ŵ^1 and W^2_{B̂∪B̃} = Ŵ^2, ∀B̃ ∈ (_{[N]\B̂} B ) then {Check if the decoding results agree with each other} 6: [W^1_{θ,1} · · · W^1_{θ,L} W^2_{θ,1} · · · W^2_{θ,L}] ← [Ŵ^1 Ŵ^2] 7: break 8: end if 9: end for

6.3 Correctness and Rate of the QBXSTPIR Scheme Let us now prove the correctness of the output of Algorithm 1 in either case, whether the algorithm ends up with a correct guess (B = B̂) or not (B ≠ B̂). First of all,

∀ guesses of Byzantine servers B̂ ∈ ( [N] B ) , ∃B̃_1 ∈ ( [N] \ B̂ B ) , s.t. the actual Byzantine servers B ⊂ B̂ ∪ B̃_1. (64)

This is simply true, as even if the guess is completely wrong (B̂ ∩ B = ∅), the B Byzantine servers will be contained in the remaining N − B servers. Thus, the output of Dec^{QEXT}_{B̂∪B̃1} must be correct according to Proposition 1.

Thus, suppose for some B̂ ∈ (_{[N]} B ) , Dec^{QEXT}_{B̂∪B̃} = Dec^{QEXT}_{B̂∪B̃1} , ∀B̃ ∈ ( [N] \ B̂ B ) , (65)

where B̃_1 ∈ (_{[N]\B̂} B ) is the set such that B ⊂ B̂ ∪ B̃_1, the decoding result must be correct.

Since here the QBXSTPIR scheme is built upon the QEXSTPIR scheme with E = 2B, the rate can be calculated as

R^{QBXSTPIR} q = R^{QEXSTPIR}_q = 2(N − X − T − E) N = 2(N − X − T − 2B) N . (66)

7 QEBXSTPIR Scheme for the First Regime

According to the zero-error scheme presented in the previous section, one Byzantine server is as harmful as two unresponsive servers. Let us now build a QEBXSTPIR scheme that is resilient to

E unresponsive servers and B Byzantine servers, based on a QĒXSTPIR scheme that is resilient to Ē unresponsive servers where Ē = E + 2B. We directly give the scheme in the algorithmic form which is similar to Algorithm 1.

Algorithm 2 Input: N qudits from the servers, the realization of unresponsive servers E = E. Output: 2L symbols of desired message W^1_{θ,1}, · · · , W^1_{θ,L}, W^2_{θ,1}, · · · , W^2_{θ,L} . 1: for B̂ ∈ (_{[N]\E} B ) do {Guess the identities of the B Byzantine servers} 2: for B̃ ∈

(_{[N]\}(_{E∪}^_B) B ) do {Pretend the Ē servers in E ∪ B̂ ∪ B̃ are unresponsive} 3: [W^1_{θ,E∪B̂∪B̃} W^2_{θ,E∪B̂∪B̃}]^⊤ ← Dec^{QĒXT}_{E∪B̂∪B̃} 4: end for 5: if W^1_{θ,E∪B̂∪B̃} = Ŵ^1 and W^2_{θ,E∪B̂∪B̃} = Ŵ^2, ∀B̃ ∈

(_{[N]\}(_{E∪}^_B) B ) then {Check if the decoding results agree with each other} 6: [W^1_{θ,1} · · · W^1_{θ,L} W^2_{θ,1} · · · W^2_{θ,L}] ← [Ŵ^1 Ŵ^2] 7: break 8: end if 9: end for

The key of the proof of the correctness is

∀ guess of Byzantine servers B̂ ∈ ( [N] \ E B ) ,

∃B̃_1 ∈ ( [N] \ ( E ∪ B̂ ) B ) , s.t. the real Byzantine servers B ⊂ B̂ ∪ B̃_1 (67)

similar to (64). The remaining details are identical to the previous section.

Since here the QEBXSTPIR scheme is built upon the QĒXSTPIR scheme with Ē = E + 2B, the rate can be calculated as

R^{QEBXSTPIR} q = R^{QĒXSTPIR} q = 2(N − X − T − Ē) N = 2(N − X − T − E − 2B) N . (68)

8 ϵ-error QEBXSTPIR for the First Regime

Different from the result in sections 6 and 7, under the “ϵ-error” setting, i.e., if the desired message only needs to be retrieved with negligible (but not exactly zero) probability of error, then with the scheme that we present in this section, each Byzantine server will be only as harmful as one unresponsive server. Let us start from QBXSTPIR setting, whose result can be immediately generalized to QEBXSTPIR setting.

Suppose we are using a QEXSTPIR scheme to achieve ϵ-error QBXSTPIR with E = B, under (approximately) the same rate. The user is able to decode with Dec^{QEXT}_E , ∀E ∈ (_{[N]} E ) . Among all the decoding schemes, there exist some E = B whose decoding results are guaranteed to be correct since all the Byzantine servers are treated as unresponsive according to Proposition 1. The main challenge is this: for E ≠ B, is it possible to detect if the decoding result Dec^{QEXT}_E contains any errors introduced by unidentified Byzantine servers (Z^1, Z^2 in Definition 3) with high probability?

Fortunately, the answer is yes, and the idea behind the solution is to design some tests that carry a very small communication overhead, such that Byzantine servers trying to introduce error to the decoding result, without knowledge of the messages (because of the X-security constraint), cannot pass the tests and make the decoding result seem valid to the user, with any non-negligible probability.

Such an idea is used in many existing works including the authentication capacity of adversarial channels [26], distributed storage system with adversarial attacks [27], and communicationefficient secret sharing with malicious adversary [28].

The pairwise hash function in [27] can be applied here. Intuitively, for each message, we append to it some hash function of this message whose size is negligible compared with the size of each message. Byzantine servers who know nothing about the messages cannot manipulate a message and its hash function consistently with non-negligible probability. Thus, any decoding result that involves error introduced by Byzantine servers can be detected with high probability as the decoded hash will be different from the hash of manipulated message with high probability.

Before presenting the ϵ-error QBXSTPIR scheme, let us restate the pairwise hashing scheme [27] and then show its capability of detecting the error in the decoding result.

Definition 1. P Partition Pairwise Hash h_P [27]: Let W ∈ F^ℓ_v be a length ℓ column vector where P divides ℓ that can be evenly partitioned into P blocks b_1, b_2, · · · , b_P ∈ F^{ℓ/P}_v as follows W = [W_1 · · · W_{ℓ/P} B^⊤_1 W_{ℓ/P +1} · · · W_{2ℓ/P} B^⊤_2 · · · W_{(P −1)ℓ/P +1} · · · W_ℓ B^⊤_P

]^⊤ ∈ F^ℓ_v (69)

The P partition pairwise hash function h_P (·): F^ℓ_v → F

(^P_2 )_v

is defined as

h_P (W) = [ {B^⊤_i B_j }_{{i,j}∈}([P ]_2 ) ]_⊤ ∈ F(^{P2} )_v (70)

whose output is the pairwise inner-product of its P blocks.

8.1 Error Detection Capability of P Partition Pairwise Hash

Suppose the message W specified in (69) is uniform over F^ℓ_v and is encoded into

W̃ = [ W h_P (W) ] =

B_1 B_2 . . B_P B^⊤_1 B_2 B^⊤_1 B_3 . . B^⊤_{P −1}B_P

∈ F^{ℓ+}(^{P2} ) v (71) and is sent by a transmitter.

Suppose there is an error vector

Z = [ Z_w ∈ F^ℓ_v Z_h ∈ F( P 2 )_v ] =

Z_1 ∈ F^{ℓ/P}_v Z_2 ∈ F^{ℓ/P}_v . . Z_P ∈ F^{ℓ/P}_v Z_{1,2} ∈ F_v Z_{1,3} ∈ F_v . . Z_{(P −1),P} ∈ F_v

∈ F^{ℓ+}( P 2 ) v (72)

which is a function of a random variable Anci, i.e.,

H(Z | Anci) = 0. (73)

Or equivalently,

Z = func(Anci), (74)

where the exact form of func(·) is not important.

Suppose Z is added to W̃ and the receiver gets

W̃^′ = W̃ + Z. (75)

Regarding the error detection capability, we have the following lemma.

Lemma 2. If the random variable Anci is independent of W, then for any realization of Anci = anci such that func(anci) ≠ 0, the probability of the receiver who gets W̃^′ = W̃ + Z as specified in (75), not being able to detect that the realization η = func(anci) of Z is not zero, can be bounded as,

Pr(η = func(anci) ≠ 0 is not detectable | Anci = anci) ≤ 1 v^{(P −1)} . (76)

Proof. See Appendix A.2. ■

8.2 Error Detection over Extension Fields Since the extension fields F_vℓ can be viewed as a ℓ-dimensional vector space over F_v , the pairwise hash function in Definition 1 can also be used for detecting if there exists error when transmitting an element from F_vℓ . Specifically, let us have the following definition Definition 2. P partition error detection encoding function g_P : F_vℓ → F_{vℓ+}( P_2 ): The function takes a scalar W ∈ F_vℓ as the input, converts it into a vector W ∈ F^ℓ_v , appends h_P (W) after W to form W̃ = [W⊤ h_P (W)⊤]⊤ ∈ F^{ℓ+}(^P2 )_v , and converts W̃ to a scalar W̃ ∈ F

v^{ℓ+}(^{P2} )

in the extension field as the output.

We have the following lemma.

Lemma 3. Let W be uniform over F_{vℓ+}(P_2 ). Let W̃ = g_P (W ). Let Z ∈ F_{vℓ+}( P_2 ) be a function of a random variable Anci, i.e., Z = func(Anci). If the random variable Anci is independent of W, then for any realization of Anci = anci such that func(anci) ≠ 0, the probability of the receiver who gets W̃^′ = W̃ + Z not being able to detect the realization η = func(anci) of Z is not 0, can be bounded as

Pr(η = func(anci) ≠ 0 is not detectable | Anci = anci) ≤ 1 v^{(P −1)} . (77)

Proof. This lemma follows immediately from Lemma 2 and the fact that the extension field can be viewed as a vector space over the base field. ■

8.3 ϵ-error QBXSTPIR Now we are able to describe our ϵ-error QBXSTPIR scheme. Let there be K messages. For any k ∈ [K], let the k^{th} message have two instances each of which consists of L = N − (X + T + B) symbols. Specifically, the two instances of the k^{th} message are,

W^1_k = [W^1_{k,1} W^1_{k,2} · · · W^1_{k,L}], W^2_k = [W^2_{k,1} W^2_{k,2} · · · W^2_{k,L}] ∈ F^L_{vℓ} , ∀k ∈ [K]. (78)

The ϵ-error QBXSTPIR scheme will first encode each message symbol W^i_{k,l} ∈ F_vℓ , ∀k ∈ [K], l ∈ [L], i ∈ [2] into W̃^i_{k,l} = g_{ℓ1/3} (W^i_{k,l}) ∈ F v^{ℓ+}(^ℓ 1/3 2 ) . (79)

Let the encoded k^{th} message be W̃^1_k ≜ [W̃^1_{k,1} W̃^1_{k,2} · · · W̃^1_{k,L}], W̃^2_k ≜ [W̃^2_{k,1} W̃^2_{k,2} · · · W̃^2_{k,L}], ∀k ∈ [K]. (80)

Then a QEXSTPIR scheme with E = B that works in F_{q=vℓ+} (^{ℓ1/3}_2 ) will be applied to the encoded

messages W̃^1_{[K]}, W̃^2_{[K]}.

The decoding is based on trial-and-error. For any E ∈ (_{[N]} B ) , user decodes with Dec^{QEXT}_E . From Definition 3, the decoding result can be easily verified as

Dec^{QEXT}_E = [~ W^1_θ + Z^1_E W̃^1_θ + Z^2_E ]_⊤ . (81)

as we replaced the original messages W^1_{[K]}, W^2_{[K]} with W̃^1_{[K]}, W̃^2_{[K]} in the QEXSTPIR scheme.

Let us then discuss conditioned on the event that B = B, Δ^1_B = δ^1_B, Δ^2_B = δ^2_B for arbitrary B, δ^1_B, δ^2_B. According to Proposition 2, for all E ∈ (_{[N]} B ) , Z^1_E and Z^2_E are then determined. Specifically, let the realizations of Z^2_E and Z^1_E be η^1_E and η^2_E respectively.

Again, according to Proposition 1, the decoding result from Dec^{QEXT}_B involves no error. Let E_1 ⊂ (_{[N]} 2 ) denote the set of all decoding schemes such that for any E_1 ∈ E_1, the decoding result Dec^{QEXT}_{E1} = [~ W^1_θ + η^1_{E1} W̃^1_θ + η^2_{E1} ]_⊤ is not error free (i.e., [η^1_{E1} η^2_{E1} ] ≠ 0). Let us say, in the decoding result, l^{th}_{E1} symbol of the desired message’s i^{th}_{E1} instance should be W̃^{iE1 ′}_{θ,lE1} = W̃^{iE1}_{θ,lE1} + η^{iE1}_{E1} (l_{E1} ) for some non-zero η^{iE1}_{E1} (l_{E1} ). Thus, according to Lemma 3, the probability of not being able to detect η^{iE1}_{E1} (l_{E1} ) ≠ 0, when decoding with E_1, can be bounded as Pr ( η^{iE1}_{E1} (l_{E1} ) = func(B, δ_B) ≠ 0 is not detectable | B = B, Δ^1_B = δ^1_B, Δ^2_B = δ^2_B ) ≤ 1 v^{(ℓ1/3 −1)} , (82) by identifying B, Δ^1_B, Δ^2_B as Anci and setting P = ℓ^{1/3}. The independence of ( B, Δ^1_B, Δ^2_B ) and ( W^1_θ , W^2_θ ) comes from the fact that B is independent of messages and any X or fewer servers cannot learn anything about the messages by assumption according to the problem statement.

Note that the operations Byzantine servers applied to their systems are completely determined by δ^1_B, δ^2_B, thus, the probability of decoding error, given B = B, Δ^1_B = δ^1_B, Δ^2_B = δ^2_B

P^e_{B,δ}1_{B,δ}2_B ≤ Pr ⋃ E_1∈E_1

η^{iE1}_{E1} (l_{E1} ) = func(B, δ_B) ≠ 0 is not detectable | B = B, Δ^1_B = δ^1_B, Δ^2_B = δ^2_B

≤ |E_1|Pr ( η^{iE1}_{E1} (l_{E1} ) = func(B, δ_B) ≠ 0 is not detectable | B = B, Δ^1_B = δ^1_B, Δ^2_B = δ^2_B )

≤ (_N B ) − 1 v^{(ℓ1/3 −1)} , (83)

where the last step comes from the fact that B /∈ E_1 as Dec^{QEXT}_B involves no error (i.e., [η^1_B η^2_B] = 0).

Thus, as the size of the alphabet of message M = v^{2Lℓ} goes to infinity, ℓ goes to infinity since L, v ≥ L are constants, thus lim_{ℓ→∞} P^e_{B,δ}1_{B,δ}2_B = 0, ∀B ∈ ( [N] B ) , δ^1_B ∈ F^L v^{ℓ+}(^ℓ 1/3 2 ) , δ^2_B ∈ F^L v^{ℓ+}(^ℓ 1/3 2 ) . (84)

Meanwhile, the rate can be calculated as

R^{QBXSTPIR} q = ℓ ℓ + (_{ℓ1/3} 2 ) 2(N − X − T − B) N (85)

where the first fraction term comes from the fact that in every decoded symbol, ℓ/(ℓ + (_ℓ1/3 2 ) ) fraction are ‘real’ message symbols while the remaining are hashes. Thus

R^{ϵ−QBXSTPIR} q,∞ = lim_{ℓ→∞} ℓ ℓ + (_{ℓ1/3} 2 ) 2(N − X − T − B) N = 2(N − X − T − B) N . (86)

is achievable.

9 Conclusion

The QEBXSTPIR problem is studied where the main challenge is to find a coding structure that is compatible with X-secure storage and T -privacy (e.g., Cauchy-Vandermonde structures), erasureresilience (random/generic code structures) and self-orthogonality requirements of quantum superdense coding protocols (e.g., CSS codes, N-sum box). The new scheme, QECSA, builds on a recently developed QCSA scheme and while using maximal stabilizers leaves enough space for the error basis to allow arbitrary X, Z error correction, which also guarantees erasure correction. Since the construction is based on the N-sum box abstraction the derivation in this work is accessible through classical arguments. The QECSA scheme that is erasure-resilient is then made Byzantine-server-resilient (QEBCSA) by introducing combinatorial techniques. It is shown that when ϵ decoding error is allowed, the communication efficiency can be improved by harnessing the X-security property of the PIR scheme and appending hash functions of messages to the original messages. Promising future directions include applications to quantum distributed coded computation.

A Appendix

A.1 Errors From V , Decoding with H_E Let, V = {i_1, i_2, · · · , i_{|V |}}, V ⊂ [N], (87) denote the indices of servers that introduce errors to the answers, and for any i ∈ V , let the error operator applied to the qudit i by server i be X(Δ^1_i )Z(Δ^2_i ) (88) Similar to (53), the input to the N-sum box x can be specified as x = A + E_V [ ≜ Δ^1_V

Δ^1_{i1} Δ^1_{i2} · · · Δ^1_{i|V |}

≜ Δ^2_V

Δ^2_{i1} Δ^2_{i2} · · · Δ^2_{i|V |} ]_⊤ (89) For arbitrary E = {j_1, j_2, · · · , j_E } ∈ ( [N] E ) , (90) let V \ E = {k_1, k_2, · · · , k_{|V \E|}}, (91) Now, the x in (89) can be represented as

x = A + E_E [ ≜ Δ^1_E

Δ^1_{j1} Δ^1_{j2} · · · Δ^1_{jE}

≜ Δ^2_E

Δ^2_{j1} Δ^2_{j2} · · · Δ^2_{jE} ]_⊤

+ E_{V \E} [ ≜ Δ^1_{V \E} Δ^1_{k1} Δ^1_{k2} · · · Δ^1_{k|V \E|} ≜ Δ^2_{V \E} Δ^2_{k1} Δ^2_{k2} · · · Δ^2_{k|V \E|} ]_⊤ (92) (93) where in Δ^1_E (resp. Δ^2_E ), for any j ∈ E \ V , Δ^1_j = 0 (resp. Δ^2_j = 0), .

Similar to (55), x can be further written as x = [ G H_E ] [ ν^1_⇁ ν^2_⇁ W^1_θ W^2_θ ν^1_↽ ν^2_↽ Δ^1_E Δ^2_E ]_⊤ + E_{V \E} [ Δ^1_{V \E} Δ^2_{V \E} ]_⊤ (94) Thus, decoding with the N-sum box specified by G, H_E , the output is

y = [0 I_N ][G H_E ]^{−1}x = [ W^1_θ W^2_θ ν^1_↽ ν^2_↽ Δ^1_E Δ^2_E ]_⊤ + [0 I_N ][G H_E ]^{−1}E_{V \E} [ Δ^1_{V \E} Δ^2_{V \E} ]_⊤

≜Z^⊤_E (95)

Let us divide Z_E into 6 parts Z^1_E , · · · , Z^6_E whose lengths are the same as W^1_θ , W^2_θ , ν^1_↽, ν^2_↽, Δ^1_E , Δ^2_E , respectively. Then we have y = [ W^1_θ + Z^1_E W^2_θ + Z^2_E ν^1_↽ + Z^3_E ν^2_↽ + Z^4_E Δ^1_E + Z^5_E Δ^2_E + Z^6_E ]_⊤ (96) Recall that the user is only interested in the desired message, i.e., W^1_θ , W^2_θ . Let us introduce the following definition,

Definition 3. Decoding result Dec^{QEXT}_E ∈ F^{2L×1}_q : For any E ∈ (_{[N]} E ) , let Dec^{QEXT}_E be the first 2L symbols of the output of the N-sum box specified by G, H_E , i.e.,

Dec^{QEXT}_E = [ W^1_θ + Z^1_E W^2_θ + Z^2_E ]_⊤ . (97)

It can be easily verified from (95) that if V ⊂ E, i.e., V \ E = ∅, then Z_E will be an all-zero vector. Thus we have the following proposition:

Proposition 1. For any E ∈ (_{[N]} E ) , if V ⊂ E, Dec^{QEXT}_E = [W^1_θ W^2_θ ], i.e., the desired message can be correctly recovered from Dec^{QEXT}_E .

Also, according to the form of Z in (95), the following proposition can be easily verified:

Proposition 2. Given any E ∈ (_{[N]} E ) , Z^1_E , Z^2_E is just a function of V , Δ_V .

A.2 Proof of Lemma 2 Let

η = func(anci) = [ η_w ∈ F^ℓ_v η_h ∈ F( P 2 )_v ] = η_1 ∈ F^{ℓ/P}_v η_2 ∈ F^{ℓ/P}_v . . η_P ∈ F^{ℓ/P}_v η_{1,2} ∈ F_v η_{1,3} ∈ F_v . . η_{(P −1),P} ∈ F_v

∈ F^{ℓ+}( P 2 ) v (98)

be the realization of Z conditioned on Anci = anci such that η = func(anci) ≠ 0.

To have an error that is not detectable, the hash of first ℓ entries of the received vector W̃^′ = W̃ + η must be equal to the last (^P_2 ) entries of W̃′ (as this is true for any received vector when there is no error).

η ≠ 0 not detectable =⇒ h_P (W + η_w) = h_P (W) + η_h (99)

=⇒

(B_1 + η_1)^⊤(B_2 + η_2) (B_1 + η_1)^⊤(B_3 + η_3) . . (B_i + η_i)^⊤(B_j + η_j) . . (B_{P −1} + η_{P −1})^⊤(B_P + η_P )

=

B^⊤_1 B_2 + η_{1,2} B^⊤_1 B_3 + η_{1,3} . . B^⊤_i B_j + η_{i,j} . . B^⊤_{P −1}B_P + η_{(P −1),P}

(100)

=⇒ Diff_{i,j} ≜ B^⊤_i η_j + η^⊤_i B_j + η^⊤_i η_j − η_{i,j} = 0, ∀{i, j} ∈ ( [P ] 2 ) (101)

Let us then calculate the probability of non-zero error not being detectable in two cases. In the first case, let anci be any realization such that η_1 = η_2 = · · · = η_P = 0 while there exists {i_0, j_0} ∈ (_{[P ]} 2 ) , η_{i0,j0} ≠ 0. Without loss of generality, let us assume η_{1,2} ≠ 0. Under this case, Diff_{i,j} = η_{i,j}.

Since by assumption η_{1,2} ≠ 0, the probability of non-zero error not being detectable is zero in this case.

In the second case, let anci be any realization such that at least one of η_1, η_2, · · · , η_P is not the all-zero vector 0. Without loss of generality, let us assume η_1 ≠ 0. Then we have

Pr (η = func(anci) ≠ 0 is not detectable | Anci = anci)

= Pr ( Diff_{i,j} = 0, ∀{i, j} ∈ ( [P ] 2 ) | Anci = anci )

≤ Pr (Diff_{1,j} = 0, ∀j ∈ [2 : P ] | Anci = anci) = 1 v^{P −1} (102)

where the last step arises from the fact that {Diff_{1,j} = B^⊤_1 η_j + η^⊤_1 B_j + η^⊤_1 η_j − η_{1,j} }_{j∈[2:P ]} are i.i.d. uniform over F_v and is independent of Anci. The proof of {Diff_{1,j}}_{j∈[2:P ]} being i.i.d. uniform can be established as follows: Since W is uniform over F^ℓ_v , {B_j }_{j∈[2:P ]} are i.i.d. uniform over F^{ℓ/P}_v . When combined with the condition that η_1 ≠ 0, {η^⊤_1 B_j }_{j∈[2:P ]} become i.i.d. uniform over F_v , resulting in the i.i.d. uniformity of {Diff_{1,j}}_{j∈[2:P ]}. The independence follows from the independence of W and Anci.

References

[1] A. Shamir, “How to share a secret,” Communications of the ACM, vol. 22, no. 11, pp. 612–613, 1979.

[2] R. Cleve, D. Gottesman, and H.-K. Lo, “How to share a quantum secret,” Physical review letters, vol. 83, no. 3, p. 648, 1999.

[3] K. Senthoor and P. K. Sarvepalli, “Theory of communication efficient quantum secret sharing,” IEEE Transactions on Information Theory, vol. 68, no. 5, pp. 3164–3186, 2022.

[4] M. Hayashi and S. Song, “Unified approach to secret sharing and symmetric private information retrieval with colluding servers in quantum systems,” IEEE Transactions on Information Theory, 2023.

[5] B. Chor, E. Kushilevitz, O. Goldreich, and M. Sudan, “Private information retrieval,” Journal of the ACM, vol. 45, no. 6, pp. 965–981, 1998.

[6] S. Song and M. Hayashi, “Capacity of quantum private information retrieval with colluding servers,” IEEE Transactions on Information Theory, vol. 67, no. 8, pp. 5491–5508, 2021.

[7] M. Allaix, S. Song, L. Holzbaur, T. Pllaha, M. Hayashi, and C. Hollanti, “On the capacity of quantum private information retrieval from MDS-coded and colluding servers,” IEEE Journal on Selected Areas in Communications, vol. 40, no. 3, pp. 885–898, 2022.

[8] Y. Lu and S. A. Jafar, “Quantum cross subspace alignment codes via the n-sum box abstraction,” arXiv preprint arXiv:2304.14676, 2023.

[9] A. Aytekin, M. Nomeir, S. Vithana, and S. Ulukus, “Quantum symmetric private information retrieval with secure storage and eavesdroppers,” arXiv preprint arXiv:2308.10883, 2023.

[10] Y. Lu, Y. Yao, and S. A. Jafar, “On the capacity of secure K-user product computation over a quantum MAC,” IEEE Communications Letters, vol. 27, no. 10, pp. 2598–2602, 2023.

[11] M. Nomeir, A. Aytekin, and S. Ulukus, “Quantum x-secure b-byzantine t-colluding private information retrieval,” arXiv preprint arXiv:2401.17252, 2024.

[12] S. Song and M. Hayashi, “Secure quantum network code without classical communication,” IEEE Transactions on Information Theory, vol. 66, no. 2, pp. 1178–1192, 2019.

[13] Y. Yao and S. A. Jafar, “The capacity of classical summation over a quantum mac with arbitrarily distributed inputs and entanglements,” arXiv preprint arXiv:2305.03122, 2023.

[14] ——, “Communication efficiency of summation over a quantum erasure mac with replicated inputs,” arXiv preprint arXiv:2311.08386, 2023.

[15] A. Aytekin, M. Nomeir, and S. Ulukus, “Quantum private membership aggregation,” arXiv preprint arXiv:2401.16390, 2024.

[16] F. J. MacWilliams and N. J. A. Sloane, The Theory of Error-Correcting Codes. Elsevier, 1977, vol. 1.

[17] Z. Jia and S. A. Jafar, “X-secure T -private information retrieval from MDS coded storage with Byzantine and unresponsive servers,” IEEE Transactions on Information Theory, vol. 66, no. 12, pp. 7427–7438, 2020.

[18] Q. Yu, S. Li, N. Raviv, S. M. M. Kalan, M. Soltanolkotabi, and S. A. Avestimehr, “Lagrange coded computing: Optimal design for resiliency, security, and privacy,” in The 22nd International Conference on Artificial Intelligence and Statistics. PMLR, 2019, pp. 1215–1225.

[19] A. R. Calderbank and P. W. Shor, “Good quantum error-correcting codes exist,” Physical Review A, vol. 54, no. 2, p. 1098, 1996.

[20] A. Steane, “Multiple-particle interference and quantum error correction,” Proceedings of the Royal Society of London. Series A: Mathematical, Physical and Engineering Sciences, vol. 452, no. 1954, pp. 2551–2577, 1996.

[21] M. Allaix, Y. Lu, Y. Yao, T. Pllaha, C. Hollanti, and S. Jafar, “N-sum box: An abstraction for linear computation over many-to-one quantum networks,” arXiv preprint arXiv:2304.07561, 2023.

[22] Z. Jia, H. Sun, and S. A. Jafar, “Cross subspace alignment and the asymptotic capacity of Xsecure T -private information retrieval,” IEEE Trans. on Information Theory, vol. 65, no. 9, pp. 5783–5798, Sep. 2019.

[23] S. Ulukus, S. Avestimehr, M. Gastpar, S. A. Jafar, R. Tandon, and C. Tian, “Private retrieval, computing, and learning: Recent progress and future challenges,” IEEE Journal on Selected Areas in Communications, vol. 40, no. 3, pp. 729–748, 2022.

[24] Z. Jia and S. A. Jafar, “Cross subspace alignment codes for coded distributed batch computation,” IEEE Transactions on Information Theory, vol. 67, no. 5, pp. 2821–2846, 2021.

[25] A. S. Holevo, “Bounds for the quantity of information transmitted by a quantum communication channel,” Problemy Peredachi Informatsii, vol. 9, no. 3, pp. 3–11, 1973.

[26] O. Kosut and J. Kliewer, “Authentication capacity of adversarial channels,” in 2018 IEEE Information Theory Workshop (ITW). IEEE, 2018, pp. 1–5.

[27] S. Pawar, S. El Rouayheb, and K. Ramchandran, “Securing dynamic distributed storage systems against eavesdropping and adversarial attacks,” IEEE Transactions on Information Theory, vol. 57, no. 10, pp. 6734–6753, 2011.

[28] R. Bitar and S. Jaggi, “Communication efficient secret sharing in the presence of malicious adversary,” in 2020 IEEE International Symposium on Information Theory (ISIT). IEEE, 2020, pp. 548–553.

[29] A. Kawachi and H. Nishimura, “Communication complexity of private simultaneous quantum messages protocols,” in Proceedings of Conference on Information Theoretic Cryptography (ITC 2021), ser. Leibniz International Proceedings in Informatics (LIPIcs), vol. 199, 2021, pp. 20:1–20:19.

[30] A. Ketkar, A. Klappenecker, S. Kumar, and P. K. Sarvepalli, “Nonbinary stabilizer codes over finite fields,” IEEE transactions on information theory, vol. 52, no. 11, pp. 4892–4914, 2006.

[31] B. M. Terhal, “Quantum error correction for quantum memories,” Rev.

Mod. Phys., vol. 87, pp. 307–346, Apr 2015. [Online]. Available: https://link.aps.org/doi/10.1103/RevModPhys.87.307