arXiv:2404.14733v1 [quant-ph] 23 Apr 2024

Advantage Distillation for Quantum Key Distribution

Zhenyu Du, Guoding Liu, and Xiongfeng Ma^∗ Center for Quantum Information, Institute for Interdisciplinary Information Sciences, Tsinghua University, Beijing, 100084 China

Enhancing the performance of quantum key distribution is crucial, driving the exploration of various key distillation techniques to increase the key rate and tolerable error rate. It is imperative to develop a comprehensive framework to encapsulate and enhance the existing methods. In this work, we propose an advantage distillation framework for quantum key distribution. Building on the entanglement distillation protocol, our framework integrates all the existing key distillation methods and offers better generalization and performance. Using classical linear codes, our framework can achieve higher key rates, particularly without one-time pad encryption for postprocessing. Our approach provides insights into existing protocols and offers a systematic way for future enhancements of quantum key distribution protocols.

CONTENTS

I. Introduction 2

II. Preliminaries 3 A. Classical linear code 3 B. ε-small probable set and error correction 3 C. Security proof of QKD based on entanglement distillation 5

III. Advantage distillation for quantum key distribution 8 A. Advantage distillation framework 8 B. Advantage distillation based on classical linear code 9

IV. Key rate formula for advantage distillation 11 A. With OTP encryption 11 B. Without OTP encryption 13 C. Adding noise combined with classical linear code 15

V. Case study 15 A. Derive the threshold using [n 1 n] code 16 B. Enhance the key rates using [n 1 n] and [m m − 1 2] codes 16

VI. Conclusion and outlook 17

Acknowledgments 17

A. Key rate formula for in-place hashing 18

B. Parity check with OTP 19

C. Tolerable error rate for the [n, 1, n] code 19

D. Key rate formula for adding noise 21

References 23

∗ xma@tsinghua.edu.cn

I. INTRODUCTION

Quantum key distribution (QKD) is a significant application of quantum information science, underscored by seminal protocols such as BB84 [1] and E91 [2]. This inventive method allows the establishment of secret keys between remote parties, namely Alice and Bob, based on the principles of quantum mechanics to guarantee unconditional security [3, 4]. In recent years, QKD systems have developed fast [5], with notable advancements in satellite-based QKD deployments and quantum networks. Satellite-based QKD leverages the unique advantages of space-based platforms to establish secure communication links over long distances, overcoming terrestrial limitations [6, 7]. Meanwhile, quantum networks integrate QKD with quantum repeaters and other quantum communication technologies to enable secure communication between multiple parties across extended distances [8–12]. These developments represent a significant step towards realizing quantum-secured communication on a global scale, promising unprecedented levels of security for sensitive information exchange.

While technological advancements are crucial, developing better post-processing schemes stands out as a more straightforward way to improve the performance of QKD. Standard post-processing schemes in QKD typically involve information reconciliation and privacy amplification, with the security proof relying on entanglement distillation [3], complementary approaches [13], or entropic approach[14]. The security proof based on entanglement distillation is not only applicable to QKD but also finds utility in entanglement distillation and quantum networks. Initially targeting the distillation of perfect Einstein-Podolsky-Rosen (EPR) pairs between Alice and Bob, the security proof was later extended to the prepare-and-measure protocol by Shor and Preskill [4]. One-time pad(OTP) encryption plays a crucial role in the security proof, arising from the requirement to decouple bit error correction and phase error correction. However, the necessity of OTP in classical communication needs further investigation.

Beyond these standard schemes, further post-processing techniques grounded in entanglement distillation have been proposed to enhance the performance of QKD. Notably, Gottesman and Lo [15] propose QKD with two-way classical communications to increase the key rate and tolerable error rate, introducing specific operations termed the “B step.” This two-way classical communication serves as a preprocessing of raw keys. This preprocessing occurs after Alice sends the qubits to Bob before standard information reconciliation and privacy amplification. Subsequently, Chau introduces adaptive privacy amplification to enhance the tolerable error rate [16], establishing the best result in current research.

Among these processing techniques in which the security relies on the entanglement distillation picture, the proposition of adding noise [17] is a novel protocol for elevating the tolerable error rate, with security based on private state distillation [18]. In this scheme, Alice deliberately introduces noise to her raw keys to diminish the knowledge of the keys by Eve, a process that can also be regarded as preprocessing.

Motivated by the considerable flexibility in preprocessing, there is a clear imperative for developing a comprehensive framework that encapsulates and enhances various preprocessing methods. Such a framework not only advances our comprehension of existing methods but also serves as a catalyst for improvement upon these techniques to further enhance the performance of QKD protocols.

In this paper, we propose an advantage distillation framework for QKD. We demonstrate that our framework can integrate previous protocols, such as adding noise and the B step, while exhibiting high generality. This establishes a foundational understanding that can be leveraged to enhance key rates and thresholds across various preprocessing schemes. To illustrate the power of our framework, we instantiate it based on classical linear codes. We derive key rate formulas for different scenarios, including adding noise and the schemes with and without OTP encryption. Our findings highlight the efficacy of employing QKD protocols without OTP encryption compared to scenarios where OTP is conventionally applied. Additionally, we apply our framework to [n 1 n] codes, deriving a tolerable error rate aligned with the best-known results [16]. Furthermore, while our framework integrates previous protocols [19], we improve the key rate by systematically utilizing [n 1 n] codes and [m m−1 2] codes. These insights offer a systematic approach to further enhance present-day QKD protocols.

The remainder of this paper is organized as follows. In Sec. II, we review the basic concepts of error correction and the security proofs based on entanglement distillation. In Sec. III, we introduce our QKD advantage distillation framework and instantiate it in different protocols, including those based on classical linear codes. In Sec. IV, we analyze the role of error-correcting codes in advantage distillation and derive key rate formulas under different scenarios. Our analysis shows that omitting OTP encryption consistently has a higher key rate. We also derive the key rate formula for incorporating the adding noise method into our framework. In Sec. V, we employ our framework to derive the bit error tolerance threshold that aligns with the best-known result and improves the key rate of previous work. In Sec. VI, we provide conclusions and an outlook of our work.

II. PRELIMINARIES

In this section, we introduce the basic concepts and results of error correction and how they fit into proving the security of QKD protocols under the entanglement distillation picture.

A. Classical linear code

We introduce classical linear code [20]. A linear code C encoding k-bit message into an n-bit code space is specified by the n × k generator matrix G whose elements belong to {0,1}. The matrix G maps messages to their encoded equivalent. Thus, the k-bit message x is encoded as Gx. The multiplication and plus operation in linear code is modulo 2. The codewords generated by G is also denoted as C, in which

C = {Gx ∶ x ∈ {0, 1}^k}. (1)

Denote ∣x∣ as the Hamming weight of a codeword x, i.e., the number of nonzero entries of x. The Hamming distance between two codewords x, y as d(x, y) ≡ ∣x + y∣. The distance d of a linear code C can be defined as

d ≡ min x,y∈C,x≠y d(x, y) = min_{x∈C,x≠0} ∣x∣. (2)

We denoted C as [n k d] code.

Another important matrix is the (n − k) × n parity check matrix H satisfying HG = 0. From Eq. (1), we have

Hx = 0, ∀x ∈ C. (3)

If Hx ≠ 0, then some errors must cause the encoded message to no longer belong to C.

We introduce some definitions that are used substantially in this work. The tag of an n-bit string x is defined as t = Hx. An error pattern is a bit string e of length n. The tag of an error pattern e is defined as error syndrome s = He, which has length n−k. There are 2^{n−k} different syndrome {s^0, s^1, ⋯, s^{2n−k −1}}, and for each syndrome s^j , there are 2^k error pattern {e^j_0, e^j_1, ⋯, e^j_{2k −1}} satisfying He^j_i = s^j . We will use error syndromes to classify error patterns.

For a linear code C with parity check matrix H and generator matrix G, its dual code C^⊥ is defined with generator matrix H^T and parity check matrix G^T . For entanglement distillation, we will use parity check matrix H of code C to classify bit error patterns and parity check matrix G^T of code C^⊥ to classify phase error patterns. For more discussion on entanglement distillation, see Sec. II C.

Consider the [7 4 3] code as an illustrative example, with the parity check matrix H given by:

H = ⎛ ⎜ ⎝ 1 0 0 1 1 0 1 0 1 0 1 0 1 1 0 0 1 0 1 1 1 ⎞ ⎟ ⎠ . (4)

The quantum circuit for extracting the tag Hx from a bit string x is provided in Fig. 1. Assuming the initial state of the data qubits is ∣x⟩ in the computational basis, the tag can be extracted using CNOT gates from data qubits to ancillary qubits.

Notably, each CNOT gate has one of the data qubits as the control qubit, showcasing a feature of linear codes. This property does not hold for non-linear operations, such as the CCNOT operation depicted in Fig. 2, which might be utilized in some non-linear codes. While we won’t delve into the application of non-linear codes in this work, it is worth mentioning that some of them can be integrated into our framework if they are classically replaceable operations. We will discuss the classically replaceable operation in Sec. II C.

B. ε-small probable set and error correction

We discuss basic concepts about error correction. Suppose Alice and Bob hold two n-bit strings x, y, the error pattern e is defined as e = x + y. We show how Alice and Bob can identify the error pattern e. The error pattern e can be seen as a realization of a random variable X distributed on {0, 1}^n, according to the probability distribution p_X of the error pattern. To analyze the behavior of error patterns in the asymptotic limit, we first define the ε-smallest probable set.

Data qubits in computational basis ∣x⟩

∣0⟩ Tag t = Hx

∣0⟩∣0⟩

FIG. 1. Quantum circuit for extracting the tag t = Hx from data qubits ∣x⟩. The circuit employs the parity check matrix H of the [7 4 3] code. Ancillary qubits are initialized to ∣0⟩. The operations on each ancillary qubit correspond to a row of H. Ancillary qubits are measured in the computational basis at the end, yielding the tag t = Hx of the data x.

FIG. 2. The CCNOT operation, also known as the Toffoli gate, exhibits non-linearity in its treatment of the two control qubits.

Definition 1 (ε-smallest probable set). Given 0 ≤ ε ≤^1_2 , a random variable X ∈ X which has a finite range ∣X ∣ < ∞ and probability distribution p_X , the ε-smallest probable set T^ε_X of X is defined as the smallest set of values such that a realization of X lies in it with a failure probability no larger than ε,

T^ε_X = argmin_S ∣S∣, s.t. Pr(X ∈ S) ≥ 1 − ε. (5) If X = (X_1, X_2, ⋯, X_n) and X_1, X_2, ⋯, X_n are i.i.d., the size of ε-smallest probable set is approximately the same as the typical set, and the cardinality can be upper bounded by

∣T^ε_X ∣ ≤ 2^{n(H(X1)+ε)} (6)

for n sufficiently large [21]. To succeed in correcting the error with an extremely small failure probability ε, we only need to guarantee success when the error pattern is in ε-smallest probable set.

Now, we show how to find the error pattern in T^ε_X . Firstly, we introduce universal hash functions.

Definition 2 (Universal hash family [22, 23]). A family of functions F mapping elements e in a space T to another space S is called a universal hash family if the probability of a randomly chosen hash function f ∈ F outputting the same hashing result for any two different strings is upper bounded by

∀e_i ≠ e_j ∈ T , Pr_{f ∈F}[f(e_i) = f(e_j )] ≤ 1 ∣S∣ . (7)

In our scenario, wherein the elements of T comprise n-bit error patterns and ∣S∣ = 2^k, with k denoting the length of the tag, the crucial step in error pattern identification involves selecting universal hashing functions. Alice and Bob can employ random k × n hashing matrices for this purpose [24].

Formally, they jointly select a hash function f ∈ F at random and agree upon it. Subsequently, they compute s_x = f(x) and s_y = f(y) independently. Alice then transmits s_x to Bob through an authenticated channel, after which Bob calculates the error syndrome s = f(e) = f(x ⊕ y) = s_x ⊕ s_y. If e is the unique error pattern in T satisfying f(e) = s, then e can be successfully identified. The probability of failure is bounded by ∑ e^′ ∈T /{e}

Pr[f(e^′) = f(e)] ≤

∣T ∣ ∣S∣ . (8)

Hence, e can be identified with a probability of 1 −^{∣T ∣}_{∣S∣} .

From Eq. (8), to guarantee small failure probability δ on successfully identifying the error pattern in set T , the length of the tag should satisfy

k ≥ log ∣T ∣ + log 1 δ . (9)

Combined with Eq. (6), we derive the following lemma.

Lemma 1 (Data compression [21, 25]). Suppose Alice holds n-bit string x ∈ C, Bob holds n-bit string x + e, e is a realization of a random variable X, and k is the length of the tag. To identify the error pattern e with probability 1 − ε,^k_n can be arbitrarily close to^{log ∣T ϵn ∣}_n for sufficiently large n. If X = (X_1, X_2, ⋯, X_n) and X_is are i.i.d, then for any ε > 0,^k_n can be arbitrarily close to h(X_1) for sufficiently large n.

Proof. From Eq. (9), to identify e with failure probability ε + δ,^k_n ≥^{log ∣T ϵn ∣+log 1δ}_n is enough. δ can be arbitrarily close to 0 and^k_n can be arbitrarily close to^{log ∣T ϵn ∣}_n , provided n is sufficiently large.

If X = (X_1, X_2, ⋯, X_n), X_is are i.i.d, then by Eq. (6),^k_n ≤ H(X_1) + ϵ for n sufficiently large. Note that ε can be chosen arbitrarily small. Thus, we draw the conclusion.

C. Security proof of QKD based on entanglement distillation

We introduce the security proof of quantum key distribution based on entanglement distillation [3, 4]. Denote the perfect EPR pair as ∣ψ_{00}⟩ =^1√_2 (∣00⟩ + ∣11⟩). Entanglement distillation can be formalized as this: After distributing several EPR pairs through a noisy channel to two parties, Alice and Bob measure some of the EPR pairs to estimate the error, with a 2N-qubits state ρ^N remained. Based on the error estimation, they perform quantum error correction to transform ρ^N into a state σ^M which can be arbitrarily close to ∣ψ_{00}⟩^{⊗m} in the large N limit. Then, they measure the state σ^M on the Z basis and obtain secure keys.

In the error estimation step, Alice and Bob compare subsets of keys to obtain the bit error rate δ_b and phase error rate δ_p of 2n−qubits state ρ^N , which is defined as:

δ_b = 1 2 (1 − 1 N tr[ρ^N N ∑_{i=1}(σ^i_z ⊗ σ^i_z)]),

δ_p = 1 2 (1 − 1 N tr[ρ^N N ∑_{i=1}(σ^i_x ⊗ σ^i_x)]),

(10)

in which σ^i_z (σ^i_x) denotes the Pauli operator that perform σ_z (σ_x) on site i and acts trivially on other sites.

Denote the Bell basis as ∣ψ_{ab}⟩ = I ⊗ X^aZ^b ∣ψ_{00}⟩, a, b ∈ {0, 1}. That is,

∣ψ_{00}⟩ = 1 2 (∣00⟩ + ∣11⟩),

∣ψ_{10}⟩ = 1 2 (∣01⟩ + ∣10⟩),

∣ψ_{01}⟩ = 1 2 (∣00⟩ − ∣11⟩),

∣ψ_{11}⟩ = 1 2 (∣01⟩ − ∣10⟩).

(11)

We can assume ρ^N is a Bell-diagonal state [26] and is in the form of ρ^{⊗N} [27]. That is, ρ = diag(p_{00}, p_{01}, p_{10}, p_{11}) in the Bell basis ∣ψ_{00}⟩ , ∣ψ_{01}⟩ , ∣ψ_{10}⟩ , ∣ψ_{11}⟩. From Eq. (10), we have

δ_b = p_{10} + p_{11}, δ_p = p_{01} + p_{11}.

(12)

As ρ is Bell-diagonal, ρ^{⊗N} is in the state ⊗^N_{i=1} ψ_{ai,bi} with a probability of ∏^N_{i=1} p_{ai,bi} . The bit error pattern is defined as e_b = a_1a_2⋯a_N , and the phase error pattern is defined as e_p = b_1b_2⋯b_N . Alice and Bob apply CNOT gates from ρ^{⊗N} to the ancillary qubits according to a hashing matrix H and measure the ancillary qubits to identify the bit error pattern. Subsequently, Alice sends her measurement results to Bob. Bob obtains the bit error syndrome s_b = Me_b and deduces the bit error with high probability. According to Lemma 1, the length of the tag^k_n is h(δ_b) asymptotically.

In entanglement distillation, bit error correction and phase error correction need to be implemented sequentially. Thus, we need to ensure that the two error correction procedures do not affect each other. As stated in the following lemma, this is guaranteed when we use perfect EPR pairs as ancillary qubits.

Lemma 2 (Bit- and phase-error-correction decoupling [28]). Using EPR pairs as ancilla qubits, bit error correction does not affect phase errors and vice versa.

Proof. Let’s consider bit error correction as an example to see how it affects the phase error. As illustrated in Fig. 3, if Alice and Bob use ancillary qubits as EPR pairs, the equivalent circuit indicates that in the phase error space, Alice and Bob will simultaneously apply the XOR operation or not. Consequently, the phase error pattern will remain unchanged.

After identifying the bit error pattern, Bob may apply X gates to some positions of the noisy EPR pairs to correct the bit error. The X operation will not affect the phase error. Thus, bit error correction will not influence the phase error pattern, and vice versa, owing to the symmetry between bit error correction and phase error correction.

noisy EPR pairs

∣ψ00 ⟩

∣ψ00 ⟩

∣ψ00 ⟩ = noisy EPR pairs H H H H H H H H H H H H H H ∣ψ00⟩H ∣ψ00⟩H ∣ψ00⟩H

FIG. 3. The quantum circuit for hashing and measuring the tag, along with its equivalent circuit. Only one side of Alice and Bob is illustrated. Due to the ancillary qubits being perfect EPR pairs, in the phase error space, Alice and Bob simultaneously apply XOR or not, ensuring the phase error pattern remains unchanged.

In the BB84 protocol, the bit and phase errors can be independent. Thus, in the worst case, we consume h(δ_b) to correct the phase error after bit error correction. The process consumes nh(δ_b) + nh(δ_p) perfect EPR pairs to get n perfect EPR pairs with high probability. Thus, the key rate is

r = 1 − h(δ_b) − h(δ_p), (13)

and the allowable bit error rate is 11%.

We call the process of bit error correction information reconciliation because it ensures that Alice and Bob ultimately share the same keys. To guarantee the keys are secure, we only need to show that the phase error pattern can be identified without actually calculating it [4]. Consequently, the phase error correction can be replaced with privacy amplification, which introduces additional shared randomness to erase Eve’s knowledge about the keys [24]. The quantum key distribution process can then be succinctly summarized as information reconciliation followed by privacy amplification, as illustrated in Fig. 4.

The procedure in Fig. 4 requires quantum computers. Fortunately, it is equivalent to the prepare-and-measure protocols [4, 24]. This reduction to classical operations can be understood through the framework proposed by [29], which defines the classically replaceable operation.

perfect EPR noisy EPR

X secret keys perfect EPR IR PA

FIG. 4. The QKD protocol consists of two essential steps: information reconciliation (IR) and privacy amplification(PA) [4, 24]. Here, we focus on Bob’s operations. In the information reconciliation step, Alice and Bob conduct hashing from noisy EPR pairs to perfect EPR pairs to extract the bit error syndrome(illustrated by the CNOT operation from noisy EPR to perfect EPR). Subsequently, Bob corrects his noisy EPR pairs based on the obtained syndrome, employing the controlled-X operation. They proceed to privacy amplification, a crucial step that uses additional perfect EPR pairs to add randomness to their keys, ensuring the security of the generated keys(illustrated by the CNOT operation from perfect EPR to noisy EPR). Finally, the process concludes with measuring the noisy EPR pairs in the computational basis, obtaining the secret keys. CRO =_{CO} FIG. 5. Illustration of CRO. A CRO operation followed by measurement in the computational basis is equivalent to first measure in computational basis, and followed by classical operation(CO).

Definition 3 (Classically Replaceable Operation(CRO) [29]). Consider operations right before a measurement. A CRO can be realized by first measuring the input state and then processing the outcomes classically.

The process of replacing the quantum operation with a classical operation is depicted in Fig. 5. For the QKD protocol, information reconciliation and privacy amplification are classified as CRO [24, 29]. Consequently, the final measurement in the QKD protocol can be moved to the beginning, followed by classical information reconciliation and privacy amplification, as illustrated in Fig. 6. Using perfect EPR pairs is reduced to employing pre-shared secret keys for encrypting their communication through OTP. Ultimately, the QKD protocol is reduced to a prepare-and-measure protocol.

(a) perfect EPR noisy EPR CROCROCRO perfect EPR IR PA

(b) secret key raw key COCOCO secret key

IR PA

FIG. 6. Reducing the QKD protocol to the prepare-and-measure protocol. (a) Information reconciliation (IR) and privacy amplification (PA) are classified as CROs; thus, the measurement can be moved forward to the beginning. (b) After moving the measurement forward, all operations become classical operations (CO). The perfect EPR becomes the secret key shared by Alice and Bob. Finally, the QKD protocol is reduced to a prepare-and-measure protocol.

III. ADVANTAGE DISTILLATION FOR QUANTUM KEY DISTRIBUTION

As discussed above, Alice and Bob obtain the secret key by distilling perfect EPR pairs, ultimately reducing the process to classical information reconciliation and privacy amplification. However, not all prepare-and-measure schemes rely on classical information reconciliation and privacy amplification alone. Combining additional techniques makes it possible to increase both the tolerable error rate and the key rate.

An illustrative approach involves segregating all EPR pairs into distinct groups using the B step [15, 27]. Subsequently, the bit error syndrome is determined in each group through linear hashing and two-way classical communication. Groups exhibiting high bit error rates are discarded, enhancing the overall key rate and error tolerance. This operation can be reduced to a prepare-and-measure protocol [15] and can be seen as a preprocessing step for refining the raw keys before information reconciliation and privacy amplification.

Adding noise is another example where Alice deliberately introduces noise into her raw keys [17, 18]. This intentional noise insertion diminishes Eve’s knowledge of the keys, consequently elevating the key rate. While increasing the key rate by adding noise is unattainable within the framework of the entanglement distillation, it turns out that perfect EPR pairs are not a prerequisite for secure keys, and private states suffice [30].

A. Advantage distillation framework

Numerous preprocessing techniques can be applied before Alice and Bob perform information reconciliation and privacy amplification. Therefore, developing a general framework to incorporate these techniques is necessary and helpful for further protocol design. Here, we propose the advantage distillation framework, which generalizes the methods above.

As depicted in Fig. 7, our advantage distillation framework comprises three steps. Alice and Bob initially have noisy EPR pairs ρ^{⊗N} [26]. First, they preprocess the noisy EPR pairs using a preprocessing operation, which must be a CRO. Next, they discard some EPR pairs. Then, they perform information reconciliation to correct the bit errors. Finally, they proceed to privacy amplification. Ancillary qubits are utilized and measured at each step, and the measurement results can control subsequent operations classically.

PR ancilla ancilla noisy EPR CROCROCRO ancilla

IRPA discard some EPRs

FIG. 7. The advantage distillation framework. Initially, Alice and Bob preprocess (PR) the noisy EPR pairs. Subsequently, they discard certain EPR pairs based on the measurement results from preprocessing. They then proceed to information reconciliation (IR) and privacy amplification (PA). Finally, they perform computational basis measurements to obtain the secure key. The type of ancillary qubits is not specified and may vary in different protocols. Ancillary qubits are measured in each step, and all operations can be adaptive based on previous measurement results. We omit the measurement of ancillary qubits and the classical control wires in the figure. The operations must be CRO to enable the reduction to a prepare-and-measure protocol.

We make some remarks on our framework. Firstly, it is possible to conduct multiple preprocessing rounds. As long as a CRO is performed in each round, the preprocessing eventually becomes a CRO. This enables moving the measurement forward, effectively reducing the scheme to a prepare-and-measure protocol. Secondly, All the operations can be adaptive based on the measurement outcomes from previous rounds. Thirdly, some EPR pairs may be discarded before entering the information reconciliation process, similar to what is done in the B step. Lastly, the ancillary qubits are not specified, leaving room for devising different protocols. As we will derive later, different types of ancillary qubits lead to different key rates, and there are better choices than perfect EPR pairs.

We exemplify our protocol using two previously mentioned examples to illustrate the generality of our approach. Adding noise [17, 18] is achieved by utilizing ancillary qubits in the form of √ 1 − p ∣0⟩ + √ p ∣1⟩ and applying a CNOT gate from the ancillary qubits to the noisy EPR pairs, as demonstrated in Fig. 8. After measuring the ancillary qubits in the computational basis, the process is equivalent to adding a bit flip to the noisy EPR pair with a probability of p.

Adding noise noisy EPR ancilla √ 1 − p ∣0⟩ + √ p ∣1⟩

FIG. 8. Incorporating adding noise [17, 18] into advantage distillation framework. The ancillary qubit is in the form of √ 1 − p ∣0⟩ + √ p ∣1⟩ and a CNOT gate is applied from the ancillary qubit to the noisy EPR pair. After measuring the ancillary qubit in the computational basis, this process is equivalent to introducing a bit flip to the noisy EPR pair with a probability of p.

The B step [15, 27] can also be incorporated into our framework, as depicted in Fig. 9. We present a single round B step for illustration. During this round, a CNOT operation is performed on a pair of noisy EPR pairs, followed by a measurement on one of the two EPR pairs to extract parity information. If the parity differs between Alice and Bob’s sides, the remaining EPR pairs are discarded. Conversely, the remaining EPR pair is retained if the parity is the same. As remarked before, conducting the B step in multiple rounds is also a CRO and can be incorporated into our framework.

B step noisy EPR discard or not?

parity information

FIG. 9. Incorporating the B step [15, 27] into the advantage distillation framework. A CNOT operation is conducted on a pair of noisy EPR pairs. Subsequently, a measurement is performed on one of the two EPR pairs to extract parity information. If the parity differs between the two sides of Alice and Bob, the remaining EPR pair is discarded. Conversely, if the parity is the same, the EPR pair is retained.

B. Advantage distillation based on classical linear code

Now, we develop the advantage distillation framework based on classical linear code. Notice that the B step corresponds to the [2 1 2] code. However, the [2 1 2] code is not always optimal, and we can enhance the key rate by utilizing different error-correcting codes [31]. We incorporate the fundamental concept of the B step and extend it to encompass a general error-correcting code, as illustrated in Fig. 10 and Fig. 11.

The EPR pairs are initially divided into groups, each containing n EPR pairs. Let e_b and e_p denote the bit error pattern and phase error pattern within a group. The linear hashing matrix H is applied in each group. Subsequently, Alice and Bob engage in two-way classical communication to derive the bit error syndrome s_b = He_b. Based on the error syndrome s_b and the corresponding key rate associated with this syndrome, as derived in Theorem 1 and Theorem 3, they decide whether to discard the group of EPR pairs. Following this decision, information reconciliation and privacy amplification are applied, and the secure keys are obtained.

The hashing details are illustrated in Fig. 11. Alice and Bob utilize CNOT gates within each group based on the (n − k) × n parity check matrix H to operate on the noisy EPR pairs and ancillary qubits. The hashing process is a CRO, allowing the measurement to be shifted forward and rendering the preprocessing classical.

It is worth noting that the ancillary qubits can be selected as either ∣ψ_{00}⟩ or ∣00⟩, representing whether Alice and Bob opt to encrypt their messages using OTP during the two-way communication step. As detailed in Sec. II C, OTP encryption decouples the phase error rate. Surprisingly, the OTP step proves unnecessary, and the key rate is higher when Alice and Bob refrain from encrypting their messages, as proved in Lemma 4.

In the original B step, hashing is performed between data qubits, as shown in Fig. 9. Our framework utilizes additional ancillary qubits to carry the hashing value. It turns out that in-place hashing yields the same key rate as using additional ancillary qubits without OTP encryption. We compare these two methods in Appendix A.

Our QKD advantage distillation framework is summarized as follows.

Hashing n n

⋮

ancilla ancilla noisy EPR CROCROCRO ancilla

IRPA discard some EPRs

FIG. 10. The advantage distillation framework based on classical linear code. Firstly, Alice and Bob divided the noisy EPR pairs into groups, each containing n EPR pairs. They then apply the parity matrix of the classical linear code to each group, extracting the parity information. Then, they engage in two-way classical communication to derive the bit error syndrome(contained in the blue box titled “Hashing”). Based on the error syndrome, they decide whether to discard this group. Then, they proceed to information reconciliation and privacy amplification to obtain the secure key.

Hashing n−k noisy EPR discard or not?

ancilla ∣ψ00⟩ or ∣00⟩ bit error syndrome s_b → Hashingraw keydiscard or not?

use OTP or not bit error syndrome s_b

FIG. 11. Preprocessing of raw keys using classical linear code. Left: Alice and Bob employ CNOT gates from noisy EPR pairs to ancillary qubits within each group based on the (n − k) × n parity check matrix H. Following the measurements of ancillary qubits and two-way communication (not depicted), they obtain the bit error syndrome s_b. The decision to discard the group is based on the key rate associated with this bit error syndrome. Right: As the hashing process is a CRO, the measurement can be shifted forward, rendering the entire process classical. The choice of ancillary qubits, either ∣ψ00⟩ or ∣00⟩, corresponds to the use of OTP encryption or not, respectively.

Box 1: Advantage distillation based on classical linear code

Input:

1. Nn raw keys.

2. BB84 protocol: bit error δ_b, phase error δ_p.

Six-state protocol: Bell-diagonal terms p_{00}, p_{01}, p_{10}, p_{11}.

Advantage distillation:

1. Alice and Bob choose a [n k d] code, with parity check matrix H and generator matrix G.

2. Alice and Bob divide Nn raw keys by n keys in a group.

3. Alice and Bob implement the same hash operation H to raw keys in each group.

4. Alice and Bob compare their results via two-way communication to deduce bit error syndrome s^j_b for each group. They can choose whether to perform OTP encryption.

5. For each bit error syndrome s^j_b, Alice and Bob keep this group if the key rate r^j corresponding to error syndrome s^j_b satisfying r^j > 0. Otherwise, they discard the group. The key rate formula for r^j is given in Sec. IV.

6. Alice and Bob proceed to information reconciliation and privacy amplification on the raw keys to obtain secure keys.

IV. KEY RATE FORMULA FOR ADVANTAGE DISTILLATION

Here, we derive the key rate formula for our QKD advantage distillation framework. Firstly, we introduce the notations. For a multiset S which ∑_{x∈S} x = 1, we will use the entropy of this multiset h(S) frequently, which is defined as: h(S) = − ∑_{x∈S} x log x. (14)

Suppose Alice and Bob choose [n k d] code C with parity check H and generator matrix G. Denote the probability of getting bit error syndrome s^j_b as q^j . There are totally 2^{n−k} bit error syndromes. For a specific syndrome, there are 2^k bit error patterns {e^j_{b,i}}_i corresponding to this syndrome. We denote the probability of getting bit error pattern e^j_{b,i} as q^j_i . By definition, we have

q^j =

2^k −1

∑_{i=0} q^j_i . (15)

We classify the phase error patterns according to the dual code C^⊥ of C. That is, two phase errors e^{j′}_{p,i}′ and e^{j′}_{p,k′} corresponding to same syndrome s^{j′}_p if G^T e^{j′}_{p,i}′ = G^T e^{j′}_{p,k′} . There are 2^k phase error syndrome {s^{j′}_p }_j′ and 2^{n−k} phase error patterns {e^{j′}_{p,i}′ }_i′ corresponding to a specific syndrome s^{j′}_p . Define q^{jj′}_i as the probability of getting bit error pattern e^j_{b,i} and phase error syndrome s^{j′}_p , and q^{jj′}_{ii}′ as the probability of getting bit error pattern e^j_{b,i} and phase error pattern e^{j′}_{p,i}′ . Then, by definition, we have

q^j_i =

2^k −1

∑_{j′ =0} q^{jj′}_i ,

q^{jj′}_i =

2^{n−k}−1

∑_{i′=0} q^{jj′}_{ii}′ .

(16)

We list our notations in the following table.

TABLE I. Notation bit error syndrome s^j_b bit error pattern e^j_{b,i} phase error syndrome s^{j′}_p phase error pattern e^{j′}_{p,i′} probability for bit error syndrome s^j_b q^j probability for bit error pattern e^j_{b,i} q^j_i probability for bit error pattern e^j_{b,i} and phase error syndrome s^{j′}_p q^{jj′}_i probability for bit error pattern e^j_{b,i} and phase error pattern e^{j′}_{p,i′} q^{jj′}_{ii′}

A. With OTP encryption

We derive the key rate formula for advantage distillation with OTP encryption in two-way classical communication. Alice and Bob have Nn noisy EPR pairs divided into N groups, each containing n EPR pairs. The initial step involves the application of the parity check matrix H to identify the error syndrome s^j . Subsequently, OTP encryption consumes O secret keys per group, in which

O = n − k. (17)

Following this, Alice and Bob perform one-way error correction to correct the bit error pattern e^j_{b,i}. Based on Lemma 1, the asymptotic secret key consumption is the entropy of bit error patterns conditional on the bit error syndrome s^j , which can be expressed as

I^j_b = h({ q^j_i q^j }_i). (18)

Upon identification of the bit error pattern, the focus shifts to determining the phase error pattern e^{j′}_{p,i}′ . Use Lemma 1 again. This process involves secret key consumption given by the entropy of the phase error pattern based on the bit error pattern, which is

I^j_{p,i} = h({ q^{jj′}_{ii}′ q^j_i }_j′_{,i}′ )

= h({ q^{jj′}_i q^j_i }_j′ ) + ∑_{j′} q^{jj′}_i q^j_i h({ q^{jj′}_{ii}′ q^{jj′}_i }_i′ ),

(19)

where the last equality is derived from the chain rule of the entropy function h. The cumulative consumption in the one-way error correction of syndrome s^j_b is expressed as:

R^j = I^j_b + ∑_i q^j_i q^j I^j_{p,i}

= h({ q^j_i q^j }_i) + ∑_i q^j_i q_j h({ q^{jj′}_{ii}′ q^j_i }_j′_{,i}′ )

= h({ q^{j,j′}_{i,i}′ q^j }_{i,j}′_{,i}′ ).

(20)

The key idea for advantage distillation to increase the key rate and error threshold is as follows: If R^j exceeds n, the corresponding group of keys does not contribute positively to the final secret key, prompting Alice and Bob to discard this group. Conversely, if R^j is less than n, they retain this group and gain n − R^j bits of secure keys. Combining Eq. (17) and Eq. (20), the key rate formula for advantage distillation with OTP encryption is obtained.

Theorem 1 (Key rate formula for advantage distillation with OTP encryption). Suppose Alice and Bob perform two-way post-processing with one-time pad encryption in the advantage distillation framework based on classical linear code. The probabilities of getting bit error syndrome s^j_b, bit error pattern e^j_{b,i}, phase error syndrome s^{j′}_p and phase error pattern e^{j′}_{p,i}′ are given in Table I. Then, the key rate is

r = ∑_j q^j r^j − n − k n ,

r^j = max{1 − 1 n h({ q^{j,j′}_{i,i}′ q^j }_{i,j}′_{,i}′ ), 0}.

(21)

We stress that for the six-state protocol, we can calculate the probability of error patterns based on the bit and phase error rates, thereby determining the key rate r. However, for the BB84 protocol, a free parameter exists. Therefore, minimizing the key rate r across all valid free parameters is necessary.

To enhance the key rate formula outlined in Theorem 1, we can compress the bit error syndrome during two-way communication with OTP encryption, leveraging Lemma 1 once more. This compression reduces the consumption of secret keys to the entropy of bit error syndromes h({q^j }_j ). Such compression enables a more efficient use of OTP, leading to an improved key rate.

Theorem 2 (Key rate formula for advantage distillation with OTP encryption and bit error syndrome hashing). Suppose Alice and Bob perform two-way post-processing with hashing of the tag and one-time pad encryption in the advantage distillation framework based on classical linear code. The probabilities of getting bit error syndrome s^j_b, bit error pattern e^j_{b,i}, phase error syndrome s^{j′}_p and phase error pattern e^{j′}_{p,i}′ are given in Table I. Then, the key rate is

r = ∑_j q^j r^j − h({q^j }_j ) n ,

r^j = max{1 − 1 n h({ q^{j,j′}_{i,i}′ q^j }_{i,j}′_{,i}′ ), 0}.

(22)

In Theorem 1 and Theorem 2, OTP encryption is employed during information reconciliation, consuming secret keys. However, as shown in the next section (Lemma 4), omitting OTP encryption enhances the key rate. Building on this observation, we further enhance the key rate in Theorem 1 with the improvements outlined in Theorem 3.

We remark that another information reconciliation method, involving directly measuring a portion of the qubits, yields a slight improvement over the results obtained from Theorem 2. However, for brevity, we do not present the key rate formula in the main text. A detailed discussion is available in Appendix B.

B. Without OTP encryption

The following section illustrates how omitting OTP encryption enhances the key rate. The key concept involves understanding the impact on the phase error when Alice and Bob refrain from encrypting their message while identifying the bit error syndrome. This is equivalent to utilizing ∣00⟩ as ancillary qubits instead of employing EPR pairs to gather parity information about the noisy EPR pairs. We begin by examining the case where H is the hashing matrix of the [7 4 3] code: H = ⎛ ⎜ ⎝ 1 0 0 1 1 0 1 0 1 0 1 0 1 1 0 0 1 0 1 1 1 ⎞ ⎟ ⎠ . (23)

The process of hashing and measuring the bit error syndrome is depicted in Fig. 12. Here, ∣00⟩ is the ancillary qubit. CNOT gates are applied between data qubits and the ancillary qubits, according to the hashing matrix H. Subsequently, the ancillary qubits are measured to extract parity information. This operation does not affect the bit error pattern. We transform the quantum circuit using Hadamard gates to analyze the effect on the phase error pattern. The equivalent circuit is shown in Fig. 12, where the ancillary qubits become the control qubits of CNOT gates. Each ancillary qubit pair, ∣00⟩, can be treated as an equal superposition of EPR pairs, ∣ψ_{00}⟩ and ∣ψ_{01}⟩. Further, the ancillary qubit pair can be dephased into an equal mixture of ∣ψ_{00}⟩ and ∣ψ_{01}⟩ through local operations and classical communication^∗. If the ancillary qubit pair is in the state ∣ψ_{01}⟩, the CNOT gate will alter the phase error pattern.

Define a bit string a of length n − k with a_i = 1 if the i-th ancillary qubits are ∣ψ_{01}⟩. The bit string a follows a uniform distribution on {0, 1}^{n−k}, . The phase error pattern becomes ẽ_P = e_P + H^T a. This relationship can be easily extended to an arbitrary linear hashing matrix, leading to the following lemma.

Lemma 3. Assuming Alice and Bob hold n noisy EPR pairs with the original phase error pattern denoted as e_p. They perform the same linear hash using an (n − k) × n parity check matrix H between the EPR pairs and ancillary qubits ∣00⟩^{⊗(n−k)}. EPR pairs serve as control qubits, while ancillary qubits act as target qubits. If the ancillary qubits are measured, and the results are publicly announced without OTP encryption, the phase error pattern transforms to:

ẽ_P = e_P + H^T a, (24)

where a is uniformly distributed on {0, 1}^{n−k}.

A direct implication of Eq. (24) is that the ε−probable set of phase error pattern expands by a factor of at most 2^{n−k} times. Combined with Lemma 1, we conclude that conducting bit error correction with OTP encryption is unnecessary and may result in a lower key rate than the scenario without OTP encryption. This observation is summarized in the following lemma.

Lemma 4. Assuming Alice and Bob hold n noisy EPR pairs and perform bit error correction using a (n − k) × n linear hashing matrix H with ancillary qubits ∣00⟩^{⊗(n−k)}, the additional consumption of perfect EPR pairs to correct phase error is less than (n − k) when compared to using ∣ψ_{00}⟩^{⊗(n−k)} as ancillary qubits.

∗ With the same argument, Alice and Bob can also use ∣11⟩ as ancillary qubits. To achieve the dephasing between ∣ψ_{00}⟩ and ∣ψ_{01}⟩, one can think of Alice and Bob randomly use ∣00⟩ and ∣11⟩ as ancillary qubits [26].

noisy EPR pairs

∣0⟩∣0⟩

∣0⟩ =^{noisy}_{EPR pairsH HH HH HH HH H}H H^{H H∣0⟩H H∣0⟩H H∣0⟩H H}_{12 34}

FIG. 12. Analysis of the phase error pattern when ∣00⟩s are employed as ancillary qubits, using the [7 4 3] code as an example. Left: Alice and Bob apply CNOT gates from noisy EPR pairs to ancillary qubits ∣00⟩. After measuring the ancillary qubits and engaging in two-way communication (not depicted), they determine the bit error syndrome for this group. Right: Equivalence of the quantum circuit. 1: The phase error pattern is ep. 2: After the Hadamard transform, the phase error pattern ep transforms into the bit error pattern. 3: The ∣00⟩ ancillary qubit pairs are the control qubits of CNOT gates to the EPR pairs. As discussed in the main text, ∣00⟩ can be treated as an equal mixture of ∣ψ00⟩ and ∣ψ01⟩. The phase error ep is converted to ẽp = ep + H^T a, where a is uniformly random on {0, 1}^{n−k} . 4: The bit error pattern ẽp becomes the phase error pattern.

We now analyze the potential savings achievable in the scheme without OTP encryption through a detailed examination of the change in the phase error pattern. Multiplying G^T on both sides of Eq. (24) and utilizing the fact that HG = G^T H^T = 0, we obtain:

G^T ẽ_p = G^T e_p. (25) This implies that, after two-way post-processing without OTP encryption, the phase error syndrome remains the same, while the probability of obtaining each phase error pattern within the same phase error syndrome becomes equal. Denoting the probability of obtaining bit error pattern e^j_{b,i} and phase error pattern e^{j′}_{p,i}′ in this scenario as q̃^{jj′}_{ii}′ , then:

q̃^{jj′}_{ii}′ = q^{jj′}_i 2^{n−k} . (26)

The consumption of phase error correction becomes Ĩ^j_{p,i} = h({ q̃^{jj} ′ ii^′ q^j_i }_j′_{,i}′ )

= h({q^{jj′}_i }_j′ ) + (n − k).

(27)

The total consumption of groups with error syndrome s^j becomes:

R̃^j = I^j_b + ∑ i q^j_i q_j Ĩ^j_{p,i}

= h({ q^j_i q^j }_i) + ∑_i q^j_i q_j h({ q^{jj′}_i q^j_i }_j′ ) + n − k

= h({ q^{jj′}_i q^j }_j′_{,i}) + n − k.

(28)

Next, Alice and Bob discard the groups whose consumption exceeds the gain. By combining the above, we derive the following key rate formula.

Theorem 3 (Key rate formula for advantage distillation, without OTP encryption). Suppose Alice and Bob perform two-way post-processing without one-time pad encryption in the advantage distillation framework based on classical linear code. The probabilities of getting bit error syndrome s^j , bit error pattern e^j_i , phase error syndrome s^{j′}_P and phase error pattern e^{j′}_{P,i′} are given in Table I. Then, the key rate is

r = ∑_j q^j r^j ,

r^j = max{ k n − 1 n h({ q^{j,j′}_i q^j }_{i,j}′ ), 0}.

(29)

Now we compare Eq. (28) with previous consumption R^j , given in Eq. (20), plus the consumption of OTP, O = n−k. For the group with bit error syndrome s^j , the savings of EPR pairs in this group is

R^j + (n − k) − R̃^j = ∑_{i,j′} q^{jj′}_i q^j_i h({ q^{jj′}_{ii}′ q^{jj′}_i }_i′ ). (30)

This demonstrates that advantage distillation without OTP encryption results in a higher key rate than the scheme with OTP encryption in Theorem 1 [32]. However, there is no rigorous guarantee omitting OTP encryption outperforms Theorem 2.

Lemma 4 can be directly applied to enhance the key rate in Theorem 2. Specifically, if we compress the syndrome but do not perform OTP encryption during two-way classical communication, the key rate formula will outperform Theorem 2. Watanabe et al. [19] have previously shown this scheme based on the [2 1 2] code, deriving the key rate formula using a different method. We compare these approaches in Sec. V B and demonstrate that Theorem 3 can outperform theirs in the high error rate regime. The key rate formula for a general error-correcting code involving error syndrome compression and omitting OTP encryption is left for future work.

C. Adding noise combined with classical linear code

Adding noise has been demonstrated to increase the threshold in QKD protocols [17, 18]. In this approach, Alice deliberately introduces noise to her sifted key. While increasing the key rate in the entanglement-based paradigm may seem challenging, a crucial observation is that a private state is sufficient for secret key generation [30]. By adding noise, Alice reduces the knowledge of Eve about the phase error pattern. Remarkably, it has been demonstrated that Alice and Bob do not need to correct all the phase error patterns, leading to savings in consumption during the phase error correction step [18, 33]. This method has proven effective in simulation results, particularly for large error rates. It can extend the tolerable error rate from 11% to 12.4% for the BB84 protocol and from 12.7% to 14.12% for the six-state protocol [17].

We integrate the adding noise method into the advantage distillation framework. The noise introduced in [17, 18] is i.i.d. for each noisy EPR pair, aligning with the consideration of adding noise for a one-way protocol in both works. However, as the central idea of advantage distillation revolves around identifying the bit error syndrome of each group of EPR pairs and subsequently implementing error correction and privacy amplification, the bit errors of different EPR pairs within a group are correlated. Consequently, introducing i.i.d. noise would alter the bit error syndrome of each group, which may be inappropriate for this scenario. To address this, a natural solution is introducing structured noise to preserve the bit error syndrome for each group. Thus, Alice needs to add noise patterns to the entire group instead of introducing noise to each EPR pair individually. Appendix D presents the detailed method for adding structured noise and subsequent analysis of the key rate based on private state distillation.

V. CASE STUDY

This section applies our advantage distillation framework based on classical linear code to several scenarios. Firstly, we demonstrate that the best-known result for tolerable error rate can be directly derived by combining the [n 1 n] code with Theorem 3. Secondly, we enhance the state-of-the-art key rate in the high error rate regime by utilizing [n 1 n] codes and [m m − 1 2] codes.

FIG. 13. Comparison of the key rate when both OTP and hashing are applied (orange line) with the key rate when OTP is omitted (green line and blue line). The key rate is obtained by considering the best results from [n 1 n] codes and [m m − 1 2] codes, where n and m are less than 9. In the low error rate regime, hashing the syndrome with OTP encryption is more effective. Conversely, the scheme without OTP encryption performs better in the high bit error rate regime. In all regimes, our key rate surpasses the one-way protocol composed of information reconciliation and privacy amplification only.

A. Derive the threshold using [n 1 n] code

We show how our framework offers a systematic approach to determining the tolerable error rate of various QKD protocols. Previously, the Shor-Preskill formula [4] establishes an 11% threshold for the BB84 protocol, which is subsequently improved to 12.7% for the six-state protocol by Lo [34]. Gottesman and Lo further enhance the BB84 protocol to tolerate up to 17.9%, and the six-state protocol to 26.4%, by iteratively applying two-way post-processing in both bit error and phase error correction [15]. Chau elevates the threshold to 20% for BB84 and 27.6% for the six-state protocol through two-way post-processing coupled with an adaptive privacy amplification method [16].

In our framework, the best already known threshold [16] can be achieved through a single round of two-way postprocessing using a [n 1 n] code, as detailed in Appendix C. While the possibility of further improvements remains open, we conjecture that the [n 1 n] code offers the best threshold within our advantage distillation framework based on classical linear code, owing to its maximum code distance. Potential explorations include trying adaptive coding methods in multiple rounds of preprocessing or combining with the adding noise method. These potential enhancements are left for future research.

B. Enhance the key rates using [n 1 n] and [m m − 1 2] codes

In this section, we instantiate our advantage distillation framework using [n 1 n] and [m m − 1 2] codes, where n and m are less than 9. The protocol steps are outlined in Box. 1. The [n 1 n] code is a natural generalization of the B step [15, 27]. Taking the [n 1 n] code as an example, Alice and Bob first divide the raw key bits into groups, each containing n noisy raw key bits. Subsequently, they apply the [n 1 n] code to obtain the bit error syndrome, deciding whether to discard the group based on the key rate of the syndrome provided in Theorem 3. Then, information reconciliation and privacy amplification are performed on the remaining raw key bits.

We compare the key rate when both OTP and hashing are applied (Theorem 2) with the key rate when OTP is omitted (Theorem 3), as illustrated in Fig. 13. The results indicate that hashing the syndrome with OTP encryption is more effective in the low error rate regime. This is reasonable because, in this regime, the entropy of the error syndrome is low, and only a few groups will be discarded. Thus, the advantage of discarding groups is limited. In contrast, the scheme without OTP performs better in the high error rate regime.

Next, we compare our method with previous work. As discussed in Sec. IV B, Lemma 4 can be directly applied to enhance the key rate in Theorem 2. That is, communication without OTP consistently outperforms using OTP. Watanabe et al. [19] combined this approach with a [2 1 2] code to surpass previous results. Our method further enhances the outcomes presented by [19], particularly in the high error rate regime, as illustrated in Fig. 14. It is worth noting that the method in [19] corresponds to a specific scenario in our framework: the [2 1 2] code with syndrome compression and without OTP encryption. Our results suggest that [3 2 2] code and [n 1 n] codes for

FIG. 14. Comparison of the key rate of advantage distillation without OTP (green line and blue line) and the method of the state-of-the-art [19] (yellow dotted line). The key rate is obtained by considering the best results from [n 1 n] codes and [m m − 1 2] codes, where n and m are less than 9. The method in [19] is [2 1 2] code in advantage distillation framework combined with hashing the syndrome and without using OTP. The results demonstrate that [m m − 1 2] code(specifically, [3 2 2] code) and [n 1 n] codes for n ≥ 3 without hashing can improve the key rate of [2 1 2] code in the high error rate regime.

n ≥ 3 without hashing can improve the key rate compared to the [2 1 2] code combined with hashing. We anticipate further improvement in the key rate by compressing the syndrome without OTP, which has the potential to surpass the results of [19] in all error rate regimes by leveraging different error-correcting codes. We leave this for future work.

VI. CONCLUSION AND OUTLOOK

In this study, we have formulated a comprehensive framework for QKD advantage distillation, generalizing previous work and proposing a novel approach based on classical linear code. Our derivations encompass key rate formulas across various scenarios, highlighting that omitting OTP encryption consistently yields a higher key rate than OTP encryption scenarios. The practical application of our framework involves utilizing [n 1 n] codes to derive the tolerable error rate, which aligns with the current state-of-the-art. Additionally, we employ [n 1 n] and [m m − 1 2] codes to systematically enhance the key rate compared to prior findings.

Moreover, we extend our investigation by integrating the adding noise method into our framework, resulting in an augmented key rate formula. This collective effort contributes valuable insights into optimizing QKD protocols and advancing the field.

Our current study opens up numerous avenues for future research. Firstly, while our exploration has focused on some specific codes, there is significant potential to investigate the efficacy of more sophisticated codes. By carefully designing codes, we may enhance threshold values and key rates beyond those achieved by existing protocols. Secondly, opportunities for improvement lie in synergies with additional methods, such as adaptive coding [16]. Thirdly, we envisage enhancing Theorem 2 by considering scenarios where OTP encryption is not utilized, refining our understanding of key rates under varied conditions. Moreover, devising the advantage distillation framework with finite-size analysis is crucial for practical implementation and warrants further investigation.

By enhancing the performance of QKD through advantage distillation protocols, we anticipate advancing both the practicality and security of QKD systems, thereby fostering their increased adoption in real-world applications.

ACKNOWLEDGMENTS

The authors acknowledge Yizhi Huang, Pei Zeng, and Xingjian Zhang for their helpful discussions. This work was supported by the National Natural Science Foundation of China Grants No. 12174216 and the Innovation Program for Quantum Science and Technology Grant No. 2021ZD0300804 and No. 2021ZD0300702.

Appendix A: Key rate formula for in-place hashing

In the original two-way classical post-processing, hashing is performed without ancilla qubits, constituting an inplace hashing method(see Fig. 9). Conversely, linear hashing is performed with ancillary qubits in our advantage distillation framework based on classical linear code. It is natural to ask whether this in-place hashing yields a higher key rate. Here, we derive the key rate formula for in-place hashing and demonstrate that both methods produce the same key rate without OTP encryption.

For convenience, we assume the parity check matrix H and generator matrix G are in the following canonical form:

H = [A I_{n−k} ] ,

G = [ I_k A] , (A1)

where A is a (n − k) × k matrix. Suppose the bit error pattern is e_b and the phase error pattern is e_p. We write e_b and e_p as the concatenation of two string of length k and n − k: e_b = (e_{b,1}, e_{b,2}), e_p = (e_{p,1}, e_{p,2}). (A2)

Then, the bit error syndrome and phase error syndrome can be expressed as: s_b = Ae_{b,1} + e_{b,2}, s_p = e_{p,1} + A^T e_{p,2}.

(A3)

Upon knowing s_b, there is a one-to-one correspondence between e_b and e_{b,1}. Therefore, the consumption of identifying bit error pattern e_{b,1} for the previous k qubits is the same as identifying e_b, which is given in Eq. (18).

Next, we delve into the consumption of phase error correction. According to Eq. (24), the phase error pattern of previous k qubits is affected by the phase error pattern of later n − k qubits by

ẽ_{p,1} = e_{p,1} + A^T e_{p,2}. (A4)

Comparing with Eq. (A3), we have ẽ_{p,1} = s_p. Consequently, the consumption of phase error correction aligns precisely with identifying the phase error syndrome:

I^j_{p,i} = h({ q^{jj′}_i q^j_i }_j′ ). (A5)

Combining the consumption of bit and phase error correction, we derive the consumption for the groups with bit error syndrome s^j :

R^j = h({ q^j_i q^j }_i) + ∑_i q^j_i q^j h({ q^{jj′}_i q^j_i }_j′ )

= h({ q^{jj′}_i q^j }_{i,j}′ ). (A6)

Considering the probability of each bit error syndrome, we get the key rate formula for in-place hashing:

r = ∑_j q^j r^j ,

r^j = max( k n − 1 n h({ q^{jj′}_i q^j }_{i,j}′ ), 0).

(A7)

This formula is the same as the one presented in Theorem 3.

Appendix B: Parity check with OTP

We introduce an alternative parity check method for information reconciliation that consists of several steps. First, Alice and Bob hash their raw keys to obtain parities. Alice then compresses this parity information and securely transmits it to Bob using OTP, enabling the derivation of the bit error syndrome. Based on this syndrome, they proceed with further key distillation steps, which may include disclosing specific bit values and discarding parts of the raw keys. For instance, in the B-step scenario, if the error syndrome is 1, Alice and Bob each reveal one bit value while retaining the remaining bits for subsequent privacy amplification.

In a simplified scenario, we assume that either no raw key bits are announced, or the exact bit-error locations are known after announcement. Although partial key announcements and further reconciliation could be considered, this intermediate case is omitted here for simplicity. We derive the key rate formula for this method and demonstrate a marginal improvement over the approach detailed in Theorem 2.

When OTP encryption is applied, the phase error in each qubit is independent. The conditional probability of a phase error, based on whether a bit error occurs, is

δ_{p0} = q_{01} q_{01} + q_{00} , δ_{p1} = q_{11} q_{10} + q_{11} . (B1)

The analysis of the error patterns and syndromes aligns with Appendix A. Recall from Eq. (A2) that the bit error pattern is denoted as e^j_{b,i} = (e_{b,1}, e_{b,2})^j_i . Alice and Bob correct bit errors by measuring the first k qubits and announcing the results to obtain e_{b,1}, from which we can deduce e_b, given the one-to-one correspondence between e_b and e_{b,1} upon knowing s_b. The raw key consumption in this announcement is given by

Ĩ^j_b = k n . (B2)

Upon knowing the bit error pattern e^j_{b,i}, Alice and Bob can determine the phase-error probability in each qubit. They can then correct the phase errors using Lemma 1. Denote l^j_i = ∣e_{b,2}∣, then the phase error consumption is given by Ĩ^j_{p,i} = n − k − l^{ji} n h(δ_{p0}) + l^j_i n h(δ_{p1}). (B3)

and the key rate for bit error syndrome s^j_b is given by

r^j = max(1 − Ĩ^j_b − ∑_i q^j_i q^j Ĩ^j_{p,i}, 0)

= max( n − k n − ∑_i q^j_i q^j Ĩ^j_{p,i}, 0). (B4)

Combining Theorem 2, the key rate is obtained by

r = ∑_j q^j r^j − h({q^j }_j ) n ,

r^j = max{1 − 1 n h({ q^{j,j′}_{i,i}′ q^j }_{i,j}′_{,i}′ ), n − k n − ∑_i q^j_i q^j Ĩ^j_{p,i}, 0}. (B5)

This key rate formula offers a slight improvement over Theorem 2 [19, 27], though it does not surpass the results without OTP.

Appendix C: Tolerable error rate for the [n, 1, n] code

In Sec. V A, we discuss previous results on the tolerable error rate for BB84 and the six-state protocol. Here, we show how to derive these results using our framework combined with [n 1 n] code. For simplicity, we consider the symmetric case. In BB84, the bit error rate equals the phase error rate, i.e., δ_b = δ_p = q, and ρ = diag(1−2q +q_{11}, q −q_{11}, q −q_{11}, q_{11}) with the free parameter q_{11}. For the six-state protocol, ρ = (1 −^{3q}_2 ,^q_2 ,^q_2 ,^q_2 ). The conditional probability of a phase error, based on whether a bit error occurs, is given by Eq. (B1).

According to Theorem 3, if a bit error syndrome e^j satisfies r^j > 0, then a positive key rate is achieved. For [n 1 n] code, G = (1, 1, ⋯, 1)^T . We consider the bit error syndrome s^0 = (0, 0, ⋯, 0) of length n − 1. The bit error patterns corresponding to this syndrome are

e^0 = (0, 0, ⋯, 0), e^0_1 = (1, 1, ⋯, 1).

(C1)

and the probabilities for each bit error pattern are

q^0 = (1 − q)^n, q^0_1 = q^n.

(C2)

There are only two phase error syndromes, one corresponds to phase error patterns with odd parity, and the other corresponds to patterns with even parity. We calculate the probability for the even parity:

q^{00}_0 q^0 = ∑ r is even,0≤r≤n r ∑_{l=0} ( k l )( n − k r − l )δ^l_{p1}(1 − δ_{p1})^{k−l}δ^{r−l}_{p0} (1 − δ_{p0})^{n−k−r+l} = n ∑_{r=0} r ∑_{l=0}

1 + (−1)^r 2 ( k l )( n − k r − l )δ^l_{p,1}(1 − δ_{p,1})^{k−l}δ^{r−l}_{p,0} (1 − δ_{p,0})^{n−k−r+l} = 1 + (1 − 2δ_{p0})^n 2 . (C3)

The last equality uses the fact that (1 + x)^m = ∑^m_{i=0} (^m_i )x^i. Similarly, we have

q^{00}_1 q^0_1 = 1 + (1 − 2δ_{p1})^n 2 . (C4)

From Theorem 3, we have

R^0 = nr^0

= 1 − h( q^n (1 − q)^n + q^n ) − (1 − q)^n (1 − q)^n + q^n h( 1 + (1 − 2δ_{p0})^n 2 ) − q^n (1 − q)^n + q^n h( 1 + (1 − 2δ_{p1})^n 2 ) ≥ 1 − h( q^n (1 − q)^n + q^n

) − h( 1 2 + (1 − 3q + 2q_{11})^n + ∣q − 2q_{11}∣^n 2((1 − q)^n + q^n) ), (C5)

where h(x) = −x log x−(1−x) log(1 − x). The last equation is from the concavity of h and the fact that for the positive secret key, we must have q <^1_3 .

For the BB84 protocol, the lower bound of R^0 can be attained by setting the free parameter q_{11} to zero, which minimizes the right-hand side of Eq. (C5) from basic calculus. Thus,

R^0 ≥ 1 − h( q^n (1 − q)^n + q^n

) − h( 1 2 + (1 − 3q)^n + q^n 2((1 − q)^n + q^n) ) = 1 − h( x^n 1 + x^n

) − h( 1 2 + x^n + (1 − 2x)^n 2(1 + x^n) ), (C6)

where x =^q_{1−q} . We have: h( x^n 1 + x^n

) = log(1 + x^n) − nx^n 1 + x^n log x = 1 ln 2 x^n − nx^n 1 + x^n log x + O(x^{2n}), h( 1 2 + x^n + (1 − 2x)^n 2(1 + x^n)

) = 1 − 2 ln 2 ( x^n + (1 − 2x)^n 2(1 + x^n)

)^2 + O((1 − 2x)^{3n}).

(C7)

The first equation comes from direct calculation, and the second expands h(x) at x =^1_2 . Thus,

R^0 = 2 ln 2 ( x^n + (1 − 2x)^n 2(x^n + 1)

)^2 − 1 ln 2 x^n + nx^n 1 + x^n log x + O(x^{2n} + (1 − 2x)^{3n}). (C8)

When (1 − 2x)^2 > x, the net gain of key R^0 becomes positive for sufficiently large n. This condition corresponds to x <^1_4 or equivalently q <^1_5 . Therefore, the error rate threshold for the BB84 protocol in this scheme is 20% For the six-state protocol, q_{11} =^q_2 . From Eq. (C5), we have

R^0 ≥ 1 − h( q^n (1 − q)^n + q^n

) − h( 1 2 + (1 − 2q)^n 2((1 − q)^n + q^n) ) = 1 − h( x^n 1 + x^n

) − h( 1 2 + (1 − x)^n 2(1 + x^n) ). (C9)

And we expand h at^1_2 : h( 1 2 + (1 − x)^n 2(1 + x^n)

) = 1 − 2 ln 2 ( (1 − x)^n 2(1 + x^n)

)^2 + O((1 − x)^{3n}). (C10)

Similarly as in Eq. (C8), when (1 − x)^2 > x, R^0 > 0 for sufficiently large n. This condition corresponds to x <^{3−√5}_2 or equivalently q <^{3−√5}_{5−}√_5 ≈ 27.6%. Thus, the six-state protocol has an error rate threshold of 27.6% in this scheme.

Appendix D: Key rate formula for adding noise

Here, we derive the key rate formula for adding noise in the advantage distillation framework. After Alice and Bob identify the bit error syndrome s^j with OTP encryption, we purify the noisy EPR pairs in this group as

∑_{i,j′ ,i′} � � q^{jj′}_{ii′} q^j I⊗ X^{eji}_B Z^e j′ i′ B ∣ψ^{⊗n}_{00} ⟩_{AB} ∣e^j_i e^{j′}_{i′} ⟩_E , (D1)

where the notation is given in Table I. As mentioned in Sec. II C, Alice adds noise under the constraint that won’t affect the bit error syndrome. Recall that s^j = He^j_i and HG = 0. Thus, the bit error pattern after adding noise should be in the form of

ẽ^j_i = e^j_i + Gf, f ∈ {0, 1}^k. (D2)

Alice independently samples each bit of f with a probability p of being 1. The probability of sampling each f is p_f = p^{∣f ∣}(1 − p)^{k−∣f ∣}. Alice applies a bit flip X_i if (Gf)_i = 1. After adding noise, the state becomes:

∑ j,j^′ ,i^′,f � � q^{jj′}_{ii′} q^j p_f X^{Gf}_A ⊗ X^{eji}_B Z^e j′ i′ B ∣ψ^{⊗n}_{00} ⟩_{AB} ∣f⟩_A′ ∣e^j_i e^{j′}_{i′} ⟩_E

= ∑_{j,j′ ,i′,f} � � q^{jj′}_{ii′} q^j p_f I⊗ X^{eji}_B Z^{ej} ′ i′ B X^{Gf}_B ∣ψ^{⊗n}_{00} ⟩_{AB} ∣f⟩_A′ ∣e^j_i e^{j′}_{i′} ⟩_E

= ∑_{j,j′ ,i′,f} � � q^{jj′}_{ii′} q^j p_f I⊗ X^{eji +Gf}_B Z^e j′ i′ B ∣ψ^{⊗n}_{00} ⟩_{AB} Z^{GT ej′}i^′ ∣f⟩_A′ ∣e^j_i e^{j′}_{i′} ⟩_E

= ∑_{j,j′ ,i′,f} � � q^{jj′}_{ii′} q^j p_f I⊗ X^{eji +Gf}_B Z^e j′ i′ B ∣ψ^{⊗n}_{00} ⟩_{AB} Z^{sj′} ∣f⟩_A′ ∣e^j_i e^{j′}_{i′} ⟩_E .

(D3)

The first equality comes from X ⊗ X ∣ψ_{00}⟩ = ∣ψ_{00}⟩. The second equality comes from commuting Z^e j′ i′ B and X^{Gf}_B produce (−1)^{(ej′}i^{′ )T Gf} , and this is equivalent to apply Z^{GT ej′}i^′ on ∣f⟩. The third equality comes from G^T e^{j′}_i′ = s^{j′} .

The consumption of bit error correction will change due to the change of the distribution on error pattern e^j_i . Denote i_f as the index such that e^j_{if} = e^j_i + Gf. The probability of getting ẽ^j_i is

q̃^j_i = ∑_f p_f q^j_{if} . (D4)

The consumption of bit error correction becomes

Ĩ^j_e = h({ q̃^{ji} q^j }_i). (D5)

Now, define ∣ψ⟩ = √ (1 − p) ∣0⟩ + √ p ∣1⟩ and ∣ψ^{j′} ⟩ = Z^{sj′} ∣ψ⟩^{⊗n}. After bit error correction, the state becomes

∑ j,j^′ ,i^′,f � � q^{jj′}_{ii′} q^j p_f I⊗ Z^{ej} ′ i′ B ∣ψ^{⊗n}_{00} ⟩_{AB} Z^{sj′} ∣f⟩_A′ ∣e^j_i + Gf⟩_{B′} ∣e^j_i e^{j′}_{i′} ⟩_E

=C_A′_{,B}′ ∑_{j,j′ ,i′,f} � � q^{jj′}_{ii′} q^j p_f I⊗ Z^e j′ i′ B ∣ψ^{⊗n}_{00} ⟩_{AB} Z^{sj′} ∣f⟩_A′ ∣e^j_i ⟩_{B′} ∣e^j_i e^{j′}_{i′} ⟩_E

=C_A′_{,B}′ ∑_{j,j′ ,i′} � � q^{jj′}_{ii′} q^j I⊗ Z^e j′ i′ B ∣ψ^{⊗n}_{00} ⟩_{AB} Z^{sj′} ∣ψ⟩^{⊗n}_A′ ∣e^j_i ⟩_{B′} ∣e^j_i e^{j′}_{i′} ⟩_E

=C_A′_{,B}′ ∑_{j,j′ ,i′} � � q^{jj′}_{ii′} q^j Z^e j′ i′ A ⊗ I∣ψ^{⊗n}_{00} ⟩_{AB} ∣ψ^{j′} ⟩_{A′} ∣e^j_i ⟩_{B′} ∣e^j_i e^{j′}_i′ ⟩_E ,

(D6)

in which C_A′_B′ ∣f⟩_A′ ∣e^j_i ⟩_{B′} = ∣f⟩_A′ ∣e^j_i + Gf⟩_{B′} .

Here comes the key observation of adding noise: If Alice corrects Z^{ej′}i^′ , then the state on subsystem ABA^′B^′ takes the form C_A′_B′ [ψ^{⊗n}_{00} ⊗ ρ_A′_B′ ]C^T_A′_B′ , (D7)

which is a private state that can generate secure keys [30]. Alice holds ∣ψ^{j′} ⟩ which contains information of s^{j′} . Thus, she can save on the consumption of phase error correction. If this saving surpasses the consumption of the increment in bit error correction, then adding noise can increase the key rate [18].

Now, we consider the consumption of phase error correction. After identifying e^j_i , we must identify phase error pattern e^{j′}_i′ . In fact, with the help of ∣ψ^{j′} ⟩, the saving is h(σ^j_i ) [18, 33], in which

σ^j_i = ∑_{j′} q^{jj′}_i q^j_i ψ^{j′} . (D8)

Thus, the phase error consumption is I^j_{p,i} = h({ q^{j,j′}_{i,i}′ q^j_i }_j′_{,i}′ ) − h(σ^j_i ). (D9)

According to Eq. (27), if OTP is not performed in the two-way communication step, the consumption is Ĩ^j_{p,i} = n − k + h({ q^{j,j} ′ i q^j_i }_j′ ) − h(σ^j_i ). (D10)

Thus, the key rate formula for the groups with bit error syndrome s^j is

r^j = max(1 − 1 n h({ q̃^j_i q^j }_i) − 1 n ∑_i q^j_i q^j [h({ q^{j,j′}_{i,i}′ q^j_i }_j′_{,i}′ ) − h(σ^j_i )], 0) − n − k n (with OTP),

r^j = max( k n − 1 n h({ q̃^j_i q^j_i }) − 1 n ∑_i q^j_i q^j [h({ q^{j,j′}_i q^j_i }_j′ ) − h(σ^j_i )], 0) (without OTP).

(D11)

Note that the key rate of the scheme without OTP is always higher than with OTP. The final key rate is

r = ∑_j q^j r^j . (D12)

[1] C. H. Bennett and G. Brassard, in Proceedings of the IEEE International Conference on Computers, Systems and Signal Processing (IEEE Press, New York, 1984) pp. 175–179.

[2] A. K. Ekert, Phys. Rev. Lett. 67, 661 (1991).

[3] H.-K. Lo and H. F. Chau, Science 283, 2050 (1999), https://www.science.org/doi/pdf/10.1126/science.283.5410.2050. [4] P. W. Shor and J. Preskill, Phys. Rev. Lett. 85, 441 (2000).

[5] F. Xu, X. Ma, Q. Zhang, H.-K. Lo, and J.-W. Pan, Rev. Mod. Phys. 92, 025002 (2020).

[6] S.-K. Liao, W.-Q. Cai, W.-Y. Liu, L. Zhang, Y. Li, J.-G. Ren, J. Yin, Q. Shen, Y. Cao, Z.-P. Li, F.-Z. Li, X.-W. Chen, L.-H. Sun, J.-J. Jia, J.-C. Wu, X.-J. Jiang, J.-F. Wang, Y.-M. Huang, Q. Wang, Y.-L. Zhou, L. Deng, T. Xi, L. Ma, T. Hu, Q. Zhang, Y.-A. Chen, N.-L. Liu, X.-B. Wang, Z.-C. Zhu, C.-Y. Lu, R. Shu, C.-Z. Peng, J.-Y. Wang, and J.-W. Pan, Nature 549, 43–47 (2017).

[7] S.-K. Liao, W.-Q. Cai, J. Handsteiner, B. Liu, J. Yin, L. Zhang, D. Rauch, M. Fink, J.-G. Ren, W.-Y. Liu, Y. Li, Q. Shen, Y. Cao, F.-Z. Li, J.-F. Wang, Y.-M. Huang, L. Deng, T. Xi, L. Ma, T. Hu, L. Li, N.-L. Liu, F. Koidl, P. Wang, Y.-A. Chen, X.-B. Wang, M. Steindorfer, G. Kirchner, C.-Y. Lu, R. Shu, R. Ursin, T. Scheidl, C.-Z. Peng, J.-Y. Wang, A. Zeilinger, and J.-W. Pan, Phys. Rev. Lett. 120, 030501 (2018).

[8] Y.-A. Chen, Q. Zhang, T.-Y. Chen, W.-Q. Cai, S.-K. Liao, J. Zhang, K. Chen, J. Yin, J.-G. Ren, Z. Chen, et al., Nature 589, 214 (2021).

[9] T.-Y. Chen, X. Jiang, S.-B. Tang, L. Zhou, X. Yuan, H. Zhou, J. Wang, Y. Liu, L.-K. Chen, W.-Y. Liu, H.-F. Zhang, K. Cui, H. Liang, X.-G. Li, Y. Mao, L.-J. Wang, S.-B. Feng, Q. Chen, Q. Zhang, L. Li, N.-L. Liu, C.-Z. Peng, X. Ma, Y. Zhao, and J.-W. Pan, npj Quantum Information 7, 134 (2021).

[10] M. Peev, C. Pacher, R. Alléaume, C. Barreiro, J. Bouda, W. Boxleitner, T. Debuisschert, E. Diamanti, M. Dianati, J. F.

Dynes, S. Fasel, S. Fossier, M. Fürst, J.-D. Gautier, O. Gay, N. Gisin, P. Grangier, A. Happe, Y. Hasani, M. Hentschel, H. Hübel, G. Humer, T. Länger, M. Legré, R. Lieger, J. Lodewyck, T. Lorünser, N. Lütkenhaus, A. Marhold, T. Matyus, O. Maurhart, L. Monat, S. Nauerth, J.-B. Page, A. Poppe, E. Querasser, G. Ribordy, S. Robyr, L. Salvail, A. W. Sharpe, A. J. Shields, D. Stucki, M. Suda, C. Tamas, T. Themel, R. T. Thew, Y. Thoma, A. Treiber, P. Trinkler, R. Tualle- Brouri, F. Vannel, N. Walenta, H. Weier, H. Weinfurter, I. Wimberger, Z. L. Yuan, H. Zbinden, and A. Zeilinger, New Journal of Physics 11, 075001 (2009).

[11] M. Sasaki, M. Fujiwara, H. Ishizuka, W. Klaus, K. Wakui, M. Takeoka, S. Miki, T. Yamashita, Z. Wang, A. Tanaka, K. Yoshino, Y. Nambu, S. Takahashi, A. Tajima, A. Tomita, T. Domeki, T. Hasegawa, Y. Sakai, H. Kobayashi, T. Asai, K. Shimizu, T. Tokura, T. Tsurumaru, M. Matsui, T. Honjo, K. Tamaki, H. Takesue, Y. Tokura, J. F. Dynes, A. R. Dixon, A. W. Sharpe, Z. L. Yuan, A. J. Shields, S. Uchikoga, M. Legré, S. Robyr, P. Trinkler, L. Monat, J.-B. Page, G. Ribordy, A. Poppe, A. Allacher, O. Maurhart, T. Länger, M. Peev, and A. Zeilinger, Optics Express 19, 10387 (2011).

[12] M. Razavi, IEEE Transactions on Communications 60, 3071 (2012).

[13] M. Koashi, “Simple security proof of quantum key distribution via uncertainty principle,” (2005), arXiv:quant-ph/0505108 [quant-ph].

[14] I. Devetak and A. Winter, Proceedings of the Royal Society A: Mathematical, Physical and Engineering Sciences 461, 207–235 (2005). [15] D. Gottesman and Hoi-Kwong Lo, IEEE Transactions on Information Theory 49, 457 (2003). [16] H. F. Chau, Phys. Rev. A 66, 060302 (2002).

[17] B. Kraus, N. Gisin, and R. Renner, Phys. Rev. Lett. 95, 080501 (2005). [18] J. M. Renes and G. Smith, Phys. Rev. Lett. 98, 020502 (2007).

[19] S. Watanabe, R. Matsumoto, T. Uyematsu, and Y. Kawano, Phys. Rev. A 76, 032312 (2007). [20] M. A. Nielsen and I. Chuang, American Journal of Physics 70, 558 (2002), https://doi.org/10.1119/1.1463744. [21] T. M. Cover, Elements of information theory (John Wiley & Sons, 1999). [22] J. Carter and M. N. Wegman, Journal of Computer and System Sciences 18, 143 (1979). [23] M. N. Wegman and J. Carter, Journal of Computer and System Sciences 22, 265 (1981). [24] Y. Huang, X. Zhang, and X. Ma, PRX Quantum 3, 020353 (2022).

[25] C. E. Shannon, Bell System Technical Journal 27, 379 (1948), https://onlinelibrary.wiley.com/doi/pdf/10.1002/j.1538-7305.1948.tb01338.x. [26] C. H. Bennett, D. P. DiVincenzo, J. A. Smolin, and W. K. Wootters, Phys. Rev. A 54, 3824 (1996). [27] X. Ma, C.-H. F. Fung, F. Dupuis, K. Chen, K. Tamaki, and H.-K. Lo, Phys. Rev. A 74, 032330 (2006). [28] H.-K. Lo, New Journal of Physics 5, 36 (2003). [29] G. Liu, X. Zhang, and X. Ma, Quantum 6, 845 (2022).

[30] K. Horodecki, M. Horodecki, P. Horodecki, and J. Oppenheim, Phys. Rev. Lett. 94, 160502 (2005). [31] Some non-linear operations, such as the CCNOT (Fig. 2), are also CROs. Thus, there is a possibility that non-linear codes can be incorporated into our framework to further improve the key rate and the allowable bit error threshold.

[32] Lemma 4 also applies to the information reconciliation step. However, as the information reconciliation corrects the bit error pattern in all locations, the corresponding hashing is global. We conjecture that there is little room for improving the key rate by refraining from using OTP in this step.

[33] P. Hausladen, R. Jozsa, B. Schumacher, M. Westmoreland, and W. K. Wootters, Phys. Rev. A 54, 1869 (1996). [34] H.-K. Lo, Quantum Info. Comput. 1, 81–94 (2001).