arXiv:2405.00423v8 [cs.IT] 2 Jul 2024

α-leakage by Rényi Divergence and Sibson Mutual Information

Ni Ding University of Auckland New Zealand ni.ding@auckland.ac.nz

Mohammad Amin Zarrabian Australian National University Australia mohammad.zarrabian@anu.edu.au

Parastoo Sadeghi University of New South Wales Australia p.sadeghi@unsw.edu.au

Abstract—For f̃(t) = exp (_{α−1} α t ) , this paper proposes a f̃- mean information gain measure. Rényi divergence is shown to be the maximum f̃-mean information gain incurred at each elementary event y of channel output Y and Sibson mutual information is the f̃-mean of this Y -elementary information gain. Both are proposed as α-leakage measures, indicating the most information an adversary can obtain on sensitive data. It is shown that the existing α-leakage by Arimoto mutual information can be expressed as f̃ -mean measures by a scaled probability. Further, Sibson mutual information is interpreted as the maximum f̃- mean information gain over all estimation decisions applied to channel output.

Index Terms—Information gain, α-leakage.

I. INTRODUCTION Information leakage was first proposed in a statistical inference framework [1]. For an adversary observing published data, the information gain, or uncertainty reduction, on sensitive attribute from the prior belief (the side information obtained by the adversary) indicates the quantity of privacy leakage. While mutual information was interpreted as the mean privacy measure in [1], [2], Issa et al. proposed maximal leakage in [3] focusing on the worst-case event that incurs the maximal amount of privacy flow to the adversary. They were later generalized by an α-leakage [4], tunable between average and high-risk events. It was revealed in [5], [4, Theorem 1] that this α-leakage is the same as a Rényi measure called Arimoto mutual information, where the α-order uncertainty is quantified by Rényi entropy [6] and Arimoto conditional entropy [7] respectively for prior and posterior beliefs and the difference measures uncertainty reduction.

While the existing leakages are (essentially) using α-order entropy measures, it is worth noting that Rényi has also defined the α-order relative information in [6], quantifying the expected uncertainty in a probability distribution in addition to another one. It was specifically called α-order information gain in [8], whereas the well-known name is Rényi divergence. The idea is to collect the information gain, the logarithm of Radon-Nikodym derivative (also called relative information [9, eq.(6)]), incurred at each elementary event and get the fmean of them for f(t) = exp((α − 1)t) w.r.t. the frequency of appearance for each elementary event. This naturally suggests Rényi divergence and Sibson mutual information [8], the information radius defined in terms of Rényi divergence, for α-order information leakage measure. However, existing studies [3], [4], [10] only reveal that they upper bound privacy leakage of all sensitive attributes (of channel input) for fixed channel and input distribution.

In this paper, we propose Rényi divergence and Sibson mutual information as the exact α-leakage of a sensitive attribute. We first define a f̃-mean information gain measure, where f̃(t) = exp (_{α−1} α t ) . Viewing the posterior belief as a soft decision chosen by the adversary to estimate sensitive attribute, Rényi divergence is shown to be the maximum f̃- mean information gain incurred at each elementary event y of channel output Y . It is then proposed as Y -elementary αleakage, and the f̃-mean of it is measured by Sibson mutual information. The existing leakages in [3], [4], [10] can be expressed by the proposed α-leakage measures via a scaled probability distribution, by which the leakage upper bound results [4, Ths.1&2], [3, Th.1], [10, Th.1] are straightforward by post-processing property.

A. Notation

Capital and lowercase letters denote random variable (r.v.) and its elementary event or instance, respectively, e.g., x is an instance of X. Calligraphic letters denote sets, e.g., X refers to the alphabet of X. We assume finite countable alphabet. Denote P_X (x) the probability of outcome X = x. For B ⊆ X , P_X (B) = (P_X (x) : x ∈ B) is a probability vector indexed by B. For singleton B = {x}, P_X ({x}) is simplified to P_X (x). The probability mass function P_X (X ) is expressed by notation P_X . The support of probability mass is denoted by supp(P_X ) = {x: P_X (x) > 0}. Each P_X is a vector in the |X |−1-dimensional probability simplex, denoted by △_X . An optimizations over P_X has the constraint set being probability simplex {P_X ∈ R^{|X |}_+ : ∑ x∈X P_X (x) = 1}. The expected value of f(X) w.r.t. probability P_X is denoted by E_{PX} [f(X)] = ∑ x∈X P_X (x)f(x). For the conditional probability P_{Y |X} = (P_{Y |X} (y|x): x ∈ X , y ∈ Y), P_{Y |X=x} = (P_{Y |X} (y|x): y ∈ Y) denotes the probability of Y given the outcome X = x.

II. PRELIMINARIES

Let f(t) = exp((α − 1)t). The f-mean is Z̄ = f^{−1}(E[f(Z)]), also called Kolmogorov-Nagumo average [11], [12]. Alfréd Rényi has defined the α-order relative information in [6] as an f-mean as follows. For two probability distributions P_X , Q_X such that P_X ≪ Q_X , the relative information for any event subset B ⊆ X is^1

D_α(P_X (B)‖Q_X (B))

=^1_{α−1} log ∑ x∈B P_X (x) ∑ x∈B P_X (x) (_{PX (x)} Q_X (x) )_{α−1} (1) =^1_{α−1} log ∑ x∈B P_X (x) ∑ x∈B P_X (x) exp ( (α − 1)D_α(P_X (x)‖Q_X (x)) )

= f^{−1} ( ∑ x∈B P_X (x) ∑ x∈B P_X (x) f ( D_α(P_X (x)‖Q_X (x)) )) ,

where P_X (x)/ ∑ x∈B P_X (x), ∀x ∈ B is a normalized probability for each B. The elementary information gain at each x ∈ X is still obtained by (1) as

D_α(P_X (x)‖Q_X (x)) = log

P_X (x) Q_X (x)

. (2)

Note, elementary information gain is independent of α. It is the logarithm of Radon–Nikodym derivative [9, eq.(6)] and called information lift in [13]–[17]. The well known Rényi divergence expression is the definition (1) for B = X :

D_α(P_X ‖Q_X ) = 1 α − 1 log ∑ x∈X P_X (x) ( P_X (x) Q_X (x) )_{α−1} (3) = f^{−1}(E_{PX} [f ( D_α(P_X (x)‖Q_X (x)) ) ]). This relative information quantifies the expected uncertainty in P_X in addition to Q_X , where the expectation is taken w.r.t. P_X denoting the probability of each outcome X = x. Therefore, D_α(P_X ‖Q_X ) is specifically called α-order information gain in [8].

III. f̃ -MEAN INFORMATION GAIN

The role of P_X in Rényi divergence (3) is two-fold: the probability to be measured, where the multiplicative information gain or the exponential of elementary information gain is raised to order α − 1: exp((α − 1)D_α(P_X (x)‖Q_X (x))) = (P_X (x)/Q_X (x))^{α−1}; the probability that indicates the appearance frequency of each elementary information gain.

Let f̃(t) = exp (_{α−1} α t ) . We propose a new information gain measure as a f̃-mean, where the probability to be measured is different from frequency probability. Assume that we want to quantify the information increase in Φ_X from a reference probability Q_X , where another probability P_X governs how

1The underlying assumption for relative information in [6, pp.553, Sec.3] is that Q refers to the original unconditional distribution of an r.v., while P is the distribution of the same r.v. conditioned on some event. In this case, P is absolutely continuous w.r.t. Q and the Radon–Nikodym derivative^{dP}_{dQ} is well defined. Alfréd Rényi has defined a pair of entropy and relative entropy measures in [6]: α-order uncertainty as f(−t) = exp((1 − α)t)-mean and α-order I-relative information as f(t) = exp((α − 1)t)-mean, later denoted by Rényi entropy H_α(·) and Rényi divergence D_α(·‖·), respectively.

often the relative information appears at each elementary event x. For each B ⊆ X , the f̃-mean information gain is

D̃_α(Φ_X (B)‖Q_X (B)|P_X (B))

=^α_{α−1} log ∑ x∈B P_X (x) ∑ x∈B P_X (x)

(_{ΦX (x)}

Q_X (x) ) α−1_α (4) =^α_{α−1} log ∑ x∈B P_X (x) ∑ x∈B P_X (x) exp (_{α−1} α D̃_α(Φ_X (x)‖Q_X (x)))

= f̃^{−1} ( ∑ x∈B P_X (x) ∑ x∈B P_X (x)

f̃(D̃_α(Φ_X (x)‖Q_X (x))) ) ,

where the elementary information gain D̃_α(Φ_X (x)‖Q_X (x)) = log^{ΦX (x)}

Q_X (x) equals (2).

2 For B = X , we have

D̃_α(Φ_X ‖Q_X |P_X ) = α α−1 log ∑ x∈X P_X (x) (_{ΦX (x)}

Q_X (x) ) α−1_α α ∈ (0, 1) ∪ (1, ∞), log min_{x∈supp(PX )}^{ΦX (x)}_{QX (x)} α = 0, ∑ x∈supp(P_X ) PX (x) log

Φ_X (x) Q_X (x) α = 1, log ∑ x∈X P_X (x)^{ΦX (x)}_{QX (x)} α = ∞. We show in Proposition 1 below that for given reference probability Q_X and frequency probability P_X , the maximum f̃-mean information gain is attained at Rényi divergence. This proposition will be used to derive the main result Theorem 1 in Section IV.

Proposition 1: For all α ∈ [0, ∞),

D_α(P_X ‖Q_X ) = max_{ΦX} D̃_α ( Φ_X ‖Q_X |P_X ) (5)

with the maximizer Φ^∗_X (x) =^{P αX (x)/Qα−1X (x)} ∑ x P^α_X (x)/Q^{α−1}_X (x) for all x.

Proof: For α ∈ (1, ∞),^{α−1}_α ∈ (0, 1); for α ∈ (0, 1), α−1 α ∈ (−∞, 0). Then,

max_{ΦX} D̃_α ( Φ_X ‖Q_X |P_X )

= max_{ΦX} log ( ∑ x∈X P_X (x)

( Φ_X (x) Q_X (x) ) α−1_α )^α_{α−1}

= log ( max_{ΦX} ∑ x∈X P_X (x)

(_{ΦX (x)}

Q_X (x) ) α−1_α ) α_{α−1} α ∈ (1, ∞), log ( min_{ΦX} ∑ x∈X P_X (x)

(_{ΦX (x)}

Q_X (x) )_− 1−α_α ) α_{α−1} α ∈ (0, 1).

2The elementary measure is always independent of α. This is because for deterministic Z, the f-mean Z̄ = f^{−1}(E[f(Z)]) = Z is independent of f. We keep the subscript α in elementary measures D_α(P_X (x)‖Q_X (x)) and D̃_α(Φ_X (x)‖Q_X (x)) only to show that they can be obtained by the prototype definitions (1) and (4), respectively.

In both cases, the optimization is convex programming with the solution being Φ^∗_X . At extended orders,

max_{ΦX} D̃_0 ( Φ_X ‖Q_X |P_X ) = max_{ΦX} log min

x∈supp(P_X )

Φ_X (x) Q_X (x) = D_0(P_X ‖Q_X ),

max_{ΦX} D̃_1 ( Φ_X ‖Q_X |P_X ) = max_{ΦX} ∑ x∈supp(P_X )

P_X (x) log

Φ_X (x) Q_X (x)

= D_1(P_X ‖Q_X ),

max_{ΦX} D̃_∞ ( Φ_X ‖Q_X |P_X ) = max_{ΦX} log ∑ x∈X P_X (x)

Φ_X (x) Q_X (x)

= max_{x∈X} log

P_X (x) Q_X (x)

= D_∞(P_X ‖Q_X ),

with the maximizers Φ^∗_X = Q_X for α = 0, Φ^∗_X = P_X for α = 1 and Φ^∗_X (x) = 1/| arg max_x^{PX (x)}_{QX (x)} | if x ∈ arg max_x^{PX (x)}_{QX (x)} and 0 otherwise for α → ∞.

IV. α-LEAKAGE: MAXIMUM INFORMATION GAIN

Information leakage is defined as an estimation problem as follows [1], [3], [4], [10]. Given a privacy-preserving channel P_{Y |X} , an input X will induce a channel output Y that is accessible to all users, including malicious ones. An adversary can obtain an estimation of X, denoted by X̂, by applying a soft decision P_{X̂|Y} to Y . This induces a

Markov chain X − Y − X̂. For P_X being the adversary’s prior belief, information gain is measurable for each decision or posterior belief P_{X̂|Y} . The adversary will seek the optimal decision P^∗_{X̂|Y} that maximizes the information gain, where the maximum indicates the worst-case amount of information on X that is leaked to the adversary and is defined as information leakage.

For each P_X and P_{Y |X} , the Sibson mutual information [8]

I^S_α(P_X , P_{Y |X} ) = α α − 1 log ∑ y∈Y ( ∑ x∈X P_X (x)P^α_{Y |X} (y|x) ) 1_α

is the information radius of f-mean Rényi divergence.^3 The following theorem shows that the Rényi divergence is the maximum f̃-mean information gain incurred at each channel output y ∈ Y. We call it Y -elementary information leakage. Sibson mutual information is then interpreted as the f̃-mean of this Y -elementary information leakage.

Theorem 1: For all α ∈ [0, ∞),

D_α(P_{X|Y =y}‖P_X )

= max P_{X̂|Y =y} D̃_α(P_{X̂|Y =y}‖P_X |P_{X|Y =y}), ∀y ∈ Y, (6) I^S_α(P_X , P_{Y |X} )

= max_{PX̂|Y} D̃_α ( P_{X̂|Y =y}‖P_X |P_{Y |X} ⊗ P_X ) , (7)

3Information radius, as defined in [8, Sec. 2], is a probability distribution that minimizes f-mean Rényi divergence from a given set of probabilities.

with the maximizer P^∗_{X̂|Y} (x|y) = P^α_{X|Y} (x|y)/P^{α−1}_X (x) ∑ x P^α_{X|Y} (x|y)/P^{α−1}_X (x) for all (x, y) ∈ X × Y. In (7), P_{Y |X} ⊗ P_X (x, y) = (P_{Y |X} (y|x)P_X (x): (x, y) ∈ X × Y). Proof: Equation (6) is a direct result of Proposition 1.

For Sibson mutual information,

I^S_α(X; Y )

=^α_{α−1} log E_{PY} [ exp (_{α−1} α D_α(P_{X|Y =y}‖P_X ) )] (8) =^α_{α−1} log E_{PY} [ exp (_{α−1} α max P_{X̂|Y =y} D̃_α(P_{X̂|Y =y}‖P_X |P_{X|Y =y}))] = max_{PX̂|Y}^α_{α−1} log E_{PY} [ exp (_{α−1} α D̃_α(P_{X̂|Y =y}‖P_X |P_{X|Y =y}))] (9) = max_{PX̂|Y}^α_{α−1} log ∑ x,y P_{Y |X} (y|x)P_X (x) (_{PX̂|Y (x|y)} P_X (x) ) α−1_α (10)

where P_Y is the channel output probability such that P_Y (y) = ∑ x∈X P_{Y |X} (y|x)P_X (x), ∀y ∈ Y. The maximand in (9) is a f̃-mean of Y -elementary D_α(P_{X|Y =y}‖P_X ); the maximand in (10) is a f̃-mean of XY -elementary information gain D_α(P_{X|Y} (y|x)‖P_X (x)) given the frequency probability P_{Y |X} ⊗ P_X , which is denoted by D̃_α ( P_{X̂|Y =y}‖P_X |P_{Y |X} ⊗ P_X ) . The maximizer of (10) is P^∗_{X̂|Y} by Proposition 1.

A. Existing α-Leakage

The information-theoretic privacy leakages in [3], [4], [10] are actually defined based on Markov chain U − X − Y − Û, where U is a sensitive attribute of input data X and the adversary want to gain information on U. In this case, simply substituting U to X in (6) and (7), we have the information leakage measures from U to Y . They are upper bounded by the leakages from X to Y .

Corollary 1: Assume Markov chain U − X − Y − Û. For all α ∈ [0, ∞),^4

sup_{PU} D_α(P_{U|Y =y}‖P_U ) = D_α(P_{X|Y =y}‖P_X ), ∀y ∈ Y, (11)

sup_{PU} I^S_α(P_U , P_{Y |U} ) = I^S_α(P_X , P_{Y |X} ). (12)

The proof is omitted as Corollary 1 just recites the postprocessing inequality of Rényi divergence and Sibson mutual information [18], [19]. Similar results can be found in [4, Ths.1&2], [3, Th.1], [10, Th.1] for a different notion of αleakage: optimal estimation decision is obtained separately for prior and posterior belief and the difference in the resulting

4The supremum sup_{PU} in Section IV-A is over all U such that Markov chain U − X − Y − Û is formed for fixed P_X and P_{Y |X} .

information gain, or uncertainty reduction, defines the leakage. According to [5], the α-leakage defined in [4] is^5 L_α(U → Y ) = I^S_α(P_{Uα} , P_{Y |U} ) = α α − 1 log E_{PY} [ exp ( α − 1 α D_α(P_{Uα |Y =y}‖P_{Uα} ) )] , where P_{Uα} is a scaled probability of P_U such that P_{Uα} (u) =

P^α_U (u) ∑ u∈ P^α_U (u) for all u ∈ U and PUα|Y (u|y) = P_{Y |U} (y|u)P_{Uα} (u) P_Y (y)

for all (u, y) ∈ U × Y. Then,

sup_{PU} α D_α(P_{Uα |Y =y}‖P_{Uα} ) = sup_{PU} D_α(P_{U|Y =y}‖P_U ), ∀y ∈ Y (13)

sup_{PU} α I^S_α(P_{Uα} , P_{Y |U} ) = sup_{PU} I^S_α(P_U , P_{Y |U} ). (14)

The first equality is because D_α(P_{Uα |Y} ‖P_{Uα} ) = 1 α−1 log ∑ u∈U P_{Uα} (u)P^α_{Y |U} (y|u)/P^α_Y (y). Equation (14) is the equivalence of Arimoto and Sibson mutual information when they are maximized over channel input [19, Th.5] [20]. It is used to prove sup_{PU} L_α(U → Y ) = I^S_α(P_X , P_{Y |X} ) via (12) in [4, Appendix A]. Clearly from (11) and (13), the Y -elementary leakage is also upper bounded as sup_{PUα} D_α(P_{Uα |Y =y}‖P_{Uα} ) = D_α(P_{X|Y =y}‖P_X ). This equality for α = ∞ is proved in [10], where D_∞(P_{X|Y =y}‖P_X ) is called pointwise maximal leakage.

V. CONCLUSION

We proposed a f̃-mean information gain that quantifies the information in a probability distribution Φ_X in addition to a reference probability Q_X conditioned on a frequency probability P_X . We proved that the maximum of the f̃-mean information gain is attained at Rényi divergence between Q_X and P_X . This result was used to propose Rényi divergence and Sibson mutual information as α-leakage measures.

With the cross entropy proposed in [5], we have a pair of f̃-mean information measures corresponding to the existing fmean measures, Rényi entropy and divergence. We have shown in Theorem 1 and [5, Th. 1] that the optimization of f̃-mean measures give f-mean measures. The interplay between fand f̃-mean should be further explored.

REFERENCES

[1] F. du Pin Calmon and N. Fawaz, “Privacy against statistical inference,” in Proceedings of 50th Annual Allerton Conference on Communication, Control, and Computing, Monticello, IL, 2012, pp. 1401–1408.

[2] L. Sankar, S. R. Rajagopalan, and H. V. Poor, “Utility-privacy tradeoffs in databases: An information-theoretic approach,” IEEE Transactions on Information Forensics and Security, vol. 8, no. 6, pp. 838–852, Jun. 2013.

[3] I. Issa, A. B. Wagner, and S. Kamath, “An operational approach to information leakage,” IEEE Transactions on Information Theory, vol. 66, no. 3, pp. 1625–1657, Mar. 2020.

5I^S_α(P_{Uα} , P_{Y |U} ) is the Arimoto mutual information [7], i.e., the authors in [4] actually reveal an interpretation of Arimoto mutual information in privacy leakage.

[4] J. Liao, O. Kosut, L. Sankar, and F. du Pin Calmon, “Tunable measures for information leakage and applications to privacy-utility tradeoffs,” IEEE Transactions on Information Theory, vol. 65, no. 12, pp. 8043– 8066, Dec. 2019.

[5] N. Ding, M. A. Zarrabian, and P. Sadeghi, “A cross entropy interpretation of rényi entropy for α-leakage,” in Proceedings of IEEE International Symposium on Information Theory, Athens, 2024. [Online]. Available: https://arxiv.org/abs/2401.15202 [6] A. Rényi, “On measures of entropy and information,” in Proceedings of the Fourth Berkeley Symposium on Mathematical Statistics and Probability, Volume 1: Contributions to the Theory of Statistics, vol. 4. University of California Press, 1961, pp. 547–562.

[7] S. Arimoto, “Information measures and capacity of order α for discrete memoryless channels,” Topics in information theory, 1977.

[8] R. Sibson, “Information radius,” Zeitschrift für Wahrscheinlichkeitstheorie und verwandte Gebiete, vol. 14, no. 2, pp. 149–160, 1969.

[9] S. Verdú, “Error exponents and α-mutual information,” Entropy, vol. 23, no. 2, p. 199, Feb. 2021.

[10] S. Saeidian, G. Cervia, T. J. Oechtering, and M. Skoglund, “Pointwise maximal leakage,” IEEE Transactions on Information Theory, vol. 69, no. 12, pp. 8054–8080, Dec. 2023.

[11] A. Kołgomorov, “Sur la notion de la moyenne, alti accad,” Naz. Lincei, vol. 12, no. 6, pp. 388–391, 1930.

[12] M. Nagumo, “Über eine klasse der mittelwerte,” Japanese journal of mathematics: transactions and abstracts, vol. 7, no. 0, pp. 71–79, 1930.

[13] N. Ding, M. A. Zarrabian, and P. Sadeghi, “α-information-theoretic privacy watchdog and optimal privatization scheme,” in Proceedings of IEEE International Symposium on Information Theory, Melbourne, 2021, pp. 2584–2589.

[14] M. A. Zarrabian, N. Ding, P. Sadeghi, and T. Rakotoarivelo, “Enhancing utility in the watchdog privacy mechanism,” in Proceedings of IEEE International Conference on Acoustics, Speech and Signal Processing, Singapore, 2022, pp. 2979–2983.

[15] H. Hsu, S. Asoodeh, and F. P. Calmon, “Information-theoretic privacy watchdogs,” in Proceedings of IEEE International Symposium on Information Theory, Paris, 2019, pp. 552–556.

[16] M. A. Zarrabian, N. Ding, and P. Sadeghi, “Asymmetric local information privacy and the watchdog mechanism,” in Proceedings of IEEE Information Theory Workshop, Mumbai, 2022, pp. 7–12.

[17] ——, “On the lift, related privacy measures, and applications to privacy–utility trade-offs,” Entropy, vol. 25, no. 4, p. 679, Apr. 2023.

[18] Y. Polyanskiy and S. Verdu, “Arimoto channel coding converse and Rényi divergence,” in Proceedings of 48th Annual Allerton Conference on Communication, Control, and Computing, Monticello, IL, 2010, pp. 1327–1333.

[19] S. Verdú, “α-mutual information,” in Proceedings of Information Theory and Applications Workshop, San Diego, CA, 2015, pp. 1–6.

[20] I. Csiszar, “Generalized cutoff rates and Rényi’s information measures,” IEEE Transactions on Information Theory, vol. 41, no. 1, pp. 26–34, Jan. 1995.