arXiv:2407.04751v2 [cs.LG] 9 Jul 2024

A Unified Learn-to-Distort-Data Framework for Privacy-Utility Trade-off in Trustworthy Federated Learning

Xiaojin Zhang^1 Mingcong Xu^1 Wei Chen^1 1 Huazhong University of Science and Technology

Abstract

In this paper, we first give an introduction to the theoretical basis of the privacy-utility equilibrium in federated learning based on Bayesian privacy definitions and total variation distance privacy definitions. We then present the Learn-to-Distort-Data framework, which provides a principled approach to navigate the privacy-utility equilibrium by explicitly modeling the distortion introduced by the privacy-preserving mechanism as a learnable variable and optimizing it jointly with the model parameters. We demonstrate the applicability of our framework to a variety of privacy-preserving mechanisms on the basis of data distortion and highlight its connections to related areas such as adversarial training, input robustness, and unlearnable examples. These connections enable leveraging techniques from these areas to design effective algorithms for privacy-utility equilibrium in federated learning under the Learn-to-Distort-Data framework.

1 Introduction

Federated learning has evolved as a hopeful paradigm for enabling collaborative learning among various parties while maintaining data privacy [14, 11]. In federated learning, numerous clients combine efforts to train a joint model without directly disclosing their private information. Instead, every client uses its personal data to train an independent model, communicating only the model modifications with the central server, which aggregates these updates to ameliorate the global model. This strategy allows clients to benefit from the collective information of the whole federation without compromising the confidentiality of their individual datasets.

However, relevant studies have manifested that federated learning is susceptible to privacy attacks, where an adversary can infer important details about the parties’ private data by analyzing the model modifications shared[15, 16]. To mitigate this vulnerability, various privacy-preserving mechanisms have been proposed, including differential privacy [6, 1], secure multiparty computation [2], and homomorphic encryption [9]. These mechanisms aim to preserve the confidentiality of the parties’ data by mixing noise or encryption into the model updates prior to communicating them with the server.

While these privacy-preserving mechanisms have shown promise in enhancing the confidentiality of federated learning systems, they often result in decreased model utility or usefulness. The inherent equilibrium between privacy and utility poses significant challenges in designing productive and efficient mechanisms for preserving privacy in federated learning. On one hand, strong privacy guarantees are essential to safeguard the confidence of the clients’ details and maintain the trust of the participants. On the other hand, high model utility is crucial to make sure that the practicality and usefulness of the learned models in practical implementations.

Within this paper, we first manifest the theoretical basis of the privacy-utility equilibrium in federated learning based on Bayesian privacy definitions and total variation distance privacy definitions. We present quantitative relationships between privacy leakage and utility loss under these privacy definitions, which provide valuable insights into the inherent trade-offs in privacy-preserving federated learning. We then propose the Learn-to-Distort-Data framework, which provides a principled approach to navigate the privacy-utility equilibrium by explicitly modeling the distortion introduced by the privacy-preserving mechanism as a learnable variable and optimizing it jointly with the model parameters. The framework formulates the privacy-preserving federated learning issue as a constrained optimisation issue, with the target of minimizing the utility loss while ensuring that the privacy disclosure remains within an acceptable threshold.

We demonstrate the applicability of the Learn-to-Distort-Data framework to a wide range of privacy-preserving mechanisms based on data distortion, including differential privacy, secure multiparty computation, homomorphic encryption, and data compression. By properly designing the distortion variable and the loss function, the framework can capture the essential features of different mechanisms and optimize their performance in a unified manner.

Furthermore, we highlight the connections between the Learn-to-Distort-Data formulation and related areas such as adversarial training, input robustness, and unlearnable examples. Adversarial training aims to improve the resistance of machine learning models against adversarial attacks by expanding the data with adversarially perturbed samples. Input robustness refers to a model’s ability to stay its property facing input perturbations or noise. Unlearnable examples are input examples that are difficult or impossible for a model to learn from, which can arise due to various factors such as label noise, data corruption, or adversarial attacks. We show that the techniques and insights from these areas can be readily adapted to our Learn-to-Distort-Data framework to design effective algorithms for privacy-utility equilibrium in federated learning. The following is a summary of our paper’s principal contributions:

• We introduce the theoretical foundations of the privacy-utility equilibrium in federated learning based on Bayesian privacy definitions and total variation distance privacy definitions, providing quantitative relationships between privacy leakage and utility loss.

• We propose the Learn-to-Distort-Data framework, which provides a principled approach to navigate the privacy-utility equilibrium by explicitly modeling the distortion introduced by the privacy-preserving mechanism as a learnable variable and optimizing it jointly with the model parameters.

• We discuss the applicability of our framework to multiple kinds of privacy-preserving mechanisms based on data distortion, including differential privacy, secure multiparty computation, homomorphic encryption, and data compression.

• We highlight the connections between the Learn-to-Distort-Data formulation and related areas such as adversarial training, input robustness, and unlearnable examples, enabling leveraging techniques from these areas to design effective algorithms for privacy-utility equilibrium in federated learning.

The remaining part in this paper is structured in the following order. In Section 3, we provide the fundamental concepts and notations that are essential for understanding our Learn-to-Distort-Data framework. In Section 4, we give an introduction to the theoretical foundations of the privacyutility equilibrium in federated learning based on Bayesian privacy definitions. In 4.1, we propose the theoretical foundations of the privacy-utility equilibrium in federated learning based on α-skew Jensen-Shannon Divergence privacy definitions. In 4.2, we introduce the privacy-utility equilibrium based on total variation distance privacy definitions. In Section 6, we present our Learn-to-Distort- Data framework and demonstrate its applicability to various privacy-preserving mechanisms based on data distortion. In Section 7, we give a discussion of the connections between the Learn-to- Distort-Data formulation and related areas, and highlight how these connections can be leveraged to design effective algorithms for privacy-utility equilibrium in federated learning. Finally, we give the conclusion of the whole article in Section 8.

2 Related Work

This section investigates relevant research on privacy-utility trade-off in the aspects of machine learning, federated learning, and then introduce adversarial training and unlearnable examples, which are closely related to our proposed Learn-to-Distort-Data framework.

2.1 Advancing Privacy-Utility Trade-offs in Machine Learning and Federated Learning

The trade-off of privacy-utility has been a fundamental challenge in various domains, including machine learning and federated learning. This section begins with a review of relevant research on the trade-off of privacy-utility about the general machine learning, and then focus on the specific setting of federated learning.

2.1.1 Privacy-Utility Trade-offs in Machine Learning

In the machine learning literature, the trade-off of privacy-utility has been researched from diverse perspectives. For instance, in locally private contexts, [5] examined how to balance privacy and convergence rate. They showed the convergence rate of learning algorithms can be maintained while ensuring a certain level of privacy protection. [20] proposed an ideal trade-off of privacy-utility via linear programming. However, their closed-form solution is only suitable for a particular binary scenario.

The rate-distortion-uncertainty region, which describes the ideal trade-off among compression rate, distortion, and privacy leakage, has been explored in the context of information theory [21, 26, 23]. [23] quantified utility using privacy and accuracy using entropy, and defined a utility-privacy balance region for independent and identically distributed datasets by leveraging rate-distortion theory. However, extending these results to more general scenarios remains an open challenge.

[25] proposed a united privacy-distortion framework, in which distortion was measured by computing the anticipated distance in Hamming units between the input and output. They assessed privacy leaks by differential privacy (DP), identifiability, and reciprocal information as separate measurements, and established the connection between these different privacy indicators.

2.1.2 Balancing Privacy and Utility in Federated Learning

In light of federated learning, the trade-off of privacy-utility has obtained significant attention as a result of the dispersed character of the learning process and the need to defend the privacy of the clients’ data. [30, 28, 32, 33, 31, 29, 34] have investigated the trade-off of privacy-utility about federated learning by considering distortion on the model parameters. They formulate this tradeoff as a constrained optimisation issue, where the objective is to reduce the loss in utility while satisfying a predefined constraint on privacy leakage.

In contrast to these works, our learn-to-distort framework focuses on the trade-off of privacyutility about federated learning by introducing distortion on the data itself. By explicitly modeling the distortion on the data as a learnable variable, our framework provides a principled approach to navigate the trade-off of privacy-utility in federated learning. This distinction highlights the novelty of our work compared to the existing literature on the trade-off of privacy-utility in the aspect of federated learning.

Our learn-to-distort framework unifies various techniques for preserving the private, including differential privacy, secure multiparty computation, and homomorphic encryption, under a common optimization problem. By properly designing the distortion variable and the loss function, our framework can capture the essential features of different mechanisms and optimize their performance in a unified manner. This unified perspective on privacy-preserving federated learning distinguishes our work from the existing studies that focus on specific privacy-preserving mechanisms.

Furthermore, our theoretical analysis of the trade-off of privacy-utility under the learn-to-distort framework provides valuable insights for the design and evaluation of mechanisms for preserving privacy in federated learning environments. By establishing a fundamental relationship between the privacy leakage and the distortion extent, our work lays the foundation for developing principled approaches to acquire the ideal equilibrium between privacy protection and model property in federated learning.

Table 2.1 summarizes the key contributions of the related work on the trade-off of privacy-utility in both machine learning and federated learning contexts.

Table 2.1: Related work on the trade-off of privacy-utility in machine learning and federated learning.

Reference Context Key Contributions

[5] Machine Learning

Balance between privacy and convergence rate

[20] Machine Learning

Optimal trade-off via linear programming

[21] [26] [23]

Machine Learning Rate-distortion-equivocation region

[23] Machine Learning Utility-privacy balance region

[25] Machine Learning

Relationship between different privacy metrics

[30, 28] [32, 33] [31, 29, 34]

Federated Learning The trade-off of privacy-utility with parameter distortion

Our work Federated Learning

The trade-off of privacy-utility with data distortion

In summary, our learn-to-distort framework boosts privacy-preserving federated learning to a new level through a unified approach to navigate the trade-off of privacy-utility through data distortion. Our work complements and extends the existing literature on the trade-off of privacy-utility in both machine learning and federated learning contexts, and opens up new avenues for future research in this important area.

2.2 Adversarial Training

A formula called adversarial training aims to strengthen the robustness of models used for machine learning against adversarial attacks. The central idea is to extend the training data with adversarially perturbed samples and train the model to accurately categorize these examples. One way to formula optimization problem for adversarial training is as a min-max issue:

min_θ max_{~x} L(f(θ; ~x), y), s.t., ‖~x − x‖ ≤ ϵ. (2.1)

Here, θ represents the model parameters, ~x denotes the perturbed input samples, x means the initial input samples, y is the matching label, and L(·) denotes the loss function. The constraint ‖~x − x‖ ≤ ϵ ensures that the perturbations are bounded within a certain range ϵ to maintain the similarity between the perturbed and original samples.

The optimization problem can be further reformulated in terms of the perturbation variable δ:

min_θ max_δ L(f(θ; x + δ), y), s.t., ‖δ‖ ≤ ϵ. (2.2)

In this formulation, δ represents the perturbation added to the original input x. The constraint ‖δ‖ ≤ ϵ limits the magnitude of the perturbation to ensure that the perturbed samples remain within a certain distance from the original samples.

Adversarial training has been widely studied in the literature [7, 13] and is useful to boost the resilience of models used for machine learning to a number of adversarial assaults. The Learn-to- Distort-Data framework proposed in this paper shares some similarities with adversarial training, as both aim to find the optimal perturbation or distortion that optimizes a certain objective function while satisfying certain constraints. As such, the techniques and insights from adversarial training can be adapted to generate privacy-preserving distortions and optimize the trade-off of privacyutility in federated learning systems.

2.3 Unlearnable Examples

Based on the research of adversarial training, other methods to enhance robustness have been put forward already. Including the study of unlearnable samples [10], by adding disturbance to the training data, in order to prevent the model from studying effective features, so as to defend the privacy of data; It is also possible to introduce data disturbance to make the model produce the wrong classification effect, and to boost the robustness of the neural network model using error minimization attacks [36].

The optimization objective of the error minimization attack problem is as follows:

min_θ max_δ E_{(x,y)∼T} [L(f(x + δ; θ), y)], s.t. ‖δ‖ ≤ ϵ. (2.3)

Here, y is the true label, (x, y) represents the training data point, and T symbolizes the distribution of the training data set. By introducing disturbance to the training data, the optimization problem maximizes the model’s loss, thereby increasing the unlearnability of the data and protecting the data privacy.

The optimization objective of the error minimization attack problem is as follows:

min_θ min_δ E_{(x,y)∼T} [L(f(x + δ; θ), y)], s.t. ‖δ‖ ≤ ϵ. (2.4)

The central purpose of the attacker is to add subtle perturbations to the training sample, while minimizing the model’s classification errors in the training data, thus the model can’t be correctly classified during the training process, thus reducing the model’s correctness on the test data.

3 Preliminaries

This section presents the fundamental premises and notations that are essential for understanding our learn-to-distort framework. We first provide an overview of federated learning and its vulnerability to privacy attacks. We then formally define the semi-honest attacker in federated learning, and introduce the privacy leakage and utility loss metrics used throughout the paper. In addition, we give a detailed notation table in Section A.

3.1 Federated Learning

Federated learning is a collaborative learning paradigm that permits numerous clients to train a joint model without directly providing their private information [14]. In a typical federated learning setup, every client k ∈ {1, . . . , K} has a personal dataset D_k = {(x_i, y_i)}^{nk}_{i=1}, where x_i ∈ R^d represents the feature vector and y_i ∈ R denotes the corresponding label. The purpose is to acquire a global model f_θ : R^d → R parameterized by θ that minimizes the following objective function:

min_θ 1 K K∑ k=1 1 n_k n_k∑

i=1 L(f_θ(x_i), y_i), (3.1)

where the loss function is symbolized by L(·, ·).

The federated learning procedure can be presented as follows:

1. Every client k trains a model locally θ_k on their personal dataset D_k by minimizing the local objective function:

min_{θk} 1 n_k n_k∑

i=1 L(f_{θk} (x_i), y_i). (3.2)

2. Every client k shares the local model modifications Δθ_k = θ_k − θ with a central server, where θ represents the current global model.

3. The server modifies the global model by combining the local modifications from all clients: θ ← θ + 1 K K∑ k=1 Δθ_k. (3.3)

4. Steps 1-3 are repeated for multiple rounds until the global model converges or a ideal level of performance is achieved.

While federated learning provides a promising approach for enabling collaborative learning while preserving data privacy, it is susceptible to privacy attacks, as we discuss next.

3.2 Semi-honest Attacker in Federated Learning

The semi-honest attacker of federated learning is an adversary who follows the regulations correctly but tries to infer sensitive info about the clients’ private information by studying the model modifications shared. We imagine a scenario in which the attacker has entry to the global model parameter θ and aims to conclude the initial dataset d̆ of a specific user.

The attacker can formulate an optimization problem to conclude the initial dataset on the basis of the uncovered model parameter. Let d denotes the inferred dataset, and let g(d) =^{∂L(θ,d)}_{∂θ} be a function that maps the dataset d to the corresponding model parameter. The attacker’s objective is to seek a dataset d that minimizes the deviation between the inferred parameter g(d) and the exposed model parameter θ:

min_d ‖g(d) − θ‖^2. (3.4)

By solving this optimization problem, the attacker can obtain an inferred dataset d that is not far from the original dataset d̆ in respect of the model parameter. The quality of the inferred dataset determines whether the assault is successful, which can be measured by the privacy leakage metric, as we define next.

4 Trade-off between Bayesian Privacy and Model Utility

This section provide a theoretical examination of the privacy-utility trade-off within federated learning when Bayesian privacy is measured using α-skewed Jensen-Shannon divergence and total variation distance. We first introduce the necessary notations and definitions.

F^A_k , F^B_k , and F^∗_k symbolize the attacker’s faith distribution about the client’s private data D_k upon viewing the safeguarded info, without observing any info, and viewing the unprotected content, respectively. The corresponding probability density functions are denoted as f^A, f^B, and f^∗. The model parameters are represented by w, and the personal data from client k is denoted as D_k.

Definition 4.1 (Utility Loss). The definition of utility loss is

ϵ_u = 1 K K∑ k=1 ϵ_{u,k} = 1 K K∑ k=1 [U(P^o, D_k) − U(P^d, D_k)], where U(P, D_k) = E_{wk ∼P}^1_{|Dk|} ∑ d∈D_k U(wk, d). This utility loss measures the variation in model performance across the unprotected model information P^o and the protected model information P^d, averaged over all clients.

Definition 4.2 (Majority Gap). Assume that the utility resulted from sharing any parameter in W^∗_k achieves the maximal value. Specifically, for any w ∈ W^∗_k , it holds that

U(w, D_k) = max_{w′∈Wk} U(w^′, D_k). For each client k, let Δ_k be the maximum constant satisfying that ∫ W_{Δk} p^d_{Wk} (w)dw ≤ ||P^d_a − P^o_a ||_{TV} 2 , (4.1)

where W_{Δk} = {w ∈ W^d_k : |U(w, D_k) − U(w^∗, D_k)| ≤ Δ_k}, w^∗ ∈ W^∗_k , and Δ_k depends on the protection mechanism M_k, the utility function U, and the data set D_k.

The majority gap Δ_k symbolizes the maximum utility distinction across the protected model parameters and the optimal model parameters for client k, such that the probability of sampling a protected model parameter with utility close to the optimal is confined by the total variation distance across the protected and unprotected model distributions.

Assumption 4.3 (Positive Majority Gap). Assume that Δ_k > 0 for each client k.

This assumption ensures that the majority gap is positive for all clients, which is necessary for deriving the quantitative relationships between utility loss and privacy leakage. Now we provide a reduced limit on the utility loss under the scenarios when privacy is measured using α-skewed Jensen-Shannon divergence and total variation distance. These lower bound also illustrate the quantitative relationships across utility loss and privacy leaks.

4.1 Measuring Privacy Leakage using α-skew Jensen-Shannon Divergence

We proceed to study a generalized Jensen-Shannon divergence using the skewness parameter α.

Definition 4.4 (Generalized Jensen-Shannon Divergence). [17] Let f^{Mα}_{Dk} (d) = αf^A_{Dk} (d) + (1 − α)f^B_{Dk} (d) represent the mixture density of distribution F^{Mα}_k , we define

JS_α(F^A_k ||F^B_k ) = αKL(F^A_k ||F^{Mα}_k ) + (1 − α)KL(F^B_k ||F^{Mα}_k ), (4.2)

where α represents the preference of smoothing between two distributions, and offers the ability to adjust the divergence skew. [4].

Jensen-Shannon divergence in generalized allows a skewed mixing of the two distributions, controlled by the parameter α. When α = 1/2, it reduces to the standard Jensen-Shannon divergence. Definition 4.5 (Bayesian Privacy Leakage with α-skew JS Divergence). The client k’s average privacy leakage is identified as ϵ_{p,k} = [JS_α(F^A_k ||F^B_k )]^{1/e}. (4.3)

This definition quantifies the privacy leakage by the α-skewed Jensen-Shannon divergence between the attacker’s faith distributions with and without viewing the safeguarded info. Prior to going into great detail about the analysis, let’s recall the salient features of standard JS divergence.

Property 1. The triangle inequality is satisfied by the Jensen-Shannon divergence square root. Specifically, √ JS(F^∗_k ||F^B_k ) − √ JS(F^A_k ||F^B_k ) ≤ √ JS(F^A_k ||F^∗_k ). Property 2. From AM-GM inequality, we have f^A_{Dk} (d) f^M_{Dk} (d) ≤ f^M_{Dk} (d) f^B_{Dk} (d) . When α = 1/2, JS_α reduces to JS divergence. Given the maximum privacy leakage, we derive a lower bound for the utility loss using JS_α.

The following lemma illustrates that JS^{1/e}_α satisfies the triangle inequality, which follows directly from Lemma 4.7 of [3]. Property 1 is generalized as follows, which holds for any α ∈ [0, 1]. Lemma 4.1. For α-skew Jensen-Shannon Divergence, it holds that JS_α(F^∗_k ||F^B_k )^{1/e} ≤ JS_α(F^A_k ||F^B_k )^{1/e} + JS_α(F^A_k ||F^∗_k )^{1/e}.

This lemma states that the triangle inequality is satisfied by the α-skewed Jensen-Shannon divergence’s e-th root, which is crucial for deriving the quantitative relationship between privacy leakage and utility loss.

We note that Property 2 does not hold for any α ∈ [0, 1]. In other words,^f A Dk (d) f^{Mα}_{Dk} (d) ≤ f^{Mα}_{Dk} (d) f^B_{Dk} (d) only

holds when α = 1/2. This prevents us to provide a quantitative relationship following the analysis when privacy leakage is measured using JS divergence. To circumvent this issue, we directly build a link across the generalized JS divergence and the KL divergence. Specifically, JS_α(F^A_k ||F^∗_k ) ≤ max{2αKL(F^A_k ||F^{Mα}_k ), 2(1 − α)KL(F^∗_k ||F^{Mα}_k )}. (4.4) The RHS of Eq. (4.4) is upper bounded by max_{d∈D} { 2α | |log^{f AD}k^{(d)} f^{Mα}_{Dk} (d) | | , 2(1 − α) | |log^{f ∗D}k^{(d)} f^{Mα}_{Dk} (d) | | } from

the definition of KL divergence, which is further upper bounded by 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV}. Kindly consult Section D for a comprehensive analysis.

Theorem 4.2 (Quantitative Balance between Privacy and Utility I). Assuming Assumption 4.3 is correct, ϵ_u and ϵ_{p,k} have been identified in Definition 4.1 and Definition 4.5. Then 1 K K∑ k=1 JS_α(F^∗_k ||F^B_k )^{1/e} ≤ 1 K K∑ k=1 ϵ_{p,k} + 1 K K∑ k=1 [ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV} ]_{1/e} ,

where δ = max_{w∈Wk,d∈Dk} | |log ( fD_k|W_k (d|w) f_{Dk} (d) )| | symbolizes the maximum privacy leaks across all possible information w released by client k, which is a constant unaffected by the safeguarding method. Furthermore, based on Assumption 4.3, we have that

1 K K∑ k=1 JS_α(F^∗_k ||F^B_k )^{1/e} ≤ ϵ_p + 2γ[2α(1 − α)(e^{2δ} − 1)]^{1/e}ϵ_u/Δ,

where γ =^{1K} ∑_K k=1 ||P^o_k −P^d_k ||^{1/e}_{TV} ||P^d−P^o||_{TV} , Δ = ∑_K k=1 Δ_k, and ϵ_p =^1_K ∑_K k=1 ϵ_{p,k}. This theorem establishes a quantitative relationship between the privacy leakage measured by the α-skewed Jensen-Shannon divergence and the utility loss. It shows that the privacy leakage can be bounded with a function depending on the utility loss, the total variation distance across the protected and unprotected model distributions, and the skewness parameter α. The implication is that reducing the utility loss and the difference across the safeguarded and unguarded model distributions can help limit the privacy leakage.

Please refer to Section D for detailed analysis.

4.2 Measuring Privacy Leakage Using Total Variation Distance

In this scenario, the privacy disclosure of any information w is identified as ϵ_{p,w} = |f_{Dk|Wk} (d|w) − f_{Dk} (d)|. The average privacy disclosure is then calculated by taking average over all possible assignments of d and w.

Definition 4.6 (Bayesian Privacy Leakage with Total Variation Distance). The average privacy leakage is defined as ϵ_{p,k} = ∫ d∈D_k p_{Dk} (d)|f^A_{Dk} (d) − f_{Dk} (d)|dμ(d), (4.5) where f^A_{Dk} (d) = ∫ W_k fDk|Wk (d|w)dP d k (w). This definition quantifies the privacy leakage with the total variation distance across the attacker’s faith distribution with and without viewing the safeguarded information, averaged over all possible private data samples.

Theorem 4.3 (Quantitative Balance between Privacy and Utility II). Assuming Assumption 4.3 is correct, ϵ_u and ϵ_{p,k} have been identified in Definition 4.1 and Definition 4.6. Then 1 K K∑ k=1 ||F^∗_k − F^B_k ||_{TV} ≤ 1 K K∑ k=1 ϵ_{p,k} + 1 K K∑ k=1 2δ||P^o_k − P^d_k ||_{TV}, where δ = max_{w∈Wk,d∈Dk} |f_{Dk|Wk} (d|w) − f_{Dk} (d)| symbolizes the maximum privacy disclosure over all possible information w released by client k, which is a constant unaffected by the safeguarding method.

Furthermore, based on Assumption 4.3, we have that 1 K K∑ k=1 √ JS(F^∗_k ||F^B_k ) ≤ ϵ_p + γ 4Δ (e^{2δ} − 1)ϵ_u,

where γ =^{1K} ∑_K k=1 ||P^o_k −P^d_k ||_{TV} ||P^d_a −P^o_a ||_{TV} , Δ = ∑_K k=1 Δ_k, and ϵ_p =^1_K ∑_K k=1 ϵ_{p,k}. This theorem establishes a quantitative relationship between the privacy leakage measured with the total variation distance and the utility loss. It shows that the privacy disclosure can be confined by a function of the utility loss and the total variation distance across the safeguarded and unguarded model distributions. The implication is that reducing the utility loss and the difference across the protected and unprotected model distributions can help limit the privacy leakage.

Kindly consult Section E for a comprehensive analysis.

Both Theorem 4.2 and Theorem 4.3 provide valuable insights into the inherent trade-off of privacyutility within federated learning. They highlight the importance of designing protection mechanisms that can minimize the utility loss while maintaining a sufficient level of privacy protection. The theorems also suggest that the choice of privacy leakage measure (α-skewed Jensen-Shannon divergence or total variation distance) can influence the quantitative relationship across privacy and utility.

5 Trade-off Between Data Privacy and Model Utility

5.1 Measurements for Data Privacy and Model Utility

We adopt the definition of privacy leakage from [29], which quantifies the amount of private information exposed to the attacker. Let d̆^{(m)} denote the original m-th data sample, and d^{(m)}_i represent the attacker’s inferred m-th data sample at iteration i. The quantity of learning rounds is denoted by I. The privacy leakage ϵ_p is identified as:

ϵ_p = {_{D− 1I ∑Ii=1 1|D| ∑|D|m=1 ‖d(m)i −d̆(m)‖} D , I > 0 0, I = 0

(5.1) where D is a positive constant that represents the maximum possible distance between the original and inferred data samples. Note that ϵ_p ∈ [0, 1], with ϵ_p = 1 indicating that the attacker has perfectly inferred the original data, and ϵ_p = 0 indicating that no privacy leakage has occurred.

The utility loss measures the degradation in model performance due to the privacy-preserving mechanism. Let f(θ; ·) denote the model parameterized by θ, and signify the loss value with L(·, ·). The utility loss ϵ_u is defined as: ϵ_u = E_{(x,y)∼D} [L(f(θ; ~x), y) − L(f(θ; x), y)], (5.2) where ~x represents the distorted version of the input x obtained by applying the privacy-preserving mechanism. The utility loss quantifies the difference in the expected loss between the original and distorted inputs, with ϵ_u = 0 indicating no loss in utility, and larger values of ϵ_u indicating greater degradation in model performance.

The privacy leakage and utility loss metrics provide a quantitative way to measure the trade-off of privacy-utility within federated learning systems. The goal of privacy-preserving federated learning is to design mechanisms that minimize the privacy disclosure while keeping the utility cost within an tolerable range. In the following sections, we will introduce our learn-to-distort framework, which provides a principled approach for navigating the trade-off of privacy-utility by explicitly modeling the distortion as a learnable variable and optimizing it jointly with the model parameters.

5.2 Theoretical Connections between Privacy-Utility Trade-off and Learn-to- Distort-Data Problem

In this section, we establish the theoretical links between the trade-off of privacy-utility problem and the Learn-to-Distort-Data problem. We first introduce the optimization problem for the trade-off of privacy-utility about federated learning and show how it can be reduced to the Learn-to-Distort- Data problem. We then deduce a fundamental relationship between the privacy leakage and the distortion extent, which allows us to transform the constraint on privacy leakage into a constraint on distortion extent.

5.2.1 The Trade-off of Privacy-utility Problem

The trade-off of privacy-utility problem about federated learning can be formulated as the following limited optimisation issue:

min_θ L(f(θ; x + δ), y) s.t. ϵ_p ≤ ϵ.

(5.3)

Here, x represents the input data, δ denotes the distortion applied to the data, θ represents the model parameters, f(·) symbolizes the model function, y means the matching label, and L(·) denotes the loss. The constraint ϵ_p ≤ ϵ ensures that the privacy disclosure does not goes beyond a certain limit ϵ defined in advance.

In this optimization problem, δ is treated as an unlearnable variable. The objective of this optimization problem is to seek the ideal model parameters θ that reduce the loss function while ensuring that the privacy leakage remains within an acceptable threshold. This formulation captures the inherent trade-off of privacy-utility in federated learning systems, where stronger privacy guarantees often come at the expense of reduced model utility.

5.2.2 Reduction to Learn-to-Distort-Data Problem

To navigate the trade-off of privacy-utility, we propose to reduce the constrained optimization problem to a Learn-to-Distort-Data problem. The key idea is to explicitly model the distortion δ as a learnable variable and optimize it jointly with the model parameters θ to reach the ideal equilibrium across privacy and utility. The Learn-to-Distort-Data problem can be formulated as follows:

min_θ min_δ L(f(θ; x + δ), y), s.t., ‖δ‖ ≥ ϵ_1.

(5.4)

Here, ϵ_1 is a predefined threshold that determines the minimum magnitude of the distortion required to provide the required level of privacy protection. The constraint ‖δ‖ ≥ ϵ_1 ensures that the distortion is sufficiently large to achieve the desired level of privacy.

The optimization problem can be related to error-minimization attacking for unlearnable example. In the Learn-to-Distort-Data problem, the distortion is learnable and dynamically optimized, and the objective is to seek a harmonious equilibrium across safeguarding privacy and maximising the usefulness of the model while optimizing not only the privacy protection but also the model utility. In the error-minimization attacking for unlearnable example, the distortion is usually small and the objective of the attacker is to induce the model to provide incorrect forecasts.

To establish the connection between the trade-off of privacy-utility problem and the Learn-to- Distort-Data problem, we need to deduce a connection between the privacy leakage ϵ_p and the distortion extent ‖δ‖.

5.2.3 The Upper Threshold for Privacy Disclosure

This section present a key theorem that establishes the correlation across the privacy leakage and the the level of distortion from the perspective of a semi-honest adversary in federated learning. The high-level thought of the proof is to first derive bounds on the cumulative regret of the adversary’s optimization algorithm and the distance between data samples. Then, we use these bounds to establish a connection between the privacy leakage and the distortion extent. Finally, we prove the main theorem by leveraging the derived relationship.

Theorem 5.1. Consider a semi-honest adversary who employs an optimization strategy to conclude the client k’s initial data on the basis of the exposed model parameter θ. Let d denote the inferred data satisfying g(d) = θ, and d̆ represent the initial data satisfying g(d̆) = θ̆, where θ̆ denotes the initial model parameter, θ denotes the protected model parameter, and g(d) =^{∂L(θ,d)}_{∂θ} . Let d^{(m)} and d̆(m) represent the m-th data sample of datasets d and d̆, severally. Define the distortion extent

of the data as Δ = ‖ ‖_{1n} k ∑_{nk} i=1 d^{(i)} −^1_{nk} ∑_{nk} i=1 d̆(i) ‖ ‖. Assume the expected regret of the optimization

algorithm over I (I > 0) rounds is Θ(I^p). If Δ ≥ 2c_2c_b · I^{p−1}, then the following inequality holds: ϵ_p ≤ 1 − Δ + c_2 · c_b · I^{p−1} 4D . (5.5)

This theorem provides an upper threshold on the privacy disclosure ϵ_p in terms of the distortion extent Δ and the number of iterations I of the adversary’s optimization algorithm. It shows that if the distortion extent is sufficiently large relative to the number of iterations, the privacy leakage can be effectively bounded. This result has important implications for the devise of privacy-preserving mechanisms in federated learning, as it suggests that introducing an appropriate level of distortion to the data can help mitigate the risk of privacy leakage.

The proof of Theorem 5.1 leverages the correlation across the privacy leakage and the level of distortion established in Lemma B.4. By using the lower bound on D(1 − ϵ_p) in terms of Δ and I, we can deduce an upper threshold on the privacy disclosure ϵ_p. This result provides a theoretical foundation for the devise of privacy-preserving mechanisms in federated learning that aim to reach an appropriate degree of privacy protection by introducing an appropriate amount of distortion to the data.

Theorem 5.1 states a fundamental link across the privacy leakage ϵ_p and the distortion extent Δ. Intuitively, it shows the privacy leakage can be confined by a function of the distortion extent and the quantity of learning rounds. This relationship permits us to transform the constraint on privacy leakage into a constraint on distortion extent, which is more amenable to optimization. On the basis of Theorem 5.1, we are able to derive the next theorem, which establishes the equivalence between the trade-off of privacy-utility problem and the Learn-to-Distort-Data problem:

Theorem 5.2 (Reduction of The Trade-off of Privacy-Utility to Learn-to-Distort-Data Problem). Let c =^{c2·cb·Ip−1}_{4D} , where ϵ_p represents the privacy leakage, I represents the total number of learning rounds, and c_2, c_b, D are constants. Define ϵ_1 = 4D · (1 − c − ϵ). The privacy-utility trade-off problem:

min_θ L(f(θ; x + δ), y) s.t. ϵ_p ≤ ϵ.

(5.6)

can be reduced to the following Learn-to-Distort-Data problem:

min_θ min_δ L(f(θ; x + δ), y), s.t., ‖δ‖ ≥ ϵ_1.

(5.7)

Proof. This theorem’s proof leverages the relationship established in Theorem 5.1. By setting Δ ≥ 4D · (1 − c − ϵ) = ϵ_1, we ensure that the privacy leakage restriction ϵ_p ≤ ϵ is satisfied. Consequently, the constraint on the distortion extent ‖δ‖ = ‖~x − x‖ ≥ ϵ_1 in the Learn-to-Distort- Data problem is equivalent to the confine on privacy disclosure ϵ_p ≤ ϵ in the trade-off of privacyutility problem.

This theorem establishes a direct connection between the trade-off of privacy-utility problem and the Learn-to-Distort-Data problem. By formulating the privacy-preserving federated learning problem as a Learn-to-Distort-Data problem, we can leverage the techniques and insights from adversarial training, input-robustness, and unlearnable examples to design effective privacy-preserving mechanisms that reach the ideal equilibrium across privacy and utility.

6 The Learn-to-Distort-Data Framework for Privacy-Preserving Federated Learning

The Learn-to-Distort-Data framework provides a unified perspective on privacy-preserving mechanisms in federated learning that protect privacy by distorting the data. These mechanisms aim to optimize the model performance while ensuring that the privacy leakage remains within an acceptable threshold. The framework formulates the privacy-preserving federated learning problem as a constrained optimization problem:

min_θ min_δ L(f(θ; x + δ), y), s.t., ‖δ‖ ≥ ϵ_1.

(6.1)

Here, θ symbolizes the model parameters, x denotes the input data, δ represents the distortion introduced by the privacy-preserving mechanism, y means the matching label, and L(·) denotes the loss. The constraint ‖δ‖ ≥ ϵ_1 ensures that the privacy disclosure does not goes beyond a certain limit ϵ defined in advance. The Learn-to-Distort-Data framework captures a wide range of privacy-preserving mechanisms that distort the data to protect privacy in federated learning. By properly designing the distortion variable δ and the loss function L(·), the framework can optimize the model performance while maintaining the desired level of privacy protection. Here are some examples of privacy-preserving mechanisms that can be represented within the Learn-to-Distort- Data framework:

Differential Privacy (DP): Differential privacy [6, 1] is a widely used privacy-preserving mechanism that introduces carefully calibrated noise to the data or model modifications to protect the confidentiality of personal data samples. Within the Learn-to-Distort-Data framework, the distortion variable δ can be designed to represent the noise introduced by the DP mechanism. The optimization problem for DP-based federated learning can be formulated as:

min_θ min_σ2 E_{δ∼N (0,σ}2_)L(f(θ; x + δ), y), s.t., σ^2 ∈ A.

(6.2)

Here, A represents the set of valid noise variance values that satisfy the privacy constraint. The optimization problem aims to find the ideal model parameters θ and the noise variance σ^2 that minimize the expected loss function over the noise distribution while preserving the data’s confidentiality.

Secure Multiparty Computation (MPC): Secure multiparty computation [2] permits numerous clients to cooperatively calculate a function over their own data without disclosing the inputs to others. In the Learn-to-Distort-Data framework, the distortion variable δ can be designed to represent the cryptographic primitives used in MPC, such as secret sharing or homomorphic encryption. The optimization problem for MPC-based federated learning can be formulated as:

min_θ min_δ L(f(θ; x + δ), y), s.t., δ ∈ C. (6.3)

Here, C denotes the set of valid cryptographic primitives that can be used in MPC. The optimization problem aims to find the ideal model parameters θ and the cryptographic primitives δ that minimize the loss function while ensuring the privacy of the data.

Homomorphic Encryption (HE): Homomorphic encryption enables computations to be carried out directly on data with noise, negating the demand for decryption. In the Learn-to-Distort-Data framework, the distortion variable δ can be designed to represent the encryption scheme used in HE. The optimization problem for HE-based federated learning can be formulated as:

min_θ min_δ L(f(θ; x + δ), y), s.t., δ ∈ E. (6.4)

Here, E denotes the set of valid encryption schemes that can be used in HE. The optimization problem aims to find the ideal model parameters θ and the encryption scheme δ that minimize the loss function while preserving the privacy of the data.

Data Compression: Data compression strategies, like quantization [22, 24] and sparsification [8, 18], can be used to reduce the communication overhead and defend the confidentiality of the clients’ data in federated learning. These techniques introduce distortion to the data by compressing or truncating model modifications prior to sharing them with the server. In the Learn-to- Distort-Data framework, the distortion variable δ can be designed to represent the compression or truncation operation. The optimization problem for data compression-based federated learning can be formulated as:

min_θ min_δ L(f(θ; x + δ), y), s.t., δ ∈ T .

(6.5)

The constraint δ ∈ T ensures that the distortion is sufficiently large to provide the desired level of privacy protection. The optimization problem aims to find the best model parameters θ and the compression or truncation strategy δ that minimize the loss function while maintaining the desired level of privacy protection. By unifying these privacy-preserving mechanisms under a common optimization problem, the Learn-to-Distort-Data framework provides a principled way to study the trade-off of privacy-utility in federated learning. The framework allows for the advancement of optimal privacy-preserving mechanisms which reach a equilibrium across privacy protection and model performance, without compromising the privacy constraints. The flexibility and generality of the Learn-to-Distort-Data framework make it a powerful tool for analyzing and developing privacypreserving solutions in federated learning systems.

7 Connections to Related Areas

In this section, we show the connections between the Learn-to-Distort-Data formulation and related areas, and highlight how these connections can be leveraged to design effective algorithms for the trade-off of privacy-utility within federated learning.

7.1 Connection to Adversarial Training

Adversarial training ([7, 13]) is the technique that aims at enhancing the resilience of machine learning models against adversarial attacks. The central idea is to expand the training data with adversarially perturbed examples and train the model to accurately categorize these samples. The optimization problem in adversarial training is typically expressed as a min-max issue, where the inner maximization focuses on finding the perturbation that maximizes the loss, while the outer minimization seeks to update the model parameters to cut this adversarial loss.

The Learn-to-Distort-Data formulation of privacy-preserving federated learning shares some similarities with adversarial training. In both cases, the objective is to seek the ideal perturbation or distortion which optimizes a certain objective function (e.g., minimizing the loss or maximizing the privacy) while satisfying certain constraints. As such, the techniques and insights from adversarial training, such as generating adversarial examples and optimizing model parameters to minimize the adversarial loss, can be adapted to generate privacy-preserving distortions and optimize the trade-off of privacy-utility within federated learning systems.

7.2 Connection to Input-Robustness

Input-robustness ([35, 12, 27]) refers to a model’s ability to keep up its performance when noise or input disturbances are present. Input-robustness is a desirable property in many applications, such as image classification or speech recognition, in which the input could be subject to various types of distortions or corruptions.

The Learn-to-Distort-Data formulation of privacy-preserving federated learning is also related to the concept of input-robustness. By explicitly modeling the distortion as a learnable variable and optimizing it to minimize the influence on the model’s performance, the Learn-to-Distort-Data formulation can be seen as a way to enforce input-robustness against the backdrop of privacypreserving federated learning. The techniques and insights from input-robustness, such as data augmentation or stability training, can be adapted to design and analyze privacy-preserving mechanisms that are robust to input distortions.

7.3 Connection to Unlearnable Examples

Unlearnable examples ([10, 19]) are input examples that are difficult or impossible for a model to learn from. Unlearnable examples can arise due to various factors, such as label noise, data corruption, or adversarial attacks.

Within the context of privacy-preserving federated learning, the distortion introduced to safeguard privacy can be seen as a form of data corruption that may render some examples unlearnable. The Learn-to-Distort-Data formulation provides a way to explicitly model and optimize the distortion to minimize the impact on the model’s ability to study from the distorted examples. The techniques and insights from the study of unlearnable examples, such as curriculum learning or robust optimization, can be adapted to design and analyze privacy-preserving mechanisms that are resilient to the presence of unlearnable examples.

By establishing these connections to related areas, we highlight the potential of the Learn-to- Distort-Data framework in leveraging the techniques and insights from these areas to design effective algorithms for privacy-utility trade-off in federated learning. These connections also open up new possibilities for future research and development in the area of privacy-preserving machine learning.

8 Conclusion

This paper proposed a unified Learn-to-Distort-Data framework for privacy-preserving federated learning, which formulates the issue as a constrained optimisation issue and reduces it to a Learnto-Distort-Data problem. We demonstrated that the Learn-to-Distort-Data framework can accommodate diverse privacy-preserving mechanisms used in federated learning, including differential privacy, secure multiparty computation, and homomorphic encryption. We highlighted that the Learn-to-Distort-Data formulation implies connections to various related areas, such as adversarial training, input-robustness, and unlearnable examples, which can be leveraged to design effective algorithms for the trade-off of privacy-utility in federated learning. We provided a rigorous theoretical analysis of the trade-off of privacy-utility under our Learn-to-Distort-Data framework, which offers valuable insights for the design and evaluation of privacy-preserving mechanisms for federated learning environments.

Our work makes several important contributions to the realm of privacy-preserving federated learning. First, by formulating the problem as a Learn-to-Distort-Data problem, we provide a unified framework that can accommodate a wide range of privacy-preserving mechanisms and enable the design of optimal mechanisms that reach a equilibrium across privacy protection and model performance. Second, by establishing connections to related areas, we highlight the potential of leveraging techniques and insights from these areas to design effective algorithms for the trade-off of privacyutility in federated learning. Third, our theoretical analysis provides a rigorous foundation for understanding the trade-off of privacy-utility in federated learning and offers valuable insights for the creation and evaluation of privacy-preserving mechanisms.

There are several promising directions for future research. One direction is to explore more sophisticated distortion mechanisms that can generate more realistic and informative distortions, such as generative models or autoencoder-based techniques. Another direction is to develop more efficient algorithms for solving the Learn-to-Distort-Data optimization problem, which can scale to large-scale federated learning systems with millions of clients and high-dimensional data. The last direction is to investigate the robustness and stability of the Learn-to-Distort-Data framework under different types of attacks and noise models, and develop techniques for mitigating the influence of these considerations on the privacy and utility of the learned model.

In conclusion, we believe that our Learn-to-Distort-Data framework provides a principled and flexible approach for navigating the trade-off of privacy-utility in trustworthy federated learning systems. Our theoretical analysis and algorithmic design offer valuable insights and tools for the development of privacy-preserving federated learning systems that can enable secure and effective collaboration among numerous clients while defending the confidentiality of individual participants. We desire that our work will stimulate further research and development in this important area, and contribute to the realization of the whole potential of federated learning in real-world applications.

References

[1] Martin Abadi, Andy Chu, Ian Goodfellow, H Brendan McMahan, Ilya Mironov, Kunal Talwar, and Li Zhang. Deep learning with differential privacy. In Proceedings of the 2016 ACM SIGSAC conference on computer and communications security, pages 308–318, New York, NY, USA, 2016. ACM.

[2] Keith Bonawitz, Vladimir Ivanov, Ben Kreuter, Antonio Marcedone, H Brendan McMahan, Sarvar Patel, Daniel Ramage, Aaron Segal, and Karn Seth. Practical secure aggregation for privacy-preserving machine learning. In proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications Security, pages 1175–1191, 2017.

[3] Pengwen Chen, Yunmei Chen, and Murali Rao. Metrics defined by bregman divergences: Part 2. Communications in Mathematical Sciences, 6(4):927–948, 2008.

[4] Jacob Deasy, Nikola Simidjievski, and Pietro Liò. Constraining variational inference with geometric jensen-shannon divergence. arXiv preprint arXiv:2006.10599, 2020.

[5] John C Duchi, Michael I Jordan, and Martin J Wainwright. Local privacy and minimax bounds: Sharp rates for probability estimation. arXiv preprint arXiv:1305.6000, 2013.

[6] Cynthia Dwork, Frank McSherry, Kobbi Nissim, and Adam Smith. Calibrating noise to sensitivity in private data analysis. In Theory of cryptography conference, pages 265–284. Springer, 2006.

[7] Ian J Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adversarial examples. arXiv preprint arXiv:1412.6572, 2014.

[8] Pengchao Han, Shiqiang Wang, and Kin K Leung. Adaptive gradient sparsification for efficient federated learning: An online learning approach. In 2020 IEEE 40th international conference on distributed computing systems (ICDCS), pages 300–310. IEEE, 2020.

[9] Stephen Hardy, Wilko Henecka, Hamish Ivey-Law, Richard Nock, Giorgio Patrini, Guillaume Smith, and Brian Thorne. Private federated learning on vertically partitioned data via entity resolution and additively homomorphic encryption. arXiv preprint arXiv:1711.10677, 2017.

[10] Hanxun Huang, Xingjun Ma, Sarah Monazam Erfani, James Bailey, and Yisen Wang. Unlearnable examples: Making personal data unexploitable. arXiv preprint arXiv:2101.04898, 2021.

[11] Peter Kairouz, H Brendan McMahan, Brendan Avent, Aurélien Bellet, Mehdi Bennis, Arjun Nitin Bhagoji, Keith Bonawitz, Zachary Charles, Graham Cormode, Rachel Cummings, et al. Advances and open problems in federated learning. arXiv preprint arXiv:1912.04977, 2019.

[12] Harini Kannan, Alexey Kurakin, and Ian Goodfellow. Adversarial logit pairing. arXiv preprint arXiv:1803.06373, 2018.

[13] Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu. Towards deep learning models resistant to adversarial attacks. arXiv preprint arXiv:1706.06083, 2017.

[14] Brendan McMahan, Eider Moore, Daniel Ramage, Seth Hampson, and Blaise Aguera y Arcas. Communication-efficient learning of deep networks from decentralized data. In Artificial Intelligence and Statistics, pages 1273–1282. PMLR, 2017.

[15] Luca Melis, Congzheng Song, Emiliano De Cristofaro, and Vitaly Shmatikov. Exploiting unintended feature leakage in collaborative learning. In 2019 IEEE Symposium on Security and Privacy (SP), pages 691–706. IEEE, 2019.

[16] Milad Nasr, Reza Shokri, and Amir Houmansadr. Comprehensive privacy analysis of deep learning: Passive and active white-box inference attacks against centralized and federated learning. In 2019 IEEE symposium on security and privacy (SP), pages 739–753. IEEE, 2019.

[17] Frank Nielsen. On a generalization of the jensen–shannon divergence and the jensen–shannon centroid. Entropy, 22(2):221, 2020.

[18] Ashwinee Panda, Saeed Mahloujifar, Arjun Nitin Bhagoji, Supriyo Chakraborty, and Prateek Mittal. Sparsefed: Mitigating model poisoning attacks in federated learning with sparsification. In International Conference on Artificial Intelligence and Statistics, pages 7587–7624. PMLR, 2022.

[19] Tianrui Qin, Xitong Gao, Juanjuan Zhao, Kejiang Ye, and Cheng-Zhong Xu. Learning the unlearnable: Adversarial augmentations suppress unlearnable example attacks. arXiv preprint arXiv:2303.15127, 2023.

[20] Borzoo Rassouli and Deniz Gündüz. Optimal utility-privacy trade-off with total variation distance as a privacy measure. IEEE Transactions on Information Forensics and Security, 15:594–603, 2019.

[21] Irving S Reed. Information theory and privacy in data banks. In Proceedings of the June 4-8, 1973, national computer conference and exposition, pages 581–587, 1973.

[22] Amirhossein Reisizadeh, Aryan Mokhtari, Hamed Hassani, Ali Jadbabaie, and Ramtin Pedarsani. Fedpaq: A communication-efficient federated learning method with periodic averaging and quantization. In International conference on artificial intelligence and statistics, pages 2021–2031. PMLR, 2020.

[23] Lalitha Sankar, S Raj Rajagopalan, and H Vincent Poor. Utility-privacy tradeoffs in databases:

An information-theoretic approach. IEEE Transactions on Information Forensics and Security, 8(6):838–852, 2013.

[24] Nir Shlezinger, Mingzhe Chen, Yonina C Eldar, H Vincent Poor, and Shuguang Cui. Uveqfed:

Universal vector quantization for federated learning. IEEE Transactions on Signal Processing, 69:500–514, 2020.

[25] Weina Wang, Lei Ying, and Junshan Zhang. On the relation between identifiability, differential privacy, and mutual-information privacy. IEEE Transactions on Information Theory, 62(9):5018–5029, 2016.

[26] Hirosuke Yamamoto. A source coding problem for sources with additional outputs to keep secret from the receiver or wiretappers (corresp.). IEEE Transactions on Information Theory, 29(6):918–923, 1983.

[27] Mingyang Yi, Lu Hou, Jiacheng Sun, Lifeng Shang, Xin Jiang, Qun Liu, and Zhiming Ma. Improved ood generalization via adversarial training and pretraing. In International Conference on Machine Learning, pages 11987–11997. PMLR, 2021.

[28] Xiaojin Zhang, Kai Chen, and Qiang Yang. Towards achieving near-optimal utility for privacypreserving federated learning via data generation and parameter distortion. arXiv preprint arXiv:2305.04288, 2023.

[29] Xiaojin Zhang, Lixin Fan, Siwei Wang, Wenjie Li, Kai Chen, and Qiang Yang. A gametheoretic framework for federated learning. arXiv preprint arXiv:2304.05836, 2023.

[30] Xiaojin Zhang, Hanlin Gu, Lixin Fan, Kai Chen, and Qiang Yang. No free lunch theorem for security and utility in federated learning. arXiv preprint arXiv:2203.05816, 2022.

[31] Xiaojin Zhang, Anbu Huang, Lixin Fan, Kai Chen, and Qiang Yang. Probably approximately correct federated learning. arXiv preprint arXiv:2304.04641, 2023.

[32] Xiaojin Zhang, Yan Kang, Kai Chen, Lixin Fan, and Qiang Yang. Trading off privacy, utility, and efficiency in federated learning. ACM Transactions on Intelligent Systems and Technology, 14(6):1–32, 2023.

[33] Xiaojin Zhang, Yan Kang, Lixin Fan, Kai Chen, and Qiang Yang. A meta-learning framework for tuning parameters of protection mechanisms in trustworthy federated learning. ACM Transactions on Intelligent Systems and Technology, 2023.

[34] Xiaojin Zhang, Wenjie Li, Kai Chen, Shutao Xia, and Qiang Yang. Theoretically principled federated learning for balancing privacy and utility. arXiv preprint arXiv:2305.15148, 2023.

[35] Stephan Zheng, Yang Song, Thomas Leung, and Ian Goodfellow. Improving the robustness of deep neural networks via stability training. In Proceedings of the ieee conference on computer vision and pattern recognition, pages 4480–4488, 2016.

[36] Xiaoqing Zheng, Jiehang Zeng, Yi Zhou, Cho-Jui Hsieh, Minhao Cheng, and Xuan-Jing Huang.

Evaluating and enhancing the robustness of neural network-based dependency parsing models with adversarial examples. In Proceedings of the 58th Annual Meeting of the Association for Computational Linguistics, pages 6600–6610, 2020.

A Notations used in the paper

Table A.1: Notations used in the paper Notation Explain D_k the private data of client k D_k the support set of D_k F^A_k the client’s private data D_k upon observing the protected information F^B_k the client’s private data D_k upon without observing any information F^∗_k the client’s private data D_k upon observing the unprotected information w the model parameters ϵ_u the utility loss U the model utility W^∗_k the utility resulted from sharing any parameter in W^∗_k achieves the maximal value. Δ_k the maximum utility difference between the protected model parameters and the optimal model parameters for client k ϵ_{p,k} the privacy leakage of client k ϵ_p the average privacy leakage JS_α the generalized Jensen-Shannon divergence JS the standard Jensen-Shannon divergence x the input data or training data y the corresponding label T the distribution of the training data set L(·) the loss function f(·) the model function δ the distortion θ the model parameters P^o_a the distribution of the aggregated parameter before being protected P^d_a the distribution of the aggregated parameter after being protected W^o_k the support set of the P^o_a W^d_k the support set of the P^d_a

B Theoretical Analysis for Privacy Leakage

Theorem B.1. Consider a semi-honest adversary who employs an optimization algorithm to infer the original data of client k based on the exposed model parameter θ. Let d represent the inferred data satisfying g(d) = θ, and d̆ represent the original data satisfying g(d̆) = θ̆, where θ̆ denotes the original model parameter, θ denotes the protected model parameter, and g(d) =^{∂L(θ,d)}_{∂θ} . Let d^{(m)} and d̆(m) represent the m-th data sample of datasets d and d̆, respectively. Define the distortion extent

of the data as Δ = ‖ ‖_{1n} k ∑_{nk} i=1 d^{(i)} −^1_{nk} ∑_{nk} i=1 d̆(i) ‖ ‖. Assume the expected regret of the optimization

algorithm over I (I > 0) rounds is Θ(I^p). If Δ ≥ 2c_2c_b · I^{p−1}, then the following inequality holds: ϵ_p ≤ 1 − Δ + c_2 · c_b · I^{p−1} 4D . (B.1)

To prove this theorem, we first introduce several lemmas that establish the relationship between the privacy leakage and the distortion extent.

Lemma B.2 (Regret Bounds). Let d_i denote the remodeled data at iteration i using the optimization algorithm. The cumulative regret over I rounds satisfies the following bounds:

c_1 · I^p ≤ I∑ i=1 ‖g(d_i) − g(d)‖ = Θ(I^p) ≤ c_2 · I^p, (B.2)

where c_1 and c_2 are constants independent of I.

This lemma provides bounds on the cumulative regret of the adversary’s optimization algorithm over I rounds. It shows that the regret grows at a rate of Θ(I^p), where p is a constant that depends on the specific algorithm used. These bounds will be used later in the proof of the main theorem. Proof. The cumulative regret over I rounds is defined as: R(I) = I∑ i=1 [‖g(d_i) − θ‖ − ‖g(d) − θ‖]

= I∑ i=1 [‖g(d_i) − g(d)‖] = Θ(I^p).

Therefore, we have:

c_1 · I^p ≤ I∑ i=1 ‖g(d_i) − g(d)‖ = Θ(I^p) ≤ c_2 · I^p,

where c_1 and c_2 are constants independent of I.

Lemma B.3 (Data Distance Bounds). Let x and ~x represent two data samples. We assume that the following bounds hold: c_a ‖g(x) − g(~x)‖ ≤ ‖x − ~x‖ ≤ c_b ‖g(x) − g(~x)‖ , (B.3) where c_a and c_b are constants independent of x and ~x.

This lemma assumes that the distance between two data samples can be bounded in terms of the distance between their corresponding model parameters under the mapping g. These bounds will be used to establish the relationship between the privacy leakage and the distortion extent. Lemma B.4 (Privacy Leakage and Distortion Relationship). Let d^{(m)}_i denote the remodeled m-th data sample at iteration i using the optimization algorithm. We have the following relationship between the privacy leakage and the distortion extent:

D(1 − ϵ_p) = 1 I I∑ i=1 1 n_k n_k∑

m=1 ‖ ‖d(m)_i − d̆_{(m)} ‖ ‖ ≥ Δ − c_b · 1 I I∑ i=1 n_k∑

m=1 ‖ ‖g(d(m)_i ) − g(d_{(m)}) ‖ ‖ ≥ Δ − c_2 · c_bI^{p−1} ≥ 1 2 max { Δ, c_2 · c_bI^{p−1} }

≥ Δ + c_2 · c_bI^{p−1} 4 . This lemma establishes a key relationship between the privacy leakage ϵ_p and the distortion extent Δ. It shows that the privacy leakage can be bounded in terms of the distortion extent and the cumulative regret of the adversary’s optimization algorithm. This relationship forms the basis for proving the main theorem.

Proof. Recall the privacy leakage of client k is defined as:

ϵ_p = {_{D− 1I ∑Ii=1 1n} k ∑_{nk} m=1 ‖ ‖ ‖d^{(m)}_i −d̆^{(m)} ‖ ‖ ‖ D , I > 0 0, I = 0

(B.4)

We have: 1 n_k n_k∑

m=1 ‖ ‖d(m)_i − d̆_{(m)} ‖ ‖ ≥ 1 n_k n_k∑

m=1 ‖ ‖d_{(m)} − d̆_{(m)} ‖ ‖ − 1 n_k n_k∑

m=1 ‖ ‖d(m)_i − d_{(m)} ‖ ‖

≥ Δ − c_b n_k∑

m=1 ‖ ‖g(d^{(m)}_i ) − g(d^{(m)}) ‖ ‖ , where the second inequality is due to Lemma B.3.

Therefore, we have:

D(1 − ϵ_p) = 1 I I∑ i=1 1 n_k n_k∑

m=1 ‖ ‖d(m)_i − d̆_{(m)} ‖ ‖ ≥ Δ − c_b · 1 I I∑ i=1 n_k∑

m=1 ‖ ‖g(d(m)_i ) − g(d_{(m)}) ‖ ‖ ≥ Δ − c_2 · c_bI^{p−1} (by Lemma B.2) ≥ 1 2 max { Δ, c_2 · c_bI^{p−1} }

≥ Δ + c_2 · c_bI^{p−1} 4 .

Proof of Theorem 5.1:

Proof. From Lemma B.4, we have: D(1 − ϵ_p) ≥ Δ + c_2 · c_bI^{p−1} 4 . Therefore, we have: ϵ_p ≤ 1 − Δ + c_2 · c_bI^{p−1} 4D . This completes the proof of Theorem 5.1.

C Theoretical Analysis for Utility Loss

Lemma C.1 ([5]). For two positive numbers a and b, we have | |log (a b )| | ≤ |a − b| min{a, b} .

C.1 The quantitative relationship between ||P^d − P^o||_{TV} and ϵ_u Lemma C.2. Let Assumption 4.3 hold, and ϵ_u be defined in Definition 4.1. Let P^o_a and P^d_a represent the distribution of the aggregated parameter before and after being protected. Then we have, ϵ_u ≥ 1 2K K∑ k=1 Δ_k||P^d_a − P^o_a ||_{TV}.

Proof. Let U_k = {w ∈ W_k : dP^d(w) − dP^o(w) > 0}, and V_k = {w ∈ W_k : dP^d(w) − dP^o(w) ≤ 0}, W_{Δk} = {w ∈ W^d_k : 0 < |U(w, D_k ) − U(w^⋆, D_k)| ≤ Δ_k}. For any w ∈ V_k, the definition of V_k implies that dP^o(w) ≥ dP^d(w) ≥ 0. Therefore, w belongs to the support of P^o, which is denoted as W^o_k . Then, we have V_k ⊂ W^o_k ⊂ W^⋆_k Similarly, we have that U_k ⊂ W^d_k We decompose ∫ U_k U(w, d)1w∈WΔ_k [dP d a (w)−dP^o_a (w)] as the summation of ∫ U_k U(w, d)1w∈WΔ_k [dP d a (w)− dP^o_a (w)] and ∫ U_k U(w, d)1w /∈WΔ_k [dP d a (w) − dP^o_a (w)].

Then we have

ϵ_u = 1 K K∑ k=1 ϵ_{u,k}

= 1 K K∑ k=1 [U(P^o_a , D_k) − U(P^d_a , D_k)] = 1 n_k ∑ d∈D_k E_{w∼P} o_a U(w, d) − 1 n_k ∑ d∈D_k E_{w∼P} d_a U(w, d)

= 1 K K∑ k=1 1 n_k ∑ d∈D_k ∫ W_k U(w, d)dP^o(w) − 1 n_k ∑ d∈D_k ∫ W_k U(w, d)dP^d(w)

= 1 K K∑ k=1 1 n_k ∑ d∈D_k ∫ V_k U(w, d)[dP^o_a (w) − dP^d_a (w)] − 1 n_k ∑ d∈D_k ∫ U_k U(w, d)[dP^d_a (w) − dP^o_a (w)]

≥ 1 K K∑ k=1 Δ_k · [||P^d_a − P^o_a ||_{TV} − 1 n_k ∑ d∈D_k ∫ U_k U(w, d)1_{w∈WΔk} [dP^d_a (w) − dP^o_a (w)]

≥ 1 K K∑ k=1 Δ_k · [||P^d_a − P^o_a ||_{TV} − ∫ W_{Δk} p^d_{Wk} (w)dw]

≥ 1 K K∑ k=1 Δ_k · ||P^d_a − P^o_a ||_{TV} 2 , where the first inequality is due to V_k ⊂ W^⋆_k , the second inequality is due to ∫ U_k U(w, d)1w∈WΔ_k [dP d a (w)− dP^o_a (w)] ≤ ∫ U_k U(w, d)1w∈WΔ_k dP d a (w) ≤ ∫ W^d_k U(w, d)1w∈WΔ_k dP d a (w) = ∫ W_{Δk} p d W_k (w)dw, the third

inequality is due to ∫ W_{Δk} p d W_k (w)dw ≤ ||P^d_a −P^o_a ||_{TV} 2 . D The Theoretical Analysis using Generalized JS Divergence

D.1 The quantitative relationship between ||P^d_k − P^o_k ||_{TV} and ϵ_{p,k}

Lemma D.1. Define the privacy leakage of any parameter w released by client k as ϵ_{p,w,k} = log (_{fDk|Wk (d|w)} f_{Dk} (d) ) . Let Assumption 4.3 hold, and ϵ_{p,k} be defined in Definition E.1. Let P^o_k and P^d_k represent the distribution of the parameter of client k before and after being protected. Let F^A_k and F^⋆_k represent the belief of client k about D after observing the protected and original parameter. Let F^{Mα}_k represent a smoothed distribution, the density function of which is defined as f^{Mα}_{Dk} (d) = αf^A_{Dk} (d) + (1 − α)f^⋆_{Dk} (d). Define JS_α(F^A_k ||F^⋆_k ) = αKL(F^A_k ||F^{Mα}_k ) + (1 − α)KL(F^⋆_k ||F^{Mα}_k ). Then, we have

JS_α(F^A_k ||F^⋆_k ) ≤ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV}.

Proof. The generalized JS metric satisfies that JS_α(F^A_k ||F^⋆_k ) ≤ max{2αKL(F^A_k ||F^{Mα}_k ), 2(1 − α)KL(F^⋆_k ||F^{Mα}_k )}. Notice that KL(F^A_k ||F^{Mα}_k ) = ∫ D_k f^A_{Dk} (d) log f^A_{Dk} (d) f^{Mα}_{Dk} (d) dμ(s),

and

KL(F^⋆_k ||F^{Mα}_k ) = ∫ D_k f^⋆_{Dk} (d) log f^⋆_{Dk} (d) f^{Mα}_{Dk} (d) dμ(d).

Therefore,

JS_α(F^A_k ||F^⋆_k ) ≤ max { 2α ∫ D_k f^A_{Dk} (d) | | |log f^A_{Dk} (d) f^{Mα}_{Dk} (d) | | | dμ(d), 2(1 − α) ∫ D_k f^⋆_{Dk} (d) | | |log f^⋆_{Dk} (d) f^{Mα}_{Dk} (d) | | | dμ(d) }

≤ max { 2α | | | log f^A_{Dk} (d) f^{Mα}_{Dk} (d) | | | , 2(1 − α) | | | log f^⋆_{Dk} (d) f^{Mα}_{Dk} (d) | | | } .

Bounding | |f_{ADk} (d) − f_{⋆Dk} (d) | |. Let U_k = {w ∈ W_k : dP^d_k (w) − dP^o_k (w) > 0}, and V_k = {w ∈ W_k : dP^d_k (w) − dP^o_k (w) ≤ 0}. Then we have

| |f^A_{Dk} (d) − f^⋆_{Dk} (d) | | = | | ∫ W_k f_{Dk|Wk} (d|w)[dP^d_k (w) − dP^o_k (w)] | | = | | | ∫ U_k f_{Dk|Wk} (d|w)[dP^d_k (w) − dP^o_k (w)] + ∫ V_k f_{Dk|Wk} (d|w)[dP^d_k (w) − dP^o_k (w)] | | | ≤ sup_{w∈Wk} f_{Dk|Wk} (d|w) ∫ U [dP^d_k (w) − dP^o_k (w)] + inf_{w∈Wk} f_{Dk|Wk} (d|w) ∫ V [dP^d_k (w) − dP^o_k (w)]

= ( sup w∈W_k f_{Dk|Wk} (d|w) − inf_{w∈Wk} f_{Dk|Wk} (d|w) ) ∫ U_k [dP^d_k (w) − dP^o_k (w)].

First, we provide an upper bound for (sup_{w∈Wk} f_{Dk|Wk} (d|w) − inf_{w∈Wk} f_{Dk|Wk} (d|w)).

For any pair w and w^′, we have |f_{Dk|Wk} (d|w) − f_{Dk|Wk} (d|w^′)| = f_{Dk|Wk} (d|w^′) | | f^{Dk|Wk} (d|w) f_{Dk|Wk} (d|w^′) − 1 | | .

Therefore,

sup w∈W_k f_{Dk|Wk} (d|w) − inf_{w∈Wk} f_{Dk|Wk} (d|w) = inf_{w∈Wk} f_{Dk|Wk} (d|w) | | | sup_{w∈Wk} f_{Dk|Wk} (d|w) inf_{w∈Wk} f_{Dk|Wk} (d|w) − 1 | | | . From the definition of maximum privacy leakage, we know that f_{Dk|Wk} (d|w) f_{Dk} (d) ∈ [e^{−δ}, e^δ ], for any w ∈ W_k.

Therefore, for any w, w^′ ∈ W_k we have f_{Dk|Wk} (d|w) f_{Dk|Wk} (d|w^′) = f_{Dk|Wk} (d|w) f_{Dk} (d) / f_{Dk|Wk} (d|w^′) f_{Dk} (d) ∈ [e^{−2δ}, e^{2δ} ].

Therefore, the first term of Eq. (E.2) is bounded by sup w∈W_k f_{Dk|Wk} (d|w) − inf_{w∈Wk} f_{Dk|Wk} (d|w) ≤ inf_w f_{Dk|Wk} (d|w)(e^{2δ} − 1). (D.1)

From the definition of total variation distance, we have ∫ U [dP^d_k (w) − dP^o_k (w)(w)] = ||P^o_k − P^d_k ||_{TV}. (D.2)

Combining Eq. (D.1) and Eq. (D.2), we have |f^A_{Dk} (d) − f^⋆_{Dk} (d)| = ( sup w∈W_k f_{Dk|Wk} (d|w) − inf_{w∈Wk} f_{Dk|Wk} (d|w) ) ∫ U [dP^d_k (w) − dP^o_k (w)] ≤ inf_{w∈Wk} f_{Dk|Wk} (d|w)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV}. (D.3)

Bounding log^f A Dk (d) f^{Mα}_{Dk} (d) and log f^⋆_{Dk} (d) f^{Mα}_{Dk} (d) . From Lemma C.1, we have | | |log f^A_{Dk} (d) f^{Mα}_{Dk} (d) | | | ≤ |f^A_{Dk} (d) − f^{Mα}_{Dk} (d)| min{f^A_{Dk} (d), f^{Mα}_{Dk} (d)} ,

and

| | | log f^⋆_{Dk} (d) f^{Mα}_{Dk} (d) | | | ≤ |f^A_{Dk} (d) − f^{Mα}_{Dk} (d)| min{f^A_{Dk} (d), f^{Mα}_{Dk} (d)} .

Recall that f^{Mα}_{Dk} (d) = αf^A_{Dk} (d) + (1 − α)f^⋆_{Dk} (d). Therefore, we have that

f^A_{Dk} (d) − f^{Mα}_{Dk} (d) = (1 − α)(f^A_{Dk} (d) − f^⋆_{Dk} (d)), and

f^⋆_{Dk} (d) − f^{Mα}_{Dk} (d) = α(f^⋆_{Dk} (d) − f^A_{Dk} (d)). We also have that min{f^A_{Dk} (d), f^{Mα}_{Dk} (d)} ≥ min{f^A_{Dk} (d), f^⋆_{Dk} (d)}, and min{f^⋆_{Dk} (d), f^{Mα}_{Dk} (d)} ≥ min{f^⋆_{Dk} (d), f^A_{Dk} (d)}. Therefore, max d∈D_k { 2α | | | log f^A_{Dk} (d) f^{Mα}_{Dk} (d) | | | , 2(1 − α) | | | log f^⋆_{Dk} (d) f^{Mα}_{Dk} (d) | | | }

≤ max{2α|f^A_{Dk} (d) − f^{Mα}_{Dk} (d)|, 2(1 − α)|f^⋆_{Dk} (d) − f^{Mα}_{Dk} (d)|} min{f^A_{Dk} (d), f^{Mα}_{Dk} (d)} ≤ 2α(1 − α)|f^A_{Dk} (d) − f^⋆_{Dk} (d)| min{f^A_{Dk} (d), f^⋆_{Dk} (d)} ≤ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV},

where the third inequality is due to min{f^A_{Dk} (d), f^⋆_{Dk} (d)} ≥ inf_w f_{Dk|Wk} (d|w) and Eq. (D.3). Therefore, JS_α(F^A_k ||F^⋆_k ) ≤ max_{d∈Dk} { 2α | | |log f^A_{Dk} (d) f^{Mα}_{Dk} (d) | | | , 2(1 − α) | | |log f^⋆_{Dk} (d) f^{Mα}_{Dk} (d) | | | }

≤ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV}.

Lemma D.2. Define the privacy leakage of any parameter w released by client k as ϵ_{p,w,k} = log (_{fDk|Wk (d|w)} f_{Dk} (d) ) . Let Assumption 4.3 hold, and ϵ_{p,k} be defined in Definition E.1. Let P^o_k and P^d_k represent the distribution of the parameter of client k before and after being protected. Let F^B_k and F^A_k represent the belief of client k about D before and after observing the released parameter. Then, we have JS_α(F^⋆_k ||F^B_k )^{1/e} ≤ ϵ_{p,k} + [ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV} ]_{1/e} . Proof. From Lemma D.1, we know that

JS_α(F^A_k ||F^⋆_k ) ≤ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV}.

Notice that JS^{1/e}_α satisfies the triangle inequality from Lemma 4.1. That is, JS_α(F^⋆_k ||F^B_k )^{1/e} ≤ JS_α(F^A_k , F^B_k )^{1/e} + JS_α(F^A_k ||F^⋆_k )^{1/e}.

JS_α(F^⋆_k ||F^B_k )^{1/e} − JS_α(F^A_k ||F^B_k )^{1/e} ≤ JS_α(F^A_k ||F^⋆_k )^{1/e} ≤ [ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV} ]_{1/e} . Therefore, we have that

JS_α(F^⋆_k ||F^B_k )^{1/e} ≤ JS(F^A_k ||F^B_k )^{1/e} + [ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV} ]_{1/e}

= ϵ_{p,k} + [ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV} ]_{1/e} .

D.2 Analysis of Theorem 4.2

With Lemma D.2 and Lemma C.2, it is now natural to provide a quantitative relationship between the utility loss and the privacy leakage (Theorem 4.2).

Theorem D.3. Define the privacy leakage of any parameter w released by client k as ϵ_{p,w,k} = log (_{fDk|Wk (d|w)} f_{Dk} (d) ) . Let Assumption 4.3 hold, and ϵ_{p,k} and ϵ_u be defined in Definition E.1 and Definition 4.1. Let P^o_k and P^d_k represent the distribution of the parameter of client k before and after being protected. Let F^B_k and F^A_k represent the belief of client k about D before and after observing the released parameter. Then we have 1 K K∑ k=1 JS_α(F^⋆_k ||F^B_k )^{1/e} ≤ 1 K K∑ k=1 ϵ_{p,k} + 2γα(1 − α)(e^{2δ} − 1)ϵ_u/Δ, (D.4)

where γ =^{1K} ∑_K k=1 ||P^o_k −P^d_k ||^{1/e}_{TV} ||P^d−P^o||_{TV} .

Proof. Let T represent the round when the algorithm starts to converge. From Lemma D.2, we have

1 K K∑ k=1 JS_α(F^⋆_k ||F^B_k )^{1/e} ≤ 1 K K∑ k=1 ϵ_{p,k} + 1 K K∑ k=1 [ 2α(1 − α)(e^{2δ} − 1)||P^o_k − P^d_k ||_{TV} ]_{1/e} . (D.5)

From Lemma C.2, we have ϵ_u ≥ 1 2K K∑ k=1 Δ_k||P^d_a − P^o_a ||_{TV}. (D.6)

Combining Eq. (D.5) and Eq. (D.6), we have that

1 K K∑ k=1 JS_α(F^⋆_k ||F^B_k )^{1/e} ≤ ϵ_p + 2γ[2α(1 − α)(e^{2δ} − 1)]^{1/e}ϵ_u/Δ,

where γ =^{1K} ∑_K k=1 ||P^o_k −P^d_k ||^{1/e}_{TV} ||P^d−P^o||_{TV} , Δ = ∑_K k=1 Δ_k, and ϵ_p =^1_K ∑_K k=1 ϵ_{p,k}. This equation could be simplified as

C_1 ≤ 1 K K∑ k=1 ϵ_{p,k} + C_2ϵ_u.

E Measuring privacy leakage using total variation distance

The main result generalizes to the case where distance are measured using the total variation distance.

E.1 The privacy leakage

The average privacy leakage is calculated by taking average over all possible assignments of d and w. First we give a definition of average privacy leakage:

Definition E.1. The average privacy leakage is defined as ϵ_{p,k} = ∫ d∈D_k p_D(d)|f^A_{Dk} (d) − f_{Dk} (d)|dμ(d), (E.1) where f^A_{Dk} (d) = ∫ W_k fDk|Wk (d|w)dP d k (w).

E.2 The Theoretical Analysis E.2.1 The quantitative relationship between ||P^d_k − P^o_k ||_{TV} and δ

Lemma E.1. Let f^A_D (d) = ∫ W_k fDk|Wk (d|w)dP d k (w), and F^⋆_k (d) = ∫ W_k fDk|Wk (d|w)dP o k (w), where D represents the private information, and W represents the parameter. For any δ ≥ 0, let f_{W |D}(·|·) be a privacy preserving mapping that guarantees δ-maximum Bayesian privacy. That is, |f_{Dk|Wk} (d|w) − f_{Dk} (d)| ≤ δ, for any w ∈ W_k and any d ∈ D_k. Then, we have ||F^A_k − F^⋆_k ||_{TV} ≤ 2δ||P^o_k − P^d_k ||_{TV}. Proof. Let U_k = {w ∈ W_k : dP^d_k (w) − dP^o_k (w) > 0}, and V_k = {w ∈ W_k : dP^d_k (w) − dP^o_k (w) ≤ 0}. | |f^A_{Dk} (d) − f^⋆_{Dk} (d) | | = | | | ∫ W_k f_{Dk|Wk} (d|w)[dP^d_k (w) − dP^o_k (w)] | | | = | | | ∫ U_k f_{Dk|Wk} (d|w)[dP^d_k (w) − dP^o_k (w)] + ∫ V_k f_{Dk|Wk} (d|w)[dP^d_k (w) − dP^o_k (w)] | | | ≤ sup_{w∈Uk} f_{Dk|Wk} (d|w) ∫ U [dP^d_k (w) − dP^o_k (w)] + inf_{w∈Vk} f_{Dk|Wk} (d|w) ∫ V [dP^d_k (w) − dP^o_k (w)]

≤ ( sup w∈W_k f_{Dk|Wk} (d|w) − inf_{w∈Wk} f_{Dk|Wk} (d|w) ) ∫ U [dP^d_k (w) − dP^o_k (w)] (E.2)

where the fourth equality is due to V ⊂ W^⋆, and the last equality is due to the definition of w^⋆. First, we provide an upper bound for (sup_w f_{Dk|Wk} (d|w) − inf_w f_{Dk|Wk} (d|w)). From the definition of maximum privacy leakage, we know that for any w ∈ W_k, f_{Dk|Wk} (d|w) − f_D(d) ≤ δ, and f_{Dk|Wk} (d|w) − f_D(d) ≥ −δ.

sup w∈W_k f_{Dk|Wk} (d|w) − inf_{w∈Wk} f_{Dk|Wk} (d|w) = sup_{w∈Wk} f_{Dk|Wk} (d|w) − f_D(d) − ( inf_{w∈Wk} f_{Dk|Wk} (d|w) − f_D(d)) ≤ 2δ. (E.3)

From the definition of total variation distance, we have ∫ U [dP^d_k (w) − dP^o_k (w)] = ||P^o_k − P^d_k ||_{TV}. (E.4)

Combining Eq. (E.3) and Eq. (E.4), we have |f^A_{Dk} (d) − f^⋆_{Dk} (d)| ≤ ( sup w∈W_k f_{Dk|Wk} (d|w) − inf_{w∈Wk} f_{Dk|Wk} (d|w) ) ∫ U [dP^d_k (w) − dP^o_k (w)] ≤ 2δ · ||P^O_k − P^d_k ||_{TV}. (E.5) Therefore, we have ||F^A_k − F^⋆_k ||_{TV} = ∫ D_k | (f^A_{Dk} (d) − f^⋆_{Dk} (d)) | dμ(d) ≤ 2δ||P^o_k − P^d_k ||_{TV}.

Lemma E.2. Let f^A_{Dk} (d) = ∫ W_k fDk|Wk (d|w)dP d k (w), and f^⋆_{Dk} (d) = ∫ W_k fDk|Wk (d|w)dP o k (w), where D represents the privation information, and W represents the parameter. For any δ ≥ 0, let f_{W |D}(·|·) be a privacy preserving mapping that guarantees δ-maximum Bayesian privacy. That is, |f_{Dk|Wk} (d|w) − f_{Dk} (d)| ≤ δ, for any w ∈ W_k and any d ∈ D_k. Then, we have ||F^⋆_k − F^B_k ||_{TV} ≤ ϵ_{p,k} + 2δ||P^o_k − P^d_k ||_{TV}. (E.6) Proof. From Lemma E.1, we know that

||F^A_k − F^⋆_k ||_{TV} ≤ 2δ||P^o_k − P^d_k ||_{TV}. Notice that the total variation distance satisfies the triangle inequality. From the triangle inequality, we have that ||F^⋆_k − F^B_k ||_{TV} − ||F^A_k − F^B_k ||_{TV} ≤ ||F^A_k − F^⋆_k ||_{TV} ≤ 2δ||P^o_k − P^d_k ||_{TV}.

Therefore, we have that

||F^⋆_k − F^B_k ||_{TV} ≤ ||F^A_k − F^B_k ||_{TV} + ||F^A_k − F^⋆_k ||_{TV} ≤ ϵ_{p,k} + 2δ||P^o_k − P^d_k ||_{TV}.

E.3 Analysis of Theorem 4.3

With Lemma E.2 and Lemma C.2, it is now natural to provide a quantitative relationship between the utility loss and the privacy leakage (Theorem 4.3).

Theorem E.3. Let Assumption 4.3 hold, and ϵ_{p,k}, ϵ_u be defined in Definition E.1 and Definition 4.1. Then we have 1 K K∑ k=1 ||F^⋆_k − F^B_k ||_{TV} ≤ 1 K K∑ k=1 ϵ_{p,k} + δ Δ (e^{2δ} − 1)ϵ_u.

Proof. Let T represent the round when the algorithm starts to converge. From Lemma E.2, we have

1 K K∑ k=1 ||F^⋆_k − F^B_k ||_{TV} ≤ 1 K K∑ k=1 ϵ_{p,k} + 1 K K∑ k=1 2δ||P^o_k − P^d_k ||_{TV}. (E.7)

From Lemma C.2, we have ϵ_u ≥ 1 2K K∑ k=1 Δ_k||P^d_a − P^o_a ||_{TV}. (E.8)

Combining Eq. (E.7) and Eq. (E.8), we have that

1 K K∑ k=1 ||F^⋆_k − F^B_k ||_{TV} ≤ ϵ_p + 4γδ Δ ϵ_u,

where γ =^{1K} ∑_K k=1 ||P^o_k −P^d_k ||_{TV} ||P^d_a −P^o_a ||_{TV} , Δ = ∑_K k=1 Δ_k, and ϵ_p =^1_K ∑_K k=1 ϵ_{p,k}.