arXiv:2407.06142v1 [cs.NI] 8 Jul 2024

Delay-Aware Robust Edge Network Hardening Under Decision-Dependent Uncertainty

Jiaming Cheng, Student Member, IEEE, Duong Thuy Anh Nguyen, Student Member, IEEE, Ni Trieu Member, IEEE, and Duong Tung Nguyen, Member, IEEE

Abstract—Edge computing promises to offer low-latency and ubiquitous computation to numerous devices at the network edge. For delay-sensitive applications, link delays can have a direct impact on service quality. These delays can fluctuate drastically over time due to various factors such as network congestion, changing traffic conditions, cyberattacks, component failures, and natural disasters. Thus, it is crucial to efficiently harden the edge network to mitigate link delay variation as well as ensure a stable and improved user experience. To this end, we propose a novel robust model for optimal edge network hardening, considering the link delay uncertainty. Departing from the existing literature that treats uncertainties as exogenous, our model incorporates an endogenous uncertainty set to properly capture the impact of hardening and workload allocation decisions on link delays. However, the endogenous set introduces additional complexity to the problem due to the interdependence between decisions and uncertainties. We present two efficient methods to transform the problem into a solvable form. Extensive numerical results are shown to demonstrate the effectiveness of the proposed approach.

Index Terms—Edge computing, delay reduction, network hardening, robust optimization, decision-dependent uncertainty.

I. INTRODUCTION The explosive growth of mobile devices and applications has triggered an unprecedented surge in mobile data traffic. As emerging services such as augmented/virtual reality (AR/VR), manufacturing automation, and autonomous driving continue to evolve, it is imperative to devise innovative solutions to effectively meet their stringent requirements. To this end, edge computing (EC) has been advocated as a vital computing paradigm that complements the traditional cloud to provide a superior user experience and enable various low-latency and ultra-reliable Internet of Things (IoT) applications [1].

The performance and reliability of EC systems are susceptible to various uncertainties stemming from multiple sources, including extreme weather conditions, fluctuating resource demands, traffic spikes, user mobility, and changes in application performance and user behavior. Moreover, the escalating complexity and diversity of man-made attacks and cyber threats, such as malware attacks, cyberattacks, and insider threats, pose additional uncertainties and risks to EC systems. Consequently, designing EC systems with robust measures to manage system uncertainties as well as detect and mitigate potential threats and component failures is of utmost importance [2].

Effectively managing uncertainties is a key factor for achieving consistent performance, reliability, and an enhanced user experience in EC. A crucial but frequently overlooked aspect in the literature is link delay uncertainty, which may arise due to

The first two authors have equal contributions. The authors are with the Ira A. Fulton Schools of Engineering, Arizona State University, Tempe, AZ, USA. Email: {jiaming,dtnguy52,nitrieu,duongnt}@asu.edu.

a variety of factors, including fluctuating workloads, network congestion, routing changes, link failures, and cyber-attacks. Specifically, workload is a major contributor to delay uncertainty, as higher traffic volumes on a link can lead to increased packet delays. Network congestion is another critical factor that can cause delays and increased packet loss, particularly during high-volume network traffic periods. Moreover, routing changes, prompting packets to follow different paths, can introduce additional delays and variability in packet transmission. In the event of link failures, congestion can arise, causing slower speeds as traffic is rerouted. Finally, deliberate network attacks targeting links can inundate the network with excessive traffic, thereby exacerbating delay issues.

Delay uncertainties can significantly affect the performance of edge network systems, especially for delay-sensitive applications. To address this issue, this paper focuses on enhancing the resilience of edge networks against delay uncertainties through various link hardening strategies, such as redundancy and failover, load balancing, traffic shaping, fault-tolerant routing, quality of service (QoS), and security mechanisms. Redundancy ensures that backup links and resources are available in the event of primary link failures [3, 4], while failover mechanisms automatically switch to backup links to guarantee network continuity [5]. Upgrading hardware, increasing bandwidth, and investing in higher-quality fiber optic cables can also bolster the resilience of network links. Load balancing is another crucial strategy that evenly distributes network traffic across multiple links, preventing any single link from becoming overloaded and reducing the likelihood of delays and failures [6]. Traffic shaping plays a vital role in controlling the traffic flow, avoiding link overload, and reducing delays and packet loss [7]. Faulttolerant routing algorithms can help ensure that traffic continues to flow even when links fail, by rerouting traffic through alternate paths [2]. In addition, implementing QoS mechanisms and security measures is essential. QoS mechanisms prioritize traffic based on its importance, ensuring that critical traffic receives preferential treatment and minimizing delays and packet loss for critical applications. Security measures such as firewalls, intrusion detection systems, and other security mechanisms protect network links from attacks and unauthorized access, further fortifying the network [8, 9, 10].

Different levels of hardening strategies yield varying degrees of network resilience [11]. Higher levels of hardening offer more robust protection, reducing the chance of network failures and improving overall network reliability [12]. However, these advantages are accompanied by increased costs. The associated costs differ due to each hardening level potentially requiring distinct technologies, strategies, infrastructure enhancements, or ongoing maintenance efforts. For example, standard redundancy and failover mechanisms provide essential protection against link failures, but they may fall short for critical, delaysensitive services. Advanced hardening strategies (e.g., highgrade encryption, fault-tolerance routing, and extensive traffic shaping) provide a higher level of security and resilience [2]. Implementing these advanced measures often requires significant investments in software development and cybersecurity expertise [13, 14]. Also, establishing redundant high-capacity links, such as fiber optic cables, involves considerable capital outlay for infrastructure and continuous operational costs.

By adopting these proactive strategies, edge networks can effectively mitigate the impact of delay uncertainties and enhance their overall resilience. However, hardening all network links is impractical and economically unfeasible. Therefore, it becomes crucial to determine which specific links should be hardened and at what level. Surprisingly, this critical problem has been largely overlooked in the existing literature. Moreover, the actual link delay and the level of uncertainty are directly influenced by the workload and the chosen degree of link hardening. Conversely, the link hardening and workload allocation decisions are dependent on the link delays. This interdependence creates a fundamental and unresolved challenge in optimizing edge link hardening decisions.

This paper aims to bridge this gap by proposing a novel robust optimization (RO) framework for optimal link hardening in EC, considering the influence of the hardening and workload allocation decisions on link delays. Specifically, to accurately model the link delays, we introduce a decision-dependent uncertainty (DDU) set that explicitly captures the interdependence between the uncertainties and decisions. The incorporation of the DDU set into the robust model provides a more realistic representation of uncertainty during actual operation. Unlike the traditional RO method using a fixed decision-independent uncertainty (DIU) set, the DDU set is adjustable. This allows decision-makers to proactively control the form and level of uncertainty through their decisions, thereby mitigating the inherent conservatism of the robust solution. However, the introduction of interdependencies between uncertainties and decisions adds complexity to the problem, resulting in a largescale non-linear optimization problem with numerous bilinear terms. To overcome this challenge, we present two efficient exact algorithms that can solve the underlying robust model under DDU. Our main goal is to quantify the benefit and importance of considering the endogenous uncertainty. Our contributions can be summarized as follows:

• Modeling: We introduce a new robust model to address the problem of optimal edge network link hardening and workload allocation, aiming to minimize the cost while enhancing user experience by reducing link delay variation. Different from traditional RO models under exogenous uncertainty, our proposed model incorporates an endogenous uncertainty set to capture the interdependencies between uncertain link delays and the decisions related to hardening and workload allocation. To the best of our knowledge, this is the first robust link-hardening model in EC, which explicitly accounts for this decision-dependent uncertainty.

• Techniques: To tackle the challenging robust problem under DDU, we depart from traditional RO frameworks and develop two efficient and exact reformulations, termed

RDDU and e-RDDU. These reformulations are achieved through a series of transformations that convert the problem into a Mixed Integer Linear Programming (MILP) form, which can be solved efficiently using widely available solvers such as Gurobi^1 and Mosek^2. Notably, the e- RDDU reformulation takes advantage of the specific structure of the DDU set and employs a clever transformation technique, which helps substantially reduce the size and complexity of the problem.

• Numerical results: Through extensive simulations, we demonstrate the efficiency of the proposed scheme compared to three benchmarks: a no-hardening scheme, a random hardening scheme, and a stochastic scheme under decision-dependent uncertainty. Additionally, we conduct sensitivity analyses to evaluate the impact of important system parameters on the system performance.

The rest of the manuscript is organized as follows. Section II introduces the system model and formulates the problem, while Section III expounds on the proposed solution approach. The numerical results are presented in Section IV. Section V discusses related work followed by conclusions in Section VI.

II. SYSTEM MODEL AND PROBLEM FORMULATION A. System Model

This paper studies an edge network hardening problem that involves a budget-constrained EC platform, aiming to optimize link hardening decisions to improve user experience by reducing delays. The platform manages a set J of J heterogeneous ENs and offers edge resources to users in different areas, each represented by an access point (AP). The set of APs is denoted by I, and the number of APs is I. Let i and j signify the AP index and EN index, respectively. We consider the graph G (V, E), where V is the set of nodes including I APs and J ENs. The set E = {(i, j) : i ∈ I, j ∈ J } represents the set of links connecting APs with ENs. Each link (i, j) represents the logical link connecting area i with EN j, which may encompass multiple physical links.

The EN size can vary significantly, and each EN may consist of one or several edge servers. For simplicity, we consider only computing resources. The resource capacity at EN j is denoted by C_j . Define λ_i as the resource demand in area i. To reduce the network delay, demand in each area should be served by its closest EN. However, the capacity of each EN is limited. Thus, the platform needs to optimize the workload allocation decision, considering the edge resource capacity constraints, to ensure service quality while reducing costs. Let x_{i,j} be the workload allocated from area i to EN j. User requests from each area must be either served by some ENs or dropped. We denote the amount of unmet demand and the penalty for each unit of unmet demand in area i by w_i and s_i, respectively.

The quality of service for latency-sensitive applications is heavily affected by link delays. The delay in the logical link between area i and EN j, which may encompass multiple physical link segments connecting intermediate nodes along the path between them, is denoted by d_{i,j} . Link delay can fluctuate dramatically over time due to various factors such

1https://www.gurobi.com/ 2https://www.mosek.com/

as varying traffic conditions, cyberattacks, network congestion, and link/router failures. We consider d_{i,j} as a time-varying and uncertain parameter instead of a constant as commonly assumed in the literature. To provide a superior user experience, the platform must aim to reduce not only the link delay but also the delay variation. Thus, developing efficient models for optimal link hardening that can mitigate delay variation and enhance system resilience is of paramount importance.

The link hardening cost can vary based on several factors, such as the links’ characteristics and locations, as well as the types and levels of hardening. We assume that each link has R levels of hardening, denoted by h^r_{i,j} for level-r hardening cost of link (i, j), which increases as the hardening level increases. A higher hardening level implies improved link performance and reduced delay variation. We introduce a binary variable t^r_{i,j} , where t^r_{i,j} equals 1 if link (i, j) if level-r hardening is applied to link (i, j). We also denote the incremental link hardening cost between two adjacent levels for each link by Δh^r_{i,j} (i.e., Δh^r_{i,j} = h^r_{i,j} −h^{r−1}_{i,j} ) and the incremental impact factor between adjacent levels by Δγ^r_{i,j} (i.e., Δγ^r_{i,j} = γ^r_{i,j} − γ^{r−1}_{i,j} ). Without loss of generality, we assume Δh^r_{i,j} = Δh and Δγ^r_{i,j} = Δγ, ∀i, j, r. Additionally, let B be the total hardening budget of the platform. The platform aims to identify a subset of critical links for efficient hardening within the budget constraint. The main notations are summarized in Table I.

B. Deterministic Hardening Model

The EC platform aims to minimize the total link hardening cost while enhancing user experience by reducing the overall network delay and unmet demand. Without uncertainty consideration, the deterministic problem for optimizing the hardening and workload allocation decisions can be expressed as:

DET: min_{t,x,w} C_1 + C_2 (1a)

s.t. (4) − (10), (1b)

where C_1 represents the total hardening cost and C_2 represents the total penalty cost. The objective function and constraints are described in the following.

Objective function: The first term in the objective function (1a) represents the total link hardening cost given as follows:

C_1 = ∑ i,j h^r_{i,j} t^r_{i,j} . (2) The second term captures the delay penalty and unmet demand penalty from the workload allocation decision, i.e., we have:

C_2 = ∑ i,j ρd_{i,j} x_{i,j} + ∑ i s_iw_i, (3)

where ρ is the delay penalty parameter, which can be adjusted by the platform. A larger ρ indicates the platform gives more priority to delay reduction than to unmet demand reduction. Budget constraint: The investment budget of the platform is often limited. Consequently, the total link hardening cost cannot surpass this budget. This leads to the following constraint: ∑ i,j,r h^r_{i,j} t^r_{i,j} ≤ B. (4)

Notation Definition Sets and indices EN, AP Edge node, Access point I, I Set and number of areas (APs) J , J Set and number of edge nodes (ENs) Parameters h^r_{i,j} Level r link hardening cost for link (i, j) C_j Computing resource capacity at EN j B Total link hardening budget s_i Unmet demand penalty in area i d_{i,j} Network delay between AP i and EN j γ^r_{i,j} Impact factor of level r link hardening along link (i, j) u_{i,j} Impact factor of workload along link (i, j) ρ Delay penalty Δγ Incremental link hardening impact Δh Incremental link hardening cost λ_i Resource demand in area i Γ_1, Γ_2 Uncertain budget in D_1, D_2 Ψ Scaling factor for link hardening cost (h^r_{i,j} ) Variables x_{i,j} Workload allocated from AP i to EN j w_i Unmet demand in area i t_{i,j} {0, 1}, 1 if link (i, j) is chosen for level-r hardening

TABLE I: Notations

Hardening constraints: Since the platform can choose at most one hardening level for each link (i, j), we have: ∑ r t^r_{i,j} ≤ 1, ∀i, j. (5) Capacity constraints: The total workload assigned to each EN cannot exceed its capacity, which can be expressed as follows: 0 ≤ ∑ i x_{i,j} ≤ C_j , ∀j. (6) Workload allocation constraints: The demand from each area must be either served by some ENs or dropped, which can be captured by the following constraints:

w_i + ∑ j x_{i,j} = λ_i, ∀i. (7) QoS constraints: For quality control, the platform may impose a restriction that the proportion of unmet demand in any given area i should not exceed a given threshold α_i as shown below: w_i λ_i ≤ α_i, ∀i. (8) Delay constraints: To ensure a satisfactory user experience, the platform can impose a certain threshold Δ_i on the average network delay for each area i. Note that^{xi,j}_{λi} represents the proportion of workload from area i allocated to EN j. The expression for this relationship is as follows: ∑ j d_{i,j} x_{i,j} λ_i ≤ Δ_i, ∀i. (9) Decision variables: Decision variables include the workload allocation x, unmet demand w and hardening decision t. w ∈ Z^I_+, x ∈ Z^{I×J}_+ , t ∈ {0, 1}^{I×J×R}. (10) In practice, the platform typically provisions a discrete number of resource units (e.g., vCPUs, virtual machines) at each EN. Thus, the resource demands, allocation quantities, and unmet demands are represented as integers in our model.

Remark. In the deterministic model, the link delay parameter d_{i,j} is a constant. Also, the hardening decision has no impact on the link delay. Hence, from (1), it is easy to see that the optimal solution for t is t_{i,j} = 0, ∀i, j. Then, the deterministic model DET can be simplified as:

NH: min x∈Z^{I×J}_+ ,w∈Z^I_+ C_2 (11)

s.t. (6) − (9).

There are no hardening decisions in the reduced NH model.

C. Uncertainty Modeling

In practice, link delays are uncertain and can vary significantly over time. Relying on the assumption that link delays are fixed and known may lead to suboptimal solutions. To address this challenge, we incorporate link delays as uncertain parameters in our robust models. We propose two models for this purpose. The first model considers link delays as independent of the hardening and workload allocation decisions, resulting in an exogenous uncertainty set. In contrast, the second model utilizes a DDU set to capture the influence of decision variables on link delays. Our foremost aim is to elucidate the difference between traditional exogenous uncertainty sets and endogenous uncertainty sets, specifically regarding their impacts on the robust solution from a theoretical standpoint.

1. Robust Hardening Model with Exogenous Uncertainties: We employ the traditional RO approach to model uncertain network link delays using an exogenous polyhedral uncertainty set [15]. In particular, the actual link delay d_{i,j} is assumed to vary within the range of [d̄_{i,j} , d̄_{i,j} + d̂_{i,j} ], where d̄_{i,j} is the minimum value of network delay along link (i, j) and d̂_{i,j} is the maximum deviation from d̄_{i,j} . Then, the link delays can be captured by the following polyhedral uncertainty set [16, 17]:

D_1(d̂, d̄, Γ_1) := { d_{i,j} : d_{i,j} = d̄_{i,j} + g_{i,j}d̂_{i,j} , g_{i,j} ∈ [0, 1], ∀i, j; ∑ i,j g_{i,j} ≤ Γ_1 } , (12)

where Γ_1 is called the uncertainty budget, which can be set by the platform from observing historical data. The value of Γ_1 controls the size of the uncertainty set and the robustness of the optimal solution. As the value of Γ_1 increases, the uncertainty set D_1 also expands, leading to a more robust solution. The robust link hardening model with the decision-independent uncertainty (DIU) set D_1 can be expressed as follows:

RO-DIU: min_{t,x,w} max_{d∈D1} C_1 + C_2 (13a)

s.t. (4) − (8), (10), (13b) ∑ j d_{i,j} x_{i,j} λ_i ≤ Δ_i, ∀i, ∀d_{i,j} ∈ D_1. (13c) Compared to the deterministic model (11), only minor modifications are required for the objective function and average delay constraints (13c) as they contain the uncertain link delay d_{i,j} . Similar to DET, the platform aims to minimize the total hardening cost while enhancing user experience. It is apparent from the RO-DIU model and the exogenous uncertainty set D_1 that link hardening provides no advantages to the platform.

As a result, the platform has no incentives to invest in link hardening. Hence, the RO-DIU model can be reduced to the following equivalent model:

RO-NH: min x∈Z^{I×J}_+ ,w∈Z^I_+ max d∈D_1 C_2 (14)

s.t. (6) − (8), (10), (13c).

2. Robust Hardening Model with Endogenous Uncertainties: Link hardening can enhance the quality of the edge network by reducing link delay and delay variation. However, the link delay tends to increase as data traffic (workload) traversing through the link increases. Hence, the set D_1(d̂, d̄, Γ_1) fails to capture the interdependencies between the actual link delays and link hardening as well as workload allocation decisions. To overcome this limitation, we propose a new uncertainty set that incorporates decision-dependent uncertainty to accurately model the impact of decision variables on the actual link delays. This approach enables us to better capture the effects of link hardening and workload allocation decisions on the actual link delays, thereby improving the model’s robustness and efficiency. The endogenous uncertainty set representing the link delay uncertainty is defined as follows:

D_2(d̂, d̄, t, x, Γ_2):= { d_{i,j} : 0 ≤ g_{i,j} ≤ 1 − ∑ r γ^r_{i,j} t^r_{i,j} , d_{i,j} =d̄_{i,j} +d̂_{i,j} (g_{i,j} + u_{i,j} x_{i,j} ), ∀i, j; ∑ i,j g_{i,j} ≤ Γ_2 } . (15)

Here, we introduce two new decision-dependent parameters, γ^r_{i,j} and u_{i,j} . The parameter γ^r_{i,j} captures the impact of link hardening on the network delay along the link (i, j) with levelr hardening. As the level of hardening increases, the link delay deviation decreases. Note that at most one hardening level can be chosen for each link, as indicated in equation (5).

The network delay on a link depends on the link utilization, which is in turn influenced by the amount of data traffic or workload on that link. For simplicity, we assume that the network delay on each link is a linear function of its workload, represented by the slope parameter u_{i,j} . This means that the link delay will increase proportionally with an increase in workload. Note that the dependence of the link delay on the workload allocation decision can be represented using more complex functions such as piecewise linear functions.

Compared to the exogenous uncertainty set (12) in the RO- DIU model, the upper bound of g_{i,j} in D_2 is reduced from 1 to 1− ∑_R r=1 γ^r_{i,j} t^r_{i,j} , which shows the benefit of link hardening by reducing the worst-case delay on hardened links. When there is no hardening (t = 0), the range for g_{i,j} is the same for both D_1 and D_2. Similar to the exogenous uncertainty set (12), Γ_2 is the uncertainty budget of D_2, which controls the size of the uncertainty set. Additionally, D_2 captures the dependence of the link delay on the workload, which is not considered in D_1. Finally, it can be observed that the platform’s decisions have no influence on the uncertainty set D_1 while they can directly alter D_2. Consequently, the platform can control the level of conservatism through its decisions. On the other hand, the uncertainty set obviously affects the robust decisions of the platform. Hence, there is an interdependence between the decision variables and the uncertainty, which makes the robust problem with endogenous uncertainties more challenging.

Overall, the proposed robust link hardening model with the DDU set D_2 is given as follows:

RODDU: min_{t,x,w} max_{d∈D2} C_1 + C_2 (16a)

s.t. (4) − (8), (10), (16b) ∑ j d_{i,j} x_{i,j} λ_i ≤ Δ_i, ∀i, ∀d_{i,j} ∈ D_2. (16c)

III. SOLUTION APPROACH This section develops exact reformulations to solve the robust model (16). The presence of decision variables, which are solutions to the outer minimization problem, in the uncertainty set D_2 poses significant complications to solving RODDU. Specifically, it changes the size and form of the set, making it difficult to reformulate robust problems with DDU sets in a tractable fashion. Indeed, the general RODDU problem is NPcomplete, which can be proved based on the 3-Satisfiability problem (i.e., 3-SAT) [18]. Please refer to Appendix. A for the NP-Complete proof. Moreover, the uncertain parameter d_{i,j} appears in both the objective function and the left-hand side of (16c), and the problem is a nonlinear program containing bilinear terms, such as d_{i,j} x_{i,j} , that cannot be solved directly. To overcome these challenges, we present two solution approaches. The first approach combines linear programming (LP) duality, binary expansion, and linearization methods to reformulate the RODDU model into a large-scale MILP that can be solved using solvers. The second approach introduces new auxiliary variables and a clever transformation trick to significantly reduce the size of the problem by removing redundant constraints during the problem reformulation, which can substantially accelerate the computational time.

A. Robust Solution

The main challenge in solving the RODDU problem stems from the fact that the objective function (16a) and the robust constraints (16c) contain bilinear terms due to the inclusion of decision variables in the DDU set D_2. When the uncertainty set is independent of the decision variables, standard techniques can be employed to convert the problem into an equivalent MILP robust counterpart using LP duality [15]. Unfortunately, D_2 is decision-dependent, rendering our problem more complicated. To this end, we introduce a series of transformations to convert RODDU into an equivalent and solvable MILP form by transforming (16a) and (16c) into a set of linear equations.

First, the robust delay constraints (16c) can be rewritten as:

Δ_i ≥ max_{d∈D2} ∑ j d_{i,j} x_{i,j} λ_i , ∀i, (17) which is equivalent to:

Δ_i ≥ ∑ j d̄_{i,j} x_{i,j} λ_i + ∑ j d̂_{i,j} u_{i,j} λ_i x_{i,j} x_{i,j}

+ max_{g∈G} ∑ j d̂_{i,j} x_{i,j} λ_i g_{i,j} , ∀i, (18) where

G := { g : ∑ i,j g_{i,j} ≤ Γ_2; 0 ≤ g_{i,j} ≤ 1 − ∑ r γ^r_{i,j} t^r_{i,j} , ∀i, j } .

Thus, for all i, the last term in (18) can be expressed as:

max_{g≥0} ∑ j d̂_{i,j} x_{i,j} λ_i g_{i,j} (19a)

s.t. ∑ i,j g_{i,j} ≤ Γ_2, (β^0_i ) (19b)

g_{i,j} ≤ 1 − R∑ r=1 γ^r_{i,j} t^r_{i,j} , ∀j, (ξ^0_{i,j} ) (19c) where β^0_i and ξ^0_{i,j} are dual variables associated with the constraints (19b) and (19c), respectively, for each area i. By using LP duality [19], (18) can be rewritten as:

Δ_i ≥ ∑ j d̄_{i,j} x^{i,j} λ_i + ∑ j d̂_{i,j} u_{i,j} λ_i x_{i,j} x_{i,j} + Γ_2β^0_i + ∑ j ξ^0_{i,j} − ∑ j,r γ^r_{i,j} t^r_{i,j} ξ^0_{i,j} , ∀i, (20a)

β^0_i + ξ^0_{i,j} ≥ d̂_{i,j} λ_i x_{i,j} , ∀i, j, (20b) β^0_i ≥ 0, ∀i; ξ^0_{i,j} ≥ 0, ∀i, j. (20c) The reformulated constraints (20a) contain two complicating bilinear terms x_{i,j} x_{i,j} and t^r_{i,j} ξ^0_{i,j} . If we can linearize these terms, the robust delay constraints (16c) can be reformulated as a set of linear equations. We first show how to linearize the bilinear term t^r_{i,j} ξ^0_{i,j} , which is a product of a binary and a continuous variable. To tackle this, we define new auxiliary non-negative continuous variables T^{0,r}_{i,j} = t^r_{i,j} ξ^0_{i,j} , ∀i, j, r. Then, by applying McCormick linearization method [20], the bilinear term t^r_{i,j} ξ^0_{i,j} can be implemented equivalently as follows: T^{0,r}_{i,j} ≤ Mt^r_{i,j} , ∀i, j, r; T^{0,r}_{i,j} ≤ ξ^0_{i,j} , ∀i, j, r, (21a) 0 ≤ T^{0,r}_{i,j} ≥ ξ^0_{i,j} − M(1 − t^r_{i,j} ), ∀i, j, r, (21b) where M is a sufficiently large number. It is more challenging to linearize the bilinear terms x_{i,j} x_{i,j} since they are the products of two integer variables. To address this, we first introduce binary variables y^k_{i,j} and employ the binary expansion method to express x_{i,j} as a sum of binary variables: x_{i,j} = Q_{i,j}∑

k=1 2^{k−1}y^k_{i,j} , ∀i, j, (22a) y^k_{i,j} ∈ {0, 1}, ∀i, j, k, (22b) where Q_{i,j} is a sufficiently large integer number. Obviously, we prefer to choose Q_{i,j} as small as possible to reduce the number of binary variables y^k_{i,j} . Since x_{i,j} ≤ C_j , ∀i, j and x_{i,j} ≤ λ_i, ∀i, j, we have x_{i,j} ≤ min{C_j , λ_i}, ∀i, j. Hence, we can set Q_{i,j} = min{⌊log_2 C_j ⌋ + 1, ⌊log_2 λ_i⌋ + 1}.

We are now ready to linearize x_{i,j} x_{i,j} . However, if we apply the binary expansion form (22a) to x_{i,j} twice, it will result in a large number of bilinear terms, each of which is a product of two binary variables. To avoid this issue, we propose a simple yet clever trick to linearize x_{i,j} x_{i,j} . Specifically, instead of applying the binary expansion form (22) to both x_{i,j} variables, we only use it for the first x_{i,j} . Therefore, we have: x_{i,j} x_{i,j} = (_{Qi,j} ∑ k=1 2^{k−1}y^k_{i,j} ) x_{i,j} = Q_{i,j}∑

k=1 2^{k−1}Y^k_{i,j} , ∀i, j, (23) where Y^k_{i,j} = y^k_{i,j} x_{i,j} , ∀i, j, k. Then, we can use the McCormick linearization method again. In particular, the constraint Y^k_{i,j} = y^k_{i,j} x_{i,j} can be implemented equivalently through the following linear inequalities: Y^k_{i,j} ≤ L_{i,j} y^k_{i,j} ; Y^k_{i,j} ≤ x_{i,j} , ∀i, j, k (24a) 0 ≤ Y^k_{i,j} ≥ x_{i,j} − L_{i,j} (1 − y^k_{i,j} ), ∀i, j, k. (24b) where L_{i,j} = min{C_j , λ_i} is an upper bound of x_{i,j} .

By using the preceding linearization steps, we obtain the following linear constraints that are equivalent to (20a)-(20c).

Δ_i ≥ ∑ j d̄_{i,j} x^{i,j} λ_i + Γ_2β^0_i + ∑ j ξ^0_{i,j} − ∑ j,r γ^r_{i,j} T^{0,r}_{i,j}

+ ∑ j d̂_{i,j} u_{i,j} λ_i ( Q_{i,j}∑ k=1 2^{k−1}Y^k_{i,j} ) , ∀i, (25a)

(21), (22), (24); β^0_i + ξ^0_{i,j} ≤ d̂_{i,j} λ_i x_{i,j} , ∀i, j, (25b) β^0_i ≥ 0, ∀i; ξ^0_{i,j} ≥ 0, ∀i, j. (25c) Since the robust delay constraints (16c) are equivalent to (20), they are also equivalent to (25).

To linearize the robust objective function in (16a), we first rewrite min_{t,x,w} max_{d∈D2} (C_1 + C_2) as:

min_{t,x,w} η (26a)

s.t. η ≥ max_{d∈D2} (C_1 + C_2). (26b)

From (15), we can express (26b) as:

η ≥ C_1 + ∑ i s_iw_i + ρ ∑ i,j d̄_{i,j} x_{i,j} (27) + ρ ∑ i,j d̂_{i,j} u_{i,j} x_{i,j} x_{i,j} + max_{g∈G} ρ ∑ i,j d̂_{i,j} g_{i,j} x_{i,j} . The last term in (27) can be written explicitly as:

max_{g≥0} ρ ∑ i,j d̂_{i,j} g_{i,j} x_{i,j} (28a) s.t. ∑ i,j g_{i,j} ≤ Γ_2, (β^1) (28b)

g_{i,j} ≤ 1 − R∑ r=1 γ^r_{i,j} t^r_{i,j} , ∀i, j, (ξ^1_{i,j} ) (28c) where β^1 and ξ^1_{i,j} are the dual variables associated with (28b) to (28c), respectively. Define T^{1,r}_{i,j} = t^r_{i,j} ξ^1_{i,j} , ∀i, j, r. By applying the strong duality theorem [19] to (28), and using (22)-(24), and the McCormick linearization method, we have:

η ≥ C_1 + ∑ i s_iw_i + ρ ∑ i,j d̂_{i,j} u_{i,j} ( Q_{i,j}∑ k=1 2^{k−1}Y^k_{i,j} )

+ ρ ∑ i,j d̄_{i,j} x_{i,j} + Γ_2β^1 + ∑ i,j ξ^1_{i,j} − ∑ i,j,r γ^r_{i,j} T^{1,r}_{i,j} , (29a) (22), (24); β^1 + ξ^1_{i,j} ≥ ρd̂_{i,j} x_{i,j} , ∀i, j, (29b) T^{1,r}_{i,j} ≤ Mt^r_{i,j} , ∀i, j, r; T^{1,r}_{i,j} ≤ ξ^1_{i,j} , ∀i, j, r, (29c) 0 ≤ T^{1,r}_{i,j} ≥ ξ^1_{i,j} − M(1 − t^r_{i,j} ), ∀i, j, r, (29d) β^1 ≥ 0; ξ^1_{i,j} ≥ 0, ∀i, j. (29e)

Finally, the RODDU problem (16) can be reformulated as the following MILP, which can be solved by off-the-shelf solvers.

RDDU: min_{t,x,w} η (30a)

s.t. (4) − (8), (10), (25), (29). (30b)

B. Enhanced Robust Solution

Although the MILP reformulation (30) can solve the decision-dependent robust problem (RODDU) in (16), it suffers from weak relaxations due to the big-M terms in (21), leading to poor numerical performance. Furthermore, the size of the reformulation RDDU increases rapidly as the problem size, especially the upper bound of x_{i,j} , increases. To this end, we propose an alternative reformulation that can substantially improve the computational time. Specifically, we introduce new auxiliary variables and employ an alternative but equivalent form of D_2 to reformulate the original RODDU problem. We first rewrite the constraints on g_{i,j} in D_2 as follows: 0 ≤ g_{i,j} ≤ ( 1 − ∑ r γ^r_{i,j} ) + ∑ r γ^r_{i,j} (1 − t^r_{i,j} ), ∀i, j. (31)

Define new binary variables v^r_{i,j} = 1 − t^r_{i,j} , ∀i, j, r. Then:

D_2(d̂, d̄, t, x, Γ_2) := { d : g ∈ G^′, d_{i,j} =d̄_{i,j} +d̂_{i,j} ( g_{i,j} + u_{i,j} x_{i,j} ) , ∀i, j } , (32)

where G^′ := { ∑ i,j g_{i,j} ≤ Γ_2, 0 ≤ g_{i,j} ≤ ( 1 − ∑ r γ^r_{i,j} ) + ∑ r γ^r_{i,j} v^r_{i,j} , ∀i, j } . (33)

It can be observed that the key difference between the enhanced robust solution and the robust solution in Section III-A lies in the introduction of new binary variables (v^r_{i,j} = 1 − t^r_{i,j} ) and replacing the upper bound of g in (15) with (31). Now, the robust delay constraint (16c) can be expressed as:

Δ_i ≥ ∑ j d̄_{i,j} x^{i,j} λ_i + ∑ j d̂_{i,j} u^{i,j} λ_i x_{i,j} x_{i,j} + max_{g∈G′} ∑ j d̂_{i,j} x^{i,j} λ_i g_{i,j} , ∀i. (34)

The last term in (34) can be given explicitly as:

max_{g≥0} ∑ j d̂_{i,j} x_{i,j} λ_i g_{i,j} (35a)

s.t. ∑ i,j g_{i,j} ≤ Γ_2, (β^2_i ) (35b) g_{i,j} ≤ (1 − ∑ r γ^r_{i,j} ) + ∑ r γ^r_{i,j} v^r_{i,j} , ∀j, (ξ^2_{i,j} ) (35c) where β^2_i and ξ^2_{i,j} are dual variables associated with the constraints (35b) and (35c), respectively, for each area i. Using the strong duality for the preceding problem yields:

Δ_i ≥ ∑ j d̄_{i,j} x^{i,j} λ_i + Γ_2β^2_i + ∑ j ξ^2_{i,j} + ∑ j,r γ^r_{i,j} v^r_{i,j} ξ^2_{i,j}

− ∑ j,r γ^r_{i,j} ξ^2_{i,j} + ∑ j d̂_{i,j} u^{i,j} λ_i (Q_{i,j}∑ k=1 2^{k−1}y^k_{i,j} ) x_{i,j} , ∀i, (36a)

β^2_i + ξ^2_{i,j} ≥ d̂_{i,j} λ_i x_{i,j} , ∀i, j, (36b) β^2_i ≥ 0, ∀i; ξ^2_{i,j} ≥ 0, ∀i, j; y^k_{i,j} ∈ {0, 1}, ∀i, j, k. (36c) The constraints in (36) can be rewritten by expanding the variable space as:

Δ_i ≥ ∑ j d̄_{i,j} x^{i,j} λ_i + Γ_2β^2_i + ∑ j ξ^2_{i,j} + ∑ j,r V^2_{i,j,r}

− ∑ j,r γ^r_{i,j} ξ^2_{i,j} + ∑ j d̂_{i,j} u_{i,j} λ_i Q_{i,j}∑

k=1 2^{k−1}Y^k_{i,j} , ∀i, (37a) V^2_{i,j,r} ≥ γ^r_{i,j} v^r_{i,j} ξ^2_{i,j} , ∀i, j, r; Y^k_{i,j} ≥ y^k_{i,j} x_{i,j} , ∀i, j, k, (37b) (36b), (36c), (37c)

where the auxiliary non-negative continuous variables V^2_{i,j,r} and Y^k_{i,j} related to the original variables through the constraints (37b), respectively. If dual variable ξ is feasible for the set of equations given by (36), then we can find a feasible variable for (37) by V^2_{i,j,r} = γ^r_{i,j} v^r_{i,j} ξ^2_{i,j} , Y^k_{i,j} = y^k_{i,j} x_{i,j} and vice versa. From constraints (37b), if v^r_{i,j} = 0, then V^2_{i,j,r} ≥ 0 and if v_{i,j} = 1, then V^2_{i,j,r} ≥ γ^r_{i,j} ξ^2_{i,j} . Thus, V^2_{i,j,r} ≥ γ^r_{i,j} v^r_{i,j} ξ^2_{i,j} can be expressed by the following set of constraints: 0 ≤ V^2_{i,j,r} ≥ γ^r_{i,j} ξ^2_{i,j} − M(1 − v^r_{i,j} ), ∀i, j, r. (38) The variables Y^k_{i,j} satisfy the linearized constraints in (24) as presented in the previous section.

Similarly, by following same procedure for objective function η = max_{d∈D2} C_1 + C_2, the robust counterpart of η, the linearized conditions can be obtained, as follows

η ≥ C_1 + ∑ i s_iw_i + ρ ∑ i,j d̄_{i,j} x_{i,j} + Γ_2β^3 + ∑ i,j ξ^3_{i,j}

− ∑ i,j,r γ^r_{i,j} ξ^3_{i,j} + ∑ i,j,r V^3_{i,j,r} + ρ ∑ i,j d̂_{i,j} u_{i,j} Q_{i,j}∑

k=1 2^{k−1}Y^k_{i,j} ,(39a)

(22), (24); β^3 + ξ^3_{i,j} ≥ ρd̂_{i,j} x_{i,j} , ∀i, j, (39b) β^3 ≥ 0; ξ^3_{i,j} ≥ 0, ∀i, j, (39c) 0 ≤ V^3_{i,j,r} ≥ γ^r_{i,j} ξ^3_{i,j} − M(1 − v^r_{i,j} ), ∀i, j, r. (39d) Overall, the RODDU problem (16) can be reformulated as the following equivalent MILP:

e-RDDU: min_{t,x,w} η (40a)

s.t. (4) − (8), (10), (37), (39). (40b)

C. Equivalence of RDDU and e-RDDU

In the following, we offer the intuition for the proposed reformulations RDDU and e-RDDU, and demonstrate their equivalence. This will enable us to understand the computational improvements provided by the e-RDDU reformulation in comparison to the RDDU reformulation. Consider the following polyhedral DDU set with affine decision dependence:

U(z) := { ζ|Aζ ≤ v + ψz } , (41)

where A is a constant matrix, v is a constant vector, and ψ is an impact matrix with appropriate dimensions determining the influence of the decision z on the upper bound of the uncertainty. Here, z is a vector of binary variables (0’s and 1’s). Note that since D_2 contains the integer variables x_{i,j} ’s, we employed the binary expansion method as shown in (22) so that D_2 encompasses only binary and continuous variables. Thus, D_2 is a special case of the DDU set U(z) in (41). Consider a general robust linear constraint given by: ζ^T u ≤ b, ∀ζ ∈ U(z). (42) Theorem III.1. Constraint (42) can be reformulated as:

π^T A = u^T , π ≥ 0, (43a) ∑ i π_iv_i + ∑ i ∑ j ψ_{i,j} y_{i,j} ≤ b, (43b) y_{i,j} ≤ π_i, y_{i,j} ≤ Mz_j , ∀i, j, (43c) 0 ≤ y_{i,j} ≥ π_i − M(1 − z_j ), ∀i, j, (43d) where M is a sufficiently large constant.

Proof. Please refer to Appendix B.

Theorem III.1 provides the robust counterpart (43) for the robust constraint (42) using the Big-M reformulation. While this method has the advantage of not requiring a special set structure, it may lead to weak relaxations and a rapidly increasing reformulation size as the number of decision variables z_j ’s increases. This is a significant issue in our problem since D_2 contains a large number of binary variables. To address this issue, we propose an enhanced reformulation by reducing the number of Big-M constraints by manipulating the coefficient matrix of binary variables, such that all elements are nonnegative. The following theorem presents the result.

Theorem III.2. The robust constraint (42) is equivalent to:

π^T A = u^T , π ≥ 0, (44a) ∑ i π_i(v_i + ∑ j:ψ_{i,j} <0 ψ_{i,j} ) + ∑ i ∑ j:ψ_{i,j} ≥0 ψ_{i,j} y_{i,j} − ∑ i ∑ j:ψ_{i,j} <0 ψ_{i,j} w_{i,j} ≤ b, (44b) 0 ≤ y_{i,j} ≥ π_i − M(1 − z_j ), ∀i, j : ψ_{i,j} ≥ 0, (44c) 0 ≤ w_{i,j} ≥ π_i − Mz_j , ∀i, j : ψ_{i,j} < 0. (44d) Proof. Please refer to Appendix C.

It is easy to see that the RDDU reformulation relies on the result of Theorem III.1, while e-RDDU exploits Theorem III.2 to reduce the number of Big-M constraints. Therefore, we can infer that RDDU and e-RDDU are equivalent. Also, the computational advantages of e-RDDU over RDDU stem from the fact that (44) has considerably fewer integer constraints compared to (43).

D. Comparison Between RDDU and e-RDDU

To highlight the advantages of e-RDDU, we compare the problem sizes resulting from the two reformulations. Recall from (22) that k represents the index in the set [1, Q_{i,j} ], ∀i, j. Define K = ∑ i,j Q_{i,j} . Also, set E represents all the network links between APs and ENs, i.e., E = {(i, j) : i ∈ I, j ∈ J }. We use |.| to indicate the cardinality of a set. For instance, |E| is the total number of links in the network. Since both the reformulations RDDU and e-RDDU have similar numbers of continuous and integer variables, the difference between RDDU and e-RDDU lies in the number of constraints, which becomes apparent as network size increases. Table II shows the sizes of the RDDU and e-RDDU problems in terms of the number constraints, which demonstrates the advantages of e-RDDU.

Method Number of constraints RDDU 2 + 2|I|+|E|(8|R|+5K +5)|+|F| e-RDDU 2 + 2|I| +|E|(4|R|+5K +5)+|F| TABLE II: Comparison between RDDU and e-RDDU

IV. NUMERICAL RESULTS A. Simulation Setting

We consider an EC system comprising 10 areas and 10 ENs (i.e., I = J = 10). We will also examine larger networks in our sensitivity analyses. The edge network topology is based on the cities and locations of randomly selected Equinix edge data centers^3. The network delay parameters, including the minimum delay d̄_{i,j} and maximum delay deviation d̂_{i,j} , are generated using the global ping dataset^4. By exploiting the Materna data trace^5, we randomly generate resource demands λ_i’s following a uniform distribution with values ranging from 40 to 60 vCPUs. We consider three hardening levels for each link (i.e., R = 3). The link hardening cost parameters (i.e., h^r_{i,j} , ∀i, j, r) are generated as follows. Recall that Δh is denoted by the incremental link hardening cost between two adjacent levels for each link, which is set to 0.2 in our simulation. The first-level hardening costs h^1_{i,j} are randomly generated from a uniform distribution within the interval [1, 1.05]. The second and third-level link hardening costs are obtained by adding the incremental cost to the first-level hardening costs, i.e., h^2_{i,j} = h^1_{i,j} + Δh and h^2_{i,j} = h^1_{i,j} + 2Δh, ∀i, j.

The parameters γ^r_{i,j} , which represent the impact of the hardening decision on the link delay, are generated using a similar method. Specifically, we set γ^1_{i,j} , ∀i, j to 0.1 and define Δγ as an incremental impact factor between adjacent levels, which is set to 0.4. Then, we have γ^2 = γ^1+Δγ and γ^3 = γ^1+2Δγ. For simplicity, we assume that the workload has the same impact on every link. Thus, in the base case, u_{i,j} = u = 0.1, ∀i, j. The resource capacities of ENs are randomly selected based on EC2 instances^6. The unmet demand penalty parameters s_i are generated following a uniform distribution on [40, 50]. In our default setting, the values of other system parameters are as follows: ρ = 0.1, α = α_i = 0.05, ∀i, Δγ = 0.4, B = 100, Γ_1 = Γ_2 = Γ = 15, u = 0.2, and Δ_i = Δ = 15. During our

3https://www.equinix.com/data-centers/americas-colocation 4https://wondernetwork.com/pings 5http://gwa.ewi.tudelft.nl/datasets/gwa-t-13-materna 6https://instances.vantage.sh.

sensitivity analysis, we will also vary these important system parameters. All the experiments are implemented in a Matlab environment using CVX^7 and Gurobi 9.1.2 on a desktop with an Intel Core i7-11700KF and 32 GB of RAM.

B. Sensitivity analysis

This section presents sensitivity analyses to assess the influence of key system parameters on the optimal solution. These parameters include the hardening budget (B), uncertainty budget (Γ), delay penalty (ρ), and DDU parameters (u, γ). To evaluate the impact of the link hardening cost h, a scaling factor Ψ is introduced for the cost, where Ψ is equal to 1 in the default setting. More specifically, the base value of h generated in Section IV-A is multiplied by Ψ to either scale up or down the hardening cost. A higher value of Ψ indicates a higher cost for hardening each link. For the purpose of sensitivity analyses, we solely focus on the proposed robust model RDDU. The optimal objective value expresses the total cost.

1) Impacts of the link hardening costs and budget: As illustrated in Figs.1(a) and 1(b), increasing the hardening budget B leads to a decrease in the total cost since the platform can select more links for hardening, resulting in a reduction of the total cost. It is important to note that the delay constraints (9) prioritize the closest ENs to meet the demand of each area, leading to only a subset of logical links being utilized. Clearly, the platform should only harden links with traffic traversing through them. Thus, as shown in Fig. 1(a), the cost becomes saturated after a certain budget value since the platform has already chosen the most critical links for hardening and has no incentive to harden more links even if the budget is redundant.

Fig. 1(a) further shows that the total cost increases as the link hardening cost scaling factor Ψ increases. The saturation occurs early when Ψ is small. For lower values of Ψ, the platform is more inclined to invest in link hardening, leading to an initial increase in hardening payment followed by saturation, as confirmed in Fig. 1(b) where the total link hardening cost (i.e., payment) becomes saturated after a certain budget value.

(a) Total cost (b) Payment

Fig. 1: Impacts of Ψ and B on the system performance 2) Impacts of the uncertainty set: Figs. 2(a)-2(b) exhibit the effects of the uncertainty set on the optimal solution. It is evident from Fig. 2(a) that the total cost initially increases with the increment of Γ, resulting in a larger uncertainty set and a more robust solution. However, the total cost reaches saturation after a certain value of Γ, as the platform has already chosen an optimal set of links for hardening. Note that only a subset of ENs can serve demand from a specific area, causing certain logical links to remain unused for data traffic delivery. Therefore, the platform has no incentive to harden these links. Recall that u represents the influence of workload on link delay,

7https://cvxr.com/cvx/

as specified in D_2. Fig. 2(b) suggests that a higher value of u corresponds to a greater link delay variation, leading to a higher total cost. These results are intuitive, as a larger uncertainty set yields a more robust solution, which, in turn, raises the cost.

(a) Varying Γ and ρ (b) Varying ρ and u

Fig. 2: Impacts of the uncertainties on the system performance Figs. 3(a)-3(d) demonstrate the impacts of link hardening cost parameters (i.e., Ψ) and link hardening impact factors (i.e., γ) on the optimal objective and hardening cost (i.e., the total payment for link hardening). The incremental impact (Δγ) between two adjacent link hardening levels is also considered, where a higher value of Δγ indicates a greater impact of level- 2 and level-3 hardening, thereby offering more incentives for the platform to select links for level-2 and level-3 hardening. From D_2, an increase in the link hardening impact results in lower link delays, leading to a reduction in overall delay cost. As Δγ increases, so does its impact.

Fig. 3(a) shows that as Δγ increases, the total cost decreases due to the significant reduction in link delay achieved through link hardening. This finding is further supported by Figs. 3(e)– 3(f). In addition, Fig. 3(b) indicates that the link hardening payment initially increases with the link hardening cost scaling factor Ψ and then decreases after a certain value of Ψ, beyond which the hardening cost outweighs the benefit.

In Figs. 3(c)–3(d), we set the incremental impact factor Δγ to 0.3 and vary first-level impact factor (γ^1 = γ^1_{i,j} , ∀i, j) from 0.1 to 0.4. A larger value of γ^1 leads to a lower link delay. Fig. 3(c) reveals that the total cost decreases as γ^1 increases, while Fig. 3(d) implies the platform invests more in link hardening as γ^1 increases. Finally, we vary Δγ and the uncertainty budget Γ to study their impact on the total cost and the link hardening payment in Figs. 3(e)–3(f). It can be seen that an increase in Γ leads to a higher cost due to the larger uncertainty set. Moreover, Fig. 3(f) suggests that the platform is willing to invest more money in link hardening as Γ increases, indicating a higher level of uncertainty.

3) Impact of network size: Figs. 4(a)-4(b) illustrate how the system size affects the optimal solution. As presented in Fig. 4(a), the total cost decreases when the number of ENs increases because the availability of more edge resources enables the platform to efficiently distribute the workload, ensuring that user requests are served by ENs located closer to them. This improved proximity helps to reduce delay and unmet demand penalties, thus enhancing service quality. On the other hand, Fig. 4(b) reveals that, for the same set of ENs, the total cost increases as the number of areas I increases, which translates to a growth in resource demand. This increase in demand generally leads to higher delays and more unmet demand.

4) Running time comparison between RDDU and e-RDDU: In the simulation, we set the optimality gap to 0.2% and then compute the average running time over 100 randomly generated

(a) Cost, varying Ψ and Δγ (b) Payment, varying Ψ and Δγ

(c) Cost, varying γ^1 and Ψ (d) Payment, varying γ^1 and Ψ

(e) Cost, varying Γ and Δγ (f) Payment, varying Γ and Δγ

Fig. 3: Impacts of the uncertainty set

(a) I = 20, varying J (b) J = 10, varying I

Fig. 4: Impacts of the system size

problem instances for each problem size. Table III provides a comparison of the computational time taken by RDDU and e-RDDU for various problem sizes and levels of uncertainty. For smaller and medium-sized networks, both algorithms are capable of producing optimal solutions within a reasonable time. However, as the system size grows larger, the advantage of e-RDDU over RDDU becomes more pronounced due to the former’s ability to generate fewer constraints when linearizing bilinear terms. It is worth emphasizing that the underlying problem is a robust planning problem that does not necessitate real-time computation.

C. Performance Comparison

In this section, we compare the performance of the proposed RDDU model with the following benchmarks:

• NH: There is no hardening at optimality in the deterministic model presented in Section II-B. The platform minimizes only the workload allocation cost in (11).

• RAND: We consider a randomized link hardening scheme where the platform randomly selects a subset of links for hardening until exhausting the budget B. Specifically, the platform has no preferences on which link and which hardening level to be chosen. Thus, it can successively

Network size Γ RDDU (seconds) e-RDDU (seconds)

I = 10; J = 5

5 4.08 2.12 10 2.74 2.31 15 3.03 2.52

I = 10; J = 10

5 6.51 5.08 10 9.49 8.23 15 10.91 8.35

I = 20; J = 10

5 32.71 24.84 10 34.70 32.55 15 34.52 32.75

I = 30; J = 10

5 476.83 254.38 10 873.14 525.61 15 1152.22 760.06

I = 20; J = 20

5 556.31 422.79 10 1997.25 976.34 15 2205.8 1458.42

I = 30; J = 20

5 907.69 525.21 10 1243.51 875.43 15 2779.62 1283.71

I = 50; J = 20

5 3593.81 1260.50 10 4838.93 1908.43 15 11516.25 3579.12

TABLE III: Running time comparison

select links for hardening at random until exhausting the budget. Note that there is at most one hardening level chosen for each link. Thus, if a link has been selected at an iteration, it will be removed from the set of available links for hardening in future iterations.

• SDDU: The platform optimizes the link hardening decision by solving a stochastic model under decision-dependent uncertainty, where the uncertainty link delay is modeled through a set of decision-dependent scenarios. The SDDU model is presented in Appendix B.

While the goal of the platform is to find the optimal linkhardening decision (t) before the disclosure of uncertainty, it is not appropriate to evaluate the four schemes based on their planning costs. For instance, the deterministic model (i.e., NH) produces the lowest cost since it does not implement any link hardening. Therefore, we compare the actual performance of the proposed scheme and the benchmarks instead.

Specifically, each scheme provides a hardening solution t in the planning stage. Given the hardening decision and the actual realization of the uncertainties, the platform can re-optimize the workload allocation decision to minimize the cost. The main challenge in evaluating the benchmark schemes lies in the fact that they do not consider the interdependence of the workload allocation decision and the realized link delay. In particular, the link delay parameters are needed to optimize the workload allocation while we only know the actual link delay after making the workload allocation decisions.

In the following, we describe how to compute the actual cost for each scheme. First, let t̃ denote the link-hardening decision produced by each scheme, which is then used to generate the actual link delays. Subsequently, for each scheme, we obtain the corresponding uncertainty set based on their planning decision t̃ as follows:

D^a_2 (d̂, d̄, t, x, Γ_2):= { d^a_{i,j} : 0 ≤ g_{i,j} ≤ 1 − ∑ r γ^r_{i,j}t̃^r_{i,j} , d^a_{i,j} =d̄_{i,j} +d̂_{i,j} (g_{i,j} + u_{i,j} x_{i,j} ), ∀i, j; ∑ i,j g_{i,j} ≤ Γ_2 } . (45)

In our experimental setup, we generate 1000 scenarios for each scheme to model the actual link delays (d^a_{i,j} ) by randomly

(a) Case 1 (b) Case 2

(c) Case 1 (d) Case 2

Fig. 5: Performance comparison, varying Ψ

generating g_{i,j} satisfying the conditions in (45). Note that for each scenario, the delay d^a_{i,j} is a function of x_{i,j} . The platform then solves the following actual workload allocation problem: min w∈Z^I_+,x∈Z^{I×J}_+ ρ ∑ i,j d^a_{i,j} x_{i,j} + ∑ i s_iw_i (46a)

s.t. (6) − (8) (46b) d^a_{i,j} =d̄_{i,j} +d̂_{i,j} (g_{i,j} + u_{i,j} x_{i,j} ), ∀i, j (46c) ∑ j d^a_{i,j} x_{i,j} λ_i ≤ Δ_i, ∀i. (46d)

We consider two cases in our analysis:

• Case 1: the workload does not affect the link delays (i.e., u_{i,j} = 0, ∀i, j). Then, (46) becomes an ILP.

• Case 2: the workload affects the link delays, resulting in bilinear terms x_{i,j} x_{i,j} in problem (46). We can employ the linearization techniques in (23)-(24) to linearize these bilinear terms. Thus, the actual workload allocation problem (46) can be rewritten as an ILP.

The actual total cost is the sum of the link hardening cost and actual workload allocation cost, expressed as:

C^a = ∑ i,j,r h^r_{i,j}t̃^r_{i,j} + ρ ∑ i,j d^a_{i,j} x^a_{i,j} + ∑ i s_iw^a_i , (47)

where (x^a, w^a) is the optimal solution to problem (46).

The evaluation and comparison of the four schemes are conducted based on their average actual costs over the generated scenarios. As shown in Figs. 5(a)–5(b), the proposed RDDU scheme outperforms the other schemes significantly in terms of the actual total cost. Both RDDU and SDDU take into account the dependence of uncertainty on the decisions when making the planning decisions, giving them an advantage over the other two schemes. However, SDDU’s costs are higher than RDDU’s since SDDU only considers a set of scenarios within the uncertainty set D^a_2 while RDDU is robust against the whole set. Furthermore, the performance of SDDU depends on the knowledge of the distribution of the historical data. The cost of the NH scheme remains the same as Ψ increases since NH does not implement any hardening, regardless of the value of Ψ. Figs. 5(c)–5(d) demonstrate that the hardening cost for NH is consistently zero. The RAND scheme, as defined, always tends

(a) Varying Δ (b) Varying ρ

Fig. 6: Performance comparison, varying Δ and ρ

to exhaust the budget. Additionally, RDDU suggests greater investment in link hardening than SDDU.

Figs. 6(a)–6(b) compare the four schemes when varying the maximum delay threshold Δ and the delay penalty parameter ρ. It can be observed that for all schemes, the total cost decreases as Δ increases (i.e., indicating greater relaxation in the delay requirement). On the other hand, as expected, the total cost increases with an increase in the delay penalty ρ. Furthermore, the results demonstrate the superior performance of the proposed RDDU scheme compared to the other schemes.

V. RELATED WORK In recent years, significant research efforts have been dedicated to various aspects of EC, with a significant focus on optimal edge service placement and workload allocation. For example, Pasteris et al. [21] studied multi-service placement in EC to maximize the total reward from serving users’ requests. Reference [22] jointly optimizes edge service placement and request routing, while satisfying multi-type resource capacity constraints. In [23], the authors proposed a reliability-aware dynamic service placement model based on the Markov decision process to minimize the total operation costs while maximizing the accepted request rate. The workload allocation problem was formulated as a MILP in [24] to allocate workloads from different areas to available ENs, with the goal of maximizing the request acceptance rate under strict QoS requirements. In [25, 26], the authors proposed a market equilibrium method for allocating heterogeneous edge resources in a fair and efficient manner. Yang et al. [27] investigated the dynamic resource allocation problem among NFV-enabled edge cloud networks and presented a heuristic-based algorithm to minimize the operation cost while satisfying a low latency constraint. [28, 29] investigated the data center operation problem while considering the renewable energy and battery. The studies above mainly focused on deterministic optimization models for EC without considering any system uncertainty. As a result, their performance strongly depends on prediction accuracy, highlighting the need for considering uncertainties in EC.

Optimizing edge networks under uncertainty has gained significant attention in recent research. In [30], the authors employed stochastic programming to minimize edge resource provisioning cost in the face of demand and price uncertainties. Ouyang et al. [31] introduced a bandit-based service placement scheme for joint minimization of the transmission delay and service migration cost in an online setting. In [32], the authors studied a bandit-based dynamic service placement problem in an online and decentralized manner, aiming to maximize total reward while satisfying the delay requirements. Reference [33] proposed a multi-armed bandit approach to online pricing for heterogeneous edge resource allocation. A two-stage adaptive robust model was proposed in [34] to optimize the service placement and sizing decisions for delay-sensitive services while accounting for demand uncertainty. In contrast to these works, our focus is on the uncertainty of link delay, and how to effectively strengthen network links to proactively regulate the level of uncertainty and ensure high service quality. This problem has been overlooked in the existing EC literature.

There is a growing interest in studying reliability and resiliency in networking and cloud/edge computing. In [3, 35], the authors proposed proactive network resource backup solutions to mitigate the impact of random network failures. Johnston et al. [3] presented a robust backup model designed to protect against random link failures, while Ito et al. [36] proposed a different robust model for probabilistic protection to assist the cloud provider in minimizing the required backup capacity for multi-type resources against random failures of physical machines. A backup network design scheme was proposed in [37] to minimize the total required backup capacity with prior knowledge of the probabilistic distribution function of the required backup capacity. Reference [38] investigated the delay-sensitive virtual network function placement and routing problem, considering resiliency, and formulated it as an integer nonlinear program solved by a heuristic algorithm. A resiliency-aware optimal edge service placement framework was proposed in [39] to minimize the total operation cost under demand uncertainty and random node failures. Unlike the aforementioned studies that primarily aimed to provide protection against random failures, our research focuses on the proactive hardening of network links to manage the level of uncertainty and guarantee high service quality in EC. [40] proposed a two-stage decision dependent distributionally robust optimization framework to capture the interdependence between EN placement decisions and uncertain demands. However, this framework also neglects the uncertain network delay as well as dependencies with link utilization.

To the best of our knowledge, we are the first to examine link delay uncertainty in the context of EC and integrate it into a novel robust budget-constrained link hardening model. In contrast to existing robust models that treat uncertainties as exogenous, our model incorporates an endogenous uncertainty set to accurately capture the interdependence among network link delay, link hardening, and workload allocation decisions. By utilizing this endogenous uncertainty set, our model empowers the platform to make decisions that optimize system performance while proactively controlling the level of uncertainty. We also developed efficient algorithms to solve the formulated robust link hardening problem under endogenous delay uncertainty.

VI. CONCLUSION

This paper presented a novel framework for robust linkhardening in EC to mitigate the impact of delay uncertainty on service quality. The main novelty lies in the integration of a DDU set into the proposed framework, which effectively captures the interdependence between uncertain link delay and link hardening as well as workload allocation decisions. Furthermore, we devised two exact algorithms to efficiently compute the optimal solution. Extensive numerical results underscore the advantages of accounting for endogenous uncertainties and demonstrate the superiority of the proposed model over benchmark schemes. The proposed model emphasizes the significance of considering decision-dependent uncertainties when making robust link-hardening decisions.

REFERENCES

[1] W. Shi, J. Cao, Q. Zhang, Y. Li, and L. Xu, “Edge computing: Vision and challenges,” IEEE Internet Things J., vol. 3, no. 5, pp. 637–646, 2016.

[2] M. Al-Kuwaiti, N. Kyriakopoulos, and S. Hussein, “A comparative analysis of network dependability, fault-tolerance, reliability, security, and survivability,” IEEE Commun. Surv. Tutor., vol. 11, no. 2, pp. 106–124, 2009.

[3] M. Johnston, H.-W. Lee, and E. Modiano, “A robust optimization approach to backup network design with random failures,” IEEE/ACM Trans. Netw, vol. 23, no. 4, pp. 1216–1228, 2014.

[4] F. He, T. Sato, B. C. Chatterjee, T. Kurimoto, U. Shigeo, and E. Oki, “Robust optimization model for primary and backup resource allocation in cloud providers,” IEEE Trans. Cloud Comput., pp. 1–1, 2021.

[5] Y.-D. Lin, H.-Y. Teng, C.-R. Hsu, C.-C. Liao, and Y.-C. Lai, “Fast failover and switchover for link failures and congestion in software defined networks,” in Proc. IEEE ICC, 2016, pp. 1–6.

[6] P.-H. Hsiao, A. Hwang, H. Kung, and D. Vlah, “Load-balancing routing for wireless access networks,” in Proc. IEEE INFOCOM, vol. 2, 2001, pp. 986–995.

[7] Q. Yu, X. Zhao, H. Wan, Y. Gao, C. Lu, and M. Gu, “Handling scheduling uncertainties through traffic shaping in time-triggered train networks,” in Proc. ACM/IEEE IWQoS, 2017, pp. 1–6.

[8] M. Li, I. Koutsopoulos, and R. Poovendran, “Optimal jamming attacks and network defense policies in wireless sensor networks,” in Proc. IEEE INFOCOM, 2007, pp. 1307–1315.

[9] K. Durkota, V. Lisy, B. Bošansky, and C. Kiekintveld, “Optimal network security hardening using attack graph games,” in Proc. ACM IJCAI, 2015, pp. 7–14.

[10] R. Dewri, N. Poolsappasit, I. Ray, and D. Whitley, “Optimal security hardening using multi-objective optimization on attack tree models of networks,” in Proc. ACM CCS, 2007, pp. 204–213.

[11] “Hardening network devices,” https://media.defense.gov/2020/Aug/18/20 02479461/1/1/0/HARDENING-NETWORK-DEVICES.pdf, Access Jan 2024.

[12] “Us national security agency,” https://media.defense.gov/CSI- MITIGATING-CLOUD-VULNERABILITIES-20200121.pdf, Access Jan 2024.

[13] “Fortifying the future: The power of network security,” https://www.forbes.com/sites/microsoft/2023/06/07/fortifying-the-future-the-power-of-network-security/?sh=3a8ac4f05686, Access Jan 2024.

[14] “Securing cyber assets: Addressing urgent cyber threats to critical infrastructure,” https://www.cisa.gov/sites, Access Jan 2024.

[15] A. Ben-Tal, L. El Ghaoui, and A. Nemirovski, Robust optimization.

Princeton university press, 2009, vol. 28.

[16] B. Zeng and L. Zhao, “Solving two-stage robust optimization problems using a column-and-constraint generation method,” Operations Research L., vol. 41, no. 5, pp. 457–461, 2013.

[17] Z. Wang and M. Qi, “Robust service network design under demand uncertainty,” Trans. Sci., vol. 54, no. 3, pp. 676–689, 2020.

[18] O. Nohadani and K. Sharma, “Optimization under decision-dependent uncertainty,” SIAM J. on Optimization, vol. 28, no. 2, pp. 1773–1795, 2018.

[19] D. Bertsimas and J. N. Tsitsiklis, Introduction to linear optimization.

Athena Scientific Belmont, MA, 1997, vol. 6.

[20] G. P. McCormick, “Computability of global solutions to factorable nonconvex programs: Part i—convex underestimating problems,” Math. Program., vol. 10, no. 1, pp. 147–175, 1976.

[21] S. Pasteris, S. Wang, M. Herbster, and T. He, “Service placement with provable guarantees in heterogeneous edge computing systems,” in Proc. IEEE INFOCOM, 2019.

[22] K. Poularakis, J. Llorca, A. M. Tulino, I. Taylor, and L. Tassiulas, “Joint service placement and request routing in multi-cell mobile edge computing networks,” in Proc. IEEE INFOCOM, 2019.

[23] M. Karimzadeh-Farshbafan, V. Shah-Mansouri, and D. Niyato, “A dynamic reliability-aware service placement for network function virtualization (NFV),” IEEE J. Sel. Areas Commun., vol. 38, no. 2, pp. 318–333, 2020.

[24] N. Kherraf, S. Sharafeddine, C. M. Assi, and A. Ghrayeb, “Latency and reliability-aware workload assignment in IoT networks with mobile edge clouds,” IEEE Trans. Netw. Ser. Manag., vol. 16, no. 4, pp. 1435–1449, 2019.

[25] D. T. Nguyen, L. B. Le, and V. K. Bhargava, “A market-based framework for multi-resource allocation in fog computing,” IEEE/ACM Trans. Netw., vol. 27, no. 3, pp. 1151–1164, 2019.

[26] D. T. Nguyen, L. B. Le, and V. Bhargava, “Price-based resource allocation for edge computing: A market equilibrium approach,” IEEE Trans. Cloud Comput., vol. 9, no. 1, pp. 302–317, 2021.

[27] B. Yang, W. K. Chai, Z. Xu, K. V. Katsaros, and G. Pavlou, “Cost-efficient NFV-enabled mobile edge-cloud for low latency mobile applications,” IEEE Trans. Netw. Serv. Manag., vol. 15, no. 1, pp. 475–488, 2018.

[28] D. T. A. Nguyen, J. Cheng, N. Trieu, and D. T. Nguyen, “Optimal workload allocation for distributed edge clouds with renewable energy and battery storage,” in Proc. IEEE ICNC, 2024.

[29] H. Wang, J. Huang, X. Lin, and H. Mohsenian-Rad, “Proactive demand response for data centers: A win-win solution,” IEEE Transactions on Smart Grid, vol. 7, no. 3, pp. 1584–1596, 2016.

[30] S. Chaisiri, B.-S. Lee, and D. Niyato, “Optimization of resource provisioning cost in cloud computing,” IEEE Trans. Serv. Comput, vol. 5, no. 2, pp. 164–177, 2011.

[31] T. Ouyang, R. Li, X. Chen, Z. Zhou, and X. Tang, “Adaptive usermanaged service placement for mobile edge computing: An online learning approach,” in Proc. IEEE INFOCOM, 2019, pp. 1468–1476.

[32] X. Wang, J. Ye, and J. C. Lui, “Decentralized task offloading in edge computing: A multi-user multi-armed bandit approach,” in Proc. IEEE INFOCOM, 2022, pp. 1199–1208.

[33] J. Cheng, D. T. A. Nguyen, L. Wang, D. T. Nguyen, and V. K. Bhargava, “A bandit approach to online pricing for heterogeneous edge resource allocation,” in Proc. IEEE NetSoft, 2023, pp. 277–281.

[34] D. T. Nguyen, H. T. Nguyen, N. Trieu, and V. K. Bhargava, “Two-stage robust edge service placement and sizing under demand uncertainty,” IEEE Internet Things J., vol. 9, no. 2, pp. 1560–1574, 2022.

[35] F. He and E. Oki, “Backup allocation model with probabilistic protection for virtual networks against multiple facility node failures,” IEEE Trans. Netw. Serv. Manag., vol. 18, no. 3, pp. 2943–2959, 2021.

[36] M. Ito, F. He, and E. Oki, “Robust optimization model for probabilistic protection with multiple types of resources,” IEEE Trans. Netw. Serv. Manag., vol. 18, no. 4, pp. 4711–4729, 2021.

[37] Y. Hirano, F. He, T. Sato, and E. Oki, “Backup network design against multiple link failures to avoid link capacity overestimation,” IEEE Trans. Netw. Serv. Manag., vol. 17, no. 2, pp. 1254–1267, 2020.

[38] S. Yang, F. Li, R. Yahyapour, and X. Fu, “Delay-sensitive and availabilityaware virtual network function scheduling for NFV,” IEEE Trans. Serv. Comput., vol. 15, no. 1, pp. 188–201, 2022.

[39] J. Cheng, D. T. Nguyen, and V. K. Bhargava, “Resilient edge service placement under demand and node failure uncertainties,” IEEE Trans. Netw. Serv. Manag., vol. 21, no. 1, pp. 558–573, 2024.

[40] J. Cheng, D. T. A. Nguyen, and D. T. Nguyen, “Two-stage distributionally robust edge node placement under endogenous demand uncertainty,” Proc. IEEE INFOCOM, 2024.

[41] S. Kolodziej, P. M. Castro, and I. E. Grossmann, “Global optimization of bilinear programs with a multiparametric disaggregation technique,” Journal of Global Optimization, vol. 57, pp. 1039–1063, 2013.

[42] J. Fortuny-Amat and B. McCarl, “A representation and economic interpretation of a two-level programming problem,” J. Oper. Res. Soc., vol. 32, no. 9, pp. 783–792, 1981.

APPENDIX A. NP-completeness for RO-DDU problem

The proposed single-stage RO problem with decisiondependent uncertainty sets can be summarized as follows:

(RO-DDU) min_{z,x} f^T x + c^T z (48a) s.t. a^T_i x + ζ^T_i z ≤ b_i, ∀ζ_i ∈ U_i(z), ∀i = 1, . . . , m. (48b) where z ∈ R^n and x ∈ R^n represents decision variables.

The subsequent theorem demonstrates that the RO problem featuring decision-dependent sets lacks a tractable reformulation, thereby deviating from the conventional RO problem. This occurs despite the existence of tractable robust counterparts for linear programs featuring polyhedral uncertainty sets.

Theorem A.1. The robust linear problem (RO-DDU) with a decision-dependent uncertainty set U(z) = {ζ|Aζ ≤ v + ψz} is NP-complete, where A is a constant matrix, v is a constant vector, and ψ is an impact matrix.

The proof proceeds through the following steps:

1. Consider an instance of the 3-Satisfiability problem (3-SAT) defined over a set of literals N = 1, 2, . . . , n and comprising m clauses. The objective is to identify a solution z ∈ 0, 1^n that satisfies the following condition for each of the m clauses, and for all i_1, i_2, i_3 ∈ {1, . . . n}:

z_{i1} + z_{i2} + (1 − z_{i3} ) ≥ 1. (49)

2. Consider the following special instance of (RO-DDU), denoted as RO-SAT, where z ∈ R^n , x ∈ R^m , and y ∈ R:

RO-SAT : min_{x,z,y≥0} { − y|y − ζ^T x ≤ 0, ∀ζ ∈ U(z), (50) x, z ≤ 1, −x ≤ −1 } (51)

where 1 denotes the vector with all entries equal to 1 and U(z) = {(ζ_1, ζ_2, . . . , ζ_m)|ζ_i ≥ z_{i1} , ζ_i ≥ z_{i2} , ζ_i ≥ 1 − z_{i3} , ζ_i ≤ 1} which encompasses the 3-SAT problem.

3. According to Lemma A.2 (provided subsequently), the optimal value of (RO-SAT) is −m if and only if a solution exists for the 3-SAT problem.

4. Given that problem (RO-SAT) is a special case of (RO- DDU) with a polyhedral set U(z), and considering the NPcompleteness of the 3-SAT problem, it can be deduced that problem (RO-DDU) is likewise NP-complete.

Lemma A.2. A feasible solution z exists for the 3-SAT problem if and only if problem (RO-SAT) attains an optimal value of at most −m.

Proof. Sufficient condition: Assume that a feasible solution z exists for the 3-SAT problem. This implies that z must adhere to the following constraint:

z_{i1} + z_{i2} + (1 − z_{i3} ) ≥ 1, ∀i = 1, . . . , m. (52)

Given that z ∈ {0, 1}^n, ∀i, at least one of z_{i1} , z_{i2} , or 1 − z_{i3} must be equal to 1. We then examine the uncertainty set: U(z) = {(ζ_1, ζ_2, . . . , ζ_m)|ζ_i ≥ z_{i1} , ζ_i ≥ z_{i2} , ζ_i ≥ 1 − z_{i3} , ζ_i ≤ 1; ∀i = 1, . . . , m}. (53)

Given that at least one among z_{i1} , z_{i2} , or 1 − z_{i3} equals 1, it follows that ζ_i satisfies ζ_i ≥ 1. Since ζ_i ≤ 1, this implies that ζ_i = 1 for all i is the only point in U(z). Consequently, for this uncertainty set, the feasible solution is z = 1, x = 1, and y = m. This results in the optimal solution −y ≤ −m, or equivalently, y ≥ m.

Necessary condition: Assume (RO-SAT) achieves an optimal solution (x^∗,z^∗) with an objective value of −y^∗ ≤ −m. The constraints in (RO-SAT) enforce y^∗ − ζ^T x^∗ ≤ 0, implying ζ^T x^∗ ≥ y^∗ ≥ m, ∀ζ ∈ U(z^∗). Moreover, these constraints necessitate y^∗_i = 1 for all i. Consequently, ∑_m i=1 ζ_i > m, ∀ζ ∈ U(z^∗). However, the uncertainty set construction limits ζ_i ≤ 1, resulting in a contradiction as ∑_m i ζ_i ≯ m. Consequently, −y^∗ = −m. Hence, ζ^T x^∗ = m for all ζ ∈ U(z^∗). This implies ∑_m i=1 ζ_i = m for all ζ ∈ U(z^∗), leading to min_{ζ∈U(z}∗_) ∑_m i ζ_i = m. However, since the uncertainty set dictates ζ_i ≤ 1∀i, the sum can only equal m if ζ_i = 1 for all i.

We are now prepared to demonstrate that for each i, at least one of z^∗_{i1} or z^∗_{i2} or (1 − z^∗_{i3} ) equals 1. Suppose this condition does not hold. This implies the existence of an i such that z^∗_{i1} ≤ 1, z^∗_{i2} ≤ 1 and 1 − z^∗_{i3} ≤ 1. Consequently, we can define ζ^′_i = max{z^∗_{i1} , z^∗_{i2} , 1−z^∗_{i3} }, which is an element of the uncertainty set and ζ^′_i < 1. However, this contradicts the condition ζ_i = 1, ∀i. Therefore, if y^∗ = m, then we can find a feasible solution for the 3-SAT problem.

Remark: Even though problem (RO-DDU) is NP-complete, it can be reformulated into a bilinear or biconvex program, allowing for potential solutions through global optimization methods [41]. In cases involving binary decision variables z impacting U(z), (RO-DDU) can be restructured as a MILP utilizing linearization techniques [42].

B. Stochastic model under decision-dependent uncertainty

This section presents a stochastic model for edge network hardening under decision-dependent uncertainty, where the uncertainty link delay is modeled through a set of decisiondependent scenarios. The stochastic model assumes that link delay d_{i,j} follows certain probability distributions, which can be obtained from historical data. Specifically, let ξ_n ∈ {Ξ}^N_{n=1} be the sample space of all uncertain realizations and π_n ∈ [0, 1] be the probability of corresponding scenario n. Here, π_n follows certain distribution and satisfies condition ∑_N n=1 π_n = 1.

To capture the dependencies on decisions, we model this endogenous stochastic uncertainty set as follows: d^n_{i,j} (ξ_n, t, x) = d̄_{i,j} +ξ_nd̂_{i,j} [ 1− ∑ r γ^r_{i,j} t^r_{i,j} +u_{i,j} x_{i,j} ] , ∀i, j, n (54)

where ξ_n can follows truncated distribution from the interval [0, 1]. Thus, the resulting actual delay d^n_{i,j} follows the certain distribution with mean μ = d̄_{i,j} and deviation σ^2 = d̂_{i,j} (1 − ∑ r γ^r_{i,j} t^r_{i,j} + u_{i,j} x_{i,j} ). The platform considers scenario-dependent recourse decisions in this stochastic decision-dependent framework by treating the delay uncertainty as discrete scenarios with assigned probability. The objective of this SO-DDU model is to optimize the expected cost over all scenarios, which can be expressed in (55): min_{t,x,w} ∑ i,j,r h^r_{i,j} t^r_{i,j}+E_{P(t,x)} [ ρ ∑ i,j d_{i,j} (ξ_n, t, x)x_{i,j}+ ∑ i s_iw_i ] . (55)

Note that Ξ is a discrete finite sample space. We will generate N scenarios in the simulation based on chosen distribution from [0, 1]. Using the linearity and convexity of expectation, we can express the expectation explicitly, shown in (56a). Note that actual delay d^n_{i,j} contains decisions (x, t) for each scenario and two bilinear terms need to be linearized, i.e., Z^{r,n}_{i,j} = t^r_{i,j} x^n_{i,j} and Y^{k,n}_{i,j} = y^k_{i,j} x^n_{i,j} . Based on McCormick envelopes, the resulting linearized formulation for SO-DDU is: min_{t,x,w} ∑ i,j,r h^r_{i,j} t^r_{i,j} + ∑ n p_n [ ρ ∑ i,j d̄_{i,j} x^n_{i,j} + ρ ∑ i,j ξ_nd̂_{i,j} x^n_{i,j} + ∑ i s_iw^n_i − ρ ∑ i,j,r ξ_nd̂_{i,j} γ^r_{i,j} Z^{r,n}_{i,j} + ρ ∑ i,j ξ_nd̂_{i,j} u_{i,j} Y^{k,n}_{i,j} ]

(56a) s.t. (4); (5); (10) 0 ≤ ∑ i x^n_{i,j} ≤ C_j , ∀j, n (56b) w^n_i + ∑ j x^n_{i,j} ≥ λ_i, w^n_i λ_i ≤ α_i, ∀i, n (56c) ξ_n ∑ j d̄_{i,j} x^n_{i,j} + ξ_n ∑ j d̂_{i,j} x^n_{i,j} + ∑ j,r ξ_nd̂_{i,j} γ^r_{i,j} Z^{r,n}_{i,j}

+ ξ_n ∑ j d̂_{i,j} u_{i,j} Q_{i,j}∑

k=1 2^{k−1}Y^{k,n}_{i,j} ≤ Δ_iλ_i, ∀i, n (56d) Z^{r,n}_{i,j} ≤ L_{i,j} t^r_{i,j} , Z^{r,n}_{i,j} ≤ x^n_{i,j} , ∀i, j, r, n (56e) Z^{r,n}_{i,j} ≥ x^n_{i,j} − L_{i,j} (1 − t^r_{i,j} ), ∀i, j, r, n (56f) Y^{k,n}_{i,j} ≤ L_{i,j} y^{k,n}_{i,j} , y^{k,n}_{i,j} ≤ x^n_{i,j} , ∀i, j, k, n (56g) Y^{k,n}_{i,j} ≥ x^n_{i,j} − L_{i,j} (1 − y^{k,n}_{i,j} ), ∀i, j, k, n (56h) y^{k,n}_{i,j} ∈ {0, 1}, ∀i, j, k, n. (56i) C. Proof of Theorem III.1

The robust constraint (42) is equivalent to: max ζ∈U(z) ζ^T u ≤ b. (57) Based on LP duality, (57) can be expressed as: π^T (v + ψz) ≤ b, (58a) π^T A = u^T , π ≥ 0, (58b) where π is the dual variable for constraints corresponding to the uncertainty set U(z). By expanding the variable space, the (58a) constraint can be rewritten as ∑ i π_iv_i + ∑ i ∑ j ψ_{i,j} y_{i,j} ≤ b, ∀i, j, (59) with y_{i,j} = π_iz_j . The standard robust approach allows us to rewrite the bilinear term using the Big-M method which can be implemented through the following linear inequalities: y_{i,j} ≤ π_i, y_{i,j} ≤ Mz_j , ∀i, j, (60a) 0 ≤ y_{i,j} ≥ π_i − M(1 − z_j ), ∀i, j, (60b) which completes the proof.

D. Proof of Theorem III.2

According to Appendix C, constraint (42) can be reformulated as (58) and (59). The simplification of the reformulation in this theorem compared to Theorem III.1 is enabled by utilizing the properties of positive influence coefficients. We start the proof by rewriting constraints (58a) such that the coefficients of binary variables are positive as follows ∑ i π_i(v_i + ∑ j:ψ_{i,j} <0 ψ_{i,j} ) + ∑ i ∑ j:ψ_{i,j} ≥0 ψ_{i,j} y_{i,j} − ∑ i ∑ j:ψ_{i,j} <0 ψ_{i,j} w_{i,j} ≤ b, (61a) y_{i,j} ≥ π_iz_j , ∀i, j : ψ_{i,j} ≥ 0, (61b) w_{i,j} ≥ π_i(1 − z_j ), ∀i, j : ψ_{i,j} < 0. (61c) Indeed, if there exists a feasible variable for (59) then we can find a feasible variable for (61) by using y_{i,j} = π_iz_j , ∀i, j : ψ_{i,j} ≥ 0 and w_{i,j} = π_i(1 − z_j ), ∀i, j : ψ_{i,j} < 0. On the other hand, if there is a feasible solution to (61) then since the influence coefficents of the binary variables y_{i,j} and w_{i,j} are positive, we have ∑ i π_i(v_i + ∑ j:ψ_{i,j} <0 ψ_{i,j} ) + ∑ i ∑ j:ψ_{i,j} ≥0 ψ_{i,j} π_iz_j − ∑ i ∑ j:ψ_{i,j} <0 ψ_{i,j} π_i(1 − z_j ) ≤ ∑ i π_i(v_i + ∑ j:ψ_{i,j} <0 ψ_{i,j} ) + ∑ i ∑ j:ψ_{i,j} ≥0 ψ_{i,j} y_{i,j} − ∑ i ∑ j:ψ_{i,j} <0 ψ_{i,j} w_{i,j} ≤ b, where the first inequality follows from (61b) and (61c) and the last inequality follows from (61a), which shows that it is also a feasible solution to (59). Furthermore, if z_j = 0 then constraints (61b) imply that y_{i,j} ≥ 0 and constraints (61c) imply that w_{i,j} ≥ π_i. If z_j = 1 then y_{i,j} ≥ π_i and w_{i,j} ≥ 0 which can be expressed as the constraints in Theorem III.2 and the proof is completed.

E. Linearization of actual workload allocation model (46) This section will provide the linearization of actual workload allocation model: min w∈Z^I_+,x∈Z^{I×J}_+ Y ∈Z^{I×J×K} + ρ ∑ i,j d̄_{i,j} x_{i,j} + ∑ i,j d̂_{i,j} (1 − ∑ r γ^r_{i,j}t̃^r_{i,j} )x_{i,j}

+ ∑ i,j

Q_{i,j}∑

k=1 d̂_{i,j} u_{i,j} 2^{k−1}Y^k_{i,j} + ∑ i s_iw_i (62a)

s.t. (6) − (8); ∑ j d̄_{i,j} x^{i,j} λ_i + ∑ j d̂_{i,j} (1 − ∑ r γ^r_{i,j}t̃^r_{i,j} ) x_{i,j} λ_i + ∑ j

Q_{i,j}∑

k=1 d̂_{i,j} 2^{k−1} Y^{ki,j} λ_i ≤ Δ_i, ∀i (62b) Y^k_{i,j} ≤ L_{i,j} y^k_{i,j} ; Y^k_{i,j} ≤ x_{i,j} , ∀i, j, k (62c) 0 ≤ Y^k_{i,j} ≥ x_{i,j} − L_{i,j} (1 − y^k_{i,j} ), ∀i, j, k (62d) where L_{i,j} = min{C_j , λ_i} is an upper bound of x_{i,j} .