arXiv:2407.06911v3 [cs.CR] 22 Jul 2024

Differentially Private Multiway and k-Cut

Rishi Chandra^∗ Michael Dinitz^{†∗} Chenglin Fan^∗ Zongrui Zou^‡

Abstract

In this paper, we address the challenge of differential privacy in the context of graph cuts, specifically focusing on the minimum k-cut and multiway cut problems. We introduce edgedifferentially private algorithms that achieve nearly optimal performance for these problems.

For the multiway cut problem, we first provide a private algorithm with a multiplicative approximation ratio that matches the state-of-the-art non-private algorithm. We then present a tight information-theoretic lower bound on the additive error, demonstrating that our algorithm on weighted graphs is near-optimal for constant k. For the minimum k-cut problem, our algorithms leverage a known bound on the number of approximate k-cuts, resulting in a private algorithm with optimal additive error O(k log n) for fixed privacy parameter. We also establish a information-theoretic lower bound that matches this additive error. Additionally, we give an efficient private algorithm for k-cut even for non-constant k, including a polynomial-time 2-approximation with an additive error of ~O(k^{1.5}).

∗Johns Hopkins University, US. E-mails: rchand18@jhu.edu, mdinitz@cs.jhu.edu, fanchenglin@gmail.com †Supported in part by NSF awards CCF-1909111 and CCF-2228995.

‡State Key Laboratory for Novel Software Technology, Nanjing University, China. E-mail: zou.zongrui@smail.nju.edu.cn.

1 Introduction

Cuts are a fundamentally important object of study in graph theory and graph algorithms. In the context of private graph analytics, where we attempt to analyze a graph in some way while preserving privacy of the individual elements of the graph, there has been significant work on private cuts. In particular, there is an important line of work in which we attempt to essentially release all cuts by privately answering “cut queries” of the form “given an (S, T) cut, what is its weight?” [GRU12, BBDS12, EKKL20, LUZ24]. However, there is a different perspective on cuts based on optimization: instead of trying to privately estimate all cuts, we instead wish only to return the “best” cut, for some notion of best. This includes, for example, classical problems such as max-cut, min-cut, min s-t cut, min k-cut, multiway cut, etc. While there is some important work on private versions of these problems, they have not been explored nearly as extensively as the cut query setting.

In this paper we explore private versions of two of these classical problems: multiway cut and minimum k-cut. In multiway cut we are given a (possibly weighted) graph G = (V, E) and k terminals T ⊆ V, and the goal is to find the minimum cut which separates all the terminals from each other. Note that this can be phrased as either a set of edges whose removal puts each terminal into a separate connected component, or a partition of V into k pieces where each piece contains a unique terminal and the cost is the sum of the edge weights between the piece. The minimum k-cut problem is similar in that we need to partition V into k pieces and we pay the sum of the edge weights between the pieces, but in this problem there are no terminals; we are free to partition without any constraints (other than that there are k parts).

Both of these problems (and other related problems) have been studied extensively in the nonprivate setting; see Section 1.2 for more discussion. Moreover, both of these problems are particularly important for graph analytics, where they naturally are relevant to clustering, community detection, and other important tasks. In that context, ensuring the privacy of individuals while extracting useful insights from datasets is of paramount concern. Over the last decade, there have been many works considering problems related to private graphs, e.g., [HLMJ09, RHMS09, GRU12, BBDS13, KRSY11, KNRS13, BNSV15, AU19, US19, BCSZ18, EKKL20, BEK21, NV21, FHS21, CFL^+22, FLL22, Liu22, DLR^+22, CGK^+23, DGUW23, IEM^+23, CCd^+23, DKLV23, DMN23, LUZ24]. Differential privacy [DMNS06] is a rigorous mathematical framework designed to provide strong privacy guarantees for individuals in a dataset. We consider the standard notion of edge-level privacy [HLMJ09], in which G and G^′ are neighboring graphs if they differ by one edge weight of 1^1 (see Section 2 for a formal definition). An algorithm A is (ε, δ)-differentially private if the probabilities of obtaining any set of possible outputs S of A when run on two neighboring inputs G and G^′ are similar: Pr[A(G) ∈ S] ≤ e^ε · Pr[A(G^′) ∈ S] + δ. When δ = 0, we say that A preserves pure differential privacy.

Private multiway cut has been studied recently by [DMN23], who gave an algorithm with optimal additive loss but with a multiplicative loss of 2. This is in contrast to the non-private setting, where the best-known multiplicative loss is 1.2965 [SV14]. This extra multiplicative loss can easily overwhelm the additive loss when OPT is large (e.g., in the presence of edge weights). So there is a natural question: can we achieve the optimal multiplicative loss privately?

Minimum k-cut, on the other hand, has not been studied in the context of privacy. This is somewhat surprising, since global min-cut (or minimum 2-cut) was one of the first combinatorial optimization problems to be studied in the context of privacy [GLM^+10]. So we initiate the study

1For unweighted graphs, edge-level privacy corresponds to adding or deleting a single edge. Consequently, the graph’s topology remains unknown to the public, which contrasts with weight-level privacy [Sea16].

of private minimum k-cut in this work.

A key difficulty for both of these problems is our desire to output a structure, rather than just a value. It is easy to privately compute the cost of the optimal multiway cut or k-cut using, e.g., the Laplace mechanism. But for many tasks (community detection, clustering, etc.) we want the cut itself. We clearly cannot output the edges in the cut since we are trying to satisfy edge-level differential privacy, but for many applications what we want is actually the vertex partition. So that is the structure that our algorithms will return.

1.1 Our results

We provide edge-level differentially private algorithms for the multiway cut and minimum k-cut (abbreviated as k-cut) problems. We also demonstrate that these algorithms are nearly optimal with respect to specified parameters by providing matching lower bounds.

1.1.1 Private multiway cut

The private multiway cut problem was first studied in [DMN23], where they surprisingly demonstrated that by adding edges between terminals and non-terminals with weights following an exponential distribution, differential privacy for min s-t cut (i.e., k = 2) could be preserved. This approach achieved an optimal additive error of O(n/ε) with high probability. For k ≥ 3, the nonprivate multiway cut problem becomes NP-hard, and they show that the private version of this problem can be solved by running log k rounds of the private algorithm for min s-t cut, which yields a 2-approximation with an O(n log^2 k/ε) additive error (see [DMN23, Theorem 4.2]).

However, the 2-approximation ratio is far from optimal. The best non-private approximation ratio for multiway cut is achieved by solving the simplex embedding linear program of [CKR00] and then rounding the fractional solution, which gives a (≈ 1.3) approximation ratio [SV14]. While 2 and 1.3 might not seem far apart when the additive error is Ω(n), in the presence of edge weights the multiplicative loss can easily outweigh the additive loss. Thus it is important to minimize the multiplicative loss in addition to minimizing the additive loss.

Unfortunately, the state-of-the-art rounding schemes used by [SV14] are quite complex, so to achieve their approximation ratio privately a natural idea is to solve the linear program privately, since then any rounding scheme functions as post-processing and so we do not need to worry about making it private. However, the obvious attempts under this idea do not yield the optimal O(n/ε) error, even if k ≥ 3 is a constant. For example, a folklore approach is to add Laplace or Gaussian noise between each pair of vertices, then find a fractional multiway cut on the noisy graph. For fixed k, this gives an ~O(n^{1.5}/ε) additive error because of the concentration of noise and the union bound among all cuts^2. Alternatively, Hsu et al. [HRRU14] provide a general method for solving linear programs with approximate differential privacy. For fixed k, their approach also results in an ~O(n^{1.5}/ε) error for the simplex embedding linear program of multiway cut^3. Therefore, we have the following natural question:

Question 1: For fixed k ≥ 3, is it possible to privately and efficiently solve multiway cut with both optimal additive error and the best-known non-private approximation ratio?

2Also, negative edge weights might make the simplex embedding linear program not polynomial time solvable. 3Solving the simplex embedding linear program of multiway cut under edge-level DP corresponds to the objective private LP in [HRRU14]. In the simplex embedding program, there are nk variables and the sum of them is n. Applying the upper bound for the objective private LP in Section 4.5 of [HRRU14] gives an ~O(n √ nk) additive error.

In this paper, we provide a positive answer to this question for any constant k ≥ 3 by showing that the particular structure of the [CKR00] relaxation allows us to solve it with pure differential privacy and smaller additive loss. In particular, we give the following theorem:

Theorem 1 (Informal). For any weighted graph G, there exists a polynomial time (ε, 0)-differentially private algorithm for multiway cut which outputs a solution with cost at most 1.2965 · OPT + ~O(nk/ε), where OPT is the value of the optimal multiway cut.

Note that the approximation ratio for the private multiway cut in Theorem 1 matches that of the state-of-the-art non-private algorithms. Additionally, for any fixed k ≥ 3, we show that the additive error of our algorithm is optimal with respect to the dependence on n and ε by proving the following lower bound for pure differential privacy, which applies even to non-efficient algorithms.

Theorem 2 (Informal). Fix any 2 ≤ k ≤ n/2. Any (ε, 0)-differentially private algorithm for multiway cut on n-vertex graphs has expected additive error at least^{n log(k/3)}_{12ε} .

The above information-theoretic lower bound on the additive error for private multiway cut is optimal in terms of n, k, and ε, as it asymptotically matches the upper bound given by an inefficient exponential mechanism. It also generalize the lower bound in [DMN23] from k = 2 to all k = O(n). We remark that for k = O(1), this lower bound implies that no private algorithm achieves nontrivial error on unweighted graphs. Including the results of this paper, we summarize the current known conclusions about private multiway cut problem in Table 1.

Table 1: Current known results for private multiway cut with fixed k.

Value of k Category Reference Privacy Error rate Efficient?

k = 2

Upper bound [DMN23] (ε, 0)-DP O(n/ε) Yes Lower bound [DMN23] (ε, 0)-DP Ω(n/ε) —

k ≥ 3

Upper bound

Exponential mechanism ( ε, 0)-DP O_k(n/ε) No

Upper bound [HRRU14] (ε, δ)-DP (≈ 1.3)OPT + ~O_k(n^{1.5}/ε) Yes Upper bound [DMN23] (ε, 0)-DP 2OPT + O_k(n/ε) Yes Upper bound Theorem 1 (ε, 0)-DP (≈ 1.3)OPT + O_k(n/ε) Yes Lower bound Theorem 2 (ε, 0)-DP Ω_k(n/ε) —

1.1.2 Private minimum k-cut

The private minimum cut problem (or minimum 2-cut) was first introduced by [GLM^+10], who proposed a (ε, 0)-private algorithm that incurs an expected additive error cost of Θ(log n/ε). This additive error is far below the Ω(n/ε) lower bound for private min s-t cut proved by [DMN23], showing that the two problems are fundamentally different and require different techniques. Their algorithm consists of two stages: (1) adding random edges to the input graph G in a private manner to increase the optimal cut cost to Ω(log n/ε), and (2) applying the exponential mechanism over all cuts in the augmented graph. There is also a matching lower bound, and so the private min-cut problem is essentially solved. On the other hand, there are no known bounds (upper or lower) for minimum k-cut. Therefore, we ask the following question:

Question 2: What is the “correct” dependence on k, n, and ε that characterizes the error rate of the private minimum k-cut problem?

To answer the above question, we first give an upper bound on the private minimum k-cut problem. In particular, we give algorithms where the additive loss is a function of the number of approximate k-cuts. Bounds on this number have been studied extensively [Kar00, CQX20, GHLL22], and when we plug in the known bounds we get the following theorem:

Theorem 3 (Informal). For any unweighted graph G, there is an inefficient (ε, 0)-DP algorithm for kcut which outputs a solution with cost at most OPT + O(k log n/ε) with high probability. Further, allowing approximate differential privacy, there is an (ε, δ)-DP algorithm achieving the same utility in time O(n^{O(k)}(log n)^{O(k2)}). Here, OPT is the value of the minimum k-cut on G.

Surprisingly, our approach is tight in terms of the error it achieves. Specifically, we complement our upper bound with the following tight lower-bound result:

Theorem 4 (Informal). Fix any 2 ≤ k ≲ n^{1/2}. Any (ε, 0)-differentially private algorithm on approximating k-cut on n-vertex graphs has expected error Ω(k log n/ε).

Combining Theorem 3 and Theorem 4 answers Question 2. Unfortunately, our pure DP algorithm is inefficient, and our approximate DP algorithm is inefficient when k = ω(1) (which is unsurprising since k-cut is NP-hard when k = ω(1)). So we complement Theorem 3 with an efficient algorithm with sub-optimal bounds.

Theorem 5 (Informal). For any weighted graph G, there exists a polynomial time (ε, δ)-differentially private algorithm for k-cut which outputs a solution with cost at most 2 · OPT + ~O(k^{1.5}/ε), where OPT is the value of the minimum k-cut.

We remark that unlike the multiway cut, the 2-approximation for the minimum k-cut is essentially optimal [Man17]. Including the results of this paper, we summarize the current known bounds for the private minimum k-cut problem in Table 2.

Table 2: Current known results for the private minimum k-cut problem.

Value of k Category Reference Privacy Error rate Efficient?

k = 2

Upper bound [GLM^+10] (ε, δ)-DP O(log n/ε) Yes Lower bound [GLM^+10] (ε, 0)-DP Ω(log n/ε) —

k ≥ 3

Upper bound Theorem 3 (ε, δ)-DP O(k log n/ε) Yes (for constant k) Lower bound Theorem 4 (ε, 0)-DP Ω(k log n/ε) — Upper bound Theorem 5 (ε, δ)-DP 2OPT + ~O(k^{1.5}/ε) Yes

1.2 Related Work

The cut problems that we study have been studied extensively in the non-private setting. Minimum cut refers to the smallest set of edges that, if removed, would disconnect a graph into two disjoint subsets. One of the most popular algorithms for finding the minimum cut in graphs is Karger’s Algorithm [Kar93] and its subsequent refinements [KS96, BK96, Kar00], which have set benchmarks in this domain. For state of the art deterministic algorithms, please refer to the nearlinear time algorithms described in [KT19, HRW20] for simple graphs, and in [Li21, HLRW24] for weighted graphs.

Minimum k-cut generalizes the concept of minimum cut, seeking the smallest set of edges whose removal partitions the graph into k disjoint subsets rather than just two. This problem is particularly relevant in clustering, parallel processing, and community detection in social networks, where we aim to identify multiple distinct groups or clusters. Karger and Stein demonstrated that their randomized contraction algorithm finds a minimum k-cut in Õ(n^{2k−2}) time [KS96], and their analysis was surprisingly improved to Õ(n^k) time [GHLL22], which also works for weighted graphs. For simple graphs, this n^k barrier was overcome by [HL22].

The s-t cut problem, also known as the minimum s-t cut problem, is a specific case of the minimum cut problem that aims to find the smallest set of edges that, when removed, disconnects two designated nodes, s (source) and t (sink). Minimum s-t is polynomially solvable using maxflow algorithms [CKL^+22]. Multiway cut extends the concept further by dealing with multiple terminal nodes. The objective is to disconnect a given set of k terminal nodes by removing the smallest possible set of edges, ensuring that no two terminals remain connected. Multiway cut was shown to be NP-hard when k ≥ 3 [DJP^+94]. Approximation algorithms for the multiway cut problem include a 1.5-approximation [CKR00] based on LP relaxation and rounding methods, a (2 − 2/k)-approximation [ZNI05] using a greedy splitting strategy, and a 1.2965-approximation [SV14] employing a more sophisticated rounding technique for LP relaxation. The current lower bound for approximating the multiway cut problem is 1.20016 [BCKM20].

1.3 Outline

We begin with basic definitions in Section 2. We then give a technical overview to explain some of the main ideas of our results in Section 3: we give an overview for private multiway cut in Section 3.1 and for private k-cut in Section 3.2. We then give our analysis for multiway cut in Section 4 and for k-cut in Section 5.

2 Preliminaries

Here, we give the formal definition of edge-level differential privacy.

Definition 6 (Edge-level differential privacy). Let A : D → R be a randomized algorithm, where R is the output domain. For fixed ε > 0 and δ ∈ [0, 1), we say that A preserves (ε, δ)-differential privacy if for any measurable set S ⊆ R and any pair of neighboring graphs G, G^′ ∈ D,

Pr[A(G) ∈ S] ≤ Pr[A(G^′) ∈ S] · e^ε + δ.

If δ = 0, we also say A preserves pure differential privacy (denoted by ε-DP). Here, G = (V, E, w) and G^′ = (V, E^′, w^′) with w, w^′ ∈ R^N_+ are neighboring if ‖w − w^′‖_0 ≤ 1 and ‖w − w^′‖_∞ ≤ 1. That is, G and G^′ differ in one edge by weight at most one.

Important properties of differential privacy that we use include post-processing, adaptive and advanced composition, and the Laplace and exponential mechanisms. Since these are standard, we defer their discussion to Appendix A.

Given a graph G = (V, E, w) and a partition S = (S_1, S_2, . . . , S_k) of V, let δ(S) = {e ∈ E : endpoints of e are in different parts of S}. The two problems that we study are Multiway Cut and Minimum k-Cut. They are formally defined as follows (we note that as for most cut problems there are equivalent definitions in terms of edges and node partitions; due to edge-level privacy, we will use the node partition-based definitions).

Definition 7. In the Multiway Cut problem, we are given a weighted graph G = (V, E, w) and a collection of terminals T = {t_1, t_2, . . . , t_k} ⊆ V. A feasible solution is a partition S of V into k parts (S_1, S_2, . . . , S_k) such that t_i ∈ S_i for all i ∈ [k]. The cost of a partition is ∑_{e∈δ(S)} w(e), and we want to find the feasible solution of minimum cost.

Definition 8. In the Minimum k-Cut problem (or just k-cut), we are given a weighted graph G = (V, E, w). A feasible solution is a partition S of V into k parts (S_1, S_2, . . . , S_k). The cost of a partition is ∑_{e∈δ(S)} w(e), and we want to find the feasible solution of minimum cost.

3 Technical Overview

In this section, we introduce the technical ingredients that underpin our results and discuss the key concepts behind our analysis of privacy and utility guarantees. For both the multiway cut and minimum k-cut problems, we remark that we employ the standard notion of edge-level differential privacy [GLM^+10, BBDS12, EKKL20, LUZ24].

3.1 On private multiway cut

Under edge-level privacy, there might be a difference in the edge weights between any pair of vertices. A trivial idea is to add noise between each pair of vertices, which incurs an additive error of ~Θ(n^{1.5}) for privately solving optimization problems related to cuts, which is usually far from optimal. In particular, we give an information theoretical lower bound by a simple packing argument in Section 4.4, showing that the Θ(n log k) bound is tight for privately outputting a solution for multiway cut, which can be achieved by the non-efficient exponential mechanism. To get a solution efficiently, the elegant work by [DMN23] proposes a private algorithm which builds on a well-known 2-approximation algorithm for multiway cut. This approach involves finding the min s-t cut at most O(log k) times. As a result, their algorithm naturally incurs a multiplicative error of 2 but achieves a nearly tight additive error of O(n log^2 k), as stated in their Theorem 4.2.

To break the barrier of 2-approximation for efficient and private multiway cut, the most natural idea is to first relax the problem to finding the optimal simplex embedding, which can be formulated as a linear program. After this, a randomized rounding procedure is applied as post-processing to obtain an integral solution for the multiway cut. In particular, for any k ∈ N_+, we define the k-simplex to be Δ_k := {x ∈ R^k_{≥0} : ∑_{i∈[k]} x^i = 1}. Then, given a weighted graph G = ([n], E, w) and a set of terminals T ⊆ [n] where T = {s_1, s_2, · · · , s_k}, we consider the following linear program for embedding vertices into the k-simplex: min x∈(R^k)^n 1 2 ∑_{e={u,v}∈E}^{w(e)‖x}u^{− x}v^‖1^.

s.t. x_{si} = e_i, ∀i ∈ [k] x_u ∈ Δ_k, ∀u ∈ [n].

Here, each vertex u ∈ [n] is attached with a k-dimensional vector in Δ_k, and for each terminal s ∈ T, x_s is fixed as the i-th canonical basis vector e_i. Then, if for every non-terminal vertex u ∈ [n]\T, x_u chooses the integral solution, i.e., x_u is one of {e_1, e_2, · · · , e_k}, it is easy to verify that the value of the objective is the size of multiway cut specified by such integral solutions. Rounding the fractional solution of the above linear program into an integral solution has been extensively studied [CKR98, KKS^+04, BNS13, SV14]. It is indicated that an approximation ratio of approximately 1.3 can be achieved [BNS13, SV14], and this process can be considered as post-processing.

Therefore, the main step is to privately solve the linear program for simplex embedding while minimizing the additive error. As discussed earlier, adding noise between each pair of vertices or applying the results in [HRRU14] incurs an error of ~O(n^{1.5}). To achieve a linear dependency on n, inspired by [DMN23], our approach is to add Laplace noise only between each terminal and nonterminal vertex to achieve pure differential privacy.^4 In this case, the amount of noise is dramatically reduced, and we will show later that an optimal fractional solution is still solvable efficiently even with negative edge weights between terminals and non-terminals. However, this method of adding noise makes the analysis for privacy challenging, as it requires comparing the probabilities of being selected as optimal for each possible fractional solution x ∈ (Δ_k)^n between a pair of neighboring graphs with Laplace noises partially added.

Let G_1 and G_2 be a pair of neighboring graphs that differ by 1 in the edge weight between vertices u and v. We consider the most non-trivial case where both u and v are non-terminal vertices, meaning there is no noise added between them. The main idea behind our privacy analysis is to consider a set of “correction” coefficients added to the edge weights between u (or v) and each terminal in T, so that the effect of the extra edge weight between G_1 and G_2 can be canceled out. More specifically, let ~G be the noisy graph obtained by adding Laplace noise to the edge weights of G in this manner. For any possible solution x^∗ ∈ (Δ_k )^n, let μ_{G1} (x^∗) and μ_{G2} (x^∗) be the probability densities that x^∗ is the optimal solution on ~G_1 and ~G_2 respectively (we will introduce a tie-breaking rule later to handle the case when x^∗ is not the unique solution). Here, the randomness comes from the independent Laplace noises Z_{{t,w}} for all w ∈ [n]\T and t ∈ T. Then, we need to give an upper

bound of^{μG1 (x∗)}_{μG2 (x∗)} (the lower bound case is similar). Notice that if we let

h(x) = ∑ {a,b}∈E w({a, b})‖x_a − x_b‖_1 + ∑ t∈T ∑ w∈[n]\({u,v}∪T) Z_{{t,w}}‖x_w − x_t‖_1

and G_2 be the graph that has an extra unit edge weight, then the objective function with respect to ~G_1 and ~G_2 can be written as

g_1(x) = h(x) + ∑ t∈T Z_{{t,u}}‖x_u − x_t‖_1 + ∑ t∈T Z_{{t,v}}‖x_v − x_t‖_1, and

g_2(x) = h(x) + ‖x_u − x_v‖_1 + ∑ t∈T Z_{{t,u}}‖x_u − x_t‖_1 + ∑ t∈T Z_{{t,v}}‖x_v − x_t‖_1

respectively, since the objective for ~G_2 has an extra term ‖x_u − x_v‖_1. Here w(e) is the weight of edge e in G_1. The core step in our privacy analysis is that, for any fixed x^∗ ∈ (Δ_k )^n such that x^∗ minimizes g_1(x), we can always find a set of correction coefficients (in terms of x^∗) a_{uv} = {a_{{t,u}}}_{w∈{u,v},t∈T} with bounded scale. These coefficients can be used to adjust the terms ‖x_w − x_t‖_1 (where w ∈ {u, v} and t ∈ T) such that

g^′_2(x) = h(x) + ‖x_u − x_v‖_1 + ∑ t∈T ( Z_{{t,u}} + a_{{t,u}} ) ‖x_u − x_t‖_1 + ∑ t∈T ( Z_{{t,v}} + a_{{t,v}} ) ‖x_v − x_t‖_1

also achieves the optimum at x^∗. Further, let Z be the k(n − k) Laplace noises and Δ̃_k be the feasible set of the simplex embedding LP; we define S, S^′ ∈ R^{k(n−k)} such that

Z ∈ S ⇔ {arg min_{x∈Δ̃k} g_1(x) = x^∗} and Z ∈ S^′ ⇔ {arg min_{x∈Δ̃k} g_2(x) = x^∗}.

4In [DMN23], the authors aim to privately output a solution of the minimum s-t cut problem. They add noise from an exponential distribution between the two terminals and all other vertices. However, since exact minimum s-t cut can be found in polynomial time, they do not consider using a linear program, which means we need a significantly different analysis.

Then, the existence of such correction coefficients indicates that Z ∈ S ⇒ Z + a_{uv} ∈ S^′ and thus S + a_{uv} ⊆ S^′. Here, we expand a_{uv} to k(n − k) dimensions by padding zeros. By the definition, this is saying that μ_{G2} (x^∗) = Pr(Z ∈ S^′) ≥ Pr(Z ∈ S + a_{uv}). (1)

On the other hand, since Z are i.i.d. Laplace noises, then by the basic Laplace mechanism with appropriately chosen ε with respect to a_{uv}, we have

Pr(Z ∈ S + a_{uv}) ≥ e^{−ε}Pr(Z ∈ S) = e^{−ε}μ_{G1} (x^∗). (2)

Combining eq. (1) and eq. (2) gives an upper bound of μ_{G1} (x^∗)/μ_{G2} (x^∗). Overall, the main idea behind our analysis on privacy is to “transfer” the difference between any pair of vertices into the difference between terminals and non-terminals, and thus adding appropriately scaled noises only between terminals and non-terminals is enough to preserve privacy.

In Section 4.2.1, we will demonstrate that to preserve (ε, 0)-differential privacy, the standard deviation of each noise must be set to O(k/ε). Consequently, the expected amount of the largest noise is ~Θ(k). Given the infinite number of fractional cuts (which precludes the use of the union bound) and the fact that there are at most O(nk) noises on each cut, the cumulative error across each cut will be at most ~O(nk^2). To save an extra k factor and obtain the ~O(nk) upper bound, our observation is that since we are adding noises between terminals and non-terminals, then the noises are very “sparse” on each uncut. To better understand this, consider a star graph where there are k terminals and only one non-terminal u. Then there are k uncuts and each uncut is just one edge connecting u and each terminal, containing one noise. However, each cut contains k − 1 noises. In the case of the star graph, choosing a minimum multiway cut is equivalent to selecting the largest edge, that is, maximizing the uncut, which only incurs O(log k) error. In section 4.2.2, we extend this intuition to general graphs, and derive the ~O(nk) error bound by actually analyzing the utility loss in maximizing uncut rather than minimizing the multiway cut.

3.2 On private minimum k-cut

In this section, we provide an overview of our proofs for the results on the private minimum kcut problem. Our main technical contribution in this part is an Ω(k log(n)/ε) lower bound on the additive error of privately approximating a solution for minimum k-cut. When k = 2, it recovers the lower bound in [GLM^+10]. We also give a matching upper bound, which closely follows the minimum cut algorithm of Gupta et al. [GLM^+10].

3.2.1 The lower bound on private minimum k-cut

In [GLM^+10], a regular graph is used to construct the lower bound for the private minimum cut problem. Specifically, they consider a^{log n}_{3ε} -regular graph, such that each cut except singleton cuts has size of at least^{log n}_{2ε} . Then there exists at least one vertex u such that, if we remove all edges incident to it, any ε-differentially private algorithm for the minimum cut problem will, with high probability, not select the singleton cut on u. Since all other cuts have size at least^{log n}_{6ε} , it implies a O(log n/ε) lower bound. However, this argument does not apply to the private minimum k-cut problem. Since creating a k-cut involves removing more edges, the second smallest cut can be very small in regular graphs, making it difficult to establish a meaningful lower bound. Therefore, we consider a new graph construction to establish the lower bound: (i) first, we divide n vertices into approximately O(n/ log n) cliques, each of size O(log n); and (ii) second, we connect these cliques to form a “path”, with each bridge between two cliques consisting of d = O(log n/ε) edges.

By analyzing the execution of the 2-approximation algorithm in [SV95] on this graph (call it G_0), we conclude that the minimum k-cut on G_0 is at least d(k − 1)/2. Next, let G_1 and G_2 be two graphs with k connected components, formed by removing k − 1 bridges from G_0. Denote the sets of edges removed from G_0 to form G_1 and G_2 as E_1 and E_2 respectively. Now, let C be any k-partition of n vertices such that the cut of G_1 specified by C has size less than^{d(k−1)}_6 . Since the cut specified by C on G_0, denoted by C(G_0), has size at least^{d(k−1)}_2 , then C(G_0) must intersect with E_1 on at least^{d(k−1)}_3 edges. Suppose |E_1 ∩ E_2| ≤^{(k−1)d}_6 . Then, it can be shown that at least^{(k−1)d}_6 edges will be cut off by C on G_2, and thus the size of C(G_2) is at least (k − 1)d/6. This is saying that if an algorithm selects a small cut on G_1, this cut must cause large error on G_2. Due to the arbitrariness in selecting the bridges to remove, we can construct an exponential number of graphs that satisfy the condition |E_i ∩ E_j| ≤^{(k−1)d}_6 . These ingredients enable us to use the packing argument to give an Ω(dk) = Ω(k log n/ε) lower bound.

3.2.2 The optimal algorithm and the efficient algorithm on private minimum k-cut

Our algorithm for private minimum k-cut extends the ideas of the private min-cut algorithm of Gupta et al. [GLM^+10] to k-cut. The privacy guarantee of [GLM^+10] relies on a theorem of Karger, which bounds the number of α-approximate minimum cuts by n^{2α}. They deploy the exponential mechanism across all cuts, and argue that the cut selected is unlikely to be much larger than OPT by bounding the number of cuts within additive t of OPT, so long as the minimum cut is not too small. In the case that it is, they first augment the graph in a privacy-preserving way.

In the k-cut case, we employ the same ideas, but instead select among all possible k-cuts. We first assume a black-box bound for the number of approximate minimum k-cuts. Under this assumption, we give the general form for a private k-cut algorithm, and prove its additive error guarantee relative to the black-box bound. We then apply a known bound of [CQX20] on the number of approximate k-cuts, yielding an ε-differentially private algorithm for k-cut with O(k log n/ε) error, detailed in Theorem 3.

We also give a more efficient (ε, δ)-private version of the near-optimal algorithm that achieves the same error guarantees. To avoid enumerating the exponential number of k-cuts in the exponential mechanism, we draw on the ideas of [GLM^+10] and only select from the set of sufficiently small k-cuts while maintaining (ε, δ)-privacy. These can be generated via a modified contraction algorithm of [GHLL21] in time ~O(n^k).

For k = ω(1), such an algorithm remains inefficient. To address this, we propose an efficient algorithm for any k ≤ n, based on the 2-approximation algorithm SPLIT from [SV95]. In our algorithm, we sequentially run the private algorithm for approximately finding the minimum cut k times. More formally, we start with the input graph G = ([n], E). If there are already i connected components of [n] where 1 ≤ i ≤ k − 1, we first use the exponential mechanism to find the connected component with the lightest minimum cut. We then privately output the minimum cut on this subgraph and split it into two new connected components. This process continues until the graph is divided into k components. We will demonstrate that this approach yields a polynomialtime algorithm, albeit introducing a multiplicative error of two and a slightly larger, yet non-trivial, additive error of ~O(k^{1.5}/ε).

4 Private Simplex Embedding and Multiway Cut

In this section, we show the following theorem for privately approximating the solution of multiway cut on weighted graphs:

Theorem 9. There exists a polynomial time (ε, δ)-differentially private algorithm such that on any input weighted graph G, it outputs a solution x ∈ {1, 2, · · · , k}^n on multiway cut of G such that

E(x) = (≈ 1.3)OPT^T(G) + ~O(nk/ε),

where OPT^T(G) is the optimal value of multiway cut on G with respect to terminals T, and E(x) is the sum of edge weights that need to be removed in G to form the solution x.

To prove Theorem 9, we first propose the algorithm and analysis for solving private simplex embedding. Then, we use the rounding scheme in [SV14] as post-processing to generate an approximate solution for multiway-cut.

4.1 The algorithm for private simplex embedding

Given an integer k ∈ N_+, we define the k-simplex to be Δ_k = {x ∈ R^k : ∑^k_{i=1} x^{(i)} = 1 ∧ x^{(i)} ≥ 0, ∀i}. Suppose there are n ≥ k points in the k-simplex Δ_k, and exactly k points among them are known as “terminals”, where the i-th (1 ≤ i ≤ k) terminal has value 1 at its i-th coordinate and 0 at all other terminals. That is, if T = {s_1, s_2, · · · , s_k } is the collection of terminals, then s_i = e_i. For each point u ∈ [n], let x_u ∈ Δ_k be the position of u. For any two different points in [n], we define a non-negative and symmetric cost function c : [n] × [n] → R_{≥0}. For each pair u, v ∈ [n], the cost between them is defined as c(u, v)‖x_u − x_v‖_1, which decreases as x_u and x_v approach each other.

The problem of simplex embedding is to find the optimal placement of the n − k non-terminal points in Δ_k in order to minimize the total sum of costs. This problem can be formalized by the following linear program LP0: min x∈(R^k)^n ∑_{{u,v}}

u≠v

c(u, v)‖x_u − x_v‖_1

s.t. x_{si} = e_i, ∀i ∈ [k] x_u ∈ Δ_k, ∀u ∈ [n].

We note that the absolute values in the objective can be eliminated using standard techniques when c : [n] × [n] → R is non-negative, thus LP0 is a linear program.

For the privacy notion, we define two cost functions c, c^′ as neighboring if there is at most one pair of points u, v ∈ [n] such that |c(u, v) − c^′(u, v)| ≤ 1. When considering points as the vertices of an undirected graph and costs as the edge weights, this definition is exactly the standard notion known as edge-level differential privacy [GRU12, BBDS12, EKKL20, LUZ24]. Given k, n ∈ N_+(k ≤ n), a set of terminals T ⊆ [n], the cost function c and privacy budget ε > 0, we give the following mechanism for private simplex embedding that runs in polynomial time.

Algorithm 4.1: Simplex Embedding with Pure-DP

1. Generating Noise: For each terminal t ∈ T and each non-terminal u ∈ [n]\T, sample Z_{{t,u}} ∼ Lap(b) independently. Here, b = √ 2k ε . 2. Solving LP: Run the solver for the following linear program LP1: min x∈(R^k)^n

g(x) = ∑_{{u,v}}

u≠v

c(u, v)‖x_u − x_v‖_1 + ∑ t∈T ∑_{u∈[n]\T}^Z{t,u}^{‖x}t^{− x}u^‖1^.

s.t. x_{si} = e_i, ∀i ∈ [k] x_u ∈ Δ_k, ∀u ∈ [n].

We remark that the solver in the second step of Algorithm 4.1 will output an optimal solution in polynomial time if c(u, v) ≥ 0 for all u, v ∈ [n]:

Remark 10. Notice that for any terminal t ∈ T and non-terminal u ∈ [n]\T,

‖x_t − x_u‖_1 = 2(1 − x^{(t)}_u ) ≥ 0

where x^{(t)}_u is the t-th entry of x_u. Thus, the optimization problem in step 2 is indeed a linear program and can be solved in polynomial time.

4.2 Analysis of private simplex embedding

As opposed to trivially adding noise to the cost between any pair of vertices, our Algorithm 4.1 only adds noise between terminals and each non-terminal point. We will show later that this approach dramatically reduces the scale of noises, but also makes the privacy analysis highly non-trivial. Below, we give the privacy and utility guarantees of Algorithm 4.1.

4.2.1 Privacy analysis

In this section, we provide a proof of the following privacy guarantee for Algorithm 4.1 in terms of the privacy notion defined in Section 4.1:

Theorem 11. Fix any ε > 0. Algorithm 4.1 preserves (ε, 0)-differential privacy.

In the following discussion, without loss of generality, we assume that the fractional optimal solution of LP1 in step 2 is unique. If this is not the case, we define a tie-breaking rule that selects the optimal solution closest to the origin with respect to the ℓ_2 distance.^5 Indeed, it is also well known that by adding small random perturbations to the objective, the optimal solution of LP1 will almost surely be unique [Man84, ST04], since an LP has infinitely many optimal solutions only if two basic solutions attain the same value.

The simplest cases are that the difference lies between two terminals, or between a terminal and a non-terminal. In both cases, it is straightforward to verify that outputting the optimal solution in step 2 is (ε, 0)-differentially private. (In particular, changing the cost between any two terminals does not affect the optimal solution set at all.)

Now, suppose c_1 and c_2 are a pair of neighboring cost functions that differ in cost for any two non-terminals u and v. We separate all k(n − k) random Laplace noises added in step 1 into two categories Z_{uv} and Z\Z_{uv}, where Z_{uv} = {Z_{{t,x}} : x ∈ {u, v}, t ∈ T} is the random noises added between terminal and u (or v), and Z contains all the k(n − k) noises. Next, we use a coupling trick. Consider the following protocol of sampling noise in Z_{uv} and Z\Z_{uv} for both c_1 and c_2:

1. Sample k(n − k − 2) random Laplace variables in Z\Z_{uv} independently.

2. Add the same noise on both c_1 and c_2 according to Z\Z_{uv}.

3. Sample 2k i.i.d. random Laplace variables in Z_{uv}, and add noise on c_1 according to Z_{uv}.

4. Resample 2k i.i.d. random Laplace variables in Z_{uv}, and add noise on c_2 according to Z^′_{uv}.

5In particular, it has been proved in [Man84] that by adding a quadratic perturbation ηx^⊤x to the linear objective c^⊤x for a sufficiently small η, the perturbed problem solves the original problem. Further, the optimal solution of the program would be the unique 2-norm projection of the origin on the original optimal solution set.

In the procedure above, the random costs added to this pair of neighboring datasets partly shares the same randomness, specifically in Z\Z_{uv}. In the meanwhile, the distribution of the random noises added to each cost function follows precisely the same distribution as described in the algorithm. We remark that this procedure is used solely for analysis and does not occur during the actual execution of the algorithm.

Suppose every noise in Z\Z_{uv} is decided. We observe that if x_u and x_v are fixed, then changing the value of the cost between u and v or sample noise in Z_{uv} will change the same value in the objective for all feasible solutions (with the same fixed x_u and x_v), since once x_u and x_v are settled, then the value of all ‖x_a − x_t‖_1 where a ∈ {u, v} and t ∈ T are all fixed as constants. Therefore, the optimal solution does not change. Given this fact, we let x^∗(x_u, x_v) be the optimal solution of LP1 for some fixed x_u and x_v, and let

X^∗ = {x^∗(x_u, x_v), x_u, x_v ∈ Δ_k}

be the set of optimal solutions for both the simplex embedding problem parameterized by c_1 and c_2, given all possible pairs x_u and x_v. It is easy to verify that the global optimal solution for either c_1 or c_2 lies within X^∗.

Next, we consider the probability ratio that the LP1s for both c_1 and c_2 choose the exact same unique optimal solution x^∗ ∈ X^∗, under the coupling strategy mentioned above. Let

g(x) = ∑_{{a,b}}

a≠b

c(a, b)‖x_a − x_b‖_1 + ∑ t∈T ∑ w∈[n]\({u,v}∪T) Z_{{t,w}}‖x_w − x_t‖_1

+ ∑_{t∈T}^Z{t,u}^{‖x}u^{− x}t^‖1^+ ∑_{t∈T}^Z{t,v}^{‖x}v^{− x}t^‖1 and g^′(x) = ∑_{{a,b}≠{u,v}}

a≠b

c(a, b)‖x_a − x_b‖_1 + ∑ t∈T ∑ w∈[n]\({u,v}∪T) Z_{{t,w}}‖x_w − x_t‖_1

+ (c(u, v) + Δ)‖x_u − x_v‖_1 + ∑ t∈T Z_{{t,u}}‖x_u − x_t‖_1 + ∑ t∈T Z_{{t,v}}‖x_v − x_t‖_1

be the objective function of LP1 in terms of c_1 and c_2 respectively. Here, max{−1, −c({u, v})} ≤ Δ ≤ 1 is the difference. In the following argument we always assume Δ = 1, since the proof for all possible Δ simply follows from the case where Δ = 1.

Suppose all noises in Z\Z_{uv} have been decided, say Z\Z_{uv} = s ∈ R^{(n−k−2)k}. Fixing any x_u, x_v ∈ Δ_k, let S ⊆ R^{2k} be the range in R^{2k} such that

Z_{uv} ∈ S(s) ⇔ min{g(x) : x ∈ X^∗} = x^∗(x_u, x_v), and Z_{uv} ∈ S^′(s) ⇔ min{g^′(x) : x ∈ X^∗} = x^∗(x_u, x_v).

We will abbreviate S(s) (and S^′(s)) as S (and S^′) if we do not have to specify s. Since both LP1s for c_1 and c_2 have a unique optimal solution, then S(s) and S^′(s) are well-defined for any s ∈ R^{(n−2−k)k}. Then, we have the following lemma:

Lemma 12. Fix any ε > 0. If, for any fixed Z\Z_{uv} = s ∈ R^{(n−k−2)k} we have

Pr [Z_{uv} ∈ S(s)] ≤ e^εPr [ Z_{uv} ∈ S^′(s) ] , then Algorithm 4.1 preserves (ε, 0)-differential privacy.

Proof. Notice that Algorithm 4.1 outputs a solution for LP1. To show that Algorithm 4.1 is (ε, 0)- differentially private, it is equivalent to showing that for an arbitrary x^∗(x_u, x_v) ∈ X^∗,

Pr [g(x) is minimized by x^∗(x_u, x_v)] ≤ e^ε · Pr [ g^′(x) is minimized by x^∗(x_u, x_v) ] . (3)

We note that

Pr [g(x) is minimized by x^∗(x_u, x_v)] = ∫ s∈R^{(n−2−k)k}

pdf_{Z\Zuv} (s)Pr [Z_{uv} ∈ S(s)] ds and Pr [ g^′(x) is minimized by x^∗(x_u, x_v) ] = ∫ s∈R^{(n−2−k)k}

pdf_{Z\Zuv} (s)Pr [ Z_{uv} ∈ S^′(s) ] ds. Therefore, by the coupling argument and the fact that all Laplace noises in Z are i.i.d. sampled, eq. (3) holds when Pr [Z_{uv} ∈ S] ≤ e^εPr [ Z_{uv} ∈ S^′ ] , which completes the proof of Lemma 12.

In the inspiration of Lemma 12, we only need to find the proper variance of Laplace random variables in Z_{uv} such that Pr [Z_{uv} ∈ S] ≤ e^εPr [Z_{uv} ∈ S^′] for all ε > 0. However, we cannot directly compare S and S^′ since they may have complicated structures (after all noises in Z\Z_{uv} have been decided), but we can still analyze the ratio between the probabilities Pr [Z_{uv} ∈ S] and Pr [Z_{uv} ∈ S^′] by the following lemmas and facts. The first lemma states that the sum of distances between any point and all terminals is invariant.

Lemma 13. For any x ∈ Δ_k and t ∈ T, 1 2 ∑_{t∈T}^{‖x − x}t^‖1^{= k − 1.}

Proof. For any x ∈ Δ_k, we have that ∑_{t∈T} x^{(t)} = 1. Thus, 1 2 ∑_{t∈T}^{‖x − x}t^‖1^= ∑_{t∈T}^{|1 − x(t)| = k −} ∑_{t∈T}^{x(t) = k − 1,}

which completes the proof.

The following lemma indicates the existence of the “correction” coefficients as described in Section 3.1.

Lemma 14. Fix any integer k ≥ 2. Let {d_{u,i}}_{i∈[k]} and {d_{v,i}}_{i∈[k]} be two sets of variables such that

1. For any w ∈ {u, v} and i ∈ [k]: 0 ≤ d_{w,i} ≤ 1.

2. For any w ∈ {u, v}, ∑_{i∈[k]} d_{w,k} = k − 1.

Then, for any fixed {d^∗_{u,i}}_{i∈[k]} and {d^∗_{v,i}}_{i∈[k]} that satisfy both conditions, there always exist a_u, a_v ∈ R^k with ‖a_u‖_2 ≤ √ k/2 and ‖a_v‖_2 ≤ √ k/2 such that

∑_{i∈[k]}^au,i^du,i^+ ∑_{i∈[k]}^av,i^dv,i^{+ 1}_2 ∑_{i∈[k]}^{|d}u,i^{− d}v,i^{| (4)}

achieves minimum value on {d^∗_{u,i}}_{i∈[k]} and {d^∗_{v,i}}_{i∈[k]}.

Proof. Before getting into the proof, we note that Lemma 14 does not ask that {d^∗_{u,i}}_{i∈[k]} and {d^∗_{v,i}}_{i∈[k]} are the only minimum choices. Let U ⊆ [k] be the set of coordinates that d^∗_{u,i} > d^∗_{v,i} for any i ∈ U and U = [k]\U be the set of other coordinates. Without loss of generality, we assume |U| ≤ |U|. (Since the subscript u and v are essentially symmetric, if |U| > |U|, we replace u and v for all variables.) We construct the correction vectors a_u and a_v as follows:

1. For each i ∈ U, let a_{u,i} = −1 and a_{v,i} = 1.

2. For each i ∈ U, let a_{u,i} = a_{v,i} = 0.

Since |U| ≤ k/2, then clearly with such construction we have ‖a_u ‖_2 = ‖a_v ‖_2 ≤ √ k/2.

First, it is easy to verify that with this assignment on the coefficients, the minimum value of eq. (4) is at least 0. Because ∑_{i∈[k]} d_{u,k} = ∑_{i∈[k]} d_{v,k} = k − 1, then for any T ⊆ [k],

∑_{i∈T}^du,i^{− d}v,i^= ∑_{i∈[k]\T}^dv,i^{− d}u,i^.

Thus, we see that

∑_{i∈U}^{|d}u,i^{− d}v,i^{| =} ∑_{i∈U}^{|d}u,i^{− d}v,i^{| = 1}_2 ∑_{i∈[k]}^{|d}u,i^{− d}v,i^{|.}

Therefore,

∑_{i∈[k]}^au,i^du,i^+ ∑_{i∈[k]}^av,i^dv,i^{+ 1}_2 ∑_{i∈[k]}^{|d}u,i^{− d}v,i^{| = −} ∑_{i∈U}^du,i^+ ∑_{i∈U}^dv,i^{+ 1}_2 ∑_{i∈[k]}^{|d}u,i^{− d}v,i^|

≥ − ∑_{i∈U}^{|d}u,i^{− d}v,i^{| + 1}_2 ∑_{i∈[k]}^{|d}u,i^{− d}v,i^|

= − ∑_{i∈U}^{|d}u,i^{− d}v,i^{| +} ∑_{i∈U}^{|d}u,i^{− d}v,i^{| = 0.}

Next, we show that eq. (4) achieves 0 on all {d_{u,i}}’s and {d_{v,i}}’s as long as {i : d_{u,i} > d_{v,i}} is exactly U, which includes {d^∗_{u,i}}_{i∈[k]} and {d^∗_{v,i}}_{i∈[k]}. Indeed, if {d_{u,i}} and {d_{v,i}} satisfy {i : d_{u,i} > d_{v,i}} = U, then

∑_{i∈[k]}^{|d}u,i^{− d}v,i^{| =} ∑_{i∈U}^du,i^{− d}v,i^+ ∑_{i∈U}^dv,i^{− d}u,i^{= 2} ∑_{i∈U}^{(d}u,i^{− d}v,i^{).}

Thus,

∑_{i∈[k]}^au,i^du,i^+ ∑_{i∈[k]}^av,i^dv,i^{+ 1}_2 ∑_{i∈[k]}^{|d}u,i^{− d}v,i^{| = −} ∑_{i∈U}^du,i^+ ∑_{i∈U}^dv,i^+ ∑_{i∈U}^{(d}u,i^{− d}v,i^{) = 0.}

Fact 15. Let a : R → R and b : R → R be two real-valued function on some range R. Suppose x^∗ ∈ R is the unique solution that minimizes a(x) and x^∗ is also one of the solutions that minimize b(x), then x^∗ is the unique solution that minimizes c(x) = a(x) + b(x).

Proof. Suppose x ≠ x^∗; then a(x) > a(x^∗) and b(x) ≥ b(x^∗), which is saying that c(x) > c(x^∗) and thus x^∗ is the only minimizer, completing the proof.

Let h(x) = ∑ {a,b}∈E c({a, b})‖x_a − x_b‖_1 + ∑ t∈T ∑ w∈[n]\({u,v}∪T) Z_{{t,w}}‖x_w − x_t‖_1,

then we rewrite g(x) and g^′(x) as

g(x) = h(x) + ∑ t∈T Z_{{t,u}}‖x_u − x_t‖_1 + ∑ t∈T Z_{{t,v}}‖x_v − x_t‖_1 and g^′(x) = g(x) + ‖x_u − x_v‖_1.

In the context of Fact 15, let a(x) be g(x) and let

b(x) : = ‖x_u − x_v‖_1 + ∑

i∈[k]

a_{u,i}‖x_u − x_t‖_1 + ∑

i∈[k]

a_{v,i}‖x_v − x_t‖_1

= ∑_{i∈[k]}^{|(1 − x(i)}u^{) − (1 − x(i)}v^{)| +} ∑_{i∈[k]}^au,i^{‖x}u^{− x}t^‖1^+ ∑_{i∈[k]}^av,i^{‖x}v^{− x}t^‖1

= ∑_{i∈[k]}^{|‖xu − xt‖1 − ‖xv − xt‖1|} 2 + ∑_{i∈[k]}^au,i^{‖x}u^{− x}t^‖1^+ ∑_{i∈[k]}^av,i^{‖x}v^{− x}t^‖1^.

Then, we can just let d_{w,t} =^{‖xw−xt‖1}_2 for any w ∈ {u, v} and t ∈ [k]. By Lemma 13, such assignment satisfies both conditions in Lemma 14. Therefore, by applying Lemma 14 together with Fact 15, we conclude that if the objective g(x) is minimized by any fixed solution x^∗(x_u, x_v) ∈ X^∗, then there exist 2k correction coefficients {a_u, a_v} with ‖a_u ‖^2 + ‖a_v‖^2 = k such that

g(x) + ‖x_u − x_v‖_1 + ∑

i∈[k]

a_{u,i}‖x_u − x_t‖_1 + ∑

i∈[k]

a_{v,i}‖x_v − x_t‖_1

= h(x) + ‖x_u − x_v‖_1 + ∑ t∈T (Z_{{t,u}} + a_{u,t})‖x_u − x_t‖_1 + ∑ t∈T (Z_{{t,v}} + a_{v,t})‖x_v − x_t‖_1

is minimized by the unique minimizer x^∗(x_u, x_v). Then by the definition of S and S^′, we have

Z_{uv} ∈ S ⇒ Z_{uv} + a_{uv} ∈ S^′,

where a_{uv} ∈ R^{2k} is the concatenation of a_u and a_v. This is saying that S + a_{uv} ⊆ S^′, and thus Pr [ Z_{uv} ∈ S^′ ] ≥ Pr [Z_{uv} ∈ S + a_{uv}] . (5)

Next, to compare the probability of Z_{uv} ∈ S and Z_{uv} ∈ S + a_{uv}, we apply the basic Laplace mechanism. In the context of Lemma 42, if we set R = S, v = 0_{2k} and v^′ = −a_{uv}, and considering that we have ‖a_{uv}‖_1 ≤ √ 2k‖a_{uv} ‖_2 ≤ √ 2k from Lemma 14, it is clear that if Z_{uv} are i.i.d Laplace random variables from Lap(b) with b = √ 2k ε , Pr [Z_{uv} ∈ S] ≤ e^εPr [Z_{uv} − a_{uv} ∈ S] = e^εPr [Z_{uv} ∈ S + a_{uv}] ≤ e^εPr [ Z_{uv} ∈ S^′ ] . (6) Here, the first inequality comes from the Laplace mechanism and the last inequality comes from eq. (5). Thus, eq. (6) together with Lemma 12 completes the proof of Theorem 11. Remark 16. We note that the range S does not depend on the randomness of noise, instead it only depends on the values of the input cost function. This is why we could let R in Lemma 42 be just S and directly apply the Laplace mechanism.

4.2.2 Utility analysis

Let the non-negative and symmetric function c = [n] × [n] → R_{≥0} be the input cost function. We define the total sum of costs as W := 2 ∑_{{u,v}} c(u, v), in which the cost between each pair of points is counted twice. Given any fractional placement of the points x ∈ (Δ_k)^n, we define E(x) be the size of the total cost of such placement, that is: E(x) = ∑_{{u,v}}

u≠v

c(u, v)‖x_u − x_v‖_1.

We give the following of the utility guarantee of Algorithm 4.1:

Theorem 17. Fix any ε > 0. For any given k, n ∈ N_+(k ≤ n), set of terminals T ⊆ [n] and cost function c, Algorithm 4.1 outputs a placement x̂^∗ ∈ (Δ_k)^n such that

E [E(x̂^∗)] − OPT(c, n, k) ≤ O ( nk log(k) ε ) . Here, OPT(c, n, k) is the optimal value of the simplex embedding problem defined by c, n and T. Further, we have that with high probability, E(x̂^∗) − OPT(c, n, k) ≤ O

(_{nk log(nk)} ε ) . If we consider c as the weights of edges of an undirected graph, then it can be verified that E(x) is equivalent to the size of the fractional cut specified by the placement x (up to of coefficient 1/2). We denote by U(x) the size of “uncut” specified by x, that is, U(x) = W − E(x) for any x ∈ (Δ_k )^n. We first consider the following linear program LP2: min x∈(R^k)^n ∑_{{u,v}}

u≠v

c(u, v)(2 − ‖x_u − x_v‖_1)

s.t. x_{si} = e_i, ∀i ∈ [k] x_u ∈ Δ_k, ∀u ∈ [n].

Clearly, since (with a slight abuse of notation),

∑_{e={u,v}}^{c(e)(2 − ‖x}u^{− x}v^‖1^{) +} ∑_{e={u,v}}^{c(e)‖x}u^{− x}v^‖1^{= 2} ∑_{{u,v}}^{c(u, v) = W,}

then U(x) = ∑_{{u,v}} c(u, v)(2 − ‖x_u − x_v‖_1). Therefore, solving LP2 is equivalent to maximizing uncut U(x).

Similarly, suppose all noises in Z are fixed as Z_{{t,u}} = z_{t,u} ∈ R, and let ĉ be the noisy costs (whose cost between any pair of terminal t and non-terminal u has an extra z_{t,u} additive noise). We write ^E(x) and ^U (x) as the size of cut and uncut with the noisy costs specified by x respectively. Clearly, the total sum of costs in ĉ is ^W = W + 2 ∑ t∈T ∑_{u∈[n]\T}^zt,u^,

and ^W = ^E(x) + ^U (x). Now, we write the following linear program LP3 which maximizes the uncut ^U (x): min x∈(R^k)^n ∑e={u,v}

c(e)(2 − ‖x_u − x_v‖_1) + ∑ t∈T ∑_{u∈[n]\T}^zt,u^{(2 − ‖x}t^{− x}u^‖1^)

s.t. x_{si} = e_i, ∀i ∈ [k] x_u ∈ Δ_k, ∀u ∈ [n].

We have the following lemma on the difference between U(x) and ^U (x).

Lemma 18. With high probability, for any fractional partition x ∈ (Δ_k )^n, we have |U(x) − ^U(x)| ≤ O ( nk log(nk) ε ) . Proof. Suppose for any pair of terminal t and non-terminal u, z_{t,u} is independently sampled from Lap(b). Then by the tail bound of Laplace noise, with high probability, max_{t,u} |z_{t,u}| ≤ O(b log(nk)). Suppose this holds. By lemma 13, we see that for any x_u ∈ Δ_k (no matter whether x_u is integral or not), we have

∑_{t∈T}^{(2 − ‖x}t^{− x}u^‖1^{) = 2k − (2k − 2) = 2.}

Then,

∑_{u∈[n]\T} ∑_{t∈T}^zt,u^{(2 − ‖x}t^{− x}u^‖1^{) ≤ 2} ∑_{u∈[n]\T}^{blog(nk) ≤ 2nblog(nk).}

Finally, letting b = O(k/ε) competes the proof of Lemma 18.

With Lemma 18, we are now ready to state the proof of Theorem 17.

Proof. (Of Theorem 17.) In the original cost function c, we remark that E(x) + U(x) = W for any fractional partition x, while with the noisy costs, ^E(x) + ^U (x) = ^W for any fractional partition x. Suppose x^∗ is the optimal fractional solution on simplex embedding with the original cost c, and x̂^∗ is the optimal fractional solution with noisy costs ĉ (i.e., optimal solution of LP1). We have

U(x^∗) − U(x̂^∗) = W − E(x^∗) − W + E(x̂^∗) ≥ 0 and ^U (x̂^∗) − ^U (x^∗) = W^′ − ^E(x̂^∗) − W^′ + ^E(x^∗) ≥ 0.

Therefore,

|E(x^∗) − E(x̂^∗)| = |U(x^∗) − U(x̂^∗)| = U(x^∗) − U(x̂^∗) ≤ U(x^∗) − U(x̂^∗) + ^U (x^∗) − ^U(x̂^∗) ≤ |U(x^∗) − ^U (x^∗)| + |U(x̂^∗) − ^U (x̂^∗)| ≤ O ( nk log(nk) ε ) . This completes the proof of the utility guarantee with high probability. Here, the first inequality follows from ^U (x̂^∗) − ^U(x^∗) ≥ 0, and the second equality follows from U(x^∗) − U(x̂^∗) ≥ 0. The final inequality follows from Lemma 18. The guarantee in expectation can be derived almost identically, except using a union bound over the k noises incident on each point (instead of all nk noises) and linearity of expectation.

4.3 The application for private multiway cut: Proof of Theorem 9 Given an undirected and weighted graph G = ([n], E), non-negative edge weights c : E → R_+, terminals T = {s_1, · · · , s_k}, we attach each vertex in [n] with a vector x_u ∈ R^k. Then, the problem of finding the optimal multiway cut with respect to given terminals T can be formulated as the following integer linear program LP4: min x∈(R^k)^n 1 2 ∑_{{u,v}∈E}^{c(u, v)‖x}u^{− x}v^‖1

s.t. x_{si} = e_i, ∀i ∈ [k] x_u ∈ {0, 1}^k , ∀u ∈ [n].

In the above linear program, if u and v are in different connected components, then x_u ≠ x_v, and 1 2 c(u, v)‖x_u − x_v‖_1 is the edge weight between u and v. Therefore, the optimum value of LP4 is also the minimum size of multiway cut on G. Notice that if we relax the constraint of LP4 from x_i ∈ {0, 1}^k to x_i ∈ Δ_k, then LP4 is equivalent to LP0 if we consider the costs between pairs in the simplex embedding problem as the edge weights. The approximation ratio with respect to such relaxation is widely studied [CKR98, KKS^+04, BNS13, SV14]. We apply the rounding scheme given by [SV14] for the simplex embedding linear program of multiway cut:

Theorem 19 ([SV14]). There is a randomized algorithm R such that on a fractional placement x ∈ (Δ_k)^n where x ∈ (Δ_k)^n costs E(x) on some graph G, R outputs a solution x̃ ∈ ({0, 1}^k )^n such that

E[E(x̃)] ≤ 1.2965 · E(x),

where E(x̃) is the cost of cut x̃ on G.

Since the rounding scheme R only requires x ∈ (Δ_k)^n as input, then we can treat it as a postprocessing step that does not occur any loss of privacy. Putting everything all together, we give the following algorithm for private multiway cut:

Algorithm 4.3: Private multiway cut

1. Solving simplex embedding: Given an undirected graph G, a set of terminals T and privacy budget ε, run Algorithm 4.1 with costs c as the non-negative edge weights.

2. Rounding: Let the output of Algorithm 4.1 be x_{pri} ∈ (Δ_k )^n, run the rounding scheme R in Theorem 19 and output the solution for multiway cut x̃_{pri} ∈ {1, · · · , k}^n.

With algorithm 4.3, we are now ready to give the proof of Theorem 9:

Proof. (Of Theorem 9.) The privacy guarantee of Theorem 9 directly follows from Theorem 11 and the fact that differential privacy is robust to post-processing. As for the utility, given the input graph G, again let E(x) be the cost of any (fractional) solution for multiway cut on G. Let μ_G be the output distribution of Algorithm 4.1. Notice that

E[E(x̃_{pri})] = ∫ x∈(Δ_k)^n

E[E(x̃_{pri})|x_{pri} = x]μ_G(x)dx

≤ 1.2965 ∫ x∈(Δ_k)^n

E(x)μ_G(x)dx = 1.2965 · E_{μG} [E(x)]

≤ 1.2965 · OPT^T(G) + O ( nk log(k) ε ) , where OPT^T(G) is the optimum value of multiway cut on G in terms of the terminals T. Here, the first inequality comes from Theorem 19 and the last inequality comes from Theorem 17, completing the proof.

4.4 Information-theoretic lower bound

Here, we give the lower bound on solving multiway k-cut with pure differential privacy for k = O(n). This generalizes the lower bound in [DMN23] in terms of ε-DP.

Theorem 20. Fix any ε > 0, n, k ∈ N_+ and 6 ≤ k ≤ n/2. Any (ε, 0)-differentially private algorithm on approximating multiway cut on n-vertex graphs has expected error at least^{n log(k/6)}_{24ε} .

Proof. Let the set of vertices V = V^′ ∪ T, where V^′ = {v_1, v_2, · · · v_{n−k}} are non-terminals and T = {t_1, t_2, · · · , t_k} are terminals. For any τ ∈ [k]^{V′} , let G_τ be the graph that is constructed by the following steps:

1. Start from an empty graph on n vertices.

2. For any i ∈ V^′ and s ∈ T, if τ’s i-th element τ_i = s, then connect an edge between v_i and s with weight^{log(k/6)}_{2ε} .

Let the collection of all these graphs Π = {G_τ |τ ∈ [k]^{V′} } be the input domain, and M : Π → [k]^{V′} be a (ε, 0)-differentially private algorithm such that for any G ∈ Π, M outputs a solution on multiway cut. Let err(M, G) = size_G(M(G)) − OPT_G be the gap between the output of M and the optimal solution of multiway cut on G.

For any 1 ≤ i ≤ n − k, let I_i(M, G_τ) be the indicator variable such that I_i(M, G_τ) = 1 if M does not assign v_i on the τ_i side, and I_i(M, G_τ) = 0 otherwise. For each G_τ ∈ Π, by the construction, we note that the optimal size of multiway cut in G_τ is zero since each pair of terminals are disconnected. Thus.

err(M, G_τ) = size_{Gτ} (M(G)) = log(k/6) 2ε n−k ∑_{i=1}^Ii^{(M, G}τ^{). (7)}

Next, we show that there exists a τ such that the sum of the expected errors n−k ∑_{i=1}^EM^{[I}i^{(M, G}τ^{)]}

is at least Ω(n). To do this, we further consider a uniformly random distribution over τ ∈ [k]^{V′} , and it is enough to show that

E_τ [_{n−k} ∑_{i=1}^EM^{[I}i^{(M, G}τ^{)]} ] = n−k ∑_{i=1}^Eτ^{[E}M^{[I}i^{(M, G}τ^{)]] = Ω(n)}

for k ≤ n/2, where the first equality comes from the linearity of expectation. Now, fix any v_i ∈ V^′, and any partial configuration τ̂ ∈ [k]^{V′ \{i}}. Let M_i : Π → [k] be the projection of M on v_i. Since M is ε-differentially private, by post-processing immunity, M_i is also ε-differentially private. For the fixed vertex v_i, let τ^{(1)}, τ^{(2)}, · · · , τ^{(k)} be k elements in [k]^{V′} such that for any j ∈ [k], τ^{(j)}’s i-th element τ^{(j)}_i = t_j, and for any other elements s ∈ [|V^′|]\{i} and any assignment j ∈ [k], τ^{(j)}_s = τ̂^{(j)}_s . In other words, τ^{(1)}, τ^{(2)}, · · · , τ^{(k)} identifies a series of k graphs in which v_i is connected to k different terminals respectively, and all other vertices connect to the terminals that is compatible with the fixed partial configuration τ̂. Then, we note that

E_τ[E_M[I_i (M, G_τ)]] = E_τ[E_M[I_i (M_i, G_τ)]]

= k^{1−n} ∑ τ̂∈[k]^{V′\{i}} 1 k ∑_{j∈[k]}^EM^{[I}i^{(M}i^{, G}τ^{)|τ = τ(j)]}

. (8)

For the fixed vertex v_i ∈ V^′ and partial configuration τ̂, we define S ⊆ [k] to be

S := { j ∈ [k] : E_M[I_i(M_i, G_τ)|τ = τ^{(j)}] < 1 3 } . (9)

For the sake of contradiction, we assume |S| ≥ k/2. For any s, j ∈ S, we also define μ_s(t_j) as the probability that on the input graph G_τ(s) , M_i assigns v_i on t_j’s side. By Markov’s inequality, on any input graph G_τ(s) where s ∈ S,

μ_s(t_s) = Pr [ I_i(M, G_τ(s) ) < 2 3 ] ≥ 1 2 since I_i(M, G_τ(s) ) is zero only when M_i assigns v_i on t_s’s side and otherwise I_i(M, G_τ(s) ) = 1. On the other hand, note that G_τ(s) can be obtained from G_τ(1) by editing edges with total sum of edge weights of^{log(k/6)}_ε . Then, by the fact that M_i is ε-differentially private,

μ_1(t_s) ≥ μ_s(t_s)e^{−ε· log(k/6)ε} = μ_s(t_s) · 6 k ≥ 3 k for any s ∈ S by repeatedly applying the definition of differential privacy log(k/6)/ε times. This means that

∑_{s∈S}^μ1^{(t}s^{) ≥ |S| · 3}_k^{≥ 3}_2^{> 1,}

which contradicts the fact that ∑_{s∈S} μ_1(t_s) ≤ ∑_{j∈[k]} μ_1(t_j) = 1. Therefore, we have that the size of S in eq. (9) is less than k/2, and thus we have that 1 k ∑_{j∈[k]}^EM^{[I}i^{(M}i^{, G}τ^{)|τ = τ(j)] ≥ 1}_k^{· 1}_3^{· (k − |S|) ≥ 1}_6^. (10)

Plug eq. (10) into eq. (8), we have that for any v_i ∈ V^′,

E_τ [E_M[I_i(M, G_τ)]] ≥ ∑ τ̂∈[k]^{V′\{i}} k^{1−n} 6 = 1 6 . (11)

Then, by eq. (7) and the linearity of expectation, we have that under the uniform distribution over τ ∈ [k]^{V′} ,

E_τ [E_M[err(M, G_τ)]] = log(k/6) 2ε n−k ∑_{i=1}^Eτ^{[E}M^{[I}i^{(M, G}τ^{)]] ≥ (n − k) · log(k/6)}_{12ε}^,

which implies that there exists a τ ∈ [k]^{V′} such that E_M[err(M, G_τ)] is lower bounded by O

(_{(n−k) log(k)} ε ) , completing the proof as long as k ≤ n/2.

5 Private minimum k-cut

In this section, we study the private minimum k-cut problem on unweighted graph G = ([n], E). In section 5.1, we first give a private algorithm that outputs a solution for minimum k-cut with purely additive error O(k log n/ε). To complement this result, in Section 5.2 we prove a nearly matching Ω (_{k log(n/log n)} ε ) lower bound for k ≲ n^{1/2}, which confirms that our algorithm is near-optimal.

However, the algorithm does not have an efficient implementation for k = ω(1). By introducing a multiplicative error and a larger additive error, we give a polynomial time algorithm for the private minimum k-cut problem in Section 5.3.

5.1 A ~O(n^k) time private algorithm with purely additive error 5.1.1 Private k-cut with a Black-box Analysis We use the following assumption for our black-box analysis, and then derive an exact error bound by applying known results on the non-private k-cut problem [CQX20, GHLL21].

Let C be the cost of the min k-cut of G. There exist functions f , g, h such that there are at most n^{α· f (k)} · g(k)^{α·h(k)} many k-cuts in G with cost at most αC.

Here, we describe the general idea behind our algorithm. First, given a graph G, we add edges to the graph to raise the cost of the minimum k-cut to at least C^′ = 2 ·^{f (k) ln n+h(k) ln g(k)}_ε in a differentially private manner. Second, we deploy the exponential mechanism over all k-cuts in the graph, invoking our black-box bound on the number of k-cuts within additive t of OPT_k(G) to prove that the selected k-cut is not too much larger than OPT_k(G), where OPT_k(G) is the size of minimum k-cut on G. We give the following algorithm, which complements the private minimum cut algorithm in [GLM^+10]. Let C be any k-partition on n vertices. We denote C(G) as the set of edges of G that must be removed to form the connected components specified by C.

Algorithm 5.1.1: Black-box Private k-cut Algorithm

1. Input: Graph G = (V, E), integer k ≥ 3 and privacy budget ε > 0.

2. Let H_0 ⊂ H_1, . . . , ⊂ H_(n_{2)} be arbitrary strictly increasing sets of edges on V.

3. Choose index i ∈ [0, (^n_2)] with probability ∝ exp ( −ε | |OPT_k(G ∪ H_i) − 4 f (k) ln n+h(k) ln g(k)_ε | |). 4. Choose a k-cut C with probability ∝ exp(−ε|C(G ∪ H_i)|).

5. Return C.

Theorem 21. Algorithm 5.1.1 is 2ε-differentially private.

Proof. Clear due to basic composition (Lemma 40) and the privacy guarantee of the exponential mechanism (Lemma 43).

For the utility, the following two lemmas assert that, with high probability, augmenting the input graph does not significantly increase size of the minimum k-cut, and subsequently, the selected k-cut gives a good result.

Lemma 22. With probability at least 1 − n^{− f (k)+2}g(k)^{−h(k)}, we have: 2 · f (k) ln n + h(k) ln g(k) ε < OPT_k(G ∪ H_i) < OPT_k(G) + 2 · f (k) ln n + h(k) ln g(k) ε . Proof. First suppose OPT_k(G) < 4 ·^{f (k) ln n+h(k) ln g(k)}_ε . Then there exists some i such that

OPT_k(G ∪ H_i) − 4 · f (k) ln n + h(k) ln g(k) ε = 0.

The utility theorem for the exponential mechanism states that for any range R, output r, and sensitivity-1 cost score q, we have: Pr [ s(D, E(D)) ≥ OPT + 2 ε (ln R + t) ] ≤ exp(−t)

Here, log R ≤ 2 log n. Let s(k) = f (k) log n + h(k) log(g(k)). Setting t = ( f (k) − 2) log n + h(k) log(g(k)), we have: Pr [| |OPT(G ∪ H_i) − 4 · s(k) ε | | ≥ 2 · s(k) ε ] ≤ 1 n^{f (k)−2}g(k)^{h(k)} , which implies that Pr [ 2 · s(k) ε < OPT(G ∪ H_i) < 6 · s(k) ε ] ≥ 1 − 1 n^{f (k)−2}g(k)^{h(k)} . Now suppose OPT_k(G) ≥ 4 ·^{f (k) ln n+h(k) ln g(k)}_ε . We know that OPT_k(G ∪ H_0) = OPT_k(G). Applying the utility theorem of the exponential mechanism (section 5.1.1) again, we have: Pr [| |OPT_k(G ∪ H_i) − 4 · s(k) ε | | ≥ OPT_k(G) − 2 · s(k) ε ] ≤ 1 n^{f (k)−2}g(k)^{h(k)} , which implies that Pr [ −OPT_k(G) + 6 · s(k) ε < OPT_k(G ∪ H_i) < OPT_k(G) + 2 · s(k) ε ] ≥ 1 − 1 n^{f (k)−2}g(k)^{h(k)} . Combining both cases completes the proof of Lemma 22.

Lemma 23. If OPT_k(G ∪ H_i) ≥ 2 ·^{f (k) ln n+h(k) ln g(k)}_ε and ε < 1 then:

Pr[|C(G ∪ H_i)| ≥ OPT_k(G ∪ H_i) + b] ≤ 1 n^2 for b = O(^{f (k) ln n+h(k) ln g(k)} ε ).

Proof. Let c_t denote the number of k-cuts of size OPT(G ∪ H_i) + t. Given that OPT_k(G ∪ H_i) ≥ C^′, by our assumption, there are at most n^{(1+ tC′ )· f (k)} · g(k)^{(1+ tC′ )·h(k)} such cuts. By definition, we are guaranteed that a cut of size OPT_k(G ∪ H_i) exists; thus each cut of cost OPT_k(G ∪ H_i) + t will receive cost at most exp(−εt) in the exponential mechanism. Therefore we have: Pr[|C(G ∪ H_i)| ≥ OPT_k(G ∪ H_i) + b] ≤ ∑ t≥b exp(−εt) · (c_t − c_{t−1})

= ( ∑_{t≥b}^ct^{(exp(−εt) − exp(−ε(t + 1)))} ) − exp(εb)c_{b−1}

≤ ∑_{t≥b}^ct^{(exp(−εt) − exp(−ε(t + 1)))}

= (1 − exp(−ε)) ∑ t≥b c_t exp(−εt)

≤ (1 − exp(−ε)) ∑ t≥b n^{(1+ t}C^{′ )· f (k)} · g(k)^{(1+ t}C^{′ )·h(k)} exp(−εt)

= (1 − exp(−ε))n^{f (k)}g(k)^{h(k)} ∑ t≥b exp ( ln ( n^{t f (k)C′} g(k)^{th(k)C′} ) − εt )

Now using C^′ = 2 ·^{f (k) ln n+h(k) ln g(k)}_ε ,

= (1 − exp(−ε))n^{f (k)}g(k)^{h(k)} ∑ t≥b (exp (−ε/2))^t

= (1 − exp(−ε))n^{f (k)}g(k)^{h(k)}

(exp(−ε/2))^b 1 − exp(−ε/2)

Let b = 2 ·^{( f (k)+2) ln n+h(k) ln g(k)} ε . Noting that (1 − exp(−ε))/(1 − exp(−ε/2)) = Ω(1), we have:

= n^{f (k)} · g(k)^{h(k)} · exp(−( f (k) + 2) ln n − h(k) ln g(k))) = n^{f (k)} · g(k)^{h(k)} · n^{− f (k)−2}g(k)^{−h(k)} = 1 n^2 .

Based on Lemma 22 and Lemma 23, we give the utility guarantee of our black-box algorithm.

Theorem 24. For any graph G, except with probability at most n^{−2} + n^{− f (k)+2}g(k)^{−h(k)}, the cost of C is at most OPT_k(G) + O

(_{f (k) ln n+h(k) ln g(k)} ε ) . Proof. Putting together the two lemmas, we have that with probability at least 1 − (n^{−2} + n^{− f (k)+2}g(k)^{−h(k)}),

|C(G)| ≤ |C(G ∪ H_i)| < OPT_k(G ∪ H_i) + 2 ·

( f (k) + 2) ln n + h(k) ln g(k) ε < OPT_k(G) + 2 · f (k) ln n + h(k) ln g(k) ε + 2 ·

( f (k) + 2) ln n + h(k) ln g(k) ε = OPT_k(G) + 4 · f (k) ln n + h(k) ln g(k) ε + 4 ln n ε = OPT_k(G) + O ( f (k) ln n + h(k) ln g(k) ε ) .

5.1.2 Algorithm for private minimum k-cut Here, we combine a result of Chekuri et al. on the number of approximate k-cuts with the black-box analysis to prove an exact error bound. Improving on the result of [Kar93], Chekuri et al. prove the following:

Lemma 25. ([CQX20]). The number of k-cuts within a factor of α of the optimum is O(n^{⌊2α(k−1)⌋}).

We combine Chekuri et al.’s bound with the black-box analysis, where f (k) = 2(k − 1) and h(k), g(k) = 0. This yields the following algorithm:

Algorithm 5.1.2: Private k-cut Algorithm

1. Input: G = (V, E), integer k ≥ 3 and privacy budget ε > 0.

2. Let H_0 ⊂ H_1, . . . , ⊂ H_(n_{2)} be arbitrary strictly increasing sets of edges on V.

3. Choose index i ∈ [0, (^n_2)] with probability ∝ exp ( −ε | |OPT_k(G ∪ H_i) − 8(k−1) ln n_ε | |). 4. Choose a k-cut C with probability ∝ exp(−ε|C(G ∪ H_i)|).

5. Return C.

Theorem 26. For any graph G, with high probability, Algorithm 5.1.2 outputs a k-cut of cost at most OPT_k(G) + O(k ln n/ε).

Proof. Combining Lemma 25 with Theorem 24 gives the following bound on the additive error, with probability at least 1 − O(1/n^2) for any k ≥ 3:

|C(G)| ≤ |C(G ∪ H_i)| < OPT_k(G) + 4 ·

2(k − 1) ln n ε + 4 ln n ε = OPT_k(G) +

8k ln n ε − 4 ln n ε = OPT_k(G) + O ( k ln n ε ) .

Remark 27. [GHLL21] improve upon Chekuri et al. with a bound of n^{αk}k^{O(αk2 )} on the number of approximate k-cuts, removing the factor of 2 in the exponent, which would yield 4 ·^{(k+1) ln n+O(k2) ln k}_ε additive error. However, the use of Chekuri et al.’s bound is justified by the fact that it gives error that is only worse by a constant for small k, and is better for large k (i.e., k ≥ √ n). We now consider the efficiency of the algorithm. We run the exponential mechanism twice. The first run selects among a universe of (^n_2) elements and runs efficiently; the second selects among a universe of k-cuts, the number of which is given by the Stirling partition number—approximately k^n—and does not run efficiently. We follow the techniques of [GLM^+10] for their efficient minimum cut algorithm, describing how to achieve (ε, δ)-differential privacy in n^k polylog n time, using the following theorem:

Theorem 28. ([GHLL21]). Let C be the cost of the minimum k-cut. For each k ≥ 3, there is an algorithm to enumerate all k-cuts of weight at most αC in time n^{αk}(log n)^{O(αk2)} with probability at least 1 − 1/poly(n).

Our more efficient algorithm is as follows: in Step 4 of Algorithm 5.1.2, instead of sampling amongst all possible k-cuts, we restrict ourselves to the set S_α, defined as the set of k-cuts generated by applying Theorem 28 with α = 1 +^k_{(k−1)} . We claim that the output distribution of this algorithm has statistical distance O(1/n^2) from that of Algorithm 5.1.2, implying that the efficient algorithm preserves (ε, O(1/n^2))-differential privacy.

Consider a hypothetical algorithm that generates the k-cut as in Algorithm 5.1.2 but then outputs FAIL whenever this cut is not in S_α. We first claim that the probability that this algorithm outputs FAIL is O(1/n^2). By Lemma 22, OPT_k(G ∪ H_i) is at least^{4(k−1) ln n}_ε except with probability 1/n^2. Conditioned on this, Theorem 24 states that the k-cut chosen in Step 4 has cost at most OPT_k(G ∪ H_i) +^{4k ln n}_ε except with probability 1/n^2. Finally, given our setting for α, all k-cuts of cost at most OPT_k(G ∪ H_i) +^{4k ln n}_ε are enumerated in S_α except with probability 1/poly(n), proving the claim that the probability of FAIL is O(1/n^2).

We can couple this hypothetical algorithm with both the more efficient and exponential time algorithms, and observe that their output distributions are δ-close for δ = O(1/n^2), implying (ε, δ)- privacy. The runtime of the efficient algorithm is n^{αk}(log n)^{O(αk2)} for α = 1 +^k_{(k−1)} = Ω(1).

5.2 Lower bound on private minimum k-cut

In this section, we establish the Ω(k log n) lower bound on privately answering minimum k-cut for unweighted graphs. Prior to this, we briefly cover the proof of the Ω(log n) lower bound for private minimum cut in [GLM^+10], and highlight the key technical differences between their approach and ours.

In [GLM^+10], the authors consider a^{log n}_{3ε} -regular graph, in which the minimum cuts are the n singleton cuts, and that any other cut has size at least^{log n}_{2ε} . Suppose M is a randomized mechanism on G = (V, E) that outputs a partition of vertices. Then there exists a v ∈ V such that

Pr [M(G) = ({v}, V\{v})] ≤ 1/n.

Consider a graph G^′ formed from G by removing all edges incident on v. Suppose M is (ε, 0)- differentially private, then Pr [ M(G^′) = ({v}, V\{v}) ] ≤ 1/n^{1/3}

since G and G^′ differs in log n/(3ε) edges. This is saying that with probability at least 1 −^1_{n1/3} , M will output a cut other than the minimum cut ({v}, V\{v}) of size zero. Since any other cut has size at least^{log n}_{6ε} , then the expected error on private global min cut is at least O(log n/ε).

However, this approach for constructing the hard case does not directly apply to the minimum k-cut problem. Say we remove edges from a similarly constructed regular graph to create k − 1 isolated vertices, forming a k-cut. Even if the mechanism does not output the optimal k-cut, the size of the second-smallest cut might be significantly smaller than O(k log n).

Therefore, to establish a lower bound for private k-cut, we must consider a graph where the actual minimum k-cut in the original graph does not have excessively small weights, even when a specified subset of edges is removed to form k connected components. We use a new construction to give the following theorem:

Theorem 29. Fix any n, k ∈ N_+, 3 ≤ k ≲ n^{1/2} and ε >^1_{48 ln n} . If M is a randomized algorithm on n-vertex graphs such that on any input graph G = ([n], E), it outputs a k-partition C where

E_{M(G)}[|C(G)|] ≤ OPT_k(G) +

(k − 1) ln

(_n

2 ln^2 n ) 576ε , then M is not ε-differentially private. Here, |C(G)| is the cost of cut C on G, and OPT_k(G) is the size of minimum k-cut on G.

Before getting into the proof of Theorem 29, we first consider the unweighted graph G_0 on n-vertices that is constructed as follows:

1. Arbitrarily divide n vertices into ⌊n/(2 ln^2 n)⌋ groups. Within each group, add edges between every pair of vertices to form a clique with size of at least 2 ln^2 n.

2. Sequentially add edges to connect each clique, forming a path of length ⌊n/(2 ln^2 n)⌋ − 1.

Each bridge between two directly connected cliques consists of d =^1_{48ε} ln

(_n

2 ln^2 n ) edges.

Using the 2-approximation algorithm, we have the following lemma on the size of the minimum k-cut in such graph, which plays an important role in the proof of Theorem 29.

Lemma 30. Fix any 2 ≤ k ≤ ⌊n/(2 ln^2 n)⌋ − 1 and ε >^1_{48 ln n} . The size of minimum k-cut in G_0 is at least^{(k−1)d}_2 .

Proof. Given a connected graph G = ([n], E), we first introduce the following SPLIT algorithm ([SV95]) on approximating the minimum k-cut of G:

• In each iteration, pick the lightest cut that splits a connected component. Remove the edges in this cut.

• Halt when there are exactly k-connected components.

It is known in [SV95] that the SPLIT algorithm always gives a 2-approximation of the minimum k-cut on G. We consider executing the SPLIT algorithm on G_0. We claim that the algorithm will find a k-cut of size exactly (k − 1)d, and we will prove this fact by induction. In the first iteration, the algorithm simply finds the minimum cut in G_0. For any ε >^1_{48 ln n} , cutting any bridge removes d < ln^2 n edges. Since each clique in G_0 has 2 ln^2 n vertices, then isolating a vertex requires the removal of 2 ln^2 n − 1 > d edges. Therefore, the minimum cut of G_0 is any bridge with d edges. In iteration i where 2 ≤ i ≤ k − 1, suppose there are i connected components in which each connected component is either a clique of 2 ln^2 n vertices, or a path of some such cliques connected with bridges of d edges. Since the minimum cut in such clique has size at least 2 ln^2 n − 1, then the algorithm will again remove all edges in a bridge to split a path. Therefore, executing the SPLIT algorithm on G_0 is equivalent to choosing arbitrary k − 1 bridges and removing the edges of them. Thus, the total cost is (k − 1)d. Since this greedy algorithm gives a 2-approximation of the actual min k-cut, then we conclude that OPT_k(G_0) ≥^{(k−1)d}_2 .

Next, let ℓ = ⌊n/(2 ln^2 n)⌋ − 1. We fix an arbitrary k that is no larger than √ ℓ/2 + 1 = ~Ω(n^{1/2}).

Given any subset S ⊆ [ℓ] of size k − 1, we define G_S as the graph that is formed from G_0 by removing the k bridges specified by S. Clearly for any S ⊆ [ℓ] and |S| = k − 1, G_S has exactly k connected components, and thus the size of minimum k-cut on G_S is zero. Let G be a set of graphs such that

G ⊆ {G_S||S| = k − 1 ∧ S ⊆ [ℓ]},

and for any pair of G_S and G_S′ in G,

|S ∩ S^′| ≤ (k − 1)/6.

That is, the graphs in G do not overlap with each other very much. Intuitively, this says that if C is a good k-cut on G_S, then it must cause large error on any other graph G_S′ . We will formulate this later. The following lemma given by Frankl et al. establishes the existence of such a set G with exponentially many elements.

Lemma 31 ([FT16]). Fix any ℓ ≥ 4. For every 2 ≤ k ≤ √ ℓ/2 + 1, there exists a (k − 1)-uniform family G of size at least (_ℓ 2(k−1)

)_m on ℓ elements such that |S ∩ S^′| ≤ m − 1 for any two distinct sets S, S^′ ∈ G.

Then, by setting m − 1 = ⌊(k − 1)/6⌋, from Lemma 31, we directly have the following corollary: Corollary 32. There exists such a set of graphs G satisfying previous conditions of size |G| ≥ ℓ^{k/12}.

Next, we show that a fixed k-cut cannot be too “good” simultaneously for any two graphs in G. Let C be a k-partition on n vertices. For any G = ([n], E), denote C(G) as the edge set removed from E to form k connected components, and its size on G as |C(G)|.

Lemma 33. Let C be any k-partition on n vertices. Fix any G_S ∈ G where S ⊆ [ℓ] and |S| = k − 1. If |C(G_S)| <^{(k−1)d}_6 , then |C(G_S′ )| >^{(k−1)d}_6 for any G_S′ ∈ G and S^′ ≠ S.

Proof. We remark that the actual minimum k-cut on G_S is zero. Let E_S be the set of edges removed from G_0 to form G_S, and E_S be the edge set of G_S. By Lemma 30, we see that the size of minimum kcut in G_0 satisfies OPT(G_0) ≥^{(k−1) log n}_2 ; namely for any k-partition C, |C(G_0)| ≥^{(k−1)d}_2 . Therefore, by the assumption that |C(G_S)| <^{(k−1)d}_6 , we have that

|C(G_0) ∩ E_S| = |C(G_0)| − |C(G_S)| >

(k − 1)d 3 . (12)

Let G_S′ be any other graph in G such that S^′ ≠ S. Since |S ∩ S^′| ≤^{k−1}_6 , then

|E_S ∩ E_S′ | ≤

(k − 1)d 6 (13)

by the construction of G_S and G_S′ . By the fact that E_S ∪ E_S = E_S′ ∪ E_S′ = E, we have

E_S − E_S′ = E_S′ − E_S ⊆ E_S′ .

Therefore, |C(G_S′ )| = |C(G_0) ∩ E_S′ | ≥ |C(G_0) ∩ (E_S\E_S′ )| ≥ |C(G_0) ∩ E_S| − |C(G_0) ∩ (E_S ∩ E_S′ )| ≥ |C(G_0) ∩ E_S| − |E_S ∩ E_S′ | > (k − 1)d 3 − (k − 1)d 6 = (k − 1)d 6 , which completes the proof. Here, the last inequality comes from eq. (12) and eq. (13) respectively.

With all of these technical ingredients, we are ready to give the proof of Theorem 29.

Proof. (Of Theorem 29.) Let α =^{(k−1)d}_{12} . For any S subset [ℓ] and |S| = k − 1, we denote by B^α_S the set of k-partitions C on V = [n] such that the cost of C on G_S is less than 2α:

B^α_S = {C : C is a k-partition and |C(G_S)| < 2α}.

Since the mechanism M on G outputs a C which satisfies that

E_M[|C(G)|] < OPT_k(G) +

(k − 1) ln

(_n

2 ln^2 n ) 576ε

= OPT_k(G) +

(k − 1)d 12 = OPT_k(G) + α, then on any G_S, with probability at least^1_2 , M(G_S) ∈ B^α_S since OPT_k(G_S) = 0. Equivalently, let μ_S(·) be the distribution of M(G_S) for any G_S ∈ G, then μ_S(B^α_S) ≥ 1/2.

For the sake of contradiction, suppose the mechanism M is (ε, 0)-differentially private in terms of deleting or adding an edge. Then, for any possible collection B of k-partitions on [n] vertices and any G_S, G_S′ ∈ G,

μ_S(B) ≥ μ_S′ (B)e^{−ε· k−124ε ln}(^{n/(2 ln2 n)}) = μ_S′ (B)e^{− k−124 ln}(^{n/(2 ln2 n)}).

This is because transferring from G_S to G_S′ requires editing 2d =^{k−1}_{24ε} ln

(_n

2 ln^2 n ) edges. On the other hand, by Lemma 33, B^α_S ∩ B^α_{S′} = ∅ for any pair G_S and G_S′ in G. Therefore, fix any G_S ∈ G,

μ_S ⋃ G_S′ ∈G

B^α_S′

= ∑_{GS′ ∈G}^μS^{(Bα}S′^{) ≥ e− k−124 ln(n/(2 ln2 n)) ·} ∑_{GS′ ∈G}^μS^{′ (Bα}S′^) ≥ 1 2 e^{− k−124 ln}(^{n/(2 ln2 n)}) · |G| ≥ 1 2 e^{− k−124 ln}(^{n/(2 ln2 n)}) · ( n 2 ln^2 n

) k_{12}

> 1,

which leads to a contradiction. Here, the second to last inequality comes from Corollary 32.

5.3 A polynomial time and private algorithm with 2-approximation

In this section, we show that there exists an efficient (ε, δ)-differentially private algorithm such that on any unweighted graph G, it outputs a k-cut C such that

|C(G)| ≤ 2OPT_k(G) + ~O ( k^{3/2} ε ) . Here, OPT_k(G) is the size of minimum k-cut on G. Our algorithm is a private variant of the SPLIT algorithm in Saran et al. [SV95]. In the SPLIT algorithm, we sequentially choose the lightest minimum cut in each connected component, until there are at least k connected components. We will repeatedly use the private min-cut algorithm:

Theorem 34 ([GLM^+10]). Fix any 0 < ε < 1 and δ < 1/n^c for some large constant c. There exists a (ε, δ)-differentially private algorithm M such that on any input unweighted graph G = ([n], E), it outputs a cut (S, S) where S ⊆ [n] in polynomial time and with probability at least 1 −^1_{n2} ,

size_G(S) ≤ OPT(G) +

20 log n ε . For any G = (V, E) and S ⊆ V, we denote the sub-graph of G induced by S as G(S) = (S, E^′), where E^′ ⊆ E. A natural idea is to plug the mechanism M in Theorem 34 into the SPLIT algorithm. In particular, on the input graph G, we initially just run M to privately output a cut that approximates the min-cut in G. In the following iterations, supposing we have divided the graph into i pieces, we use the exponential mechanism to choose a part such that the corresponding sub-graph induced by this part has the smallest minimum cut. Then, we again run M on this sub-graph to create two new pieces.

Notice that in each iteration, each part is disjoint. However, every part does not necessarily correspond to a connected component. Specifically, outputting the connected components in each iteration violates privacy, since adding or deleting an edge would possibly change the number of connected components.

Given parameters ε, δ and an unweighted graph G, the algorithm is listed as follows:

Algorithm 5.3: Private and efficient approximation of k-cut

1. Let ε_0 =^ε_6√_{k ln(2/δ)} and δ_0 =^δ_{2k} .

2. Let G_0 be the input graph, and let G_0 = {G_0}.

3. For i = 1, 2, · · · , k − 1:

3a) For each graph G_ℓ in G_{i−1}, compute the value of actual minimum cut OPT(G_ℓ). 3b) Choose ℓ ∈ {0, 1, · · · , i − 1} according to probability proportional to exp(−ε_0 · OPT(G_ℓ)). Then, let G^′_{i−1} = G_{i−1}\{G_ℓ}.

3c) Let V_ℓ ⊆ [n] be the support of G_ℓ. Run M(G_ℓ) with privacy parameter (ε_0, δ_0) and report (S^∗, V_ℓ\S^∗) where S^∗ ⊆ V_ℓ.

3d) Let G_i ← G_ℓ(S^∗) and update G_ℓ by G_ℓ ← G_ℓ(V_ℓ\S^∗). 3e) Update G_{i−1} to G_i := G^′_{i−1} ∪ {G_ℓ, G_i}.

4. After k − 1 iterations ends, output the k disjoint supports of graphs in G_{k−1} be T_1, · · · , T_k.

Clearly, Algorithm 5.3 always terminates in polynomial time for any k = ω(1).

5.3.1 Privacy analysis In this section, we present the following theorem on the privacy guarantee of Algorithm 5.3: Theorem 35. Algorithm 5.3 preserves (ε, δ)-differential privacy.

Proof. In the i-th iteration where 1 ≤ i ≤ k − 1, suppose the current set of graphs are G_i = {G_0, G_1, · · · , G_{i−1}}. We remark that each graph in G is a vertex-induced sub-graph of G. Let S_i = {S_0, S_1, · · · , S_{i−1}} be the corresponding sets of vertices of graphs in G_i. It can be verified that S_i can be fully recovered by the outputs of the algorithm in the first i − 1 iterations. Then, suppose G^′ is formed by adding or deleting an edge in G, and let the set of graphs induced by S_i on G^′ be G^′_i = {G^′_0, G^′_1, · · · , G^′_{i−1}}. Clearly for each 0 ≤ ℓ ≤ i − 1, G_ℓ and G^′_ℓ differ in at most one edge. Therefore, in Step 3b, followed by the exponential mechanism,

Pr_{Gi} [ℓ is chosen] Pr_G′_i [ℓ is chosen] = exp(−ε_0 · OPT(G_ℓ)) exp(−ε_0 · OPT(G^′_ℓ)) · ∑^{i−1}_{a=1} e^{−ε0OPT(Ga)} ∑^{i−1}_{a=1} e^{−ε0OPT(G′a)} ≤ exp(ε_0 + ε_0|OPT(G_ℓ) − OPT(G^′_ℓ)|) ≤ e^{2ε0} .

In Step 3c, the algorithm runs M on G_ℓ and outputs (S^∗, V\S^∗). Once again, since G_ℓ and G^′_ℓ differ in at most one edge, this step preserves (ε_0, δ_0)-differential privacy. In each iteration, deciding an ℓ ∈ {0, 1, · · · , i − 1} and outputting (S^∗, V_ℓ\S^∗) is (3ε_0, δ_0)-differentially private by basic composition. Since there are k − 1 iterations, by advanced composition (Lemma 41), the algorithm preserves (ε, δ)-differential privacy.

5.3.2 Utility analysis

Here we present the utility guarantee of Algorithm 5.3. It is worth noting that the utility analysis does not directly come from the analysis of algorithm SPLIT [SV95]. In the analysis of SPLIT, some properties that only hold for the optimal minimum cut are used. It is not immediately obvious whether these properties still hold for approximate minimum cuts chosen by the algorithm. For example, in each iteration of the original SPLIT algorithm, the number of connected components increases only by one, but this is not necessarily true for our algorithm, since the cut chosen in Step 3c might be a cut that separates the graph into multiple connected components. In particular, we prove the following theorem:

Theorem 36. Fix any 2 ≤ k ≤ n. Given any input graph G, let C be a k-partition on [n] that is outputted by Algorithm 5.3. With probability at least 1 − 2/n,

|C(G)| ≤ 2OPT_k(G) + ~O ( k^{1.5} √ log(2/δ) ε ) . To prove Theorem 36, we first show that the k-cut chosen by our algorithm is relatively good for any sequence of cuts in the original graph that results in a k-cut. Let G = ([n], E) be the input graph. For any B ⊆ E, denote by COMPS_G(B) the number of connected components of G after deleting all edges in B. If no ambiguity arises, we will omit G in subscript. For the sake of convenience, let p_1, p_2, · · · , p_{k−1} be the set of edges that is removed implicitly by the algorithm in order. That is, p_i ⊆ ∪_{0≤ℓ≤i−1}E_ℓ, where E_ℓ is the edge set of G_ℓ in G_{i−1}. Let b_1, · · · , b_{k−1} be an arbitrary sequence of subsets of the edges E (which may include duplicates) that satisfies the following property:

• For each 1 ≤ i ≤ k − 1, b_i ⊆ E is a cut.

• COMPS(b_1 ∪ b_2 ∪ · · · ∪ b_{k−1}) ≥ k. That is, the union of cuts b_1 ∪ b_2 ∪ · · · ∪ b_{k−1} is a k-cut.

• For any 1 ≤ j ≤ k − 1, if b_j is unique in the sequence, then COMPS(b_1 ∪ b_2 ∪ · · · ∪ b_j) − COMPS(b_1 ∪ b_2 ∪ · · · ∪ b_{j−1}) = 1. We define b_0 := ∅.

• For any 1 ≤ j ≤ k − 1, if COMPS(b_1 ∪ b_2 ∪ · · · ∪ b_{j+1}) − COMPS(b_1 ∪ b_2 ∪ · · · ∪ b_j) = t, then b_{j+1} will repeat min{t, k − j} times in the sequence. That is, b_{j+1} = b_{j+2} = · · · = b_{min{j+t,k}}.

Based on the last two properties, it can be verified that each new cut b_i in the sequence must create new connected components, since the number of connected components increases by the multiplicity of b_i, after performing the union with b_i. For any cut b ⊆ E, let w(b) = |b| be the weight of b. We now prove the following lemma:

Lemma 37. Let b_1, · · · , b_{k−1} ⊆ E be any sequence of cuts (allowing duplicates) that satisfy the above properties. Then w(p_i) ≤ w(b_i) +^{20 log n}_{ε0} for any 1 ≤ i ≤ k − 1.

Proof. We prove it by induction. This lemma is clearly true for i = 1. By the guarantee of M in Theorem 34, with probability at least 1 − 1/n^2, the first cut p_1 specified by G and M(G) satisfies

w(p_1) ≤ OPT(G) +

20 log n ε_0

≤ b_1 +

20 log n ε_0

since b_1 is a cut. For any 1 < i ≤ k − 1, after deleting i − 1 cuts, there are at least i connected components in G. We then consider two situations:

Case(1): After deleting p_1, p_2, · · · , p_{i−1}, there are exactly i connected components in G. That is, each graph G_0, · · · , G_{i−1} in G_{i−1} is a connected component. By the properties of the sequence b_1, b_2, · · · , b_{k−1}, we have that COMPS(b_1 ∪ b_2 · · · ∪ b_i) ≥ i + 1, since each new cut increases the number of connected components by at least one. Since p_1 ∪ p_2 · · · ∪ p_{i−1} only creates exactly i connected components, then there exists j, where 1 ≤ j ≤ i, such that

b_j ⊈ p_1 ∪ p_2 · · · ∪ p_{i−1}.

Since b_j is a cut in G and b_j is not fully contained in p_1 ∪ p_2 · · · ∪ p_{i−1}, then b^′_j = b_i\(p_1 ∪ p_2 · · · ∪ p_{i−1}) must be a cut in at least one of the graphs G_0, · · · , G_{i−1}. Let ℓ^∗ be the index such that OPT(G_ℓ∗ ) ≤ OPT(G_ℓ) for any 0 ≤ ℓ ≤ i − 1. Then, we have

OPT(G_ℓ∗ ) ≤ w(b^′_j) ≤ w(b_j).

Meanwhile, at the i-th iteration, Step 3b of Algorithm 5.3 chooses a ∈ {0, 1, · · · , i − 1} such that with probability at least 1 − 1/n^2, OPT(G_a) ≤ OPT(G_ℓ∗ ) +^{6 ln n}_{ε0} . With the utility guarantee of M(G_a) and the union bound, we have with probability at least 1 − 2/n^2,

|p_i| ≤ OPT(G_a) +

20 log n ε ≤ OPT(G_ℓ∗ ) +

26 log n ε_0

≤ w(b_j) +

26 log n ε_0 . Case(2): After deleting p_1, p_2, · · · , p_{i−1}, there are more than i connected components. This means that there exists a graph in G_{i−1} that is not connected. Let this graph be G_ℓ∗ ; clearly OPT(G_ℓ∗ ) = 0. Using similar reasoning as in case(1), with probability at least 1 − 2/n^2,

|p_i | ≤ OPT(G_ℓ∗ ) +

26 log n ε_0

≤ w(b_i) +

26 log n ε_0 . This completes the proof of Lemma 37.

Let A ⊆ E be the minimum k-cut. Next, we apply the construction from Saran et al. [SV95] to demonstrate the existence of a sequence of cuts b_1, b_2, · · · , b_{k−1} that satisfy all required properties and closely approximate the actual minimum k-cut A. Notice that if G has more than k connected components, then we just let b_1, b_2, · · · , b_{k−1} be ∅, which yields the desired result. Therefore, we suppose G = ([n], E) has no more than k connected components. Let V_1, V_2, · · · V_k be the k connected components in G = ([n], E − A). For any 1 ≤ i ≤ k, let a_i be the cut the separates V − V_i and V_i. We note that a_i might be empty since G is not necessarily connected. Without loss of generality, we assume a_1, a_2, · · · , a_k are listed in non-decreasing order. Clearly A = ∪_{1≤i≤k}a_i, and n ∑_{i=1}^{w(a}i^{) = 2w(A) = 2OPT}k^{(G),}

since each edge in A is counted twice in the sum. The following algorithm gives a construction of the desired sequence b_1, b_2, · · · , b_{k−1}:

• For each e ∈ E, let s_e ∈ E be the minimum cut that separates the endpoints of e. Sort these cuts increasingly to get s_1, s_2, · · · , s_m.

• Greedily select cuts from the list above until their union is a k-cut. Include a selected cut s_i only if s_i ⊈ s_1 ∪ s_2 ∪ · · · , s_{i−1}.

Let the cuts chosen by the above procedure be b^′_1, b^′_2, · · · , b^′_q. According to the rule for selecting cuts, each chosen cut b^′_i will generate at least one new connected component. This is because b^′_i is the minimum cut that separates two vertices, and thus there exists an edge {u, v} ∈ b^′_i − (b^′_1 ∪ b^′_2 · · · ∪ b^′_{i−1}) that will become disconnected from the rest of the graph after removing b_i. Therefore, q ≤ k − 1.

Then, we let the sequence b_1, b_2, · · · b_{k−1} be generated from b^′_1, b^′_2, · · · , b^′_q be repeating each b^′_i by t times if it creates t connected components, and truncating the sequence when its length exceeds k − 1. It is clear that such a sequence b_1, b_2, · · · b_{k−1} satisfies all the properties listed above. We apply the following guarantee about such sequence:

Lemma 38 (Saran et al. [SV95]). Let b_1, b_2, · · · , b_k be the sequence of cuts constructed as above. Then k−1 ∑_{i=1}^bi^{≤ k−1}∑_{i=1}^ai^.

Putting everything all together, we have that with probability at least 1 − 2/n, the algorithm outputs a k-partition C of the vertices of the input graph G such that

|C(G)| = w(p_1 ∪ p_2 · · · p_{k−1}) ≤ k ∑_{i=1}^pi^{≤ k−1}∑_{i=1} ( b_i +

26 log n ε_0 )

≤ k ∑_{i=1} ( a_i +

26 log n ε_0 ) = 2OPT_k(G) + 156 · k^{3/2} log n √ log(2/δ) ε , which completes the proof of Theorem 36.

Acknowledgement

The authors would like to thank Yan Zhong for her valuable discussion during the initial phase of this project. The authors also thank Jingcheng Liu for his helpful comments and feedback on the draft of this paper.

References

[AU19] Raman Arora and Jalaj Upadhyay. On differentially private graph sparsification and applications. In Hanna M. Wallach, Hugo Larochelle, Alina Beygelzimer, Florence d’Alché-Buc, Emily B. Fox, and Roman Garnett, editors, Advances in Neural Information Processing Systems 32: Annual Conference on Neural Information Processing Systems 2019, NeurIPS 2019, December 8-14, 2019, Vancouver, BC, Canada, pages 13378–13389, 2019.

[BBDS12] Jeremiah Blocki, Avrim Blum, Anupam Datta, and Or Sheffet. The Johnson- Lindenstrauss transform itself preserves differential privacy. In Foundations of Computer Science (FOCS), 2012 IEEE 53rd Annual Symposium on, pages 410–419. IEEE, 2012.

[BBDS13] Jeremiah Blocki, Avrim Blum, Anupam Datta, and Or Sheffet. Differentially private data analysis of social networks via restricted sensitivity. In Robert D. Kleinberg, editor, Innovations in Theoretical Computer Science, ITCS ’13, Berkeley, CA, USA, January 9-12, 2013, pages 87–96. ACM, 2013.

[BCKM20] Kristóf Bérczi, Karthekeyan Chandrasekaran, Tamás Király, and Vivek Madan. Improving the integrality gap for multiway cut. Math. Program., 183(1):171–193, 2020.

[BCSZ18] Christian Borgs, Jennifer T. Chayes, Adam D. Smith, and Ilias Zadik. Revealing network structure, confidentially: Improved rates for node-private graphon estimation. In Mikkel Thorup, editor, 59th IEEE Annual Symposium on Foundations of Computer Science, FOCS 2018, Paris, France, October 7-9, 2018, pages 533–543. IEEE Computer Society, 2018.

[BEK21] Mark Bun, Marek Elias, and Janardhan Kulkarni. Differentially private correlation clustering. In International Conference on Machine Learning, pages 1136–1146. PMLR, 2021.

[BK96] András A. Benczúr and David R. Karger. Approximating s-t minimum cuts in Õ(n2) time. In Gary L. Miller, editor, Proceedings of the Twenty-Eighth Annual ACM Symposium on the Theory of Computing, Philadelphia, Pennsylvania, USA, May 22-24, 1996, pages 47– 55. ACM, 1996.

[BNS13] Niv Buchbinder, Joseph Naor, and Roy Schwartz. Simplex partitioning via exponential clocks and the multiway cut problem. In Proceedings of the forty-fifth annual ACM symposium on Theory of computing, pages 535–544, 2013.

[BNSV15] Mark Bun, Kobbi Nissim, Uri Stemmer, and Salil P. Vadhan. Differentially private release and learning of threshold functions. In Venkatesan Guruswami, editor, IEEE 56th Annual Symposium on Foundations of Computer Science, FOCS 2015, Berkeley, CA, USA, 17-20 October, 2015, pages 634–649. IEEE Computer Society, 2015.

[CCd^+23] Hongjie Chen, Vincent Cohen-Addad, Tommaso d’Orsi, Alessandro Epasto, Jacob Imola, David Steurer, and Stefan Tiegel. Private estimation algorithms for stochastic block models and mixture models. In Alice Oh, Tristan Naumann, Amir Globerson, Kate Saenko, Moritz Hardt, and Sergey Levine, editors, Advances in Neural Information Processing Systems 36: Annual Conference on Neural Information Processing Systems 2023, NeurIPS 2023, New Orleans, LA, USA, December 10 - 16, 2023, 2023.

[CFL^+22] Vincent Cohen-Addad, Chenglin Fan, Silvio Lattanzi, Slobodan Mitrovic, Ashkan Norouzi-Fard, Nikos Parotsidis, and Jakub Tarnawski. Near-optimal correlation clustering with privacy. In Sanmi Koyejo, S. Mohamed, A. Agarwal, Danielle Belgrave, K. Cho, and A. Oh, editors, Advances in Neural Information Processing Systems 35: Annual Conference on Neural Information Processing Systems 2022, NeurIPS 2022, New Orleans, LA, USA, November 28 - December 9, 2022, 2022.

[CGK^+23] Justin Y. Chen, Badih Ghazi, Ravi Kumar, Pasin Manurangsi, Shyam Narayanan, Jelani Nelson, and Yinzhan Xu. Differentially private all-pairs shortest path distances: Improved algorithms and lower bounds. In Nikhil Bansal and Viswanath Nagarajan, editors, Proceedings of the 2023 ACM-SIAM Symposium on Discrete Algorithms, SODA 2023, Florence, Italy, January 22-25, 2023, pages 5040–5067. SIAM, 2023.

[CKL^+22] Li Chen, Rasmus Kyng, Yang P. Liu, Richard Peng, Maximilian Probst Gutenberg, and Sushant Sachdeva. Maximum flow and minimum-cost flow in almost-linear time. In 63rd IEEE Annual Symposium on Foundations of Computer Science, FOCS 2022, Denver, CO, USA, October 31 - November 3, 2022, pages 612–623. IEEE, 2022.

[CKR98] Gruia Călinescu, Howard Karloff, and Yuval Rabani. An improved approximation algorithm for multiway cut. In Proceedings of the thirtieth annual ACM symposium on Theory of computing, pages 48–52, 1998.

[CKR00] Gruia Călinescu, Howard J. Karloff, and Yuval Rabani. An improved approximation algorithm for MULTIWAY CUT. J. Comput. Syst. Sci., 60(3):564–574, 2000.

[CQX20] Chandra Chekuri, Kent Quanrud, and Chao Xu. Lp relaxation and tree packing for minimum k-cut. SIAM Journal on Discrete Mathematics, 34(2):1334–1353, 2020, https://doi.org/10.1137/19M1299359. doi:10.1137/19M1299359.

[DGUW23] Chengyuan Deng, Jie Gao, Jalaj Upadhyay, and Chen Wang. Differentially private range query on shortest paths. In Pat Morin and Subhash Suri, editors, Algorithms and Data Structures - 18th International Symposium, WADS 2023, Montreal, QC, Canada, July 31 - August 2, 2023, Proceedings, volume 14079 of Lecture Notes in Computer Science, pages 340–370. Springer, 2023.

[DJP^+94] Elias Dahlhaus, David S. Johnson, Christos H. Papadimitriou, Paul D. Seymour, and Mihalis Yannakakis. The complexity of multiterminal cuts. SIAM J. Comput., 23(4):864–894, 1994.

[DKLV23] Michael Dinitz, Satyen Kale, Silvio Lattanzi, and Sergei Vassilvitskii. Improved differentially private densest subgraph: Local and purely additive. CoRR, abs/2308.10316, 2023, 2308.10316. doi:10.48550/ARXIV.2308.10316.

[DLR^+22] Laxman Dhulipala, Quanquan C. Liu, Sofya Raskhodnikova, Jessica Shi, Julian Shun, and Shangdi Yu. Differential privacy from locally adjustable graph algorithms: k-core decomposition, low out-degree ordering, and densest subgraphs. In 63rd IEEE Annual Symposium on Foundations of Computer Science, FOCS 2022, Denver, CO, USA, October 31 - November 3, 2022, pages 754–765. IEEE, 2022.

[DMN23] Mina Dalirrooyfard, Slobodan Mitrovic, and Yuriy Nevmyvaka. Nearly tight bounds for differentially private multiway cut. In Alice Oh, Tristan Naumann, Amir Globerson, Kate Saenko, Moritz Hardt, and Sergey Levine, editors, Advances in Neural Information Processing Systems 36: Annual Conference on Neural Information Processing Systems 2023, NeurIPS 2023, New Orleans, LA, USA, December 10 - 16, 2023, 2023.

[DMNS06] Cynthia Dwork, Frank McSherry, Kobbi Nissim, and Adam Smith. Calibrating Noise to Sensitivity in Private Data Analysis. In TCC, pages 265–284, 2006.

[DR14] Cynthia Dwork and Aaron Roth. The algorithmic foundations of differential privacy. Foundations and Trends in Theoretical Computer Science, 9(3–4):211–407, 2014.

[DRV10] Cynthia Dwork, Guy N Rothblum, and Salil Vadhan. Boosting and differential privacy. In Proc. of the 51st Annual IEEE Symp. on Foundations of Computer Science (FOCS), pages 51–60, 2010.

[EKKL20] Marek Eliáš, Michael Kapralov, Janardhan Kulkarni, and Yin Tat Lee. Differentially private release of synthetic graphs. In Proceedings of the Fourteenth Annual ACM-SIAM Symposium on Discrete Algorithms, pages 560–578. SIAM, 2020.

[FHS21] Alireza Farhadi, MohammadTaghi Hajiaghayi, and Elaine Shi. Differentially private densest subgraph. CoRR, abs/2106.00508, 2021.

[FLL22] Chenglin Fan, Ping Li, and Xiaoyun Li. Private graph all-pairwise-shortest-path distance release with improved error rate. In Sanmi Koyejo, S. Mohamed, A. Agarwal, Danielle Belgrave, K. Cho, and A. Oh, editors, Advances in Neural Information Processing Systems 35: Annual Conference on Neural Information Processing Systems 2022, NeurIPS 2022, New Orleans, LA, USA, November 28 - December 9, 2022, 2022.

[FT16] Peter Frankl and Norihide Tokushige. Invitation to intersection problems for finite sets. Journal of Combinatorial Theory, Series A, 144:157–211, 2016.

[GHLL21] Anupam Gupta, David G. Harris, Euiwoong Lee, and Jason Li. Optimal bounds for the k-cut problem. J. ACM, 69(1), nov 2021. doi:10.1145/3478018.

[GHLL22] Anupam Gupta, David G. Harris, Euiwoong Lee, and Jason Li. Optimal bounds for the k-cut problem. J. ACM, 69(1):2:1–2:18, 2022.

[GLM^+10] Anupam Gupta, Katrina Ligett, Frank McSherry, Aaron Roth, and Kunal Talwar. Differentially private combinatorial optimization. In Proceedings of the twenty-first annual ACM-SIAM symposium on Discrete Algorithms, pages 1106–1125. Society for Industrial and Applied Mathematics, 2010.

[GRU12] Anupam Gupta, Aaron Roth, and Jonathan Ullman. Iterative constructions and private data release. In Theory of cryptography conference, pages 339–356. Springer, 2012.

[HL22] Zhiyang He and Jason Li. Breaking the nk barrier for minimum k-cut on simple graphs. In Stefano Leonardi and Anupam Gupta, editors, STOC ’22: 54th Annual ACM SIGACT Symposium on Theory of Computing, Rome, Italy, June 20 - 24, 2022, pages 131–136. ACM, 2022.

[HLMJ09] Michael Hay, Chao Li, Gerome Miklau, and David D. Jensen. Accurate estimation of the degree distribution of private networks. In Wei Wang, Hillol Kargupta, Sanjay Ranka, Philip S. Yu, and Xindong Wu, editors, ICDM 2009, The Ninth IEEE International

Conference on Data Mining, Miami, Florida, USA, 6-9 December 2009, pages 169–178. IEEE Computer Society, 2009.

[HLRW24] Monika Henzinger, Jason Li, Satish Rao, and Di Wang. Deterministic near-linear time minimum cut in weighted graphs. In David P. Woodruff, editor, Proceedings of the 2024 ACM-SIAM Symposium on Discrete Algorithms, SODA 2024, Alexandria, VA, USA, January 7-10, 2024, pages 3089–3139. SIAM, 2024.

[HRRU14] Justin Hsu, Aaron Roth, Tim Roughgarden, and Jonathan Ullman. Privately solving linear programs. In Automata, Languages, and Programming: 41st International Colloquium, ICALP 2014, Copenhagen, Denmark, July 8-11, 2014, Proceedings, Part I 41, pages 612–624. Springer, 2014.

[HRW20] Monika Henzinger, Satish Rao, and Di Wang. Local flow partitioning for faster edge connectivity. SIAM J. Comput., 49(1):1–36, 2020.

[IEM^+23] Jacob Imola, Alessandro Epasto, Mohammad Mahdian, Vincent Cohen-Addad, and Vahab Mirrokni. Differentially private hierarchical clustering with provable approximation guarantees. In Andreas Krause, Emma Brunskill, Kyunghyun Cho, Barbara Engelhardt, Sivan Sabato, and Jonathan Scarlett, editors, International Conference on Machine Learning, ICML 2023, 23-29 July 2023, Honolulu, Hawaii, USA, volume 202 of Proceedings of Machine Learning Research, pages 14353–14375. PMLR, 2023.

[Kar93] David R. Karger. Global min-cuts in rnc, and other ramifications of a simple mincut algorithm. In Vijaya Ramachandran, editor, Proceedings of the Fourth Annual ACM/SIGACT-SIAM Symposium on Discrete Algorithms, 25-27 January 1993, Austin, Texas, USA, pages 21–30. ACM/SIAM, 1993.

[Kar00] David R. Karger. Minimum cuts in near-linear time. J. ACM, 47(1):46–76, 2000. doi:10.1145/331605.331608.

[KKS^+04] David R Karger, Philip Klein, Cliff Stein, Mikkel Thorup, and Neal E Young. Rounding algorithms for a geometric embedding of minimum multiway cut. Mathematics of Operations Research, pages 436–461, 2004.

[KNRS13] Shiva Prasad Kasiviswanathan, Kobbi Nissim, Sofya Raskhodnikova, and Adam D. Smith. Analyzing graphs with node differential privacy. In Amit Sahai, editor, Theory of Cryptography - 10th Theory of Cryptography Conference, TCC 2013, Tokyo, Japan, March 3-6, 2013. Proceedings, volume 7785 of Lecture Notes in Computer Science, pages 457–476. Springer, 2013.

[KRSY11] Vishesh Karwa, Sofya Raskhodnikova, Adam D. Smith, and Grigory Yaroslavtsev. Private analysis of graph structure. Proc. VLDB Endow., 4(11):1146–1157, 2011.

[KS96] David R. Karger and Clifford Stein. A new approach to the minimum cut problem. J. ACM, 43(4):601–640, 1996.

[KT19] Ken-ichi Kawarabayashi and Mikkel Thorup. Deterministic edge connectivity in nearlinear time. J. ACM, 66(1):4:1–4:50, 2019.

[Li21] Jason Li. Deterministic mincut in almost-linear time. In Samir Khuller and Virginia Vassilevska Williams, editors, STOC ’21: 53rd Annual ACM SIGACT Symposium on Theory of Computing, Virtual Event, Italy, June 21-25, 2021, pages 384–395. ACM, 2021.

[Liu22] Daogao Liu. Better private algorithms for correlation clustering. In Po-Ling Loh and Maxim Raginsky, editors, Conference on Learning Theory, 2-5 July 2022, London, UK, volume 178 of Proceedings of Machine Learning Research, pages 5391–5412. PMLR, 2022.

[LUZ24] Jingcheng Liu, Jalaj Upadhyay, and Zongrui Zou. Optimal bounds on private graph approximation. In Proceedings of the 2024 Annual ACM-SIAM Symposium on Discrete Algorithms (SODA), pages 1019–1049. SIAM, 2024.

[Man84] Olvi L Mangasarian. Normal solutions of linear programs. Springer, 1984.

[Man17] Pasin Manurangsi. Inapproximability of maximum edge biclique, maximum balanced biclique and minimum k-cut from the small set expansion hypothesis. In 44th International Colloquium on Automata, Languages, and Programming (ICALP 2017). Schloss- Dagstuhl-Leibniz Zentrum für Informatik, 2017.

[NV21] Dung Nguyen and Anil Vullikanti. Differentially private densest subgraph detection. In Marina Meila and Tong Zhang, editors, Proceedings of the 38th International Conference on Machine Learning, ICML 2021, 18-24 July 2021, Virtual Event, volume 139 of Proceedings of Machine Learning Research, pages 8140–8151. PMLR, 2021.

[RHMS09] Vibhor Rastogi, Michael Hay, Gerome Miklau, and Dan Suciu. Relationship privacy: output perturbation for queries with joins. In Jan Paredaens and Jianwen Su, editors, Proceedings of the Twenty-Eigth ACM SIGMOD-SIGACT-SIGART Symposium on Principles of Database Systems, PODS 2009, June 19 - July 1, 2009, Providence, Rhode Island, USA, pages 107–116. ACM, 2009.

[Sea16] Adam Sealfon. Shortest paths and distances with differential privacy. In Tova Milo and Wang-Chiew Tan, editors, Proceedings of the 35th ACM SIGMOD-SIGACT-SIGAI Symposium on Principles of Database Systems, PODS 2016, San Francisco, CA, USA, June 26 - July 01, 2016, pages 29–41. ACM, 2016.

[ST04] Daniel A Spielman and Shang-Hua Teng. Smoothed analysis of algorithms: Why the simplex algorithm usually takes polynomial time. Journal of the ACM (JACM), 51(3):385–463, 2004.

[SV95] Huzur Saran and Vijay V Vazirani. Finding k cuts within twice the optimal. SIAM Journal on Computing, 24(1):101–108, 1995.

[SV14] Ankit Sharma and Jan Vondrák. Multiway cut, pairwise realizable distributions, and descending thresholds. In Proceedings of the forty-sixth annual ACM symposium on Theory of computing, pages 724–733, 2014.

[US19] Jonathan R. Ullman and Adam Sealfon. Efficiently estimating erdos-renyi graphs with node differential privacy. In Hanna M. Wallach, Hugo Larochelle, Alina Beygelzimer, Florence d’Alché-Buc, Emily B. Fox, and Roman Garnett, editors, Advances in Neural Information Processing Systems 32: Annual Conference on Neural Information Processing Systems 2019, NeurIPS 2019, December 8-14, 2019, Vancouver, BC, Canada, pages 3765– 3775, 2019.

[ZNI05] Liang Zhao, Hiroshi Nagamochi, and Toshihide Ibaraki. Greedy splitting algorithms for approximating multiway partition problems. Math. Program., 102(1):167–183, 2005.

A Differential Privacy Basics

Here, we give a brief exposition of differential privacy to the level required to understand the algorithms and their analysis. Differential privacy, proposed by [DMNS06], is a widely accepted standard of data privacy, which we formally define below. Let D be some domain of datasets. The definition of differential privacy has been mentioned in Section 1. A key feature of differential privacy algorithms is that they preserve privacy under post-processing—that is, without any auxiliary information about the dataset, any analyst cannot compute a function that makes the output less private.

Lemma 39 (Post processing [DR14]). Let A : D → R be a (ε, δ)-differentially private algorithm. Let f : R → R^′ be any function, then f ∘ A is also (ε, δ)-differentially private.

Sometimes we need to repeatedly use differentially private mechanisms on the same dataset, and obtain a series of outputs.

Lemma 40 (Adaptive composition [DMNS06]). Suppose M_1(x) : D → R_1 is (ε_1, δ_1)-differentially private and M_2(x, y) : D × R_1 → R_2 is (ε_2, δ_2)-differentially private with respect to x for any fixed y ∈ R_1, then the composition x ⇒ (M_1(x), M_2(x, M_1(x))) is (ε_1 + ε_2, δ_1 + δ_2)-differentially private.

Lemma 41 (Advanced composition lemma, [DRV10]). For parameters ε > 0 and δ, δ^′ ∈ [0, 1], the composition of k (ε, δ) differentially private algorithms is a (ε^′, kδ + δ^′) differentially private algorithm, where ε^′ = √ 2k log(1/δ^′) · ε + kε(e^ε − 1).

Next, we introduce basic mechanisms that preserve differential privacy, which are ingredients in our algorithms. We write X ∼ Lap(b) for any parameter b > 0 if and only if the density function of X is p_X (x) =^1_{2b} exp ( −^{|x|}_b ) . Lemma 42 (Laplace mechanism). Fix any ε > 0. Let v, v^′ ∈ R^{2k} be two arbitrary vectors such that ‖v − v^′‖_1 ≤ s, then if X = (X_1 · · · X_{2k}) are i.i.d. sampled random variables such that X_i ∼ Lap(s/ε), then for any R ⊆ R^{2k}, Pr [v + X ∈ R] ≤ e^εPr [ v^′ + X ∈ R ] . In many cases the output domain of the query function is discrete. For example, according to a private dataset, we would like to output a candidate with the highest score. A fundamental mechanism for choosing a candidate is the exponential mechanism. Let R be the set of all possible candidates, and let s : X × R → R_{≥0} be a scoring function. We define the sensitivity of s be

sens_s = max_{x,y∈X} x∼y |s(x) − s(y)|.

If we wish to output a candidate that minimizes the scoring function, we define the exponential mechanism E for input dataset D ∈ X to be M(D) := Choose a candidate r ∈ R with probability proportional to exp ( −^{ε·s(D,r)}

2sens_s ) for all r ∈ R. We have the following lemmas for the privacy guarantee and utility of M(·).

Lemma 43. The exponential mechanism M(·) sampling in some discrete space R is ε-differentially private.

Lemma 44. Let M(·) be an exponential mechanism sampling in some discrete space R. For any input dataset D and t > 0, let OPT = min_{r∈R} s(D, r). Then Pr [ s(D, E(D)) ≥ OPT +

2sens_s ε (log(|R|) + t) ] ≤ exp(−t).