arXiv:2408.07614v1 [cs.CR] 14 Aug 2024

Practical Considerations for Differential Privacy

Kareem Amin Alex Kulesza {kamin, kulesza, sergeiv}@google.com Google Research, NY

Sergei Vassilvitskii

Abstract

Differential privacy is the gold standard for statistical data release. Used by governments, companies, and academics, its mathematically rigorous guarantees and worst-case assumptions on the strength and knowledge of attackers make it a robust and compelling framework for reasoning about privacy. However, even with landmark successes, differential privacy has not achieved widespread adoption in everyday data use and data protection. In this work we examine some of the practical obstacles that stand in the way.

Differential privacy has seen significant practical success in recent years, with high profile adoptions by the US Census, Covid reports, and industry in general [Abowd, 2018, Aktay et al., 2020, Amin et al., 2022, Yousefpour et al., 2022]. It has also been extensively studied from a theoretical standpoint, and the insight that the privacy of a system can be measured by the effect of a single individual on its output has been widely influential.

However, the core promise of differential privacy—that it can “make confidential data widely available for accurate data analysis, without resorting to data clean rooms, data usage agreements, data protection plans, or restricted views” [Dwork and Roth, 2014]—remains unfulfilled in practice. Of course, minor frictions and mismatches are inevitable when any formalism meets the real world. Previous work has reported on the difficulties in selecting epsilon, communicating the guarantees to various stakeholders, designing high-utility algorithms for realistic problems, and launching deployments in machine learning settings [Blanco-Justicia et al., 2022, Clifton and Tassa, 2013, Domingo-Ferrer et al., 2021, Drechsler, 2023, Garfinkel et al., 2018, Reiter, 2019, Cummings et al., 2023, Cummings and Sarathy, 2023]. Our focus is not to re-hash the difficulties that have already been well-documented in these works, but rather, to offer an explanation for why these challenges are so pervasive in practical deployments. We argue that, due to its intentional focus on worst-case outcomes, differential privacy faces a deeper, more fundamental challenge: applying it successfully in practice paradoxically requires answers to some of the same difficult and messy privacy questions that differential privacy was meant to obviate.

We present three examples of this phenomenon, each arising at the interface between the mathematical formalism of differential privacy, which demands strict control over sensitivities, accumulated privacy loss, and neighborhood relations, and the realities to which it is frequently applied.

Bounding Sensitivity

Because differential privacy is concerned with worst-case information leakage, most (though not all) mechanisms in the literature require that data comes with known bounds. For instance, mechanisms for computing the mean require knowing the range of values [Dwork and Roth, 2014], and mechanisms for clustering often assume that all points lie in a unit ball [Ghazi et al., 2020]. Perhaps even more common is the (implicit) assumption that each individual contributes only a single record to the dataset.

In practice, such assumptions must be enforced; real data is messy and frequently unbounded. Outside of highly controlled datasets such as the US Census, individuals can often contribute many records, each of which may take on arbitrary values, including genuine outliers as well as error values. Cleaning and bounding the data is therefore usually one of the first problems encountered by a practitioner of differential privacy. Unfortunately, designing a pre-processing routine to enforce these requirements can be fraught, not only because it has outsize effects on data quality and computational implications, but also because it demands difficult judgments that fall outside the bounds of differential privacy.

For example, suppose we need to impose a limit on the magnitude of the values in a dataset. As has been well documented, long tails in real data distributions are the rule, not the exception, so the maximum and mean values in the data are usually far larger—possibly orders of magnitude larger—than the median. This creates a fundamental tension between bias and variance when choosing the cap. We can impose stringent bounds, which will keep downstream noise levels due to differential privacy low but, by cutting off the tail of the distribution (where it may be most anomalous or interesting), introduce significant bias. Alternatively, we can impose loose bounds, preserving more of the data but forcing the noise to be potentially orders of magnitude larger than what is required to protect a “typical” individual. This high-variance solution ultimately generates unreliable signals. While there is some theoretical work on the effects of contribution bounding, as well as methods for implementing them [Amin et al., 2019, Epasto et al., 2020, Gopi et al., 2020], this trade-off remains a problem in practice. The question of where the bounds come from—whether they are somehow discovered by the analyst, or calculated in a private way from the data—is often elided.

And yet, this is a critical choice if we aim to control overall privacy leakage. If a contribution cap is derived from the dataset in a manner that is not differentially private, whether directly or through the exploration and experience of an analyst, then the formal bounds of the downstream mechanism are negated. It may be tempting to simply exclude the choice of cap from privacy loss assessment on the basis that it is “reasonable” or unlikely to create a meaningful attack surface—both may be true—but such judgments are inherently at odds with the philosophy of differential privacy, which aims to provide “protection against arbitrary risks” [Dwork and Roth, 2014] and quantify privacy loss without human judgment.

The need to perform contribution bounding creates other privacy trade-offs as well. In order to bound data correctly, it is necessary to know which records were contributed by the same real-world individual. To achieve this, we must associate stable identifiers (such as email addresses, user IDs, cookies, device IDs, or pseudonymous derivatives) with records in the database. This creates a tension between differential privacy and data minimization: for correct differential privacy, the curator must maintain an especially rich store of personal information, whereas otherwise such identifiers could be stripped. In the extreme, central DP might require identifiers to be held alongside an unaggregated dataset for its entire lifetime.

Going further, the mapping from stable data identifiers to real-world individuals—the entities we ultimately want to protect—may not actually be one-to-one; a web cookie is not a human being. This distinction might seem unimportant, but individuals more concerned about their privacy are often precisely those who cycle their data identifiers frequently. For instance, privacy-sensitive individuals might be more inclined to start a new private browser session each time they visit an embarrassing website. An operationalization of differential privacy that treats cookies as equivalent to real-world individuals can not only fail to provide the desired level of protection in general but also, ironically, give the least protection to those who place a special importance on their own privacy.

Once again, the need for contribution bounding directly introduces questions—about whether data minimization outweighs differential privacy, or how to relate real-world individuals to identifiers—that can only be answered by wrestling with difficult issues outside the walled garden of differential privacy.

Privacy Loss Accounting

In an idealized world, DP algorithms could be deployed everywhere, allowing for perfect reasoning about the privacy loss of a system (measured in terms of ϵ or some other accounting parameter). In practice, there are significant challenges to realizing this vision even approximately.

First, privacy loss accounting is not conducive to exploration. The DP literature generally imagines a world where the data analyst arrives with a fixed goal. For example, if they want to compute a mean, they can deploy algorithms designed to extract the most accurate estimate given a known privacy budget. Contrast this, however, with a real data analyst’s typical workflow, which may involve making dozens of exploratory queries to understand the dataset, design appropriate filtering policies, and debug and refine query logic before they have even settled on the question they would like to ask. While this topic has received some limited attention [Dwork and Ullman, 2018] in the literature, expanding the scope of practical solutions to this problem is critical to the success of DP.

Given existing difficulties in enforcing hard privacy budgets, a natural alternative could be to replace budgeting with monitoring. That is, instead of restricting the usage of a DP system when budgets have been exhausted, one could simply track the accumulated privacy loss of system, hoping to drive the rate of loss down over time with algorithmic improvements, incentives, and so on. Proponents of this viewpoint must contend, however, with the fact that privacy loss grows very quickly in real systems. In the example above, a single analyst using the system in their normal manner might easily generate a privacy loss of ϵ = 50 or more in a single session, even using sophisticated composition techniques. At this level of privacy loss, let alone the accumulated loss of multiple sessions and/or multiple analysts over time, the mathematical guarantee of DP is all but meaningless.

One might hope that, despite the weak formal bound, DP can still prevent real dangers such as dataset reconstruction attacks or memorization attacks. But if we are to rely on resistance to empirical attacks to justify our privacy systems, then we must also question what value the mathematical abstraction of DP provided in the first place. While some patterns of usage might be acceptable at ϵ = 50, the obvious existence of unacceptable mechanisms with the same guarantee suggests that accumulated differential privacy loss may simply not be well-aligned with real-world goals. Today we don’t have a good vocabulary to distinguish the two scenarios.

Finally, we must accept that, in any sufficiently large system, it is almost a certainty that a deterministic function of user data will be computed and published somewhere. It may be as a byproduct of the larger system (for instance, a resource management system sharing total size of the dataset on disk, rounded to the nearest terabyte) or from other analyses of the same data using a different privacy model (see [Reiter, 2019, Section 4.1.3] for an example). If we are to track privacy loss, we must decide how to handle such deterministic releases. On the one hand, we can be strict and include them in our privacy accounting, uselessly concluding that the system has infinite privacy loss. Or we can exclude them, which, if we are to be rigorous, requires establishing some principle by which certain releases are subject to loss accounting and others are not. This, of course, begs the very question that DP was intended to answer in the first place: how can we determine if a data release is privacy-safe?

Neighborhood Definitions

Faced with the challenges of extracting utility under differential privacy, researchers have taken to adapting or relaxing the definition of differential privacy to settings where mathematical rigor is appreciated, but the requirements of traditional differential privacy are not a good fit. While these adaptations are sometimes driven by necessity, it is important to examine both the formal and real-world privacy protections they provide.

One part of the definition that is often relaxed is the neighborhood relation. Standard differential privacy considers datasets D and D^′ neighbors if they differ by the contribution of a single individual, colloquially referred to as “user-level” differential privacy. However, there are many alternative ways to define the concept of neighboring databases (see Desfontaines and Pejó [2019] for examples). For instance, in machine learning applications it is common to use so-called “record-level” DP, defining D and D^′ to be neighboring if they differ by one example, even if a user can contribute multiple examples.

Relaxing the neighboring relation is sometimes used as a flexible technique for addressing the challenges described in the previous sections. For periodic releases, we can sidestep the problem of ever-increasing privacy loss by defining a neighboring dataset as one that differs by one user during some limited time window (such as a single day). We can similarly sidestep the disconnect between identifiers and real-world individuals by defining neighboring databases in terms of identifiers and not human beings. However, in each of these cases the fundamental problem has not really been resolved. The syntactic guarantee for more granular privacy units may be called “differential privacy” but does not, by itself, materially change the consequences in the real world.

This type of mismatch between formal guarantees and the social implications of a release manifests beyond just changing the granularity of the neighboring relation. For example, in label DP [Chaudhuri and Hsu, 2011] each record is taken to be a multi-dimensional vector, and all but the last coordinate are assumed to be public knowledge. These public dimensions are “features”, and the last coordinate is the “label”, which is private to the user. The goal of label DP is to allow computations on the entire database while protecting only the label of each user in the differential privacy sense.

It is easy to describe formally the protections that label DP provides. However, the privacy implications for an individual may be quite different if there are strong correlations between the features and the label that were previously unknown. While statistical inference is not a privacy violation under the standard of differential privacy (for example, learning that “smoking causes cancer” without learning the smoking or cancer status of any individual is a desirable goal), the amount of plausible deniability retained by an individual under label DP depends on the strength of these correlations, and not (in general) on the specific value of ϵ used to extract the hypothesis from the data, as noted by Busa-Fekete et al. [2023] and Wu et al. [2023].

In any case, the assessment of whether label DP provides sufficient privacy requires consideration of empirical correlations that sit well outside the scope of traditional differential privacy. Similarly, relaxing the neighboring relation might well be consistent with privacy expectations in a particular system, but the need to evaluate this claim at all cuts against the promise of differential privacy, which is to remove subjectivity in comparing privacy risks, and to quantify privacy loss under a definition that does not need to be reexamined with each new deployment.

Conclusion

Differential privacy provides a robust and formal definition for reasoning about the fundamentally social concept of privacy. We might hope to elevate conversations about privacy using that definition, moving from a world of soft trade-offs, heuristics, human considerations, and philosophical disagreements to one of clarity, reason, theorems, algorithms, and rigor. In practice, this dream is far from a reality. Although there has been progress—for instance, work on private parameter tuning [Liu and Talwar, 2019], development of new algorithms that avoid precise knowledge of data bounds [Biswas et al., 2020, Brown et al., 2024], and the aforementioned work on the Fienberg problem [Dwork and Ullman, 2018]—practitioners still regularly wrestle with difficult privacy questions outside the scope of differential privacy. And, as we have argued, differential privacy itself often forces them to do so.

Today, practitioners resolve these questions using a combination of intuition, experimentation, convention, and regulatory and/or legal guidance. However, none of these is philosophically satisfying in the way that differential privacy can be. To move forward, we need to bring rigor to the informal reasoning embedded in real-world deployments, especially in cases where “weak” differential privacy (using non-private bounds, large budgets, or relaxed neighborhood definitions) is believed to provide protections that have yet to be carefully articulated and recognized.

Acknowledgements

We thank Adam Smith, Jalaj Upadhyay, Abhradeep Thakurta, and Thomas Steinke for fruitful discussions and comments on earlier drafts of this work.

References

John M Abowd. The us census bureau adopts differential privacy. In Proceedings of the 24th ACM SIGKDD international conference on knowledge discovery & data mining, pages 2867–2867, 2018.

Ahmet Aktay, Shailesh Bavadekar, Gwen Cossoul, John Davis, Damien Desfontaines, Alex Fabrikant, Evgeniy Gabrilovich, Krishna Gadepalli, Bryant Gipson, Miguel Guevara, et al. Google covid-19 community mobility reports: anonymization process description (version 1.1). arXiv preprint arXiv:2004.04145, 2020.

Kareem Amin, Alex Kulesza, Andres Munoz, and Sergei Vassilvtiskii. Bounding user contributions: A biasvariance trade-off in differential privacy. In International Conference on Machine Learning, pages 263–271. PMLR, 2019.

Kareem Amin, Jennifer Gillenwater, Matthew Joseph, Alex Kulesza, and Sergei Vassilvitskii. Plume: Differential privacy at scale. arXiv preprint arXiv:2201.11603, 2022.

Sourav Biswas, Yihe Dong, Gautam Kamath, and Jonathan Ullman. Coinpress: Practical private mean and covariance estimation. Advances in Neural Information Processing Systems, 33:14475–14485, 2020.

Alberto Blanco-Justicia, David Sánchez, Josep Domingo-Ferrer, and Krishnamurty Muralidhar. A critical review on the use (and misuse) of differential privacy in machine learning. ACM Comput. Surv., 55(8), dec 2022. ISSN 0360-0300. doi: 10.1145/3547139. URL https://doi.org/10.1145/3547139.

Gavin Brown, Jonathan Hayase, Samuel Hopkins, Weihao Kong, Xiyang Liu, Sewoong Oh, Juan C Perdomo, and Adam Smith. Insufficient statistics perturbation: Stable estimators for private least squares. arXiv preprint arXiv:2404.15409, 2024.

Róbert Istvan Busa-Fekete, Andrés Muñoz Medina, Umar Syed, and Sergei Vassilvitskii. Label differential privacy and private training data release. In Andreas Krause, Emma Brunskill, Kyunghyun Cho, Barbara Engelhardt, Sivan Sabato, and Jonathan Scarlett, editors, International Conference on Machine Learning, ICML 2023, 23-29 July 2023, Honolulu, Hawaii, USA, volume 202 of Proceedings of Machine Learning Research, pages 3233–3251. PMLR, 2023.

Kamalika Chaudhuri and Daniel Hsu. Sample complexity bounds for differentially private learning. In Sham M. Kakade and Ulrike von Luxburg, editors, Proceedings of the 24th Annual Conference on Learning Theory, volume 19 of Proceedings of Machine Learning Research, pages 155–186, Budapest, Hungary, 09–11 Jun 2011. PMLR. URL https://proceedings.mlr.press/v19/chaudhuri11a.html.

Chris Clifton and Tamir Tassa. On syntactic anonymity and differential privacy. Trans. Data Privacy, 6(2):

161-183, aug 2013. ISSN 1888-5063.

Rachel Cummings and Jayshree Sarathy. Centering policy and practice: Research gaps around usable differential privacy. In 2023 5th IEEE International Conference on Trust, Privacy and Security in Intelligent Systems and Applications (TPS-ISA), pages 122–135. IEEE, 2023.

Rachel Cummings, Damien Desfontaines, David Evans, Roxana Geambasu, Yangsibo Huang, Matthew Jagielski, Peter Kairouz, Gautam Kamath, Sewoong Oh, Olga Ohrimenko, et al. Advancing differential privacy: Where we are now and future directions for real-world deployment. arXiv preprint arXiv:2304.06929, 2023.

Damien Desfontaines and Balázs Pejó. Sok: differential privacies. arXiv preprint arXiv:1906.01337, 2019.

Josep Domingo-Ferrer, David Sánchez, and Alberto Blanco-Justicia. The limits of differential privacy (and its misuse in data release and machine learning). Communications of the ACM, 64(7):33–35, 2021.

Jörg Drechsler. Differential privacy for government agencies-are we there yet? Journal of the American Statistical Association, 118(541):761–773, 2023.

Cynthia Dwork and Aaron Roth. The algorithmic foundations of differential privacy. Foundations and Trends in Theoretical Computer Science, 2014.

Cynthia Dwork and Jonathan Ullman. The fienberg problem: How to allow human interactive data analysis in the age of differential privacy. Journal of Privacy and Confidentiality, 8(1), 2018.

Alessandro Epasto, Mohammad Mahdian, Jieming Mao, Vahab S. Mirrokni, and Lijie Ren. Smoothly bounding user contributions in differential privacy. In Hugo Larochelle, Marc’Aurelio Ranzato, Raia Hadsell, Maria-Florina Balcan, and Hsuan-Tien Lin, editors, Advances in Neural Information Processing Systems 33: Annual Conference on Neural Information Processing Systems 2020, NeurIPS 2020, December 6-12, 2020, virtual, 2020.

Simson L Garfinkel, John M Abowd, and Sarah Powazek. Issues encountered deploying differential privacy.

In Proceedings of the 2018 Workshop on Privacy in the Electronic Society, pages 133–137, 2018.

Badih Ghazi, Ravi Kumar, and Pasin Manurangsi. Differentially private clustering: Tight approximation ratios, 2020.

Sivakanth Gopi, Pankaj Gulhane, Janardhan Kulkarni, Judy Hanwen Shen, Milad Shokouhi, and Sergey Yekhanin. Differentially private set union. In Hal DaumÃ© III and Aarti Singh, editors, Proceedings of the 37th International Conference on Machine Learning, volume 119 of Proceedings of Machine Learning Research, pages 3627–3636. PMLR, 13–18 Jul 2020.

Jingcheng Liu and Kunal Talwar. Private selection from private candidates. In Proceedings of the 51st Annual ACM SIGACT Symposium on Theory of Computing, pages 298–309, 2019.

Jerome P Reiter. Differential privacy and federal data releases. Annual review of statistics and its application, 6(1):85–101, 2019.

Ruihan Wu, Jin Peng Zhou, Kilian Q. Weinberger, and Chuan Guo. Does label differential privacy prevent label inference attacks?, 2023.

Ashkan Yousefpour, Igor Shilov, Alexandre Sablayrolles, Davide Testuggine, Karthik Prasad, Mani Malek, John Nguyen, Sayan Ghosh, Akash Bharadwaj, Jessica Zhao, Graham Cormode, and Ilya Mironov. Opacus: User-friendly differential privacy library in pytorch, 2022.