arXiv:2408.09891v1 [cs.LG] 19 Aug 2024

Differential Private Stochastic Optimization with Heavy-tailed Data: Towards Optimal Rates

Puning Zhao^1 Jiafei Wu^1 Zhe Liu^1 Chong Wang^2 Rongfei Fan^3 Qingming Li^4

1 Zhejiang Lab^2 Ningbo University^3 Beijing Institute of Technology^4 Zhejiang University {pnzhao,wujiafei,zhe.liu}@zhejianglab.com, wangchong@nbu.edu.cn, fanrongfei@bit.edu.cn, liqm@zju.edu.cn

Abstract

We study convex optimization problems under differential privacy (DP). With heavy-tailed gradients, existing works achieve suboptimal rates. The main obstacle is that existing gradient estimators have suboptimal tail properties, resulting in a superfluous factor of d in the union bound. In this paper, we explore algorithms achieving optimal rates of DP optimization with heavy-tailed gradients. Our first method is a simple clipping approach. Under bounded p-th order moments of gradients, with n samples, it achieves Õ( √ d/n + √ d( √ d/nϵ)^{1−1/p}) population risk with ϵ ≤ 1/ √ d. We then propose an iterative updating method, which is more complex but achieves this rate for all ϵ ≤ 1. The results significantly improve over existing methods. Such improvement relies on a careful treatment of the tail behavior of gradient estimators. Our results match the minimax lower bound in [1], indicating that the theoretical limit of stochastic convex optimization under DP is achievable.

I. INTRODUCTION Differential privacy (DP) [2] is a prevailing framework for privacy protection. In recent years, significant progress has been made on deep learning under DP [3–6]. While the practical performance continues to improve, the theoretical analysis lags behind. Existing analyses focus primarily on Lipschitz loss functions, such that the gradients are all bounded [7–10]. However, many empirical studies have shown that in deep learning, gradient noise usually follows heavy-tailed distributions [11–14]. To bridge the gap between theory and practice, it is worth investigating the DP stochastic optimization problem with heavy tails.

It has been shown in [1] that if the stochastic gradients have bounded p-th order moments for some

p ≥ 2, then the minimax lower bound of optimization risk is Ω (√ d/n + √ d (√ d/ϵn )_{1−1/p}) under

(ϵ, δ)-DP, which can be viewed as the theoretical limit of DP optimization. However, existing methods fail to achieve this rate. Compared with Lipschitz loss functions, a crucial challenge in analyzing heavytailed gradients is the design of an efficient mean estimator under DP. Various methods for DP mean estimation have been proposed [15–18]. These methods have achieved optimal mean squared error, but the high probability bounds are not optimal. To bound the risk of optimization, we need a union bound of the bias and variance of gradient estimate over the whole hypothesis space. Therefore, a suboptimal high probability bound of mean estimation results in a suboptimal risk of optimization. To be best of our knowledge, currently, it is unknown whether the minimax lower bound shown in [1] is achievable.

In this paper, we answer this question affirmatively. We propose two methods, called the simple clipping method and the iterative updating method, respectively. For both methods, we derive the high probability bounds of mean estimation first, and then analyze the risk of optimization.

1) Simple clipping. This method just clips all gradients to a given radius R and calculates sample averages. R can be tuned based on the privacy requirement ϵ, δ and the number of samples n. Our analysis

shows that the population risk is Õ (√ d/n + √ d (√ d/ϵn )_{1−1/p} + d^{32 − 1p} /n^{1− 1p} ) , which improves over

existing methods. This rate matches the minimax lower bound if ϵ ≤ 1/ √ d, under which the third term d^{32 − 1p} /n^{1− 1p} does not dominate. The key of such improvement is that we treat the tail behavior of mean estimation more carefully. In particular, we show that the mean estimation has a subexponential tail in all directions, which refines the union bounds and eventually leads to the risk bound mentioned above.

Source Bound of risk

[25] Õ (( d^3 ϵ^2n

) 1_3 )_1

(Kamath et al. 2022) Õ ( d√ n + √ d (_{d3/2} ϵn )_{1−} 1_p )

(Kamath et al. 2022) Õ ( min 0.5≤q≤2 ( d^{3−q}2√ n +^{d 1+q2}_{ϵ 12 √n} )) 2 Simple clipping Õ (√ d n + √ d (_{√d} ϵn )_{1−} 1_p

+^d 3 2 − 1 p n^{1− 1p} )

Iterative updating Õ (√ d n + √ d ( √_d ϵn )_{1−} 1_p )

Lower bound Ω (√ d n + √ d (_{√d} ϵn )_{1−} 1_p )

TABLE I: Comparison of risk bounds of stochastic optimization under (ϵ, δ)-DP with p-th order bounded moments on gradients. Logarithmic factors are omitted here.

The remaining drawback is that this method has an additional term d^{32 − 1p} /n^{1− 1p} . Therefore, this method is suboptimal if ϵ > 1/ √ d. 2) Iterative updating. This method is proposed to remove the additional term of the simple clipping method. It divides the data into k groups. For each group, this method calculates the group-wise mean and adds noise to meet DP requirements. After that, the mean estimate is iteratively updated based on the estimation of distances and directions to the ground truth ∇F (w_t). Such design is inspired by several existing methods for non-private mean estimation with heavy-tailed data [19–22]. Compared with the simple clipping approach, this method improves the tail behavior of the mean estimator from subexponential to subgaussian. Moreover, this method is invariant to permutations of groups. As a result, the overall privacy of the final estimate is amplified compared with the privacy of each group [23, 24]. With this

new algorithm and refined theoretical analysis, we achieve a risk bound Õ (√ d/n + √ d (√ d/ϵn )_{1−1/p}) , matching the minimax lower bound.

Our results and comparison with existing works are summarized in Table I. To the best of our knowledge, our methods achieve the optimal risk of stochastic convex optimization problems under DP for the first time.

II. RELATED WORK DP optimization. Early works focus on empirical risk minimization (ERM) under DP, which is a relatively simpler problem compared with stochastic optimization, such as [7, 26–30]. For stochastic optimization problem, [8] shows that for Lipschitz loss functions, DP-SGD is minimax optimal with proper parameter selection. The analysis is then improved in several later works on time complexity [31, 32] and extended to different geometries [33, 34]. For heavy-tailed gradients, the non-private optimization has been widely studied [13, 35–43]. Under DP, [25] provides the upper bound of DP-SGD under the assumption that gradients have bounded second moments. [44] analyzes the sparse setting. [1] improves on the risk bound. Moreover, [45] weakens the uniform Lipschitz assumption to a sample-wise one.

Mean estimation with subgaussian rates. Non-private mean estimation for heavy-tailed distributions has received widespread attention [46]. We hope to minimize the 1−β high probability bound of the estimation error. [47] shows that the median-of-means method achieves an error bound of O( √ d ln(1/β)/n) with probability 1 − β. [19] improves the bound to O( √ (d + ln(1/β))/n) for the first time, but the method in

1The analysis in [25] underestimates the dependence on d. We refer to [1] for a detailed discussion. The bounds listed in Table I are the corrected results from [1].

2[1] proposed two methods, whose risk bounds are shown in the second and third rows in Table I, respectively.

[19] is computationally expensive. After that, improved algorithms with the same high probability bounds and faster computation are proposed in [20–22]. Note that this rate is minimax optimal. [48] shows that the lower bound of estimation error with 1 − β probability is Ω( √ (d + ln(1/β))/n) for n samples.

Compared with non-private mean estimation, we need to randomize samples carefully to achieve a tradeoff between accuracy and privacy. This involves a refined analysis of tail behaviors, as well as privacy amplification by shuffling. As a result, we finally achieve optimal rates of DP optimization with heavy-tailed gradients.

III. PRELIMINARIES Denote Z as the space of samples, and Y as the output space. We state the standard definition of DP first.

Definition 1. (Differential Privacy (DP) [2]) A randomized algorithm A : Z^n → Y satisfies (ϵ, δ)-DP if for any S ⊆ Y and any pairs of datasets D, D^′ ∈ Z^n such that D and D^′ differ in one element,

P(A(D) ∈ S) ≤ e^ϵP(A(D^′) ∈ S) + δ. (1)

Moreover, A is ϵ-DP if (1) holds with δ = 0.

For the convenience of analysis, we also introduce another definition of DP, called concentrated differential privacy, which was first proposed in [49]. [50] gives a refinement called zero-concentrated differential privacy. Throughout this paper, we use the definition in [50].

Definition 2. (Concentrated differential privacy (CDP) [50]) A randomized algorithm A : Z^n → Y satisfies ρ-CDP if for any pairs of datasets D, D^′ ∈ Z^n such that D and D^′ differ in one element, any S ⊆ Y, and any α ∈ (1, ∞), D_α(A(D)||A(D^′)) ≤ ρα, in which D_α is the α-Rényi divergence between two random variables.^3

Our analysis in this paper will use some basic rules about the composition of DP and CDP, as well as the conversion between them. These rules are summarized in Lemma 1.

Lemma 1. There are several facts about DP and CDP:

(1) (Advanced composition, [51, 52]) If A_1, . . . , A_k are (ϵ, δ)-DP, then the composition (A_1, . . . , A_k) is ( √ 2k ln(1/δ^′)ϵ + kϵ(e^ϵ − 1), kδ + δ^′)-DP for any δ^′ ∈ (0, 1);

(2) (Composition of CDP, [50]) If A_1, . . . , A_k are ρ-CDP, then the composition (A_1, . . . , A_k) is kρ- CDP;

(3) (From DP to CDP, [50]) If a randomized algorithm A : Z^n → Y is ϵ-DP, then A is (ϵ^2/2)-CDP; (4) (From CDP to DP, [50]) If A is (ϵ^2/2)-CDP, then A is (ϵ^2/2 + ϵ √ 2 ln(1/δ), δ)-DP.

Moreover, we need the following lemma on the noise mechanism.

Lemma 2. (Additive noise mechanism, [50]) Let A_0 be a non-private algorithm. Define

Δ_2(A_0) = max

d_H (D,D^′)=1

‖A_0(D) − A_0(D^′)‖_2

as the ℓ_2 sensitivity of A_0, in which d_H denotes the Hamming distance. Then A(D) = A_0(D) + W with W ∼ N (0, (Δ^2(A_0)/2ρ)I) satisfies ρ-CDP.

We then state the problem of stochastic optimization. Suppose there are n i.i.d samples Z_1, . . . , Z_n following a common distribution. Given a convex constraint W ⊆ R^d and loss function l : W × Z → R which is convex in W, the goal is to find an estimated minimizer ŵ of the population risk

F (w) := E [l(w, Z)]. (2)

3The α-Rényi divergence between two distributions P and Q is defined as Dα(P ||Q) =^1_{α−1} ln E X∼Q [(_{P (X)} Q(X) )_α] .

Denote w^∗ = arg min_wF (w) as the minimizer of the population risk. The performance of a learning algorithm is evaluated by the expected excess risk E [F (ŵ)] − F (w^∗). Our analysis is based on the following assumptions, which are similar to [1], with simplified statements.

Assumption 1. There exists constants L, λ, M such that

(a) The diameter of parameter space W is bounded by L; (b) F is λ-smooth, i.e. for any w, w^′,

F (w^′) ≤ F (w) + ⟨∇F (w), w^′ − w⟩ + λ 2 ‖w − w^′‖^2 ; (3)

(c) The gradients of loss function has p-th order bounded moment for some p ≥ 2. To be more precise, for any w ∈ W and any vector u with ‖u‖ = 1, E [|⟨u, ∇l(w, Z)⟩|^p] ≤ M^p. (4) In (b) and (c), ‖·‖ denotes ℓ_2 norm.

In Assumption 1, (a) and (b) are common in literatures about convex optimization. (c) controls the tail behavior of gradient vectors. Lower p indicates a heavier tail, and vice versa. The case with the Lipschitz loss function (i.e. bounded gradients) corresponds to the limit of p → ∞. Our assumption (4) is slightly different from the assumptions in [1]. In [1], it is required that for all w ∈ W and all j ∈ [d], E [|⟨e_j, ∇l(w, Z) − ∇F (w)⟩|^p] ≤ M^p, (5) in which e_j, j = 1, . . . , d form an orthonormal basis. In (4), to make the assumption more natural, we impose moment bounds on every unit vector u, instead of only on basis vectors. Another difference is that in (4), the moment bound is imposed directly on ∇l(w, Z) instead of the deviation from its mean ∇F (w). Since [1] also requires that ‖∇F (w)‖ is bounded by O(1) (see [1], Assumption 2.12 (6)), we do not introduce additional restriction compared with [1] in this aspect.

Under Assumption 1, the minimax lower bound of optimization under DP has been established in [1]. For consistency of notations, we restate it in the following theorem.

Theorem 1. (Rephrased from [1], Theorem 6.4) Let F be the set of all λ-smooth functions on W. Let ŵ = A(Z_1, . . . , Z_n), in which A : Z^n → W is an arbitrary learning algorithm satisfying (ϵ, δ)-DP. Then

inf_A sup_{F ∈F} R(ŵ) ≳ √ d n + √ d (√ d nϵ ) p−1_p ln 1 δ . (6)

Theorem 1 describes the theoretical limit of optimization risk under the differential privacy requirements. Under the light tail limit, i.e. p → ∞, the right hand side of (6) becomes Ω( √ d/n + d/(nϵ)). Recall that for bounded gradients, the bound of excess risk is O(1/ √ n)+ √ d/(nϵ)) [8]. At first glance, it appears that the result in Theorem 1 is larger by a factor of √ d. However, this discrepancy comes from the difference of assumptions. Under our tail assumption (4), the expectation of the ℓ_2 norm of the gradient vector is only bounded by O( √ d), while [8] requires the gradients to be bounded by O(1). After adjustments of assumptions, Theorem 1 matches [8] under the limit p → ∞. Similar discussions can also be found in [1].

Finally, we discuss the convergence property of stochastic optimization. The framework is shown as follows. At each step t, let g(w_t) be the gradient estimate by ∇l(w_t, Z_1), . . . , ∇l(w_t, Z_n) using either Algorithm 2 or 3 with some appropriate privacy constraints. The model weights are then updated with

w_{t+1} = Π_W (w_t − ηg(w_t)), (7)

in which Π_W is the projection operator on W. Finally, the algorithm returns

ŵ = 1 T T∑ t=1 w_t. (8)

Algorithm 1: Stochastic optimization

Input: dataset {Z_1, . . . , Z_n}, privacy requirement (ϵ, δ) Output: Final iterate ŵ Parameter: Initial point w_0, learning rate η, number of steps T for t = 1, . . . , T do

Calculate g(w_t), which estimates ∇F (w_t) using ∇l(w_t, Z_1), . . . , ∇l(w_t, Z_n); w_{t+1} = Π_W (w_t − ηg(w_t));

end for ŵ = (1/T ) ∑_T t=1 w_t;

return ŵ

The whole procedures are shown in Algorithm 1. The risk can be bounded using the bias and variance of gradient estimates.

Lemma 3. ([1], Theorem 3.1) Define

B := max_t ‖E [g(w_t )] − ∇F (w_t)‖ , (9)

G^2 := max_t E [‖g(w_t) − ∇F (w_t)‖^2]. (10)

Then the risk of optimization with updating rule (7) and output (8) is bounded by

E [F (ŵ)] − F (w^∗) ≤

L^2 2ηT + LB + η(λ^2L^2 + G^2). (11)

For completeness, we show the proof of Lemma 3 in Appendix A. Based on Lemma 3, to bound the excess risk, we need to give bounds of B and G^2. It is relatively simple to bound ‖E [g(w)] − ∇F (w)‖ and E [‖g(w) − ∇F (w)‖^2] for any fixed w. The challenging part is that w_t depends on the data, therefore the bounds with respect to fixed w do not imply the bounds of B and G^2. In the following two sections, we propose two methods and provide bounds of B and G^2 for each method.

IV. SIMPLE CLIPPING METHOD The simple clipping method is stated as follows. In each round, the algorithm just clips the gradient to some radius R and then adds noise to protect the privacy. Such a simple clipping method is convenient to implement and is close to the popular DP-SGD algorithm in [3]. Therefore, an in-depth analysis of this method will be helpful to bridge the gap between theory and practice in deep learning with DP.

A. Mean Estimation

Suppose there are n i.i.d samples X_1, . . . , X_n following a common distribution with mean μ. Here we assume that for any unit vector u with ‖u‖ = 1, E [|⟨u, X⟩|^p ] ≤ M^p, which matches Assumption 1(c).

Since samples follow a heavy-tailed distribution, some of them may be far away from μ. A simple averaging of these samples has infinite sensitivity. To ensure that the overall sensitivity is bounded, we clip them with a radius R. To be more precise, for each i = 1, . . . , n, let

Y_i = Clip(X_i, R), (12)

in which Clip(x, R) = min {1, R/ ‖x‖} x. Then the final estimate is

μ̂ = 1 n n∑ i=1 Y_i + W, (13) in which W ∼ N (0, σ^2I) is the noise added to meet the privacy requirement. We then show the following theorem, which determines the strength of W,

Lemma 4. Let σ^2 = 2R^2/(ρn^2), then μ̂ is ρ-CDP.

Proof. Since ‖Y_i‖ ≤ R, the sensitivity of (1/n) ∑_n i=1 Y_i is Δ_2(μ̂) = 2R/n. According to Lemma 2, the estimator (13) is ρ-CDP.

The procedure is summarized in Algorithm 2.

Algorithm 2: Simple clipping method for mean estimation 1 Input: dataset {X_1, . . . , X_n} and privacy requirement ρ (under CDP) 2 Output: Estimate μ̂ 3 Parameter: R

1: for i = 1, . . . , n do 2: Y_i = Clip(X_i, R); 3: end for 4: μ̂ = (1/n) ∑_n i=1 Y_i + W, in which W ∼ N (0, 2R^2/(ρn^2));

5: return μ̂

The following theorem provides a high probability bound of the estimation error.

Theorem 2. Under the condition E [|⟨u, X⟩|^p ] ≤ M^p for some p ≥ 2, under ρ-CDP, with probability 1 − β, the simple clipping method achieves ‖μ̂ − μ‖ ≤ max {√ 12M^2 n ln 2 × 6^d β , 8R n ln 2 × 6^d β } + d^p2 M^p p − 1 R^{1−p} + 4R n √ ρ √ ln 2 × 6^d β . (14)

Now we provide an intuitive interpretation of the result. The second term d^{p/2}M^pR^{1−p}/(p − 1) in (14) is the clipping bias ‖μ_Y − μ‖, in which μ_Y = E [Y_i ] is the expectation after clipping. The third term in (14) is caused by the noise W. The first term is the bound of ‖ ‖Ȳ − μ_Y ‖ ‖, which is caused by the randomness of samples. Here Ȳ = (1/n) ∑_n i=1 Y_i is the sample average of Y_i. It can be written

as O (√_{d+ln(1/β)} n +^R_n (d + ln^1_β ) ) , indicating that Ȳ is subgaussian around its mean μ_Y , followed by a

subexponential tail.

In (14), the factor ln(2×6^d/β) is an important improvement over [1]. The corresponding factor in [1] is O(d ln(1/β)), while we achieve O(d+ln(1/β)) here. Such difference does not lead to improvement in the bias and variance of mean estimation. However, the high probability bound is improved significantly. In optimization problems, we need to take union bounds over all possible model weights w, which requires β to be very small. In this case, d + ln(1/β) ≪ d ln(1/β). As a result, our method improves over [1] in the dependence of d. Despite such improvement, (14) has a drawback of exponential tail. As will be shown later, due to the subexponential tail^{8R}_n ln^{2×6d}_β , the optimization risk is not completely optimal.

B. Optimization

Based on the simple clipping approach, we then analyze the performance of stochastic optimization. We first discuss the DP property of the optimization problem.

Theorem 3. If ϵ ≤ 1, let the gradient estimator be the simple clipping method under ρ/T -CDP, in which ρ = ϵ^2 ( 1 + 2 √ ln^1_δ

)_2 , (15) then the whole optimization process is (ϵ, δ)-DP.

Proof. By Lemma 1(2), since each step is ρ/T -CDP, the whole process is ρ-CDP. By Lemma 1(4), ρ-CDP implies (ρ + 2 √ ln(1/δ), δ)-DP. Since ϵ ≤ 1, from (15), ρ ≤ 1. Therefore

ρ + 2 √ ρ ln 1 δ ≤ √ ρ ( 1 + 2 √ ln 1 δ ) ≤ ϵ. (16) Therefore the optimization process is (ϵ, δ)-DP.

From Theorem 3, we let each step satisfy ρ/T -CDP, in which ρ takes value according to (15). By Lemma 4, this requires the noise variance be σ^2 = 2R^2T/(ρn^2). As discussed earlier, w_t depends on previous steps, which depend on the data. Therefore, we need to get union bounds of estimation error to calculate B and G defined in (9) and (10). The results are shown in the following lemma. Lemma 5. B and G^2 defined in (9) and (10) are bounded by B ≲ √ d ln n n + Rd ln n n ln n + d^{p2} R^{1−p}, (17)

G^2 ≲ d ln n n + R^2d^2 n^2 ln^2 n + d^pR^{2(1−p)} + R^2T d ρn^2 . (18)

With Lemma 3 and 5, we then show the following theorem, which bounds the overall excess risk. Theorem 4. Let T = ρn^2/(dR^2), η = 1/ √ 2T λ^2, and R = √ d ( n √ ρ √ d ) 1_p ∧ √ d (n d ) 1_p , (19)

in which ρ is determined with (15). Then under Assumption 1, the excess risk of Algorithm 1 is bounded by E [F (ŵ)] − F (w^∗) ≲ √ d ln n n + √ d (√ d nϵ √ ln 1 δ )_{1−} 1_p + d^{32 − 1p} n^{1− 1p} ln n. (20)

Compared with the lower bound in Theorem 1, the first two terms in (20) match (6) up to logarithmic factors. However, there is an additional term d^{3/2−1/p} ln n/n^{1−1/p}. If ϵ ≤ 1/ √ d, then this term does not dominate. Therefore, the simple clipping method is minimax optimal (up to logarithmic factors) for ϵ ≤ 1/ √ d. V. ITERATIVE UPDATING METHOD The previous section shows that the simple clipping method is not always optimal due to an additional term d^{3/2−1/p} ln n/n^{1−1/p}. In this section, we show an improved method to avoid this term, which is inspired by some existing methods for non-private mean estimation [19–21]. To begin with, to illustrate the idea of design, we provide some basic intuition. The mean estimation algorithm is then described in detail. Finally, we analyze the risk of optimization with the new mean estimator.

A. Intuition

The suboptimality of the simple clipping approach comes from the subexponential tails. Ideally, under ρ-CDP, we would like a ‖μ̂ − μ‖ ≲ √ (d + ln(1/β))/n+ R √ d + ln(1/β)/(n √ ρ) + d^{p/2}R^{1−p} error bound that holds with probability 1 − β. However, from (14), the simple clipping method has an additional term O(R(d + ln(1/β))/n), which indicates a subexponential tail behavior. To remove the subexponential tail, a classical approach is median-of-means, which divides data into multiple groups, calculates the mean of each group, and then finds the median of all group-wise means. However, [47] shows that even for non-private estimation, the geometric median-of-mean method achieves a suboptimal bound of O( √ d ln(1/β)/n) with probability 1 − β. While this bound has optimal dependence on d and n, the dependence on β is not optimal. The calculation of the union bound of estimation error usually encounters very small β. As a result, the suboptimal dependence of the error bound on β leads to a larger union bound.

To handle this issue, we design a new estimator, which is inspired by several later works [19–21] that improve the non-private bound to O( √ (d + ln(1/β))/n). The basic idea of the mean estimator is to iteratively update the current estimate c_t based on the estimation of distance and direction to the truth. To make the estimator satisfy the DP requirement, we add appropriate noise. The estimator is permutation invariant with respect to the group-wise means, thus equivalently, we can view these group-wise means as being shuffled. The shuffling operation makes an amplification to DP [23, 24]. Therefore, each group only needs to satisfy a weaker privacy requirement than (ϵ, δ)-DP.

B. The Mean Estimation Algorithm

Here we state the result first and then show the construction of the mean estimator.

Theorem 5. There exists a constant c, if ϵ ≤ c √ (1/k) ln(1/δ) and δ ∈ (0, 1), there exists an estimator satisfying (ϵ, δ)-DP, such that with probability 1 − β, ‖μ̂ − μ‖ ≲ √ d + ln^1_β n + d^{p2} R^{1−p} + R nϵ √ d + ln 1 β ( ln 1 δ + √ ln 1 δ ln ln 1 β ) . (21)

With ϵ → ∞ or δ → 1, one can just let R to be sufficiently large, then ‖μ̂ − μ‖ ≲ √ (d + ln(1/β))/n, which matches existing results on non-private mean estimation [19–21]. Note that the factor d+ln(1/β) is important. If we use the median-of-means method instead, then this factor will become d ln(1/β), which will yield a suboptimal union bound.

The remainder of this section explains the algorithm and proves Theorem 5. The whole process of mean estimation is shown in Algorithm 3. The idea uses [20]. The difference from [20] is that we need to let the result satisfy (ϵ, δ)-DP, thus the truncation radius needs to be carefully tuned. Moreover, the distance estimation is with respect to the truncated mean μ_Y = E [Y_i ] instead of ground truth μ. Compared with [20], we make a simplified algorithm statement here.

Now we explain key steps in Algorithm 3.

1) Group-wise averages (step 3). The algorithm begins with dividing samples into into k bins B_1, . . . , B_k. The size of each bin is m, then n = mk. Let

Q_j = 1 m ∑ i∈B_j Y_i + W_j , (22)

with W_j ∼ N (0, σ^2). Here we let

σ^2 =

2R^2 ρm^2 . (23)

Algorithm 3: Iterative updating method for mean estimation 1 Input: dataset {X_1, . . . , X_n} and privacy requirement ϵ, δ 2 Output: Estimate μ̂ 3 Parameter: R, k, initial point c_1

1: Divide samples into k groups randomly; 2: for j = 1, . . . , k do 3: Q_j = (1/m) ∑ i∈B_j Yi + Wj, in which Wj ∼ N (0, σ

2), with σ^2 determined in (23) ; 4: end for 5: for l = 1, . . . , t_c do 6: d_l, g_l = Estimate(Q_1, . . . , Q_k, c_l); 7: c_{l+1} = c_l + ηd_lg_l; 8: end for 9: l^∗ = arg min_l d_l; 10: μ̂ = c_l∗ ; 11: return μ̂

The final estimate is based on Q_1, . . . , Q_k. Note that the sensitivities of Q_j , j = 1, . . . , k are all 2R/m over X_i, i ∈ B_j. By Lemma 2, Q_1, . . . , Q_k are all ρ-CDP. Before constructing the final estimator μ̂, we first show that μ̂ is (ϵ, δ)-DP under some necessary conditions.

Theorem 6. Suppose ϵ ≤ 8e^2 √ (1/k) ln(4/δ). Let the noise variance σ^2 be determined according to (23).

If an estimator μ̂ only depends on Q_1, . . . , Q_k, and is permutation invariant with respect to Q_1, . . . , Q_k. If Q_1, . . . , Q_k are all ρ-CDP with ρ = 1 64e^4 ϵ^2k

ln^8_δ ( 1 + 2 √ ln^{12k}_δ

)_2 , (24)

then μ̂ is (ϵ, δ)-DP.

Since Q_j is ρ-CDP with respect to {X_i|i ∈ B_j}, it is straightforward to see that any estimator μ̂ that depends only on Q_1, . . . , Q_k is also ρ-CDP. However, if μ̂ is permutation invariant with respect to Q_1, . . . , Q_k, then the privacy guarantee becomes stronger, since μ̂ does not change if we shuffle Q_1, . . . , Q_k randomly. According to [23, 24], the privacy guarantee can be amplified. As a result, to ensure that the whole algorithm satisfies (ϵ, δ)-DP, the privacy requirement for each group is only ρ-CDP with (24), which is weaker than (15) for sufficiently large k.

Under such settings, we show the bound of the estimation error. Similar to existing research on nonprivate mean estimation, we show that most elements in {Q_1, . . . , Q_k} are not far away from the truncated mean μ_Y .

Lemma 6. There exists a constant C_0. For any β > 0, let k = 800 ln(1/β). Define

r_0 = C_0 (√ d + ln(1/β) n + R n √ k ρ √ d + ln(1/β) ) . (25)

Then with probability at least 1 − β, sup u:‖u‖=1 k∑ j=1 1 (⟨u, Q_j − μ_Y ⟩ > r_0) ≤ 1 10 k. (26)

[19] shows that for the non-private case, for arbitrary unit vector u, most of elements in {Q_1, . . . , Q_k} satisfy ⟨u, Q_j − μ⟩ ≲ √ (d + ln(1/β))/n, which matches the first term in (26). Compared with [19], we extend the analysis to the case with the clipping operation and random noise.

2) Distance and gradient estimation (step 6). We introduce the following optimization problem: max s subject to b_j ⟨Q_j − c, u⟩ ≥ b_j s, j = 1, . . . , k k∑ j=1 b_j ≥ 0.9k b_j ∈ {0, 1}, j = 1, . . . , k, ‖u‖ = 1.

(27)

Now we explain (27). This optimization problem attempts to find maximum s, such that there exists a unit vector u, at least 90% of the projection of {Q_1, . . . , Q_k} on u are at least s far away from the current iterate c. Denote the function of estimation as d, g = Estimate(Q_1, . . . , Q_k, c). The program Estimate solves the optimization problem (27), and returns d and g, in which d is the optimal value of s, which estimates the distance ‖c − μ_Y ‖, and g is the corresponding value of u, which estimates the direction from c to μ_Y , i.e. (c − μ_Y )/ ‖c − μ_Y ‖. Such estimation is analyzed in the following lemma, in which we follow the analysis in [20].

Lemma 7. Let d, g = Estimate(Q_1, . . . , Q_k, c), which is calculated by solving the optimization problem (27). If (26) is satisfied, then |d − ‖c − μ_Y ‖ | ≤ r_0. (28) Moreover, if ‖μ_Y − c‖ ≥ 4r_0, then ⟨ g, μ_Y − c ‖μ_Y − c‖ ⟩ ≥ 1 2 . (29)

(28) shows that under (26), which holds with probability at least 1 − β, the error of distance estimate is at least r_0. Moreover, (29) shows that if the current iterate c is sufficiently far away from the truncated mean μ_Y , then the angle between gradient estimate and the ideal update direction along μ_Y − c is no more than π/3. These analysis validates that the update rule c_{l+1} = c_l + ηd_lg_l makes the iterate point c_l close to μ_Y with large l. To be more precise, we show the following lemma:

Lemma 8. Let η = 1/4. If ‖c_1 − μ_Y ‖ ≤ 4r_0, or t_c ≥ 2 ln^{‖c1−μY ‖}_{4r0} / ln^{256}_{233} , then the estimate μ̂ with Algorithm 3 satisfies ‖μ̂ − μ_Y ‖ ≤ 6r_0, (30) in which μ_Y = E [Y_i ].

Lemma 8 bounds the estimation error with respect to the truncated mean μ_Y . Recall the definition of r_0 in (25). Considering the clipping bias, we have ‖μ̂ − μ‖ ≲ √ d + ln(1/β) n + R n √ k ρ √ d + ln(1/β) + d^{p2} R^{1−p}. (31)

(21) can then be obtained using (31) and (24). The construction of the mean estimator and the proof of Theorem 5 is complete.

C. Application in DP Optimization

Now we have constructed a mean estimator under (ϵ, δ)-DP, whose estimation error is bounded with Theorem 5. For the stochastic optimization problem, we need to estimate the gradient for T steps, and the (ϵ, δ)-DP requirement is imposed on the whole process. Therefore, each step needs to satisfy stronger privacy requirements. According to advanced composition theorem (Lemma 1(1)), here we ensure that each step satisfies (ϵ_0, δ_0)-DP, with

ϵ_0 = ϵ 2 √ 2T ln^2_δ

, δ_0 = δ 2T . (32)

Then the optimization process with T steps is (ϵ, δ)-DP. For any fixed w, let g(w) be the mean estimate using ∇l(w, Z_1), . . . , ∇l(w, Z_n) under (ϵ_0, δ_0)-DP. According to Theorem 5, for any fixed w, the gradient estimate at each step satisfies ‖g(w) − ∇F (w)‖ ≲ √ d + ln^1_β n + d^{p2} R^{1−p} + R nϵ_0 √ d + ln 1 β ( ln 1 δ_0 + √ ln 1 δ_0 ln ln 1 β ) . (33)

As discussed earlier, since w_t depends on the data, the bias and variance of gradient estimation at time t, i.e. B = max_t ‖E [g(w_t )] − ∇F (w_t)‖ and G^2 = max_t E [‖g(w_t) − ∇F (w_t)‖^2] can not be bounded simply using the bias and variance with fixed w. Instead, similar to Lemma 5, we need to derive a union bound of all w ∈ W. The results are shown in Lemma 9. Lemma 9. For the mean estimation algorithm, B and G^2 are bounded by B ≲ √ d n + d^{p2} R^{1−p}, (34) and G^2 ≲ d n + R^2d n^2ϵ^2_0 ( ln 1 δ_0 + √ ln 1 δ_0 ln d ) + d^pR^{2(1−p)}. (35)

Based on Lemma 3 and 9, we can then derive the following bound on the excess risk.

Theorem 7. Let T = n^2ϵ^2/(dR^2), η = 1/ √ 2T λ^2, and R = √ d ( nϵ/ √ d ) 1_p . If ϵ ≤ 1, then

E [F (ŵ)] − F (w^∗) ≲ √ d n + √ d (√ d nϵ )_{1−} 1_p ln 1 δ ln(nd). (36)

The proof of Theorem 7 is shown in Appendix H. The bound shown in Theorem 7 matches the minimax lower bound in Theorem 1, indicating that the new method is minimax rate optimal.

VI. CONCLUSION In this paper, we have improved the convergence of population risk of stochastic optimization under DP. We have proposed two methods. The simple clipping method is relatively convenient to implement. It achieves Õ (√ d n + √ d (_{√d} ϵn )_{1−} 1_p

+^{d 32 − 1p}_{n1− 1p} ) risk bound. The iterative updating method further improves

the risk bound to Õ (√ d n + √ d (_{√d} ϵn )_{1−} 1_p ) , which matches the minimax lower bound, indicating that this method is optimal.

REFERENCES [1] G. Kamath, X. Liu, and H. Zhang, “Improved rates for differentially private stochastic convex optimization with heavy-tailed data,” in International Conference on Machine Learning, pp. 10633– 10660, 2022.

[2] C. Dwork, F. McSherry, K. Nissim, and A. Smith, “Calibrating noise to sensitivity in private data analysis,” in Theory of Cryptography: Third Theory of Cryptography Conference, TCC 2006, New York, NY, USA, March 4-7, 2006. Proceedings 3, pp. 265–284, Springer, 2006.

[3] M. Abadi, A. Chu, I. Goodfellow, H. B. McMahan, I. Mironov, K. Talwar, and L. Zhang, “Deep learning with differential privacy,” in Proceedings of the 2016 ACM SIGSAC conference on computer and communications security, pp. 308–318, 2016.

[4] F. Tramer and D. Boneh, “Differentially private learning needs better features (or much more data),” in International Conference on Learning Representations, 2021.

[5] J. Wei, E. Bao, X. Xiao, and Y. Yang, “Dpis: An enhanced mechanism for differentially private sgd with importance sampling,” in Proceedings of the 2022 ACM SIGSAC Conference on Computer and Communications Security, pp. 2885–2899, 2022.

[6] S. De, L. Berrada, J. Hayes, S. L. Smith, and B. Balle, “Unlocking high-accuracy differentially private image classification through scale,” arXiv preprint arXiv:2204.13650, 2022.

[7] R. Bassily, A. Smith, and A. Thakurta, “Private empirical risk minimization: Efficient algorithms and tight error bounds,” in 2014 IEEE 55th annual symposium on foundations of computer science, pp. 464–473, IEEE, 2014.

[8] R. Bassily, V. Feldman, K. Talwar, and A. Guha Thakurta, “Private stochastic convex optimization with optimal rates,” Advances in neural information processing systems, vol. 32, 2019.

[9] R. Iyengar, J. P. Near, D. Song, O. Thakkar, A. Thakurta, and L. Wang, “Towards practical differentially private convex optimization,” in 2019 IEEE symposium on security and privacy (SP), pp. 299–316, IEEE, 2019.

[10] R. Bassily and Z. Sun, “User-level private stochastic convex optimization with optimal rates,” in International Conference on Machine Learning, pp. 1838–1851, 2023.

[11] U. Simsekli, L. Sagun, and M. Gurbuzbalaban, “A tail-index analysis of stochastic gradient noise in deep neural networks,” in International Conference on Machine Learning, pp. 5827–5837, 2019.

[12] U. Şimşekli, M. Gürbüzbalaban, T. H. Nguyen, G. Richard, and L. Sagun, “On the heavy-tailed theory of stochastic gradient descent for deep neural networks,” arXiv preprint arXiv:1912.00018, 2019.

[13] J. Zhang, S. P. Karimireddy, A. Veit, S. Kim, S. Reddi, S. Kumar, and S. Sra, “Why are adaptive methods good for attention models?,” Advances in Neural Information Processing Systems, vol. 33, pp. 15383–15393, 2020.

[14] M. Gurbuzbalaban, U. Simsekli, and L. Zhu, “The heavy-tail phenomenon in sgd,” in International Conference on Machine Learning, pp. 3964–3975, 2021.

[15] Z. Huang, Y. Liang, and K. Yi, “Instance-optimal mean estimation under differential privacy,” Advances in Neural Information Processing Systems, vol. 34, pp. 25993–26004, 2021.

[16] S. B. Hopkins, G. Kamath, and M. Majid, “Efficient mean estimation with pure differential privacy via a sum-of-squares exponential mechanism,” in Proceedings of the 54th Annual ACM SIGACT Symposium on Theory of Computing, pp. 1406–1417, 2022.

[17] G. Kamath, V. Singhal, and J. Ullman, “Private mean estimation of heavy-tailed distributions,” in Conference on Learning Theory, pp. 2204–2235, 2020.

[18] X. Liu, W. Kong, S. Kakade, and S. Oh, “Robust and differentially private mean estimation,” Advances in neural information processing systems, vol. 34, pp. 3887–3901, 2021.

[19] g. Lugosi and S. Mendelson, “Sub-gaussian estimators of the mean of a random vector,” The Annals of Statistics, vol. 47, no. 2, pp. 783–794, 2019.

[20] Y. Cherapanamjeri, N. Flammarion, and P. L. Bartlett, “Fast mean estimation with sub-gaussian rates,” in Conference on Learning Theory, pp. 786–806, 2019.

[21] Z. Lei, K. Luh, P. Venkat, and F. Zhang, “A fast spectral algorithm for mean estimation with subgaussian rates,” in Conference on Learning Theory, pp. 2598–2612, 2020.

[22] J. Depersin and G. Lecué, “Robust sub-gaussian estimation of a mean vector in nearly linear time,” The Annals of Statistics, vol. 50, no. 1, pp. 511–536, 2022.

[23] Ú. Erlingsson, V. Feldman, I. Mironov, A. Raghunathan, K. Talwar, and A. Thakurta, “Amplification by shuffling: From local to central differential privacy via anonymity,” in Proceedings of the Thirtieth Annual ACM-SIAM Symposium on Discrete Algorithms, pp. 2468–2479, SIAM, 2019.

[24] V. Feldman, A. McMillan, and K. Talwar, “Hiding among the clones: A simple and nearly optimal analysis of privacy amplification by shuffling,” in 2021 IEEE 62nd Annual Symposium on Foundations of Computer Science (FOCS), pp. 954–964, IEEE, 2022.

[25] D. Wang, H. Xiao, S. Devadas, and J. Xu, “On differentially private stochastic convex optimization with heavy-tailed data,” in International Conference on Machine Learning, pp. 10081–10091, 2020.

[26] K. Chaudhuri and C. Monteleoni, “Privacy-preserving logistic regression,” Advances in neural information processing systems, vol. 21, 2008.

[27] D. Kifer, A. Smith, and A. Thakurta, “Private convex empirical risk minimization and highdimensional regression,” in Conference on Learning Theory, pp. 25–1, JMLR Workshop and Conference Proceedings, 2012.

[28] A. G. Thakurta and A. Smith, “Differentially private feature selection via stability arguments, and the robustness of the lasso,” in Conference on Learning Theory, pp. 819–850, 2013.

[29] D. Wang, M. Ye, and J. Xu, “Differentially private empirical risk minimization revisited: Faster and more general,” Advances in Neural Information Processing Systems, vol. 30, 2017.

[30] H. Zhang, I. Mironov, and M. Hejazinia, “Wide network learning with differential privacy,” arXiv preprint arXiv:2103.01294, 2021.

[31] V. Feldman, T. Koren, and K. Talwar, “Private stochastic convex optimization: optimal rates in linear time,” in Proceedings of the 52nd Annual ACM SIGACT Symposium on Theory of Computing, pp. 439–449, 2020.

[32] J. Kulkarni, Y. T. Lee, and D. Liu, “Private non-smooth erm and sco in subquadratic steps,” Advances in Neural Information Processing Systems, vol. 34, pp. 4053–4064, 2021.

[33] H. Asi, V. Feldman, T. Koren, and K. Talwar, “Private stochastic convex optimization: Optimal rates in l1 geometry,” in International Conference on Machine Learning, pp. 393–403, 2021.

[34] R. Bassily, C. Guzmán, and A. Nandi, “Non-euclidean differentially private stochastic convex optimization,” in Conference on Learning Theory, pp. 474–499, 2021.

[35] R. Pascanu, T. Mikolov, and Y. Bengio, “Understanding the exploding gradient problem,” CoRR, abs/1211.5063, vol. 2, no. 417, p. 1, 2012.

[36] E. Gorbunov, M. Danilova, and A. Gasnikov, “Stochastic optimization with heavy-tailed noise via accelerated gradient clipping,” Advances in Neural Information Processing Systems, vol. 33, pp. 15042–15053, 2020.

[37] D. A. Parletta, A. Paudice, M. Pontil, and S. Salzo, “High probability bounds for stochastic subgradient schemes with heavy tailed noise,” arXiv preprint arXiv:2208.08567, 2022.

[38] Z. Liu, T. D. Nguyen, T. H. Nguyen, A. Ene, and H. Nguyen, “High probability convergence of stochastic gradient methods,” in International Conference on Machine Learning, pp. 21884–21914, 2023.

[39] T. D. Nguyen, T. H. Nguyen, A. Ene, and H. Nguyen, “Improved convergence in high probability of clipped gradient methods with heavy tailed noise,” Advances in Neural Information Processing Systems, vol. 36, pp. 24191–24222, 2023.

[40] K. Eldowa and A. Paudice, “General tail bounds for non-smooth stochastic mirror descent,” in International Conference on Artificial Intelligence and Statistics, pp. 3205–3213, 2024.

[41] Z. Liu and Z. Zhou, “Stochastic nonsmooth convex optimization with heavy-tailed noises:

High-probability bound, in-expectation rate and initial distance adaptation,” arXiv preprint arXiv:2303.12277, 2023.

[42] A. Armacki, P. Sharma, G. Joshi, D. Bajovic, D. Jakovetic, and S. Kar, “High-probability convergence bounds for nonlinear stochastic gradient descent under heavy-tailed noise,” arXiv preprint arXiv:2310.18784, 2023.

[43] A. Koloskova, H. Hendrikx, and S. U. Stich, “Revisiting gradient clipping: Stochastic bias and tight convergence guarantees,” in International Conference on Machine Learning, pp. 17343–17363, 2023.

[44] L. Hu, S. Ni, H. Xiao, and D. Wang, “High dimensional differentially private stochastic optimization with heavy-tailed data,” in Proceedings of the 41st ACM SIGMOD-SIGACT-SIGAI Symposium on Principles of Database Systems, pp. 227–236, 2022.

[45] R. Das, S. Kale, Z. Xu, T. Zhang, and S. Sanghavi, “Beyond uniform lipschitz condition in differentially private optimization,” in International Conference on Machine Learning, pp. 7066– 7101, 2023.

[46] G. Lugosi and S. Mendelson, “Mean estimation and regression under heavy-tailed distributions: A survey,” Foundations of Computational Mathematics, vol. 19, no. 5, pp. 1145–1190, 2019.

[47] S. Minsker, “Geometric median and robust estimation in banach spaces,” Bernoulli, pp. 2308–2335, 2015.

[48] O. Catoni, “Challenging the empirical mean and empirical variance: a deviation study,” in Annales de l’IHP Probabilités et statistiques, vol. 48, pp. 1148–1185, 2012.

[49] C. Dwork and G. N. Rothblum, “Concentrated differential privacy,” arXiv preprint arXiv:1603.01887, 2016.

[50] M. Bun and T. Steinke, “Concentrated differential privacy: Simplifications, extensions, and lower bounds,” in Theory of cryptography conference, pp. 635–658, Springer, 2016.

[51] C. Dwork, G. N. Rothblum, and S. Vadhan, “Boosting and differential privacy,” in 2010 IEEE 51st annual symposium on foundations of computer science, pp. 51–60, IEEE, 2010.

[52] C. Dwork, A. Roth, et al., “The algorithmic foundations of differential privacy,” Foundations and Trends® in Theoretical Computer Science, vol. 9, no. 3–4, pp. 211–407, 2014.

[53] R. Michel, “Nonuniform central limit bounds with applications to probabilities of deviations,” The Annals of Probability, pp. 102–106, 1976.

[54] P. Zhao, L. Lai, L. Shen, Q. Li, J. Wu, and Z. Liu, “A huber loss minimization approach to mean estimation under user-level differential privacy,” arXiv preprint arXiv:2405.13453, 2024.

[55] S. Agarwal, G. Kamath, M. Majid, A. Mouzakis, R. Silver, and J. Ullman, “Private mean estimation with person-level differential privacy,” arXiv preprint arXiv:2405.20405, 2024.

[56] P. Zhao, F. Yu, and Z. Wan, “A huber loss minimization approach to byzantine robust federated learning,” in Proceedings of the AAAI Conference on Artificial Intelligence, vol. 38, pp. 21806– 21814, 2024.

[57] R. Vershynin, “Introduction to the non-asymptotic analysis of random matrices,” Compressed Sensing, pp. 210–268, 2012.

[58] S. Boucheron, G. Lugosi, and P. Massart, “Concentration inequalities: a non asymptotic theory of independence,” 2013.

[59] A. Beygelzimer, J. Langford, L. Li, L. Reyzin, and R. Schapire, “Contextual bandit algorithms with supervised learning guarantees,” in Proceedings of the Fourteenth International Conference on Artificial Intelligence and Statistics, pp. 19–26, 2011.

[60] M. Mohri, A. Rostamizadeh, and A. Talwalkar, Foundations of machine learning. MIT press, 2018. [61] M. Ledoux and M. Talagrand, Probability in Banach Spaces: isoperimetry and processes. Springer Science & Business Media, 2013.

APPENDIX A PROOF OF LEMMA 3

‖w_{t+1} − w^∗‖^2 = ‖w_t − ηg(w_t) − w^∗‖^2 = ‖w_t − w^∗‖^2 − 2η⟨g(w_t), w_t − w^∗⟩ + η^2 ‖g(w_t)‖^2 . (37) Note that E [‖g(w_t)‖^2] ≤ 2E [‖∇F (w_t)‖^2] + 2E [‖g(w_t) − ∇F (w_t)‖^2] ≤ 2λ^2L^2 + 2G^2. (38) The last step holds because from Assumption 1, F is λ-smooth, and the diameter of W is bounded by L, thus for any w ∈ W, ‖∇F (w)‖ ≤ λ ‖w − w^∗‖ ≤ λL. (39) Moreover, from (10), E [‖g(w_t) − ∇F (w_t)‖^2] = G^2. Therefore (38) holds.

Hence E [‖w_{t+1} − w^∗‖^2] = E [‖w_t − w^∗‖^2] − 2ηE [⟨F (w_t ), w_t − w^∗⟩] +2ηBE [‖w_t − w^∗‖] + 2η^2(λ^2L^2 + G^2). (40) Now we reorganize (40). Moreover, note that since F is convex, ⟨∇F (w), w − w^∗⟩ ≥ F (w) − F (w^∗). Therefore

E [F (w_t )] − F (w^∗) ≤ 1 2η E [‖w_t − w^∗‖^2] − 1 2η E [‖w_{t+1} − w^∗‖^2] + LB + η(λ^2L^2 + G^2). (41)

Take average over t = 1, . . . , T , 1 T T∑ t=1 E [F (w_t )] − F (w^∗) ≤

L^2 2ηT + LB + η(λ^2L^2 + G^2). (42)

Recall that ŵ = (1/T ) ∑_T t=1 w_t. By Jensen’s inequality, F (ŵ) ≤ (1/T ) ∑_T t=1 F (w_t). The proof is complete.

APPENDIX B PROOF OF THEOREM 2 Denote μ_Y := E [Y]. The estimation error can be decomposed as follows: ‖μ̂ − μ‖ ≤ ‖ ‖Ȳ − μ_Y ‖ ‖ + ‖μ_Y − μ‖ + ‖W‖ , (43) in which Ȳ = (1/n) ∑_n i=1 Y_i is the average of Y_i. The first term is caused by the randomness of samples. The second term is the clipping bias. The third term is the strength of additional noise for privacy protection. We provide a high probability bound of these three terms separately.

Bound of ‖ ‖Ȳ − μ_Y ‖ ‖. The high probability bound of mean of random variables under bounded moment assumption has been analyzed in existing works, see for example, [53], Lemma 13 in [54] and Corollary 3.5 in [55]. For completeness and consistency of notations, we show the high probability bounds below.

Let Y be a random variable that is i.i.d with Y_1, . . . , Y_n. Then E [⟨u, Y⟩] = ⟨u, μ_Y ⟩. (44) Define V := ⟨u, Y − μ_Y ⟩. (45)

From (12), |V | ≤ |⟨u, Y⟩| + |⟨u, μ_Y ⟩| ≤ 2R. (46) Moreover, E [V ] = 0, and E [V^2] = E [⟨u, Y − μ_Y ⟩^2] ≤ E [⟨u, Y − μ⟩^2] ≤ E [⟨u, X − μ⟩^2] ≤ M^2, (47) in which the last step comes from the condition E [|⟨u, X⟩|^p ] ≤ M^p.

By Lemma 10,

E [e^{λV} ] ≤ exp ( 3 4 λ^2M^2 ) , ∀0 ≤ λ ≤ 1 2R . (48)

Define V_i = ⟨u, Y_i − μ_Y ⟩. Then V is i.i.d with V_i for all i = 1, . . . , n. Correspondingly, let V̄ = (1/n) ∑_n i=1 V_i be the average, then

E [e^{λV̄} ] ≤ exp ( 3λ^2 4n M^2 ) , ∀0 ≤ λ ≤ n 2R . (49)

Therefore

P(V̄ > t) ≤ inf_{0≤λ≤1/(2R)}e^{−λt} exp ( 3λ^2 4n M^2 )

≤ { exp ( −^{nt2}_{3M 2} ) if t ≤^{3M 2}_{4R} exp ( −^{nt}_{4R} ) if t >^{3M 2}_{4R} .

(50)

(50) indicates that V̄ has subgaussian decaying probability at small t, and subexponential tail at large t.

Based on the bound of V_i, we then derive a high probability bound of ‖ ‖Ȳ − μ_Y ‖ ‖, in which Ȳ = (1/n) ∑_n i=1 Y_i. Here we use some arguments from eq.(104) to eq.(106) in Appendix B.1 in [56]. Let u_j , j = 1, . . . , N_0 be a 1/2-covering of unit sphere. From Lemma 5.2 and Lemma 5.3 in [57], N_0 ≤ 6^d, and ‖x‖ ≤ 2 max_j⟨u_j , x⟩ for all vector x. Therefore, from (50), P( ‖¯ Y − μ_Y ‖ > t) ≤ P ( 2 max_j ⟨u_j , Ȳ − μ_Y ⟩ > t )

≤ N_0P ( ⟨u_j , Ȳ − μ_Y ⟩ > t 2 )

≤ { 6^d exp ( −^{nt2}_{12M 2} ) if t ≤^{3M 2}_{2R} 6^d exp ( −^{nt}_{8R} ) if t >^{3M 2}_{2R} .

(51)

Therefore, with probability 1 − β/2, ‖ ‖Ȳ − μ_Y ‖ ‖ ≤ max {√ 12M^2 n ln 2 × 6^d β , 8R n ln 2 × 6^d β } . (52)

Bound of ‖μ_Y − μ‖. This term is the clipping bias. We omite i in the following steps. From (12),

μ_Y = E [Y] = E [X1(‖X‖ ≤ R)] + E [ X R ‖X‖ 1(‖X‖ > R) ] . (53)

Moreover, μ = E [X] = E [X1(‖X‖ ≤ R)] + E [X1(‖X‖ > R)]. (54)

Thus ‖μ_Y − μ‖ ≤ E [‖ ‖ ‖X − X R ‖X‖ ‖ ‖ ‖ 1(‖X‖ > R) ]

= E [(‖X‖ − R)1(‖X‖ > R)] = ∫_∞ 0 P(‖X‖ > R + t)dt (a) ≤ ∫_∞ 0 d^p2 M^p (R + t)^p dt = d^p2 M^p p − 1 R^{1−p}, (55)

in which (a) comes from Lemma 11.

Bound of ‖W‖. For any vector u, ⟨u, W⟩ is subgaussian with parameter σ^2. From the property of subgaussian distribution,

P(⟨u, W⟩ > t) ≤ e^{− t2}2σ^2 . (56) Let u_j, j = 1, . . . , N_0 be a 1/2-covering. Then P(‖W‖ > t) ≤ P ( 2 max_j ⟨u_j , W⟩ > t ) ≤ N_0P ( ⟨u_j , W⟩ > t 2 ) ≤ 6^de^{− t2}8σ^2 . (57)

Therefore, with probability 1 − β/2, ‖W‖ ≤ √ 8σ^2 ln

2 × 6^d β = √ 16R^2 ρn^2 ln 2 × 6^d β . (58)

Finally, we combine (52), (55) and (58). Note that (52) and (58) hold with probability 1 − β/2, and (55) holds for sure. Therefore, with probability 1 − β,

‖μ̂ − μ‖ ≤ max {√ 12M^2 n ln 2 × 6^d β , 8R n ln 2 × 6^d β } + d^p2 M^p p − 1 R^{1−p} + 4R n √ ρ √ ln 2 × 6^d β . (59)

APPENDIX C PROOF OF LEMMA 5 Lemma 5 provides bounds of both B and G^2. We bound them separately.

Bound of B. For any fixed w, ‖E [g(w)] − ∇F (w)‖ can be easily bounded using Theorem 2. However, w_t depends on the data, therefore ‖E [g(w_t )] − ∇F (w_t)‖ can not be directly derived using the bound of ‖E [g(w)] − ∇F (w)‖. Define

g_0(w) = 1 n n∑ i=1 Clip(∇l(w, Z_i), R). (60)

Then from Algorithm 2 and 1, g(w) = g_0(w) + W, in which W ∼ N (0, σ^2), with σ^2 = 2R^2T/(ρn^2). Then

‖E [g(w_t )] − ∇F (w_t)‖^{(a)}= ‖E [g_0 (w_t)] − ∇F (w_t)‖ (b) ≤ E [‖g_0(w_t) − ∇F (w_t)‖] ≤ E [ sup_w ‖g_0(w) − ∇F (w)‖ ] . (61)

(a) holds because the noise W does not depend on previous steps. (b) uses Jensen’s inequality.

It remains to bound the right hand side of (61). From Theorem 2, with probability 1 − β,

‖g_0(w) − ∇F (w)‖ ≤ max {√ 12M^2 n ln 2 × 6^d β , 8R n ln 2 × 6^d β } + d^p2 M^p p − 1 R^{1−p}. (62)

Let c_j, j = 1, . . . , N_c be a a-covering of W. Then there exists a constant C_0, such that

N_c ≤ C_0 ( M a )_d . (63)

Therefore, with probability 1 − β,

max_j ‖g_0(c_j ) − ∇F (c_j)‖ ≤ max {√ 12M^2 n ln 2 × 6^dN_c β , 8R n ln 2 × 6^dN_c β } + d^p2 M^p p − 1 R^{1−p}. (64)

To bound the right hand side of (61), we show that g_0 is λ-Lipschitz. From Assumption 1, since l is λ-smooth with respect to W,

|g_0(w) − g_0(w^′)| = | | | | 1 n n∑ i=1 [Clip(∇l(w, Z_i), R) − Clip(∇l(w^′, Z_i), R)] | | | | ≤ 1 n n∑ i=1 |Clip(∇l(w, Z_i), R) − Clip(∇l(w^′, Z_i), R)|

≤ λ ‖w − w^′‖ , (65) therefore g_0 is λ-Lipschitz. Since F is λ-smooth, ∇F is also λ-Lipschitz. Therefore, with probability 1 − β, sup_{w∈W} ‖g_0(w) − ∇F (w)‖ ≤ max {√ 12M^2 n ln 2 × 6^dN_c β , 8R n ln 2 × 6^dN_c β } + d^p2 M^p p − 1 R^{1−p} + 2La. (66)

Let β = 1/(n^2), a = 1/n, then ln(2 × 6^dN_c/β) ≲ d ln n. From (60), ‖g_0(w)‖ ≤ R, thus if (66) is violated (which happens with probability no more than β), then ‖g_0(w) − ∇F (w)‖ can still be bounded by R. Therefore E [ sup_w ‖g_0(w) − ∇F (w)‖ ] ≲ √ d ln n n ∨ Rd n ln n + d^{p2} R^{1−p}. (67)

From (61), the proof of the bound of B in (17) is complete.

Bound of G^2. E [ ‖g(w_t) − ∇F (w_t)‖^2 ] ≤ E [ ‖g_0(w_t) − ∇F (w_t)‖^2 ] + σ^2d ≤ E [( sup_w ‖g_0(w) − ∇F (w)‖^2

)_2] + σ^2d ≲ d ln n n + R^2d^2 n^2 ln^2 n + d^pR^{2(1−p)} + R^2T d ρn^2 . (68)

The proof of the bound of G^2 in (18) is complete.

APPENDIX D PROOF OF THEOREM 4 From Lemma 3 and Lemma 5,

E [F (ŵ)] − F (w^∗) ≤

L^2 2ηT + LB + η(λ^2L^2 + G^2) = L^2 2T √ 2T λ^2 + LB + √ 1 2T λ^2

(L^2λ^2 + G^2)

= L^2λ √ 2 T + LB + G^2 √ 2T λ^2 ≲ 1 √ T + √ d ln n n + Rd n ln n + d^{p2} R^{1−p} + 1 √ T ( d ln n n + R^2d^2 n^2 ln^2 n + d^pR^{2(1−p)} + R^2T d ρn^2 )

≲ R √ d n √ ρ + √ d ln n n + Rd n ln n + d^{p2} R^{1−p}. (69)

To minimize (69), let R = √ d ( n √ ρ √ d ) 1_p ∧ √ d (n d ) 1_p . (70)

If ρ > 1/d, then

E [F (ŵ)] − F (w^∗) ≲ √ d ln n n + d^{32 − 1p} n^{1− 1p} ln n. (71)

If ρ ≤ 1/d, then

E [F (ŵ)] − F (w^∗) ≲ √ d ln n n + √ d ( √ d n √ ρ )_{1−} 1_p . (72)

Combining these two cases, the overall excess risk is bounded by

E [F (ŵ)] − F (w^∗) ≲ √ d ln n n + √ d ( √ d n √ ρ )_{1−} 1_p + d^{32 − 1p} n^{1− 1p} ln n. (73)

APPENDIX E PROOF OF THEOREM 6 Recall that Q_j = (1/m) ∑ i∈B_j Yi + Wj with Wj ∼ N (0, σ

2), σ^2 = 2R^2/(ρm^2). By Lemma 4, Q_j is ρ-CDP for j = 1, . . . , k. From Lemma 1(4), for all δ_0 > 0, Q_j is (ϵ_0, δ_0)-DP, with

ϵ_0 = ρ + 2 √ ρ ln 1 δ_0

. (74)

Here we let δ_0 = δ/(12k).

Since μ̂ is permutation invariant with respect to Q_1, . . . , Q_k, we can equivalently claim that μ̂ is based on random shuffling of Q_1, . . . , Q_k. From Theorem III.8 in [24], μ̂ is (ϵ_g, δ_g)-DP, with

ϵ_g = min ln 1 + e^{ϵ0} − 1 e^{ϵ0} + 1 8 √ e^{ϵ0} ln^4_{δ′} √ k + 8e^{ϵ0} √ k , ϵ_0 , (75) and δ_g = δ^′ + (e^{ϵg} + 1) ( 1 + 1 2 e^{−ϵ0} ) kδ_0. (76)

(75) and (76) hold for any δ^′ ∈ (0, 1). Note that (75) is slightly different from [24]. In particular, we upper bound ϵ_g by ϵ_0, which does not appear in Theorem III.8 in [24]. It holds because the post-processing property [52], the shuffling operation is at least not harmful to the privacy, if it does not contribute to privacy amplification.

It remains to show that with proper selection of δ^′, ϵ_g ≤ ϵ and δ_g ≤ δ hold. Recall the condition (??) in the statement of Theorem 6. By (24), ρ ≤ ln^4_δ

ln^8_δ ( 1 + 2 √ ln^{12k}_δ

)_2 < ln 8 δ ( 1 + 2 √ ln 12k δ )_2 < 1. (77)

Hence, from (74),

ϵ_0 ≤ ρ + 2 √ ρ ln 1 δ_0 ≤ √ ρ(1 + 2 √ ln 1 δ_0 ) = √ ρ ( 1 + 2 √ ln 12k δ )

≤ 1. (78) Let δ^′ = δ/2. Then δ_g ≤ 1 2 δ + (e + 1)(1 + 1 2 )kδ_0 = 1 2 δ + 6kδ_0 ≤ δ. (79) Moreover, since ϵ_0 ≤ 1, we have e^{ϵ0} ≤ e. From (75), ϵ_g ≤ ϵ_0, which yields e^{ϵg} ≤ e. Hence ϵ_g ≤ e^{ϵ0} − 1 e^{ϵ0} + 1 8 √ e^{ϵ0} ln^4_{δ′} √ k + 8e^{ϵ0} √ k

≤ e^{ϵ0} ϵ_0 e^{ϵ0} + 1 8 √ e^{ϵ0} ln^4_{δ′} √ k + 8e^{ϵ0} √ k

≤ e 2 ϵ_0 8 √ e ln^8_δ √ k + 8e k ≤ 8e^2ϵ_0 √ 1 k ln 8 δ ≤ 8e^2(ρ + 2 √ ρ ln 1 δ_0 ) √ 1 k ln 8 δ ≤ 8e^2 √ ρ ( 1 + 2 √ ln 1 δ_0 ) √ 1 k ln 8 δ

≤ ϵ √ k √ ln^8_δ ( 1 + 2 √ ln^{12k}_δ ) ( 1 + 2 √ ln 12k δ ) √ 1 k ln 8 δ = ϵ. (80)

Now it is shown that ϵ_g ≤ ϵ and δ_g ≤ δ. Therefore, any estimator μ̂ that is based on Q_1, . . . , Q_k and is permutation invariant with respect to Q_1, . . . , Q_k satisfies the privacy requirement.

APPENDIX F PROOF OF LEMMA 6 Our proof is partially inspired by the proof of Lemma 1 in [19].

Let σ_i be Rademacher random variable, i.e. P(σ_i = 1) = P(σ_i = −1) = 1/2 for all i = 1, . . . , k. For some r > 0 and some unit vector u with ‖u‖ = 1, E [ sup u:‖u‖=1 1 k k∑ j=1 1 (⟨u, Q_j − μ_Y ⟩ > r) ]

≤ 1 r E [ sup u:‖u‖=1 1 k k∑ j=1 |⟨u, Q_j − μ_Y ⟩| ]

(a) ≤ 1 r E [ sup u:‖u‖=1 1 k k∑ j=1 (|⟨u, Q_j − μ_Y ⟩| − E [|⟨u, Q_j − μ_Y ⟩|]) ] + 1 r √ 2R^2 ρm^2 + M^2 m (b) ≤ 2 r E [ sup u:‖u‖=1 1 k k∑ j=1 σ_j |⟨u, Q_j − μ_Y ⟩| ] + 1 r √ 2R^2 ρm^2 + M^2 m (c) ≤ 2 r E [ sup u:‖u‖=1 | | | | 1 k k∑ j=1 σ_j ⟨u, Q_j − μ_Y ⟩ | | | | ] + 1 r √ 2R^2 ρm^2 + M^2 m (d) ≤ 4 r E [ sup u:‖u‖=1 | | | | 1 k k∑ j=1 ⟨u, Q_j − μ_Y ⟩ | | | | ] + 1 r √ 2R^2 ρm^2 + M^2 m = 4 r E [ sup u:‖u‖=1 | | | | 1 n n∑ i=1 ⟨u, Y_i − μ_Y ⟩ + 1 k k∑ j=1 ⟨u, W_j⟩ | | | | ] + 1 r √ 2R^2 ρm^2 + M^2 m . (81)

(a) holds because E [|⟨u, Q_j − μ_Y ⟩|] ≤ √ E [⟨u, Q_j − μ_Y ⟩^2] = √ σ^2 +

M^2 m = √ 2R^2k ρn^2 + M^2 m . (82)

(b) uses (113) in Lemma 12. (c) comes from Lemma 13. (d) uses (114) in Lemma 12. Note that from Lemma 11, E [‖X − μ‖^p] ≤ d^p2 M^p, thus E [ sup u:‖u‖=1 | | | | 1 n n∑ i=1 ⟨u, Y_i − μ_Y ⟩ | | | | ] = E [ sup u:‖u‖=1 |⟨u, Ȳ − μ_Y ⟩| ]

= E [‖¯ Y − μ_Y ‖] ≤ √ E [‖ ‖Ȳ − μ_Y ‖ ‖^2 ]

≤ √ E [ ‖¯ Y − μ ‖_2 ]

≤ √ E [ ‖ ‖X̄ − μ ‖ ‖^2] ≤ √ dM^2 n . (83)

Moreover, E [ sup u:‖u‖=1 1 k k∑ j=1 ⟨u, W_j⟩ ] = E [‖ ‖ ‖ 1 k k∑ j=1 W_j ‖ ‖ ‖ ‖ ]

= 1 √ k E [‖W_j‖] = σ √ d √ k = √ 2R m √ k √ d ρ . (84)

Therefore

(81) ≤ 4M r √ d n + 4 √ 2R rm √ k √ d ρ + 1 r √ 2R^2 ρm^2 + M^2 m . (85)

Define a random variable

V = sup_{u:‖u‖=1} 1 k k∑ j=1 1(⟨u, Q_j − μ_Y ⟩ > r). (86)

Then from (81) and (85), E [V ] ≤ 4M r √ d n + 4 √ 2R rm √ k √ d ρ + 1 r √ 2R^2 ρm^2 + M^2 m . (87)

By Bounded difference inequality [58],

P(V − E [V ]) ≤ 2e^{−2kt2} . (88)

Let t = √ ln(1/β)/(2k), then P(V − E [V ] > √ ln(1/β)/(2k)) ≤ β. Therefore, with probability at least 1 − β, V ≤ 4M r √ d n + 4 √ 2R rm √ k √ d ρ + 1 r √ 2R^2 ρm^2 + M^2 m + √ 1 2k ln 1 β . (89)

From the statement of Lemma 6, now it remains to select r and k to ensure that V ≤ 1/10. We can simply let each term in the right hand side of (89) to be less than 1/40, i.e. 4M r √ d n ≤ 1 40 , 4 √ 2R rm √ k √ d ρ ≤ 1 40 , 1 r √ 2R^2 ρm^2 + M^2 m ≤ 1 40 , √ 1 2k ln 1 β ≤ 1 40 . (90)

Let k = 800 ln(1/β), and

r_0 = max { 160M √ d n , 160 √ 2 R √ k n √ d ρ , 40 √ 2R^2k^2 ρn^2 + M^2k n } , (91)

Note that n = mk. It can be seen that the conditions in (90) are satisfied with r = r_0.

Finally, we summarize the above analysis. It is shown that with probability at least 1 − β, for any u with ‖u‖ = 1, 1 k k∑ j=1 1(⟨u, Q_j − μ_Y ⟩ > r) ≤ 1 10 . (92)

The proof of Lemma 6 is complete.

APPENDIX G PROOF OF LEMMA 7 AND LEMMA 8 We first prove Lemma 7 under (26).

Proof of (28). For convenience, denote d = DistEst(Q_1, . . . , Q_k, c). Let u = μ_Y − c ‖μ_Y − c‖ . (93)

By (26), for at least 0.9k points, ⟨u, Q_j − μ_Y ⟩ ≤ r_0. Thus ⟨Q_j − c, u⟩ = ⟨Q_j − μ_Y , u⟩ + ⟨μ_Y − c, u⟩ ≤ r_0 + ‖μ_Y − c‖ (94) for at least 0.9k points among {1, . . . , k}. From the optimization problem (27), it can be shown that d ≤ r_0 + ‖μ_Y − c‖ . (95) Moreover, by replacing u with −u in (26), it can be found that for at least 0.9k points, ⟨−u, Q_j −μ_Y ⟩ ≤ r_0. Therefore ⟨Q_j − c, u⟩ ≥ −r_0 + ‖μ_Y − c‖ (96) for at least 0.9k points among {1, . . . , k}. Therefore, d ≥ −r_0 + ‖μ_Y − c‖. Combined with the upper bound (95), the proof of (28) is complete.

Proof of (29). Recall that Lemma 7 makes the assumption that ‖μ_Y − c‖ ≥ 4r_0. From (28), d ≥ ‖μ_Y − c‖ − r_0 ≥ 3 4 ‖μ_Y − c‖ . (97)

Since (d, g) is the solution to the optimization problem in (27), for at least 0.9k points, ⟨Q_j − c, g⟩ ≥ d. Moreover, from the condition (26), ⟨Q_j − μ_Y , g⟩ ≤ r_0 for at least 0.9k points. Therefore, for at least 0.8k points, both these two inequalities hold. Hence ⟨μ_Y − c, g⟩ = ⟨Q_j − c, g⟩ − ⟨Q_j − μ_Y , g⟩ ≥ d − r_0 ≥ 3 4 ‖μ_Y − c‖ − 1 4 ‖μ_Y − c‖ = 1 2 ‖μ_Y − c‖ . (98)

The proof of (29) is complete.

Based on Lemma 7, we then move on to prove Lemma 8.

Proof of Lemma 8. Recall that Lemma 8 requires that one of two conditions hold: (1) ‖c_1 − μ_Y ‖ ≤ 4r_0; (2) t_c ≥ 2 ln^{‖c1−μY ‖}_{4r0} / ln^{256}_{233} . To begin with, we show that ∃l ∈ {1, . . . , t_c + 1}, ‖c_l − μ_Y ‖ ≤ 4r_0. It automatically holds under condition (1). Therefore, we need to prove it with ‖c_1 − μ_Y ‖ > 4r_0, and t_c ≥ 2 ln^{‖c1−μY ‖}_{4r0} / ln^{256}_{233} .

If ‖c_l − μ_Y ‖ > 4r_0 for some l, then with η = 1/4,

‖c_{l+1} − μ_Y ‖^2 = ‖c_l + ηd_lg_l − μ_Y ‖^2 = ‖c_l − μ_Y ‖^2 + η^2d^2_l − 2ηd_l⟨μ_Y − c_l, g_l⟩ (a) ≤ ‖c_l − μ_Y ‖^2 + η^2 25 16 ‖c_l − μ_Y ‖^2 − 2η 3 4 ‖c_l − μ_Y ‖ ⟨μ_Y − c_l, g_l⟩ (b) ≤ ‖c_l − μ_Y ‖^2 + 25 16 η^2 ‖c_l − μ_Y ‖^2 − 2η 3 4 ‖c_l − μ_Y ‖ · 1 2 ‖μ_Y − c_l‖ = ( 1 + 25 16 η^2 − 3 4 η ) ‖c_l − μ_Y ‖^2 = 233 256 ‖c_l − μ_Y ‖^2 . (99)

(a) comes from (28), which ensures that d_l ≤ ‖c_l − μ_Y ‖ + r_0 ≤ 5 ‖c_l − μ_Y ‖ /4. (b) comes from (29) in Lemma 7, which holds under the condition ‖c_l − μ_Y ‖ > 4r_0. Therefore

‖c_{l+1} − μ_Y ‖ ≤ √ 233 256 ‖c_l − μ_Y ‖ . (100)

Therefore, with ‖c_1 − μ_Y ‖ > 4r_0, ‖c_l − μ_Y ‖ decays exponentially with l, until ‖c_l − μ_Y ‖ ≤ 4r_0. The first l with ‖c_l − μ_Y ‖ ≤ 4r_0 is at most at ln^{‖c1−μY ‖}_{4r0} / ln

√_{256}

233 , which does not exceed t_c in Algorithm 3.

Therefore, there exists l ∈ {1, . . . , t_c + 1}, such that ‖c_l − μ_Y ‖ ≤ 4r_0. Intuitively, this result indicates that in Algorithm 3, c_l will be close to μ_Y .

However, the above argument does not ensure that the step l with ‖c_l − μ_Y ‖ ≤ 4r_0 will be selected to get the final estimate. Recall that Algorithm 3 picks l^∗ = arg min_l d_l. Selecting l with minimum d_l is slightly different with picking l with minimum ‖c_l − μ_Y ‖. To solve this issue, we reuse (28). Define l_0 = arg min_l ‖c_l − μ_Y ‖ . (101)

Then ‖c_l∗ − μ_Y ‖ ≤ d_l∗ + r_0 ≤ d_{l0} + r_0 ≤ ‖c_{l0} − μ_Y ‖ + 2r_0 ≤ 6r_0. (102) The proof of Lemma 8 is complete.

APPENDIX H PROOF OF THEOREM 7 From (35) and (32),

G^2 ≲ d n + R^2dT n^2ϵ^2 ln 1 δ ( ln T δ + √ ln T δ ln d ) + d^pR^{2(1−p)}. (103)

From Lemma 3 and Lemma 9,

E [F (ŵ)] − F (w^∗) ≤ L^2 2ηT + LB + η(λ^2L^2 + G^2) (a) = L^2 2T √ 2T λ^2 + LB + √ 1 2T λ^2

(L^2λ^2 + G^2)

= L^2λ √ 2 T + LB + G^2 √ 2T λ^2 (b) ≲ √ 1 T + √ d n + d^{p2} R^{1−p} + 1 √ T [ d n + R^2dT n^2ϵ^2 ln 1 δ ( ln T δ + √ ln T δ ln d ) + d^pR^{2(1−p)} ]

(c) ≲ R √ d nϵ + √ d n + d^{p2} R^{1−p} + R √ d nϵ ln 1 δ ( ln T δ + √ ln T δ ln d )

∼ √ d n + d^{p2} R^{1−p} + R √ d nϵ ln 1 δ ( ln T δ + √ ln T δ ln d ) . (104)

For (a) and (c), recall that in the statement of Theorem 7, the parameters are set to be T = n^2ϵ^2/(dR^2) and η = 1/ √ 2T λ^2. (b) uses Lemma 9.

To minimize (104), let R = √ d ( nϵ √ d ) 1_p , (105)

then T = n^2ϵ^2 dR^2 = 1 d ( nϵ √ d )_{2−} 2_p . (106)

E [F (ŵ)] − F (w^∗) ≲ √ d n + √ d (√ d nϵ )_{1−} 1_p ln 1 δ ( ln T δ + √ ln T δ ln d )

≲ √ d n + √ d (√ d nϵ )_{1−} 1_p ln 1 δ (ln n + ln d). (107)

APPENDIX I TECHNICAL LEMMAS Lemma 10 gives a bound of the moment generating function of a bounded random variable.

Lemma 10. ([39], Lemma 2.2) Let V be a one dimensional random variable such that E [V ] = 0 and |V | ≤ R almost surely. Then for 0 ≤ λ ≤ 1/R,

E [e^{λV} ] ≤ exp ( 3 4 λ^2E [V^2] ) . (108)

Proof. We provide a simplified proof following [59]. Use the inequality e^x ≤ 1 + x + (3/4)x^2, E [e^{λV} ] ≤ E [ 1 + λV + 3 4 λ^2V^2 ] = 1 + 3 4 λ^2E [V^2] ≤ exp ( 3 4 λ^2E [V^2] ) . (109)

Lemma 11 converts the moment bound at each direction to an overall moment bound on the norm of random vector X.

Lemma 11. Under the condition E [|⟨u, X⟩|^p ] ≤ M^p, E [‖X‖^p] ≤ d^p2 M^p.

Proof. Note that for a set of orthonormal basis e_1, . . . , e_d, for any vector x,

‖x‖^2 = d∑ i=1 ⟨e_i, x⟩^2. (110)

Then for p ≥ 2, use Hölder inequality,

‖x‖^p = (_d ∑ i=1 ⟨e_i, x⟩^2

)^p_2 ≤ d^{p2 −1} d∑ i=1 |⟨e_i, x⟩|^p. (111)

Therefore E [‖X‖^p] ≤ d^{p2 −1} d∑ i=1 E [|⟨e_i , x⟩|^p] ≤ d^{p2} M^p. (112)

The following lemma is related to Rademacher random variables. These lemmas are common in statistical learning theory literatures [60]. In particular, it is also stated in Proposition 2 in [19]. Lemma 12. Let U_1, . . . , U_n be i.i.d random variables in R. Let σ_i, i = 1, . . . , n be n independent Rademacher random variables, with P(σ_i = 1) = P(σ_i = −1) = 1/2. For a set of functions F, E [ sup_{f∈F} 1 n n∑ i=1 (f(U_i) − E [f(U_i )]) ] ≤ 2E [ sup_{f∈F} 1 n n∑ i=1 σ_if(U_i) ] . (113)

Moreover, if E [f(U_i )] = 0 for all f ∈ F, then E [ sup_{f∈F} 1 n n∑ i=1 σ_if(U_i) ] ≤ 2E [ sup_{f∈F} 1 n n∑ i=1 f(U_i) ] . (114)

The following contraction lemma comes from [61], which is stated again in Proposition 3 in [19]. Lemma 13. Let U_1, . . . , U_n be i.i.d random variables in R. Let σ_i, i = 1, . . . , n be n independent Rademacher random variables. Then E [ sup_{f∈F} n∑ i=1 σ_i|f(U_i)| ] ≤ E [ sup_{f∈F} 1 n n∑ i=1 σ_if(U_i) ] . (115)